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OmnpenesieHus

B HacrosieM JOKyMEHTE UCIIOIb3YIOTCA CIEAYIOLUE TEPMUHBI U UX ONPEEICHHUS.

ABTOMAaTH3MPOBAHHAsl CHCTEMAa — CHUCTEMA, COCTOsIAs W3 IEpCOHaJa M KOMIUIEKca
CPEACTB aBTOMATHU3ALMHM €ro JAEATEIbHOCTH, pealn3yromas HHPOPMALHUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAaHOBJICHHBIX (DYHKITHIA.

AyTeHTH(UKANMSA OTHPABUTENA [JaHHBIX — IOATBEPKIACHUE TOTO, YTO OTIPABUTEIH
MIOJIyYEHHBIX IaHHBIX COOTBETCTBYET 3asBJICHHOMY.

Be3onacHocTh mNepcoOHANBbHBIX [JAHHBIX — COCTOSIHUE 3allUIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX, XapaKTEpU3yeMOE€ CIOCOOHOCTBIO  IOJb30BATENEH, TEXHUYECKUX CPEACTB MU
MH(POPMALMOHHBIX TEXHOJIOTHI 00ecreunTh KOH(PUACHIINATBHOCTD, IEJIOCTHOCT U JIOCTYITHOCTD
MEPCOHAIBHBIX JaHHBIX MpHU UX 00paboTKe B HMH(MOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX
JTAHHBIX.

Buomerpnueckne mnepcoHabHbIe JaHHbIE — CBEICHHUS, KOTOPbIE XapaKTEpU3YIOT
¢u3nonoruueckue OCOOEHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX MOYKHO YCTAHOBUTBH €ro
JUYHOCTh M KOTOPBIE HUCIOJIb3YIOTCS AAMUHHUCTpAIMEH /ISl YCTAaHOBJIEHUS JINYHOCTH CYOBbEKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00pabaThIBAThCA TOJBKO MPU HAJTUYHUU COIJIACHS B MMCbMEHHOMN
¢dopme cyObeKTa MEPCOHAIBHBIX JAHHBIX (BKIOYas ¢ororpaduu, OTIEeYaTKd MHajbleB, oOpa3
CETYaTKH IJ1a3a, 0COOCHHOCTH CTPOCHUS Tela U JPYTYIO MOA00HYI0 HH(OPMAIIUIO).

BiokupoBanue nepcoHANBHBIX [AaHHBIX — BpPEMEHHOE IpeKpalleHue o0paboTKH
MEepPCOHANBHBIX JaHHBIX (3a MCKIIOYEHHEM CcllyyaeB, eciu o0paboTka HeoOXxoauma s
YTOYHEHUS TIEPCOHAIBHBIX JTAHHBIX).

Bupyc (KoMNbIOTEpPHBI, NPOrpaMMHBIN) — HCHOJHAEMBIM NPOTPAMMHBIA KOJ WIH
MHTEPIPETUPYEMBIi HA0Op MHCTPYKUMH, OONajaromuii CBOMCTBAMHU HECAHKIIMOHHUPOBAHHOTO
pacrpocTpaHeHus ¥ camoBocnpousBeieHus. Co3qaHHble JyOIMKaThl KOMIBIOTEPHOTO BUpYca He
BCErJa COBMNAJAIOT C OPUIHMHAJIOM, HO COXPAaHAIOT CHOCOOHOCTh K  JAajJbHEHIIEMY
pacrpoCTPaHEHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHass mporpamma — nporpamma, IpeJHa3HAyeHHas Uil OCYILECTBJICHUS
HECAHKIMOHUPOBAHHOIO JOCTYyNa U (MJIM) BO3JACHCTBUS HA NEPCOHANIbHBIE JaHHBIC WIN PECYpPCHI
MH(POPMALMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcenomoraresibHbIe TeXHMYECKHE CPeICTBA M CHCTEMbI — TEXHHYECKHE CPEICTBA U
CHCTEMBI, HE IpeHa3HAYCHHbIC I Mepeaadyn, oOpabOTKU M XpaHEHUs] NEePCOHAIbHBIX JAAHHBIX,
yCTaHaBJIMBAEMbI€ COBMECTHO C TEXHHYECKUMH CPEJICTBAMM U CHCTEMaMH, IpeAHa3HaYeHHbIMU
U1 00pabOTKM MEPCOHAIBHBIX JAHHbIX WIM B IOMEILEHHSAX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMALMOHHBIE CUCTEMBI IIEPCOHATIBHBIX JAHHBIX.

HocTyn B onepanuoHHyr0 cpeay KOMIbloTepa (MH(GOPMALMOHHON CHCTEMbI MEPCOHAIbHBIX
AAHHBIX) — [OJTy4eHHE BO3MOXKHOCTH 3aITyCKa Ha BBINOJIHEHHUE IITaTHBIX KOMaH 1, (PYHKLIMIA, IpoLielyp
OIEPALIMOHHON CHCTEMBbI (YHUUTOXKEHHsI, KOMMPOBAHUs, IIEpEMEIIEHNS U T.I1.), UCTIONHAEMbIX (DaiiioB
HPUKIAIHBIX IPOrPAMM.

Jocryn k mH(poOpManuu — BO3MOKHOCTb HOJTy4eHHUsI MH(QOpMAIMK U €€ UCTIO0Ib30BaHUsL.

3akyIaj0YHOe YCTPOMCTBO — 3JIEMEHT CPE/ACTBA CheMa HH(MOPMALMH, CKPBITHO BHEIPSEMbIil
(3aKyabIBaeMblii WM BHOCHMBIN) B MecTa BO3MOKHOIO cbeMa MH(opMalmu (B TOM 4YHCIE B
OTrpaK/IeHHE, KOHCTPYKLIMIO, 000pYy0BaHuUE, IIPeIMEThl HHTEphepa, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B
TEXHUUYECKUE CPEJICTBA U CHCTEMBbI 00pabOTKH MH(POPMAIUH).

3anmmaemass uHpopManms — uHOOpMALUS, SBISIONIASACS IPEAMETOM COOCTBEHHOCTH U
MO/VIeXKaIlasl 3aliuTe B COOTBETCTBUM C TPEOOBAaHMSIMH IPABOBBIX JIOKYMEHTOB MM TPEOOBAHUSMH,
YCTaHABIIMBaEMbIMH COOCTBEHHUKOM MH(pOpPMALIUH.

Hnentnmkammst — mnprcBoeHue CyObeKTaM M OObEKTaM JIOCTyna HMIeHTH(HKartopa W (Hin)
CpaBHEHHE NPETbSABIIIEMOT0 HICHTH(HKATOpA C IEPEUHEM TPHUCBOECHHBIX UACHTHU(PHKATOPOB.

HndopMaTuBHBIA CHTHAT — SJEKTPUYECKUE CHIHAJBL, AKYCTHMYECKHE, JJIEKTPOMArHUTHBIE U
npyrue (usudeckue Mojs, MO Mapamerpam KOTOPBIX MOXKET ObITh pacKpbiTa KOH(HAEHIMATbHAS
uHpopMarms (epcoHAIBHBIE JTaHHBIE) 00padaTbiBaeMas B MH(POPMAIIMOHHOM CHCTEME MepCOHATBHBIX
JIAHHBIX.
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Nudopmannonnass cucrema mnepcoHanbHbIX JAaHHbIX (MCII/IH) —coBOKynHOCTH
cofepKamuxcsi B 0a3zaX JaHHBIX MEPCOHATBHBIX JAHHBIX M 00ECHEUMBAIONINX UX 00pabOTKy
MH(POPMAIIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPEJICTB.

Hudopmanyonnble T€XHOJOIMH — TIPOIECCHI, METOIBI TMOKCKa, cOopa, XpaHeHus, 0OpabOTKH,
TMPEIOCTABIICHUSI, PACIIPOCTPaHEHUsT MH(MOPMAITUA M CIIOCOOBI OCYIIIECTBIICHUSI TAKUX TPOIECCOB H
METO/IOB.

Hcnonb3oBaHue mnepcoHAIbHBIX AaHHBIX — JelcTBUA (Omepaluu) ¢ HEepCOHATbHBIMU
JaHHBIMH, COBEpIIAEMbIC ONEPATOPOM B LENAX MPHHATHS PEMICHUH WA COBEPUICHHUS HHBIX
JNEUCTBUM, MOPOXKAAIOLIUX IOPUIUUECKHUE MTOCIEICTBUS B OTHOLIEHUH CYOBEKTa MEepPCOHAIbHBIX
JTaHHBIX WM JAPYTHX JIMI JIMOO MHBIM 00pa3oM 3aTpardBaroIldX IMpaBa U CBOOOIBI CyOBEKTa
NEPCOHANBHBIX JAHHBIX WU IPYTUX JIHII.

Hcrounuk yrpossl 0e3onacHOCTH MH(POPMALUHU — CYOBEKT JIOCTYMa, MaTepuaabHbI OOBEKT WU
(br3rUecKoe sSBIIEHNE, SIBISOLMECS IPUUMHON BOSHUKHOBEHHUS YIPO3bl O€301MaCHOCTH HHPOPMAITUH.

KonTposmpyemasi 30Ha — MpOCTpaHCTBO (TEppUTOpHS, 3[aHME, YacTb 3[aHMS, IMOMEILEHHUE), B
KOTOPOM HCKJTFOYEHO HEKOHTPOJIMpPYEMOE MNpeObIBaHHE MOCTOPOHHMX JIMII, a TaKKE TPAaHCIOPTHBIX,
TEXHUYECKUX W MHBIX MaTePUATBHBIX CPEIICTB.

Kon¢puaeHumanbHOCTh NepCOHAIBHBIX JAHHBIX — 00s3aTeNIbHOE Il COOMIOACHUS ONepaTopoM
WIM UHBIM TOJIYYMBIIMM JIOCTYIl K HEPCOHAIBHBIM JIAHHBIM JIMIIOM TpeOOBaHWE HE JOIMYCKaTh HX
pacripocTpaHeHyue Oe3 cornacusi CyObeKTa MEpCOHATbHBIX JAHHBIX WM HAIWYMS MHOTO 3aKOHHOTO
OCHOBaHWUI.

MexkceTeBoil IKpaH — JIOKaTbHOE (OTHOKOMIIOHEHTHOE) WM (DyHKIIMOHATHHO-PACTIPEICTICHHOE
nporpaMMHOe  (TIPOrpaMMHO-aNMapaTHOe) CPEeCTBO  (KOMIUIEKC), peai3yrollee KOHTPOJIb 32
uHpopMaiel, mocrynatomied B HHOOPMAIMOHHYIO CHUCTEMY TE€PCOHABHBIX JAHHBIX W (WIJIN)
BBIXO/IAITICH N3 UHDOPMAITMOHHOW CUCTEMBI.

Hapyumrens 0€30MacHOCTH TNEPCOHAJIBHBIX JAHHBIX — (DU3MUYECKOE JIMIO, CIy4ailHO WA
MpeTHAMEPEHHO COBEpIIAIOIIee JEHCTBUS, CIECTBUEM KOTOPBIX SIBISIETCSI HApyLIEHHWE OE30IacHOCTH
MIEPCOHATIBHBIX JIAHHBIX MPU MX 00pabOTKE TEXHUYECKUMH CPEACTBaMU B MH(DOPMAITOHHBIX CHCTEMax
MEPCOHATBHBIX JAHHBIX.

HeaBToOMaTu3npoBaHHas o0padoTka NMePCOHAIbHBIX JAHHBIX — 00paboTka
MEPCOHAIBHBIX JAHHBIX, COJEPKALUXCA B MH(MOPMAIIMOHHON CHUCTEME MEePCOHAIBHBIX JaHHBIX
nu00 W3BJICUYEHHBIX M3 TAaKOW CHUCTEMbl, CUMTACTCA OCYILECTBICHHOW ©O€3 HCHOJIb30BaHUS
CPEICTB aBTOMAaTH3aluu (HEaBTOMATU3MPOBAHHOMN), €CIM Takue JEHCTBHUS C MEePCOHATbHBIMU
JAHHBIMHU, KaK HCIOJb30BaHHE, YTOUHEHHE, PACHpPOCTPAHEHUE, YHUUYTOKEHUE MEPCOHAIBHBIX
JAHHBIX B OTHOIICHUU KaXJIOTO U3 CYOBEKTOB MEPCOHAIBHBIX NAHHBIX, OCYILECTBISIOTCS MpPU
HEMOCPEJICTBEHHOM y4acTUU YEJIOBEKa.

HenexsapupoBanHble  BO3MOKHOCTH — (GYHKIMOHATBHBIE ~ BO3MOXKHOCTH  CPEJICTB
BBIYMCITUTEIHHON TEXHHUKH, HE OTIMCAHHBIE I HE COOTBETCTBYIOIINE ONMMCAHHBIM B IOKyMEHTAIIWH, TIPH
UCTIONB30BAaHUM  KOTOPBIX BO3MOXKHO — HApyIICHHE KOH(PUACHIMAILHOCTH, JOCTYIHOCTH WU
LIEJIOCTHOCTH 00pabaThiBacMOii HH(POPMAITHH.

HecankumonnpoBaHHbIii J0CTYN (HECAHKIIMOHUPOBAHHBIE JIEHCTBHSI) — JIOCTYI K MH(POPMAIUU
WM JeHCcTBUS ¢ MH(pOpMAIHeH, HapyIIAoONHe MMpaBia pa3rpaHuueHus JOCTYNA C UCIIOJIb30BaHUEM
IITaTHBIX CPEJICTB, MPEIOCTABISIEMBIX HH(POPMAITMOHHBIMHI CHCTEMaMU MEPCOHATBHBIX TAHHBIX.

Hocutens unpopManuu — (U3MUECKOE JMIO WIM MaTepUATbHBIA OOBEKT, B TOM YHCIIE
¢u3nyeckoe 1mose, B KOTOPOM HH(OpMaIMs HAXOJUT CBOE OTPOKEHHE B BHIE CHMBOJIOB, 00pasos,
CUTHAJIOB, TEXHUYECKUX PEIIEHMH U TPOLECCOB, KOJIMUECTBEHHBIX XaPaKTEPUCTHK (PU3HUYECKHX
BEITUYHH.

O0e31MunBaHue NMEPCOHATBHBIX JAHHBIX — IHCTBUS, B PE3yIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXHO 0€3 MCIOJIb30BAHUS JOMOJHUTEIBHON HHPOPMALIMU OTIPEACTUTh PHHAICKHOCTD
MePCOHATBHBIX TAaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX TAHHBIX.

O0paboTka mNepCOHANBHBIX [AHHBIX — JI000€ JeiicTBUe (omeparusi) WM COBOKYITHOCTh
nedcTBuil  (omepaiii), COBEpIIAEMbIX C MHCIOJIBb30BAaHMEM CPEACTB aBTOMATW3alMUd Wi  0e3
WCTIOJIB30BAHMS TAKHX CPEJICTB C IEPCOHAIBHBIMU JIAHHBIMHU, BKITFOUast COOp, 3aITiCh, CUCTEMATH3ALIHIO,
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HAKOIUICHHE, XpaHEeH!Ee, YTOuHeHHe (OOHOBJIEHNE, 3MEHEHHE), N3BIICUEHNE, HCTIOIB30BaHME, TIepeady
(pactipoctpaHeHue, TIPENOCTABICHUE, JOCTYN), OO0E3NMYMBaHKE, OJIOKMPOBAaHUE,  YIAJICHUE,
YHUUTOXKCHHE MIEPCOHATTBHBIX TAHHBIX.

OO0wmenocTynHble  NMepCOHAIbHbIE  JIaHHbIe — TIEPCOHAIBHBIE  JaHHbBIE,  JOCTYII
HEOTPaHUYEHHOT0 Kpyra JIUI] K KOTOPBIM IPEIOCTaBICH C COTJIacusi CyObEeKTa MEepCOHATBHBIX
JAHHBIX WJIM HAa KOTOPBIE B COOTBETCTBUU C (hefepaJbHBIMU 3aKOHAMH HE PACIpOCTpaHSIETCS
TpeboBaHMEe COOIOCHNS KOH(PHICHIINATHHOCTH.

Omneparop (mepcOHAJBHBIX AAHHBIX) — TOCYJAPCTBEHHBIM OpraH, MYHULMIIAIBHBIA OpraH,
FOPUIMYECKOE WIH (PU3MIECKOE JIMIIO, CAMOCTOSITENBHO MIIM COBMECTHO C JAPYIMMHU OpPraHH3YIOIIEee
(vym) ocyiecTBsroIIee 00padOTKY IMEPCOHATBHBIX JAHHBIX, a TAKKE OIPEICISIONINE eI 00padoTKH
MIEPCOHANIBHBIX JIAHHBIX, COCTAB IIEPCOHANBHBIX JAHHBIX, MOWISKAMMX 00paboTKe, IeHCTBHA
(omeparmm), coBepIIaeMble C IEPCOHATLHBIMU JIAHHBIMU.

TexHuueckue cpeacrsa MH(OPMALNUOHHOW CHUCTEMBbI MEPCOHAIBHBIX JAHHBIX — CPE/ICTBA
BBIYUCITUTELHON TEXHUKH, MHPOPMAITMOHHO-BBIYNCITUTELHBIE KOMITIEKCHI M CETH, CPEJICTBA U CHCTEMBI
nepemaun, npuemMa u obpaborku [1J[H (cpenctBa W CHCTEMBl 3BYKO3AIHCH, 3BYKOYCHJICHUS,
3BYKOBOCITPOM3BEIICHUS, TIEPETOBOPHBIE W TEJICBU3MOHHBIC YCTPOMCTBA, CpEICTBA HM3TOTOBJICHUS,
TUPKUPOBAHUS JIOKYMEHTOB M JIpyrM€ TEXHMYECKHUE CPEICTBa 0OpaOOTKHA PEYeBOM, TpadyecKoi,
BU/ICO- W OyKBEHHO-IIM(POBON HMH(OpPMAIH), TPOrpaMMHBIE CpeNCTBA (OTEpAIlMOHHBIE CHUCTEMBI,
CHCTEMBI YIIPaBJIeHUs] 0azaMy JTAHHBIX WM T.I.), CPEJCTBA 3alIUThI WH(POpPMAIH, TPUMEHSIEMBIE B
MH(OPMALMOHHBIX CUCTEMAX.

IlepexBar (MH(pOpMaUMHU) — HEMTPAaBOMEPHOE TOJyUdeHHE WH(OPMAIIUK C UCIIOJIH30BAHUEM
TEXHUYECKOTO  CPEJICTBA, OCYLIECTBIISIIOIIET0  OOHAapykeHue, TmpueM U  00paboTKy
WH()OPMATHBHBIX CUTHAJIOB.

IlepconanbHble qaHHBbIE — 100as MHPOpPMALKS, OTHOCAIIASCS K MPSIMO MM KOCBEHHO
OTIPEICTICHHOMY WJIM OTIpeiesieMoMy GU3HMIEeCKOMY JIUIY (CYOBEKTY EPCOHAIBHBIX TaHHBIX).

IloGo4HbIEe 31eKTPOMATHUTHBIE M3JIYyYeHHs] U HABOJAKH — 3JIEKTPOMAarHUTHBIE W3ITy4EHUS
TEXHUYECKUX CPEJCTB O0OpabOTKH 3amuiaeMord WHQOpMaIiy, BO3HUKAIONIME KaK MOOOYHOE
SIBJICHUE U BBI3BAHHBIC ANIEKTPUUYECKUMH CHTHAJNaMH, ACUCTBYIOIIMMH B MX JJIEKTPUYECKUX U
MarHUTHBIX IETMsX, a TaKKe JIEKTPOMAarHUTHbIE HABOJAKH ATUX CUTHAIOB HAa TOKOMPOBOJSIIHE
JIUHUH, KOHCTPYKIMH U LENH MUTAHUS.

IMosmTHKa  «YHUCTOTO  CTOJA» —  KOMIUIGKC  OpPraHM3allMOHHBIX  MEPOIPHUSITHIA,
KOHTPOJIMPYIOIUX OTCYTCTBUE 3alMChIBaHUs HAa OyMa)KHbIE HOCHTENH KItouell U aTpuOyTOB
noctyna (mapoJieil) ¥ XpaHeHUs UX BOIH3U 0OBEKTOB JIOCTYIIA.

IMoab30BaTesib HMHPOPMANMMOHHOM CHCTEMbl MEPCOHAJBHBLIX JaHHBIX —  JIUIIO,
ydacTBymollee B (DyHKIIMOHUPOBAHUU HH(DOPMALMOHHON CHUCTEMbI NMEPCOHANBHBIX JAHHBIX WM
MCIOJIb3YIONIEE Pe3YNIbTaThl €€ (PYHKIIMOHUPOBAHHUS.

IIpaBuja pa3rpaHuyYeHuUsi AOCTYNAa — COBOKYIMHOCTh MPaBUJI, pPEriaMEHTHPYIOIIUX MpaBa
JocTymna cyObeKTOB JOCTyMa K 00beKTaM JOCTYIIA.

IIporpammHas 3akjajKa — KOJ IPOTPaMMbl, MPeTHAMEPEHHO BHECEHHBIH B MPOrpaMMy C
LEIbI0 OCYIIECTBUTh YTEUYKY, HM3MEHHUTh, OJOKUPOBAaTh, YHUUYTOXKUTh HH(POpPMALNIO WIH
YHUUYTOXKUTh M MOAU(UIMPOBATH MporpaMMHOE oOecrieueHue HH(POPMAIMOHHON CHUCTEMBI
MePCOHAIBHBIX TaHHBIX U (W) OIOKMPOBATH anmapaTHbIE CPEICTBA.

IIporpamMHoe (MporpaMMHO-MaTeMaTH4YecKOe) BO3/eiicTBHE — HECAHKIIMOHUPOBAHHOE
BO3JICHCTBUE HA PECYPChl aBTOMATU3UPOBAHHON MH(OPMAIIMOHHON CHCTEMBI, OCYIIECTBIISIEMOE C
WCIOJIb30BaHNEM BPEIOHOCHBIX TPOTPAMM.

PackpbiTHEe NEPCOHATBHBIX [aHHBIX — YMBIIUIEHHOE WIM ClIydailHOe HapylleHHe
KOH(UIECHITNATIBHOCTH MePCOHATBHBIX JaHHBIX.

PacnpocTpaHeHne mNepCcOHAJBHBIX JAHHBIX — JICHCTBUS, HANpaBlIEHHBIE HAa PACKPBHITHE
MePCOHATBHBIX JAHHBIX HEOMPEICTICHHOMY KPYT'y JIUI]

Pecypc undopmManuoHHoii cucTeMbl — UMEHOBAHHBIA AJIEMEHT CHCTEMHOTO, MPHUKIAIHOTO
WJIM amnmapaTHoro obecnevyeHus (pyHKIIMOHUPOBAHUS HHPOPMAIOHHON CHCTEMBL
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CnenuajibHble KATerOpuud MEPCOHAJBHBIX JAAHHBIX — [EPCOHANBHBIC  JIAHHBIC,
Kacaloluecs  PacoBOM, HAINMOHAIBHOW  NPUHAIICKHOCTH, TIOJUTHYECKUX  B3TJISIOB,
PENUTHO3HBIX WKW (UIOCOPCKUX YOCKICHHIA, COCTOSHUS 3I0POBbS M HMHTUMHOW IKU3HU
CyOBEKTa MEPCOHANBHBIX JAHHBIX.

CpencrBa BEIYNCIMTETBLHONH TEXHUKH — COBOKYITHOCTh TIPOTPAMMHBIX M TEXHIMYECKUX AEMEHTOB
cructeM 00pabOTKU JAHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSTEIIFHO WIIM B COCTaBE JIPYTHX
CHCTEM.

Cy0bekT nocryna (Cy0beKT)— JMIIO WM TPOIIECC, JEUCTBUS KOTOPOTO PEryIaAMEHTUPYIOTCS
MIPaBWJIAMH Pa3TPaHUYCHUS JOCTYIIA.

TexHnyeckuii KaHAJI yTeUYKH WH(OPMAIMN — COBOKYITHOCTh HOCHTENS MH(popMarmu (cperncTBa
00paboTKH), (hu3HIecKOr Cpelbl pacrpoCTpaHeHHsT MH(HOPMATUBHOTO CHTHAJIA U CPEJICTB, KOTOPBHIMU
JOOBIBAETCSI 3aIuInaemMas HHhopmaius.

TpaHncrpannyHasi mepeaadya NMepcoOHAJbLHBIX JAHHBIX — Mepejiada MepCOHATBHBIX JaHHBIX
omepatopoM uyepe3 ['ocymapcTtBennyto rpanuny Poccuiickoit ®egepanuum opraHy BIacTH
WHOCTPAaHHOTO TOCyIapcTBa, (HU3MYeCKOMy WIH HOPUAMYECKOMY JIUIY HWHOCTPAHHOTO
rocyJIapcTBa.

Yrpo3bl 0€30MacHOCTH MEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHH U (DaKTOPOB,
CO3IIAIOIIMX OTACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM UHCIIE CITy4aliHOTO, JIOCTYIA K MEPCOHATHHBIM
JIAHHBIM, PE3YJIbTaTOM KOTOPOTO MOYKET CTaTh YHHUTOXKEHHE, H3MEHEHHE, OJIOKUPOBaHNE, KOTIMPOBAHHE,
pactpoCTpaHEHUE MEPCOHANTBHBIX JTAHHBIX, & TAKKEe WHBIX HECAHKIIMOHWPOBAHHBIX JICUCTBUM MPH WX
00paboTKe B MH(POPMAITMIOHHOM CHCTEME TTePCOHATBHBIX TAHHBIX.

YHUUTOKEHHE TEPCOHAIBHBIX JAHHBIX — JICHCTBHUS, B pPE3yJIbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTAQHOBHTH COJICpKaHME TEPCOHATBHBIX JaHHBIX B HMH(OPMAIMOHHOW CHCTEME MEePCOHATBHBIX
JaHHBIX WM B PE3ylbTare KOTOPBIX YHHUTOXKAIOTCSI MaTe€pUaIbHbIE HOCUTENM MEePCOHAIBHBIX
JTAHHBIX.

VYr1euka (Gammmiaemoil) HHEMOPMAIMH M0 TEXHUYECKUM KAHAJIAM — HEKOHTPOIMPYEMOE
pacrnpoctpaneHre HH(GOPMAIMK OT HOCHUTES 3allIaeMoi HH(pOpMaK depe3 (HU3HMIECKY O Cpemy 10
TEXHUYECKOTO CPEJICTBA, OCYILECTBISIOIETO IepexBaT HH(GOpMalnu.

Ysa3BUMOCTB — C1a00CTh B CPEACTBAX 3aILUTHI, KOTOPYIO MOYKHO HCIOJIB30BaTh ISl HAPYIICHUS
CHCTEMBI WM COZIEprKalleicsl B Hell MH(opMaIiH.

HemoctHocTh  MHGOPMAIMH —  CIIOCOOHOCTh  CPENICTBA  BBIYMCIHMTEIIBHOM — TEXHUKH WA
ABTOMATH3UPOBAHHOM CHCTEMbI O0ECTIeUMBaTh HEM3MEHHOCTh MH(OPMAIMKM B YCJOBHSX CIy4ailHOTO
W/WIH IPEAHAMEPEHHOTO UCKKEHHS (paspyIIeHus ).
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OBO3HAYEHUSA U COKPAIIIEHUS
— QHTUBUPYCHBIE CPEACTBA
— aBTOMATH3UPOBAHHOE paboyee MecTo
— BCIIOMOTI'aTCJIbHBIC TCXHUYCCKHUEC CPCACTBA U CUCTCMbI
— MH(OPMALIMOHHAS CHCTEMA TTePCOHATBHBIX JTAHHBIX
— KOHTpOJIMpyeMast 30Ha
— JIOKaJIbHAS! BBIYMCIIUTENBHAS CETh
— MEKCETEBOM 3KpaH
— HECAHKIIMOHMPOBAHHBIN TOCTYIT
— OTepallMoOHHas cUcTeMa
— HNEPCOHAJIbHBIC TAHHBIC
— IIPOTPaMMHO-MaTEMaTHIEeCKOe BO3/ICHCTBIE
— IporpaMMHO€ 0OecIiedeHre
— NOOOYHBIE ANEKTPOMArHUTHBIE M3ITy4eHHs U HABOJKU
— CHCTEMa aHaJIN3a 3alIuIICHHOCTH
— CpeICTBa 3alIUThl HHPOpMAIII
— cucreMa (IoJCUCTeMa) 3allUThl NEPCOHABHBIX JaHHBIX
— cucTeMa 0OHapy)KeHHs BTOP)KEHHI
— TEXHUYECKUE KaHAJIBI YTEUKH HH(OpMAIN

— YI'pO3bI 0€e30I1acHOCTH INEPCOHAIIBHBIX JaHHBIX
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BBEJIEHHME

Hacrosimas [Tommtuka nadopmanmonnoit 6e3omacHoctu (naee [lonmTuka) cpeaqHeil mIkoJbl
Ne 8 sBstercst opuIMATBEHBIM TOKYMEHTOM.

[Tonmutnka pazpaboTaHa B COOTBETCTBUU C TpeboBaHUIMU DeaepabHOTO 3aKOHA OT 27 HIOJIS
2006 r. Ne 152-®3 «O mepcoHaIBHBIX JaHHBIX» U noctaHoBleHus [IpaButenscTBa Poccuiickoii
@eneparun ot lHOsIOps 2012 1. Ne 1119 «OO6 yrBepkaeHHH TpeOOBAaHMNA K 3aluTe
MEPCOHANBHBIX JAaHHBIX IpU HX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMaxX IEPCOHATBHBIX
JAHHBIX», HA OCHOBAHUMU:

- «Pexomenganit mo oOecrieyeHUI0 OE30MAaCHOCTH TMEPCOHANBHBIX JaHHBIX TPHU HUX
o0paboTke B HH(OPMALMOHHBIX CHCTEMax [EPCOHANBHBIX JAHHBIX», YTBEPKIACHHBIX
3amecturenem nupektopa ®CTIK Poccun ot 15.02.2008 r.,

- «TunoBblx TpeOoBaHMII MO oOpraHu3auud U o0ecreuyeHuto  (YHKIHMOHUPOBAHUS
mUGPOBaTIBHBIX (KpUNTOrpapUUECKUX) CPEeACTB, NMPEAHA3HAYEHHBIX JJIS 3alUThl UH(pOpMaluu,
HE COJEpXKallell CBEACHMM, COCTABIAIOIIMX TOCYJAapCTBEHHYIO TailHy B cily4ae U3
WCI0JIb30BaHUs /17151 oOecnieueHrs 0e30MacCHOCTH MEPCOHAIBHBIX JAHHBIX MpU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaxX IMEPCOHAJIbHBIX JIaHHBIX», YTBEPXKICHHBIX PYKOBOJICTBOM §
Hentpa ®CB Poccun 21.02.2008 T. Ne 149/6/6-662.

B Tlonutuke ompenenensl TpedoBanusi k nepconany WCIIJIH, cTeneHb OTBETCTBEHHOCTH
MepcoHana, CTPYKTypa U HEOOXOIUMBIH YPOBEHb 3alIUIIEHHOCTH, CTaTyC U JIOJKHOCTHBIE
00s13aHHOCTH COTPYAHHUKOB, OTBETCTBEHHBIX 3a oOecredeHne Oe30MacHOCTH MEePCOHATbHBIX
naanbeix B UCIT/IH cpenneit mkome Ne 8.
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1 O01He MoJI0KeHUus

Lenpto Hacrosmieit [lomutvku sBisieTcs oOecneucHue Oe30MacHOCTH OOBEKTOB 3alllUThI
cpenHel mkoJibI Ne 8 OT BCeX BHUAOB YIpO3, BHEIIHUX M BHYTPEHHUX, YMBIIUICHHBIX U
HeTpeHaMepEeHHBIX, MUHIMH3aNus yimepOa OT BO3MOXKHOHM peanu3aliy yrpo3 0e30macHOCTH
I[Tdu (YBITn).

besomacHocTh MEPCOHAIIBHBIX JTAaHHBIX JIOCTUTACTCS yTeM HCKIIFOUCHHS
HECAaHKI[MOHUPOBAHHOTO, B TOM 4YHCJIE€ CIy4alHOro, JIOCTYNa K IEPCOHAIBHBIM JaHHBIM,
PE3yJILTaTOM KOTOPOTO MOKET CTaTh YHHUYTOKCHUE, U3MEHEHHE, OJIOKUPOBAHKE, KOTTUPOBAHUE,
pacnpocTpaHeHHE MEPCOHAIBHBIX JTAHHBIX, a TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBHIA.

Nudopmanuist 1 cBA3aHHBIE C HEH PECYPCHI JOJHKHBI OBITh JOCTYIHBI JJII aBTOPU30BAHHBIX
nosb3oBarened. JIoMmKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHApY)KEHHE W pearupoBaHHUE HA
VYBII/IH.

JIOJDKHO OCYIIECTBIISITHCS TIPEAOTBPAIlEHNE TPEIHAMEPEHHBIX WIIM CITy4ailHbIX, YaCTHYHBIX
WJTU TIOJIHBIX HECAHKITMOHUPOBAHHBIX MOIU(DHUKAIIUNN UM YHUUTOKEHHUS TEPCOHAIBHBIX JIAHHBIX.

CocrtaB 00BEKTOB 3alIUTHI MIpeAcTaBieH B [lepeuHe mepcOHANBHBIX JTaHHBIX, YKa3aHHOMY B
[Tonoxenun 06 00paboOTKE NEPCOHATBHBIX JIaHHBIX.

Cocras UCIIdH, mojyiexxamux 3alinTe, MPEACTaBleH B AKTe 0O0CIeTOBaHUS TEKYIIETO
COCTOSIHUSI TEXHUYECKOMN 3aIIUTHI IEPCOHATBHBIX JaHHBIX.
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2 Obaacrtb NeHCTBUA

TpeboBanust Hactosimedd IloMMTHUKK pacHpoOCTpPaHAIOTCS Ha BCEX COTPYAHUKOB CpeaHEei
1KoJibl Ne 8 (IITaTHBIX, BPEMEHHBIX, PA0OTAIOIIUX IO KOHTPAKTY U T.I1.), @ TAKXKE BCEX IMPOUYMUX
nutl (MOAPSAYUKH, Ay TUTOPHI U T.11.).

[Nonutnka nadopmannonnoit 6ezonmacHoctu. Crpanuna 10 n3 28



3 Cucrema 3allIUThI NEPCOHAJIBbHBIX TAaHHBIX

Cucrtema 3anuthl nepcoHanbHbIX AaHHbIX (C3I1[IH), cTpoUTCS Ha OCHOBAHUU:

AxTa 00cne1oBaHusI TEKYLIETO COCTOSHUS TEXHUYECKOH 3aIIUThl IEPCOHAIBHBIX JTAHHBIX;
[lepeunst nepcoHaNbHBIX JaHHBIX, TOAJIEKALUX 3aLUTE;

AxTOB KI1accupuKanuy MHPOPMATMOHHBIX CUCTEM NMEPCOHAIBHBIX TaHHBIX;

YacTHbIX MOJIEIEN aKTyalbHbIX YTpo3 U BeposiTHoro Hapymurens UCIH;

[Tonoxenus o pasrpaHUYEHUH MPaB JOCTYIA K IEPCOHAIBHBIM JaHHBIM;

PykoBoysmux nokymentoB @CTIOK u ®Ch Poccun.

Hus  obecrieuenuss 3ammtel  MCII[H HeoOXoauMo COONIIOJIEHUE OpTraHU3aI[HOHHO-
TEXHUUYECKUX Mep. AJAMHHHCTpaIeil odecnieunBaercss 0€30MacHOCTh NEPCOHAIBHBIX JAHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YPOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TE€XHHYECKOM
3amaHuy Ha cosnanue cuctemsl 3ammthl it MCIT/IH. B cpemneit mkome Ne 8 ompenenens
aKTyaJbHBIE Yrpo3bl OezomacHocTH [1JIH, KoTOphle omucanbl B YacTHOW MOJENM aKTyaJbHBIX
yrpo3 u BepositHoro HapymmwmTenst UCIT/Ih.

Ilog akTyanbHBIMH yrpo3aMu O€30MaCHOCTH NEPCOHANbHBIX JaHHBIX IOHUMAaeTcs
COBOKYITHOCTb yCIOBUI u ¢dakTopoB, CO3/IA0IIUX aKTyaJbHYIO OTAaCHOCTh
HECaHKIMOHUPOBAHHOTO, B TOM YHCJE CIYy4ailHOTO, J0CTyNa K MEePCOHAIbHBIM JaHHBIM MPU UX
00paboTke B MH(POPMAIMOHHON cHCTEME, pe3yJIbTaTOM KOTOPOTO MOTYT CTaThb YHMUYTOKEHHE,
U3MEHEHHe, OJIOKHpOBaHUE, KONMMPOBAHUE, NIPEIOCTABIECHUE, PACIPOCTPAHEHHE TEPCOHATBHBIX
JTAHHBIX, & TAK)KE UHbIE HETIPAaBOMEPHBIE JICHCTBUSI.

VYrpo3sl 1-ro TMNA akTyanbHBI 1715 MHGOPMAIIMOHHOM CHCTEMBI, €CIIM Ul Hee B TOM YHUCIIE
aKTyaJlbHbl yIpO3bl, CBS3aHHbIE C HAJMYUEM HEJOKYMEHTHPOBAHHBIX (HEIEKIApUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM IPOrPAMMHOM 00€CTI€YeHUH, UCII0JIb3YeMOM B MH(MOPMaLMOHHON
CUCTEME.

Yrpo3bl 2-T0 THUMA aKTyalbHBI 1151 HTHGOPMAIIMOHHOMN CHCTEMBI, €CIIH Ul Hee B TOM YHUCIIE
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKIapHUPOBAHHBIX)
BO3MOXHOCTEH B MPHUKIAJHOM  NPOTPAaMMHOM  OOECIIEYEHHH,  HCIOJBb3YyeMOM B
MH(OPMALIMOHHON CUCTEME.

Yrpo3sl 3-ro TUNAa aKTyallbHbI JUIsI UHQOPMAIIMOHHOW CUCTEMBI, €CIH JUIsl Hee aKTyaJIbHbI
yrpo3bl, HE CBSI3aHHBIE C HAJIWYUEM HEIOKYMEHTUPOBAHHBIX (HEAEKJIapUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM W MPUKIAAHOM MPOTPAMMHOM OOECHEYEHUHU, HCIOIb3yeMOM B
MH(OPMALIMOHHOW CHUCTEME.

Ha ocHOBaHuMU 3THX JOKYMEHTOB OIpeleisieTcss HEOOXOAMMBI YpPOBEHb 3alllUIIEHHOCTH
I xaxnoin UCII[H cpeaneit mkosbl Ne 8 . Ha ocHOBaHMM aHanM3a aKTyaJbHBIX YIpo3
6e3omacHoctu [1JIH, ommcanHoro B YacTHOW MOAENH akKTyalbHBIX YIPO3 U BEPOSITHOTO
Hapymutens WUCIIJIn u Otuera 0 pe3ynbrarax NMpPOBEACHUS BHYTPEHHEW MPOBEPKE, JENaeTcs
3aKJIIOUEHUE O HEOOXOAMMOCTH HCIOJB30BaHUS TEXHMYECKUX CPEICTB M OpraHU3alMOHHBIX
MeponpusaTHil s obecriedenust 6ezonacHoctu [1/{H. BriOpanubsie He0OX0UMbIE MEPOTIPUSITUS
oTpaxkaroTcs B [1mane MepornpusiTuii o 3aluTe NepCOHAIbHBIX JAHHBIX.

s xaxoit UCII/IH nomkeH ObITh COCTaBJIEH CIHUCOK MCIIOJIb3YEMbIX TEXHUUECKUX CPEJICTB
3alIUThI, @ TaK K€ MpOrpaMMHOro oOecrneuyeHus, ydacTByromero B oOpabotke I1/[H, Ha Bcex
anementax UCII/H:

- APM nonw30BaTeiei;

- CepBepa NpUII0KEHU;

- CYB/;

- I'panuna JIBC;

- KananoB nepegaun B ceT oOIIero MOJIb30BaHUS U (M) MEXIyHApOJAHOTO 0OMEeHa, eciu
1o HuM nepenarorcs 11/1H.

B 3aBucumoctu ot ypoBHs 3amuuieHHoctd MCII/IH n aktyansHbIX yrpo3, C3I1[IH moxer

BKJIFOYATh CIICAYIOIHUEC TCXHUYCCKUEC CPCACTBA:
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- aHTUBUPYCHBIE CPEJICTBA JIJIsl pabOUYMX CTAHIIMM MOJIb30BaTENIel U CEPBEPOB;

- CpEeACTBA MEXKCETEBOI0 3KPAaHUPOBAHUS;

- cpelacTBa KpunrTorpaduveckod 3amuThl WHGOpPMALMK, NpU Iepefadye 3alluiiaeMoi
nH(pOpMAIINU TI0 KaHAJIaM CBSI3H.

Tak ke B CIIUCOK JOJDKHBI OBITh BKIIFOUYEHBI (DYHKIMH 3AIIUTHI, 00eCIIeUnBaeMble ITATHBIMU
cpeactBamu  00pabotku IIJIH onepaunonHsiMu cuctemamu (OC), npukiazaeiM I[1O u
CHEIHATbHBIMU KOMILJIEKCAMU, PeaIU3YIOUIMMHU cpeAcTBa 3aluThl. CriucoK (YHKUMNA 3alUThI
MO>KET BKJIIOUYATh:

- yIpaBJieHUE U pa3rpaHUyYEHHE JIOCTYIIA [10JIb30BaTENEH;

- PETUCTpAIHIO U yUeT ACUCTBUI ¢ HHPOpMaLneH;

- o0ecreunBaTh 1€JI0CTHOCTh JIaHHBIX;

- IPOU3BOAUTH OOHAPYKEHUH BTOP)KEHU.

Criucok HCIOJIb3yeMBbIX TEXHHYECKHUX CpeACTB oTpaxaerca B Ilnane meponpustuii mo
3alUTEe MEePCOHATBHBIX JaHHBIX. CHHCOK HCIOJIB3YEMBIX CPEACTB JIOJDKEH MOJJIEPKUBAThCS B
aKTyaJlbHOM cocTosiHMM. [Ipm W3MEHEeHuM cocTaBa TEXHUYECKUX CPEACTB 3allMThl MWIU
anemenToB UCII/H, cOOTBETCTBYIOIIME H3MEHEHMsI JOJDKHBI ObITh BHECeHbI B CHHUCOK H
YTBEPXKIICHBI AUPEKTOPOM CpefHel IMmKoJbl Ne 8 Wi JTUIIOM, OTBETCTBEHHBIM 3a 0OecIieueHue
3amuTel [1/1H.
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4 TpeodoBanus k moacucremam C3I11n

C3I1/Ix BKiIFOYAET B ceOS CIACAYIOMIUE MOACUCTEMBI:
- YOpaBJIEHUs JOCTYIIOM, PEFUCTPALIUH U yUETa;

- obecrieueHus EeJIOCTHOCTH U IOCTYITHOCTH;

- QHTUBUPYCHOM 3aIUTHI;

- MEKCETEBOT'0 3KpPaHUPOBAHUS;

- aHaJM3a 3alUILEHHOCTY;

0OHapy>KCHHS BTOP)KCHUI;

- Kpunrorpapu4eckou 3aiuThl.

[Moacucrempr C3I1/IH nMeroT paznuuHbiil GyHKIIMOHAN B 3aBUcUMoOcTH OT Kiacca MCII/IH,
onpezieieHHoro B AkTe Kiaccupukauud MHPOPMAIMOHHBIX CHCTEM NEPCOHAJBHBIX JaHHBIX.
Crucok cootBerctBust Qynkuuii mojgcucreM C3II/IH kimaccy 3alUIEHHOCTH TPENCTABIECH B
[Tpunoxxennn Ne 1.

4.1 Noacncrembl ynpaBieHna AOCTYNOM, PErMCTPALMMU U yyeTa

[Toncucrema ympaBiaeHuUs1 JOCTYIIOM, PETUCTPAIIMU M y4eTa MpeaHa3HaueHAa sl peaTu3aium
cenyronux QyHKIUI:

- uJIeHTUUKALMU U TIPOBEpKa MOUIMHHOCTU cyObeKTOB aocTyna npu Bxoje B UCII/IH;

- WICHTU(UKAIIMK TEPMHUHAJIOB, Y3JIOB CETH, KAaHAJIOB CBSI3U, BHEIIHUX YCTPOMCTB TIO
JIOTHYECKUM UMEHaM;

- WIACHTU(UKAIIMK TPOTpaMM, TOMOB, KaTajoroB, (aiiaoB, 3amucel, Mojeil 3amuced 1o
MMEHaM;

- peructparuu Bxojza (BBIXOJa) CYOBEKTOB JOCTylma B CHUCTEMY (M3 CHCTEMBI), JHOO
perucTparys 3arpy3ku 1 HHUIMAIU3aluu ONepallMOHHON CUCTEMBI U €€ OCTaHOBaA.

- perucTpaiym IMOMNbITOK JIOCTYlla IMPOrPAaMMHBIX CpPEACTB (IIpOrpaMM, MPOLIECCOB, 3ajad,
3a/IaHN ) K 3alUIIaeMbiM (aitnam;

- perucTpanyuy MONbBITOK JOCTyNa MPOTrpaMMHBIX CPEJICTB K TepMHHAallaM, KaHajaM CBS3H,
mporpaMMam, ToMaM, Katanoram, (aiiigam, 3anucsaM, MoJsM 3anuceil.

[loacucrema yrmpaBieHHs HOCTYIIOM MOKET ObITh pealii30BaHa C MOMOUIbIO IMITATHBIX
cpenctB 00opabotku [1/IH (onepanroHHbIX cuctem, npmwioxenuid 1 CYB/]). Tak ke MokeT ObITh
BHEJPEHO CHEIHAIbHOE TEXHHUYECKOE CpPEICTBO MM HUX KOMIUIEKC, OCYHIECTBIISIONINE
JIOTIOJTHUTEIbHBIE MEphl M0 ayTeHTH(PHUKAIMU U KOHTpoir. Hampumep, npumeHeHHe eIWHBIX
XpaHWIHIL[  YYETHBIX  3alKceil  MOoJb30BaTeNell M pPerucTpalMoHHOW  uHbOpManuwy,
WCI0JIb30BaHNE OMOMETPUYECKHX U TEXHHUYECKUX (C MOMOIIBIO 3JEKTPOHHBIX MPOIYCKOB) MEP
ayTeHTU(UKAIUU U IPYTUX.

4.2 Nopcncrema obecneyeHUs LLENOCTHOCTU U AOCTYMHOCTH

[Toncucrema obecrieueHus LEIOCTHOCTH U JIOCTYIHOCTH IpeiHa3HadeHa i oOecredeHus
nenoctHoctd U pocrynHoctu I1/[H, mporpammubix u anmapatHeix cpencts MCIIIH cpenneit
mkoJibl Ne 8, a Tak »ke CpeCTB 3aLIUThI, IPU CIIy4ailHON MIJIM HaMepeHHOU MOJu(pUKaLIUN.

IToncucrema peamusyercs C  IOMOLIBIO  OpPraHU3allMM  PE3EpBHOIO  KOIHMPOBAHUS
o0OpabaTbIBaeMbIX JaHHBIX, a TaK K€ pe3epBUPOBaHUEM KiItOUeBBIX AeMeHToB MCII/IH.

4.3 Nopcncrema aHTUBMPYCHOM 3aLWUTbI

[loncucremMa aHTUBUPYCHOM 3alIUTHl IpelHa3HaueHa il OOecleYeHus: aHTUBUPYCHOMH
3amuThl  cepBepoB M APM momb3oBareneit MCII[In cpenneit mkonsr Ne 8.Cpencrsa
AHTUBHUPYCHOM 3aIIUTHI IPEJHA3ZHAYECHBI [T PeaH3aliy CIEAYIOMMNX (YHKIHUHI:

- pe3PI,Z[eHTHLIfI aHTI/IBI/IpyCHHﬁ MOHUTOPUHT;
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- aHTUBUPYCHOE CKaHUPOBAHHE;

- CKpHUNT-0JIOKUPOBAHUE;

- LEHTPAIU30BAHHYIO/yTAJICHHYI0 YCTAaHOBKY/JEHHCTAIISIMIO AaHTHBHUPYCHOTO MPOIYKTA,
HACTPOWKY, aJIMUHUCTPHPOBAHHE, MPOCMOTP OTYETOB U CTATUCTHYECKOW HH(oOpManuu 1o
paboTe mpoayKTa;

- aBTOMaTU3MPOBAaHHOE OOHOBJIEHUE aHTUBUPYCHBIX 0a3;

- OTpaHMYCHHE TpPaAB II0JIL30BATENSl HAa OCTAHOBKY HCIIOJHAEMBIX 33a1ad M W3MEHECHHUS
HACTPOEK aHTHBUPYCHOTO MPOTPAMMHOTO 00ecieueHus;

- aBTOMATUYECKHI 3aIyCK Cpa3y MOCJE 3arpy3Ku ONEPAMOHHONW CUCTEMBI.

[Toncucrema peanusyercs myTeM BHEIPEHHUS CHEHUAIBHOTO aHTHBHPYCHOTO MPOTPAMMHOTO
obecnieuenus Ha Bce dneMenTsl UCIT/IH.

4.4 Nopacncrema meXKceTeBOro sSKPaHUPOBaHUA

[loacucremMa MeXCETEBOTO SKpaHMPOBAHMS IpEeIHA3HA4YeHa Ul peallu3alluy CJeIyIOIUX
GyHKIMI:

- QuiabTpalMu OTKPBITOrO M 3amudpoBaHHOroO (3akpsiToro) IP-tpaduka mo ciemyronmm
napaMmeTpam;

- (pukcaruy BO BHYTPEHHHX )KYpHAIaX HHPOPMAIMU O TPOXOJISIIEM OTKPHITOM U 3aKPHITOM
IP-tpaduke;

- HACHTU(UKAIIMK W ayTCHTH(PHUKAIHMIO aIMHHUCTPATOpa MEKCETEBOTO JKpaHa IPH €ro
JIOKaJbHBIX 3apocax Ha JIOCTYII,

- perucTpauu BxojJa (BBIXOJa) aJIMHUHHCTPATOpa MEXKCETEBOrO JKpaHa B cHCTeMy (U3
CUCTEMBbI) MO0 3arpy3Kd U WHUIUAIU3AIMH CUCTEMBI U €€ MPOTrPaMMHOI0 OCTaHOBA;

- KOHTPOJIS IIEJIOCTHOCTH CBOEH MPOTpaMMHON U MH(DOPMAITMOHHOM YaCTH,

- QuIbTpallMM MAaKeTOB CIHYKEOHBIX MPOTOKOJIOB, CHYXAaIIMX JUIsl JUArHOCTUKA U
ynpaBieHus1 paboTOM CETEBBIX YCTPONCTB;

- QuiubTpalli C y4eTOM BXOJHOTO M BBIXOJHOTO CETeBOro uHTepdelica Kak CpencTBO
MIPOBEPKHU MOATUHHOCTHU CETEBBIX aJPECOB;

- perucTpaiyy 1 yyeTa 3anpaiuBaeMbIX CEpPBUCOB MPUKIIATHOTO YPOBHS,

- OJIOKMpOBaHUS JIOCTyNa HEUJICHTU(PUIMPOBAHHOTO OOBEKTa WM CYOBEKTa, MOJTMHHOCTh
KOTOPOTO MpHU ayTeHTU(PUKAIIMHN HE MOATBEPNIIaCh, METOJAMH, YCTOMYUBBIMU K MIEPEXBary;

- KOHTPOJIS 32 CETEeBOM aKTUBHOCTHIO MIPUIIOKEHUN U OOHAPYKEHUS CETEBBIX aTakK.

[Toacucrema peanuzyercs BHEAPEHUEM MPOTPAMMHO-ANIAPATHBIX KOMIUIEKCOB MEXCETEBOTO
sKkpanupoBanus Ha rpanuie JICB, kiaccom He HIKe 4.

4.5 Noacncrema aHann3a 3aWMLLEHHOCTH

[loncucrema aHanM3a 3allMIIEHHOCTH, JOJDKHA OOecleuuBaTh BBISBICHUS YSI3BUMOCTEH,
cBsi3aHHBIX ¢ ommOkaMu B koHpurypanuu 10 UCII/IH, KoTopsle MOTYT OBITh HCHOJB30BaHBI
HapyLIUTENIeM JUIsl peau3aliy aTak|l Ha CUCTEMY.

OyHKIIMOHAN MOJICUCTEMBl MOXET OBbITh peal30BaH NPOrPaMMHBIMM M IMPOTPAMMHO-
anmapaTHbIMH CPEJCTBAMHU.

4.6 Noacucrema o6Hapy>KeHUA BTOPXKEHMIA

[Toncucrema oOHapyXEHHS BTOP)KEHHI, JJOJDKHA 00ECIICUNBATh BBISIBIICHUE CETEBBIX aTak Ha
anemeHTbl VICII/IH, MOAKIIIOYEHHBIE K CETSAM OOIIEro MoJb30BaHus U (MIH) MEXIYHAPOIHOTO
oOMeHa.

OyHKIIMOHAT TOJICUCTEMbI MOXET OBITh peai30BaH MPOTPAMMHBIMH M MPOTPAMMHO-
anmapaTHbIMH CPEJCTBAMHU.
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4.7 Nopcncrema KpuntorpadmuecKkoi 3awmTbl

IMoacucrema kpunrorpadudeckol 3amuThl TpeaHazHaueHa s uckmodeHus HCI k
samuiiaemoit nHpopmarmu B UCIIIH cpenneii mkosbl Ne 8,1pu ee nepeaadyu mo KaHajaaMm CBSI3H
ceTeil 00I1ero Mmojk30BaHus U (UITN) MEXKIYHAPOIHOTO OOMEHa.

[Moacucrema peanmsyercss BHEAPEHUEM KPUNTOTPAPHUSCKUX TPOrPAMMHO-AMIIAPATHBIX
KOMIUIEKCOB.
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5 Ioab3oBarenn UCHaun

B UCIIOH cpenneit mkosie Ne 8 MOYKHO BBIIENMUTH CIEAYIOLUIME TPYIIBI [10Jb30BaTENEH,
y4acTBYIOIIKX B 00paboTke u xpanenuu 11/[n:

- Anmunuctparopa UCII/H;

- Anmunuctparopa 6e3omacaocta MCII/IH;

- Oneparopa APM;

- AIMMHUCTpATOpa CETH;

- TexHUYECKOTO CIeNUAINCTa MO 0OCITY)KUBAaHUIO TTepu(epuitHOro 000pya0BaHuUS;

- IIporpammuct-pazpadotunx MCII/IH.
JlanHble O rpymnmax Mojb30BaTeNAX, YPOBHE MX JOCTyHna M MH(GOPMHUPOBAHHOCTH JOJIKEH
ObITh OTpakeH B [1oyio)keHMH 0 pa3rpaHUYeHHH MPaB I0CTyNa K NePCOHAIbHBIM JaHHBIM.

5.1 Aamunucrpatop UCMOH

Anvmunuctpatop UCII/IH, coTpyaHuk cpenHeit mkosabsl Ne 8 0TBETCTBEHHBIN 32 HACTPOMKY,
BHenpeHue u compoBoxzaeHue MCII/IH, oGecneunBaeT (YHKIIMOHUPOBAHHUE MOJICUCTEMBI
yopasienuss gocrynom HCIIJIH © ynmoaHOMOYEH OCYHIECTBIATh IPEAOCTABICHHE U
pasrpaHuyeHue A0CTyna KOHeYHOro nojs3oBatesns (Oneparopa APM) k snemeHTaM, XpaHsIIUM
NepCoOHaIbHbIE JaHHBIE.

Ammvunnctparop UCIIIx o6nagaer cneayromuM ypoBHEM IOCTYIA U 3HAHUH:

- obnajgaer noiaHoM MHGOpMaIeil 0 CUCTEMHOM U NMPUKJIAJHOM IPOrpaMMHOM 0OecriedeHnn
NCIIH;

- o0Onamaer moaHOM MHGpOPMaILMEH 0 TEXHUYECKUX cpeacTBax U koHdpuryparuu UCITH;

- UIMEET JOCTYIl KO BCEM TEXHHUYECKHM CpeacTBaM 00pabOoTKM WHGPOPMAIMH U JaHHBIM
NCIIH;

- o0najaeT mpaBaMHM KOH(UIYpUPOBAaHUS M aJIMUHHCTPATUBHOM HACTPOMKHM TEXHHUUYECKUX
cpeactB UCII/IH.

5.2 AamuHuctpatop 6e3onacHoctu UCNAH

Ammunuctpatop 6e3onacHoctu UCII/IH, coTpynHuK cpemHel mKojbl Ne 8,0TBETCTBEHHBIN
3a ¢yHkiumonupoanue C3II/[H, BkitOUass oOCITy)KMBaHHE€ W HACTPOMKY aJIMHUHUCTPATHBHOM,
CEpPBEPHOM U KITMEHTCKON KOMIIOHEHT.

Anmmunuctpatop 6ezonacHoctu UCII/IH o6manaeT ciaeayomuM YypoBHEM JA0CTYyIA U 3HAHUMN:

- obmagaer npaBamu Anmunucrtparopa UCIIdH;

- ob6namaer nmoHOM nHpopManuert 06 MCIT/IH;

- UM€eT JOCTYNl K CpEACTBaM 3alluThl WH(GOPMAlMU M TMPOTOKOJHUPOBAHMUS U K YaCTH
Kiro4eBbIx dseMenToB UCIIH;

- HE HUMeeT TMpaB JOCTyla K KOH(MUTYPUPOBAHUIO TEXHUYECKHX CPEICTB CETH 3a
UCKITIOYCHHEM KOHTPOJBHBIX (MHCIIEKIIMOHHBIX).

Anmunuctpatop 6e3zonacHocty UCIT/IH ynoiaHoMoueH:

- peanu30BBIBAThH MOJUTUKY Oe30macHOCTH B yacTu HacTpoiiku CK3U, MexceTeBbIX SKpaHOB
U CHUCTEM OOHapy>KEHHUs aTak, B COOTBETCTBUHU C KOTOPHIMHU ToJb3oBaTenb (Omnepatop APM)
MOJTy4aeT BO3MOKHOCTH paboTtath ¢ anemeHTamu VCII/IH;

- OCYILECTBJISITh ayJTUT CPEJICTB 3aIUTHI;

- YCTaHaBJIMBaTh JOBEPUTEJIbHbIE OTHOUIEHUS CBOEW 3alllMIEHHONW CETHU C CETSIMU JIPYTHuX
Opranuzanui.
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5.3 Onepatop APM

Omneparop APM, cotpymanuk cpemHeit mkoasl Ne 8 ocymectBisitonuii oopadotky I1J1H.
O6pabotka IT/[H BkIrO4aeT: Bo3MOKHOCTh mpocMmotpa I1/IH, pyunoit BBox II/IH B cucremy
NCTIdH, dopMupoBaHHe CHpaBOK M OTYETOB MO WHpopMmaruu, moixydeHHod w3z MCIIAH.
Omneparop HE HWMEET IMOJHOMOYMH sl YIPABJICHUS TOACUCTEMaMU OOpaOOTKH NaHHBIX H
C3I11dn.

Omneparop UCII/IH o06mamaeT cieayonuM ypoBHEM IOCTYIIA U 3HAHUN:

- o0yiajaeT BCeMU HEOOXOAMMBIMU aTpuOyTamMu (HampuMep, mapoiieM), 00eCcIIeYnBaIONMMU
JOCTYIl K HEKOTOpOMY ITOAMHOkecTBY I1/1H;

- pacrionaraet KOH(QHICHINAIbHBIMHA JAHHBIMU, K KOTOPBIM UMEET JO0CTYII.

5.4 ApmunuctpaTop cetn

AJZIMUHUCTpATOp CEeTH, COTPYAHHUK cpeaHed 1mkombl Ne 8, OTBETCTBEHHBIM 3a
(GyHKIIMOHMpOBaHUE TeaeKoMMyHuKaunoHHOM noacuctemMbl UCIIIH. AnMuHuCTpaTop ceTu He
MMeeT TOJTHOMOYMHN IS yIIpaBJIeHUs NoJicucTeMaMu 0OpaOOTKHU JaHHBIX U 0€30M1aCHOCTH.

AJMHUHUCTpPATOpP cE€TH 00a1aeT CIEeAYIOUIMM YPOBHEM JOCTYyNa U 3HAHUIL:

- o0ajgaer yacTbio MH(POPMALIMKM O CUCTEMHOM M MPHUKJIAJHOM MPOTrpaMMHOM OOecTeuyeHnun
NCTIn;

- o0najgaer yacTbio MHGOPMAIIMU O TEXHUYECKUX cpelcTBax U KoHpurypauu UCII1H;

- uMeeT (U3MYeCKUi JOCTYyNl K TEXHHYECKHMM CpeAcTBaM OOpaOOTKH HHGPOpMALUH U
CpEeICTBaM 3allUThI;

- 3HACT, IT0 MEHBIIEH Mepe, OHO JETaIbHOE UM TOCTYIIA.

5.5 Texuuuecknii cneymnanucr no ob6cnyxkmsanuio nepudepuiiHoro o6opyaosaHma

TexHuuecknil CHenuainucT 1O OOCIY)KHMBAaHUIO, COTPYIHUK cpemHed mmKoiasl Ne 8§,
OCYIIIECTBJISIET OOCIY)KMBaHME M HACTpPoWKy mnepudepuitHoro obopyaoanus MCII/x.
TexHuueckuil CenuanicT Mo 00CTy)KMBaHUIO He uMeeT AocTyna K [1/]H, He nMeeT moJTHOMOYNi
JUI yIpaBJIeHUs MOJCHUCTeMaMu 00pabOTKU JaHHBIX U O€30MacCHOCTH.

Texuuueckuil crenuanuct mo oOCTYKMBAaHUIO OOJIaaeT CIEAYIOIIMM YPOBHEM JOCTyIa U
3HAHUM:

- o0namaer 4acThio MH(POPMAIIMKA O CHCTEMHOM M MPHUKIIATHOM IPOrPaMMHOM 00€CTICUeHUN
HUCIIOx;

- o0naiaer yacThio HHGOPMAIIMK O TEXHHYECKUX cpeacTBax U koHdurypanuu UCIIH;

- 3HAET, [0 MEHbIIIEH Mepe, OJTHO JIEraabHOe UMS JOCTYIA.

5.6 Nporpammucr-paspabotunk UCNAH

IIporpaMMucTbI-pa3zpaboTYMKU (IIOCTABILMKH) MPHUKIATHOIO MPOrpaMMHOIO oOecredeHus,
o0ecreuynBaroIue ero COMpOBOXKJIEHHE Ha 3amuinaeMoM oObekre. K paHHOW rpynme Moryr
OTHOCUTBCSI KaK COTPYJHUKH cpenHed Imkoyel Ne 8, Tak M COTPYIOHMKHM CTOPOHHHX
OopraHusanui.

DU3NYECKOE U0 ITON KATETOPUHU:

- obnmajaer uH(popMmalnmend 00 aaropuTMax M mIporpaMmax o0paboTku MHGOpMalLUU Ha
NCII/H;

- 0051a1aeT BO3MOXKHOCTSMHU BHECEHHUS OIIMOOK, HEIEKIapUPOBAHHBIX BO3MOXKHOCTEH,
MIPOrpaMMHBIX 3aKJIaJI0K, BPEJOHOCHBIX MporpamMm B mporpamMmHoe obecrneuenne VCII/AH Ha
CTauu ee pa3pabOTKH, BHEAPEHUS U CONIPOBOXKICHUS;

- MOXKET pacrosnarath Jo0bIMU ¢parmMeHTamu HHGopmaunuu o Ttomosorun UCIIH wu
TEXHUYECKUX CpelcTBax 00paboTku u 3amuthl [1/]H, o6pabdaTtsiBaembix B UCIT/IH.
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6 TpeGoBanus k nepconasy no odecrneyennio 3amuThl [1H

Bce corpynuuku cpemneit mkosel Ne 8, sBistomuecs: nonbszoBatessimu UCITJIH, H0KHBI
YETKO 3HATh M CTPOTO BBHITMIOJHATH YCTAHOBIICHHBIC MpaBWJa W OOS3aHHOCTH IO JOCTYNYy K
3alIUIIAEMBIM 00BEKTaM 1 COOIIOIEHHUIO PUHSITOTO peknma 6ezonacuoctu [1/1H.

[Ipu BCTymieHMM B JOJDKHOCTh HOBOTO COTPYAHHMKA HEMOCPEACTBEHHBINM HaYabHUK
MOJIpa3/ieiecHusi, B KOTOpPO€ OH TIOCTYNAeT, O0s3aH OpraHW30BaTh €ro O3HAKOMJICHHE C
JTOJDKHOCTHOM — MHCTPYKIIMEM W HEOOXOJAMMBIMH  JIOKYMEHTaMH, PErIaMeHTUPYIOITUMU
TpeboBanus mo 3amute [I/[H, a Takke oOydeHHWE HaBBIKAM BBIIIOJHECHUS TIPOIEAYP,
HEOOXOAUMBIX JUTSl CAHKITMOHUPOBAaHHOTO Hctonb3oBanust UCII/IH.

CoTpyIHUK NOJHKEH OBITh O3HAKOMIIEH CO CBEJACHUSMU HacTosied [loTuTHKU, MPUHSATHIX
nporeayp padotsl ¢ anemenTamu UCITIn u C3I1/]H.

Cotpynnuku  cpegHel mxosbl  Ne 8,  HCHoOJIb3yIOLIME  TEXHUYECKHE  CpPEICTBA
ayTeHTU(UKALMK, JIOJDKHBI 00ecreyrBaTh COXPAHHOCTh HAEHTU(UKATOPOB (3JIEKTPOHHBIX
kimoue) u He gomyckath HCJl k HEM, a Tak e BO3MOXKHOCTb MX YT€PU WM HCIOJIh30BAHUS
TpeTbUMH JuLIaMU. [lonb3oBaTenu HECYT NMEPCOHAIBHYI0 OTBETCTBEHHOCTh 3a COXPAHHOCTh
UJEHTU(DUKATOPOB.

CorpynHukn cpenHed mkoasl Ne 8 OJDKHBI CIE€OBaTh YCTAHOBJIEHHBIM IPOLEAYypam
nojyiepxkanus pexuma Oe3omacHocty [1JlH mpu BeIOOpE M MCHOJIB30BaHUM MapoJieil (ecau He
HCIOJIb3YIOTCSI TEXHUYECKHE CPEACTBA ayTeHTU(DUKAIIN).

Cotpynuuku cpemHedt mkoJgbl Noe 8 JOJDKHBI OOecTieuMBaTh HAMJISKAIIYIO 3aIllUTY
000pyI0BaHUs, OCTABJIIEMOT0 0€3 MPUCMOTPa, OCOOEHHO B TE€X ClydasX, KOTJla B MOMEIIEHUE
UMEIOT JIOCTYN IIOCTOpPOHHHE Jmuia. Bce monb3oBaTenu JODKHBI 3HATh TpeOOBaHUSA IO
6e3onacHoctu [IJ[H u mpouemypbl 3amuThl 000pYAOBaHUsS, OCTABICHHOTO 0O€3 MpUCMOTpa, a
TaK)Xe CBOM 00SA3aHHOCTH M0 00ECIIEYEHNIO TAKOM 3aI[UTHL.

CoTpyaHUKaM 3alpeliaercs YCTaHABJIMBATh IIOCTOPOHHEE MporpaMMHOE oOecreueHue,
MOAKIIIOYATh JINYHbIE MOOWJIbHBIE YCTPONCTBA U HOCUTENN MH(OPMAIINH, a TaK K€ 3aIUChIBAThH
Ha HUX 3alUIIaeMyI0 HHPOPMAIHIO.

CoTpyaHUKaM 3amperiaercs pasriamiaTh 3allydiiaeMyr0 HUH(pOpMaIMio, KOTopas crajia UM
U3BECTHA MpHU paboTe ¢ MHGOPMALMOHHBIMU cucteMamu cpenHeit mkosisl Ne 8. IIpu pabote c
I[IIa 8 WCIIJJH corpymHuku cpemHedt mkoygbl Ne 8 00s3aHBI 00€CIEUYUTh OTCYTCTBHE
BO3MOKHOCTHU npocMoTpa [1/IH TpeTbumu nunamMu ¢ MOHUTOpOB APM uinu TepMuHaos.

[Ipu 3aBepmenun padotel ¢ UCII/IH coTpymauku 00s13aHbl 3aMTUTh APM miim TepMUHAIIBI
C TMOMOIIBIO OJIOKUPOBKM KIIOUOM HIJIM 3KBUBAJICHTHOIO CpPEICTBA KOHTPOJIS, HAIpUMED,
JOCTYIIOM TIO MapOJII0, €CIIM HE UCTIONIb3YIOTCS 00Jiee CUIIbHBIE CPEACTBA 3aIUTHI.

Cotpyanuku cpeaneid mkoyibl No 8 mMOIDKHBI ObITH MPOUMHGOPMUPOBAHBI 00 yrposax
HapylieHus pexxuma 6ezomacHoct [1/[H 1 0TBETCTBEHHOCTH 3a ero HapyiieHue. OHU 0K HBI
OBITh O3HAKOMJICHBI C YTBEPKACHHOHN (hopMaibHON MPOLEAYPON HATOKEHUS IUCHUIUTMHAPHBIX
B3BICKaHMI HA COTPYAHUKOB, KOTOpbIe Hapymiu [lonutuky nHdopMaMoHHO| 6€301MacHOCTH U
npouenaypsl 6e3omacuoctu [1/1H.

CotpyaHuku o00s3aHpl  0e3 mpomeanieHus cooOmarb 000 BceX HAOMIOZAEMbIX WU
MOA03pUTENBHBIX ciaydasx pabotsl UCIIJIH, Morymux mosieys 3a coboil yrpo3sl 0€30macHOCTH
I, a Takke O BBIABICHHBIX HMHU COOBITHSX, 3aTparuBaroiux Oe3zomacHocTh [I]]H,
PYKOBOJCTBY MOJApA3/IEIEHUS U JIUILY, OTBEYAIOLIEMY 32 HEMEIJIEHHOE pEaripoOBaHNUE Ha YIPO3bI
oe3onacHoctu I1/IH.
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7 JoakHocTHBIE 0013aHHOCTH NoJb30oBaTeseil UCII/In

JomxaocTHBIE 00s13aHHOCTH mob3oBareneit UCIIIH onucaHbl B CIEIYIOMUX TOKYMEHTAX:

- Nucrpykuus agmunuctparopa UCII/IH;

- Nncrpykuus anmunuctparopa 6e3onacuoctu UCI/H;

- Nucrpykuus nons3osatens UCII/IH.

OtBercTBeHHOCTH coTpyaHUKOB UCII/IH cpemueit mkomst Ne 8.

B cootBerctBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 utons 2006
r. Ne 152-®3 «O nepcoHanabHBIX JAaHHBIX» JIMIA, BHHOBHbIEC B HAPYLIEHUU TPeOOBaHUI JaHHOTO
@denepallbHOTO  3aKOHA,  HECYT  IPAXKIJAHCKYI0,  YrOJOBHYIO,  aJMHUHHCTPATHUBHYIO,
JUCHHUIUTMHAPHYI0O U MHYIO NPEIyCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JleiicTByromiee 3aKk0HO1aTeNIbcTBO PD Mo3BOISET MPeAbABIATh TPEOOBAHUS [0 00ECTIEYEHUIO
0e30macHOil paboThI C 3alUIIaeMoil MHpOpMaLMel U MpeaycMaTpUBaeT OTBETCTBEHHOCTh 3a
HapylIeHHEe YCTaHOBJIEHHBIX MpaBuJI 3KciuTyatanuu OBM u cuctem, HempaBOMEpHBIN TOCTYH K
nH(pOpMalUY, €CU 3TH JAEHUCTBUS NMPHUBEIN K YHUYTOXXEHMIO, OJOKMpPOBAHMIO, MOJU(UKALINU
nH(popMaluK WIK HapyleHuto padotel DBM unu cereii (ctatbu 272,273 u 274 YK POD).

Anmunuctpatop UCIIAn u agmunuctpaTtop 6e3omacHocti UCIIJIH HecyT OTBETCTBEHHOCTh
3a BCE JEWUCTBUS, COBEpIICHHbIE OT MMEHM HMX YYETHBIX 3aluced WM CHUCTEMHBIX YYETHBIX
3anMcei, eciid He JI0Ka3aH (pakT HeCaHKIIMOHUPOBAHHOTO HMCIIOJIb30BAHUS YUETHBIX 3aIlucei.

[Ipn HapymieHnsx corpynHukamu cpenHed mkoisl Ne 8— mosbe3oBatenei CIIJIH npasuin,
CBA3aHHBIX C Oe3omacHocThio [I/lH, OHM HecyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JEMCTBYIOIIMM 3aKoHOAATeNbCTBOM Poccutickoit deneparum.

[IpuBeneHHble BhIIIE TPeOOBAHHWS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe HH(popManuu
JOJDKHBI  OBITh  OTpaKeHbl B [loNOKEHUAX O TMoapa3felieHusIX cpenHed mkoasl No 8
ocymiecTistomux o6padbotky I1/ln 8 UCII[IH u MO/DKHOCTHBIX WHCTPYKIMSAX COTPYIHUKOB
cpeaHen mkoJibl Ne 8.

Heob6xomumo BHectn B IlomokeHus o mompasfeneHHsX cpemHed mmkoiasl No 8,
ocymectBisitomux  obpadorky I/l B MCII[In cBemenuss 00 OTBETCTBEHHOCTH WX
PYKOBOJUTENEH U COTPYAHUKOB 3a pas3rjallleHHe U HECAHKIMOHHPOBAHHYIO MOIU(PHUKAIUIO
(uckaxxenue, panbcuduxanmio) [1J[H, a Taxke 3a HEeMpaBOMepHOE BMEMIATEIHCTBO B MPOLIECCHI
UX aBTOMaTU3UPOBAHHON 00pabOTKH.
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8 Cucox HCIoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHUBHO-IIPABOBBIMU M METOJUYECKMMM JOKYMEHTaMH, Ha KOTOPBIX
6azupyetcs Hactosuiee [lonoxxeHne SABISIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (fanee —
@3 «O mnepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOLIUN OCHOBHBIE IPUHLMUIBI M YCIOBUS
obpabotku I1/IH, mpaBa, 00s13aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIICHUM, CBSI3aHHBIX
¢ obpadoTkoit [1][H.

2 Tlocranosnenue [IpaBurensctBa Poccuiickoit @eneparyu ot 1H0s0ps 2012 r. Ne 1119 «O6
YIBEp)KJICHHH TpeOOBaHMW K 3alluTe IEePCOHANBHBIX JaHHBIX TPH HX 00pabdoTke B
MH(OPMAaLIMOHHBIX CHUCTEMAaX MEPCOHATBHBIX JTaHHBIX».

3 «Ilomoxxenne 06 0coOeHHOCTSIX 00pabOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMOM 03
HCIIOJIb30BAHUS CPEJCTB aBTOMAaTU3alumn», yreepxaeHHoe [loctanoBinenuem IIpasurenscrea PO
ot 15.09.2008 r. Ne 687.

4 «TpeOoBaHusl K MaTepUaibHBIM HOCUTENIM OMOMETPHUYECKHUX MEPCOHAIbHBIX JAHHBIX U
TEXHOJIOTUSIM XPAaHEHUs TaKUX JAaHHbIX BHE WH(OPMALMOHHBIX CHUCTEM MEPCOHAIbHBIX
JNaHHBIX», yTBepxkAcHHbIe [locTranoBnenneM [IpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmaTtuBHO-MeTOIM4ecKre JOKyMeHThl DenepalibHON CayKObl MO TEXHUYECKOMY U
IKCIIepTHOMY KOHTpOJt0 Poccmiickoit @enepanuu (nanee - ®CTOK Poccun) mo obecrieueHuto
6e3onacunoctu [1/1n mpu ux o6padotke B UCIIH:

6 Pexomenmanuu o o6ecredeHuio 0€301MaCHOCTH TIEPCOHABHBIX JAHHBIX TTPH HX 00paboTKe
B MH(QOPMAIIMOHHBIX CUCTEMaX MEPCOHANbHBIX NaHHBIX, YTB. 3aM. aupekropa OCTIK Poccun
15.02.08 1.

7 OCHOBHBIE MEPOTIPUATHS IO OPraHU3ANMK U TEXHUYCCKOMY 00€CIIeUueHHUI0 0e30MacHOCTH
MEepPCOHANBHBIX JTAaHHBIX, 00pabaTbiBaeMbIX B HH(OPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX
naHHbIX, yTB. 3aM. qupekropa ®CTIK Poccun 15.02.08 r. (A CII)

8 bazoBass Mojenb yrpo3 0O€30MacCHOCTH MEPCOHAIBHBIX MTaHHBIX MPH HX 0OpabOTKe B
MH(POPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX, yTB. 3aMm. aupektopa PCTIK Poccum
15.02.08 1.

9 Meroauka onpeaeneHus: akTyaJbHbIX yrpo3 0€30MacHOCTH NEPCOHATBHBIX JAaHHBIX IPU UX
o0paboTke B HH(MOPMALMOHHBIX CHUCTEMaX IEPCOHANBHBIX [aHHBIX, yTB. 3aM. JIUPEKTOpa
OCTOIK Poccun 15.02.08 r.
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Hpunoxenue 1

Ne [Inan - nepeyeHb TEXHUUECKUX MeponpusiTuii o odecneuennu 6ezonacHoctu MCIT K3 K2 K1
I B nojcucreme yrnpapiieHus J0CTYIIOM:
PeanuzoBaTh naeHTH(UKALMIO U IPOBEPKY MOIMHHOCTU CYOBEKTOB JAOCTYIIA MPHU
1 BXxo/i¢ B onepannoHuyto cucremy UCIIx mo mapoiro ycIoBHO-TTOCTOSIHHOTO + + +
JENCTBUSI, ITTAHOM HE MEHEE MIECTH OYKBEHHO-IIU(POBBIX CHMBOJIOB;
PeanuzoBaTh naeHTH(UKALNIO TEPMUHAIOB, TEXHHYECKUX cpeAcTB 00padoTku [1/1H,
2 y350B UCIT/IH, KOMOBIOTEPOB, KAaHAJIOB CBA3M, BHEMIHUX ycTpoiicTB UCII/IH mo ux - + +
JIOTUYECKUM UMEHaM (azipecam, HOMEpaMm);
3 PeaJ'II:ISOBaTI) I/\I'JICHTI/I(l)I/IKaHI/IIO porpamMm, TOMOB, KaTajoToB, (paiyioB, 3armcei, i + +
TOJICH 3aruceid o HMEHaM;
4 Peanu3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3alMIIIAEMBIM pecypcam B i + +
COOTBETCTBUU C MAaTPHIIEH TOCTYIA;
nipu Hammanu noakoueHus MUCIIIH k ceTsim 00111ero mojas30BaHus T0DKHO He mumxe 5-ro He mmxe 4-ro He amxe 3-ro
5 MIPUMEHSATBCS MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS YPOBHS YPOBHS
3AIMIIEHHOCTH | 3aIMIIEHHOCTH | 3aIMIIEHHOCTH
Jlns obecrieueHns 6e301macHOro MexcereBoro B3anmoaerictus B UCITIx ms He mmxe 5-ro He mmxe 4-ro He auxe 3-ro
6 Pa3HbIX KJIACCOB HEOOXOAMMO HCIIOJIb30BaTh MO YPOBHS YPOBHS YPOBHS
3AIMIIEHHOCTH | 3aIMIEHHOCTH | 3aIMIIEHHOCTH
1i CpencTBo 3amuThl OT TPOrpaMMHO MaTeMaTudeckux Bosnerictuii (IIMB):
PeanuzoBaTh uieHTHGUKALNIO U ayTEHTHU(PHUKAIIUIO CYObEKTOB AOCTYIA MPHU BXOJIE B
CPEJICTBO 3aIMTHI OT MPOTPAMMHO MaTeMaTtuueckux BosnercTeuii (IIMB) u nepen
1 BBITIOJIHEHUEM UMM JIOOBIX ONEpalliii IO yIpaBiIeHUIO GYHKIUSIMH CPEACTBA + + +

3amuTel oT [IMB 1o mapoJtio (mim ¢ UCrosIb30BaHNEM UHOTO MEXaHW3Ma
ayTeHTU(UKAIIMH) YCIOBHO-TIOCTOSHHOTO JIEHCTBHSA JUIMHON HE MEHEe IIECTH
OYKBEHHO-ITU(POBBIX CHMBOJIOB;
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Ocy1ecTBIATh KOHTPOJIb JIIOOBIX AEUCTBUI CYOBEKTOB JOCTYIIA MO YIIPABJICHUIO
¢byHkuusMu cpencTsa 3amuThl 0T IIMB TobKO Mocie mpoBeieH st €ro YCenHO
ayTeHTU(UKAIIH;

[IpeaycMoTpeTs MeXaHU3MbI OJIOKMPOBAHUS JIOCTYIIA K cpeacTBaM 3amuTthl ot [IMB
MIPY BBIMOJHEHUHM YCTAHABIMBAEMOI0 YK CIIa HEYTAYHBIX MOMBITOK BBOJAA MapOJIs;

Heob6xomuMo mpoBouTh HIeHTHGUKAIINIO (DaliIOB, KATAIOTOB, TIPOTPAMMHBIX
MO/IyJIEW, BHEIIHUX YCTPOMCTB, HCHOJIb3YEMBIX CPEICTB 3aUThl OT [IMB;

B noacucreme peructpanuu u yyera:

OcymiecTBIATh pErucTpaltio BXoAa (BbIX0/1a) CyObEeKTa JOCTyNa B CUCTEMY (U3
CUCTEMBI), TMO0 PErUCTPALIMIO 3arPy3KU U MHUIMAIN3AIUN ONIEPALIMOHHON CUCTEMBI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpanys BbIXo/1a U3 CUCTEMBI UM OCTAHOBA HE
IIPOBOJIUTCS. B MOMEHTBHI anmapaTtypHoro otkiatouenus UCIIIH. B napamerpax
perucTpanum yKas3blBaloTCs JaTta U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTyIa B
cUCTeMY (M3 CUCTEMBbI) UJTH 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[IpoBoUTH yueT Bcex 3allUIaeMbIX HOCUTeNlel HHGOpPMaIUH C TOMOIIBIO UX JIF000H
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B KypHaII (YUYETHYIO KAPTOUKY);

[IpoBOaUTH perucTpaluio BXoa/BbIXo/1a CyObEKTOB JOCTYIMA B CPEACTBO 3alUTHI OT
[IMB, perucrtpanuio 3arpy3ki 1 HHHIMAIU3AIU1 3TOTO CPEACTBA U €€
MIPOrpaMMHOTO OcTaHOBa. B mapameTpax perucrpanuu yka3zblBacTcsl BpeMs U Jata
BXO0/1a/BbIX0JIa CYOBEKTa AOCTYIA B CpecTBO 3amuThl oT [IMB wmiu
3arpy3Ku/0cTaHoBa 3TOTO CPEJICTBA, a TAKXKE UACHTU(UKATOP CyObEKTa JOCTYIIA,
WHUIIMUPOBABIIETO JAaHHBIE TEHCTBUS;

[IpoBoauTH perucTpanuio coobITUi TpoBepkH 1 00HapyxeHus [IMB. B nmapamerpax
pEerucTpalyy yKa3bIBAlOTCSA BpEMS U J1aTa MpoBepkH uiu oOHapyxkenus [IMB,
UICHTUPHUKATOP CYOBEKTa JOCTYMa, MHULIMUPOBABIIETO JaHHbIE IEHCTBUSA, XapaKTep
BBITIOJIHSEMBIX JICUCTBUI IO MIPOBEPKE, THIT 0OHAPYKEHHOM BPEAOHOCHOM
nporpammsl (BII), pesynbrar neiictBuii cpeactpa 3amutel no 6jgokuposanuto [IMB;

[IpoBoauTH peructpalyio CoObITUI IO BHEPEHUIO B CPEACTBO 3amuThl oT [IMB
MakeToB OOHOBJICHUN. B mapaMeTpax perucTpalivu yKa3pIBaroTCs BpeMs U JaTa
0OHOBJIEHUS, UACHTU(PUKATOP CYOBEKTa JOCTYIA, MHUIIUUPOBABIIETO JAHHOE
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JeCTBUE BEpCHs U KOHTPOJIbHASA CyMMa IakeTa OOHOBJICHUS;

[TpoBOANTE perucTpaIuio cOObITHI 3amycKa/3aBepiIeHus: paboThl MOAYJIEH cpelcTBa
3amutsl oT [IMB. B nmapamerpax perucrpanuy yKas3slBarOTCs BpeMs U 1aTa
3aIrycKa/3aBepIieHus: padoThl, HISHTH(PUKATOP MOAYIIS, HACHTH(PHUKATOP CyObeKTa
J0CTYIa, MHUIIMHPOBABIIETO TAHHOE JICHCTBHE, pE3y IbTaT 3aIlyCcKa/3aBepIICHUS
paboTh;

JIOJI’KHA MTPOBOIUTHCS pErUCTpalysi COOBITUI YIIPaBIEHUS CyObEKTOM JI0CTYyIa
¢byHkuusMu cpeacTsa 3amuThl oT [IMB. B mapamerpax perucrpanuu yka3bIBaroTCs
BpeMs U J1aTa COOBITUS YIIPaBICHUs KaK10M QyHKIIMEH, HIeHTUDUKATOP U
cnenudukanus GyHKIUN, UIEHTUPUKATOP CYObEKTa T0CTyIa, MHUIIMHPOBABILIETO
JAHHOE JIeNCTBHE, pe3yabTaT IeHCTBUS;

[TpoBOANTH perucTpaIiio COOBITHI TOTIHITOK JOCTYIA TPOTPAMMHBIX CPEJICTB K
MOIyJsM cpeacTBa 3amuThl oT [IMB win criennansHbeivM oBymkaM. B mapamerpax
pPErucTpaIfy YKa3bIBAIOTCS BPEMS U JIaTa MOMBITKH J0CTYIA, HICHTU(PHUKATOP
MOy, UACHTU(GHUKATOP U crienuduKays MoayIs cpenctsa 3amuTsl oT [IMB
(cneruanbHOM JIOBYIIIKH), pe3Y/IbTaT MOTBITKH TOCTYIIA;

[TpoBOoANTH perucTpammio coOOBITUI OTKaTa s cpeacTBa 3anuTel oT [IMB. B
napaMmeTpax perucTpalyy yKa3bIBatoTCs BpeMsl U JjaTa COOBITHS OTKaTa,
crenuduKanus AMCTBUI 0TKaTa, UACHTU(PUKATOP CyObEKTa JOCTYyIa,
WHUIMUPOBABIIETO JAHHOE JICHCTBUE, pE3yJbTaT IeHCTBUS,

10

OO6ecrieynTh 3alIUTY JAHHBIX PErHCTPAIMU OT UX YHUUTOXKEHUS WK MOIUDUKAIIUU
HapyIIUTETIEM;

11

PeanuzoBaTh MexXaHU3MBI COXpaHCHUA JAHHBIX PErUCTPpaAllUU B CIIydac COKpPAIICHUA
OTBCACHHBIX IO HUX PECCYPCOB;

12

Peann3oBaTh MEXaHU3MBI IPOCMOTPA U aHAIM3A JAHHBIX PErHCTPALUU U UX
(GWIBbTpaLKy MO 33JaHHOMY HaboPy MapaMeTpoB;
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13

[TpoBOANTH ABTOMATUYECKUN HETIPEPHIBHBII MOHUTOPUHT COOBITHIA, KOTOPbIE MOTYT
SIBASATHCS NpuunHOM peanuzauuu [IMB (co3nanue, pegakTupoBaHue, 3aUCh,
KOMIIJISIUS 00BEKTOB, KOTOPbIe MOTyT coepkarhb BIT).

14

Peanu3oBaTh MEXaHU3M aBTOMAaTUYECKOIO aHAIN3a JaHHBIX PETHUCTPALIUHU 110
mradioHaM TUMOBBIX posiBieHui [IMB ¢ aBToMaTHueckum ux OJIOKHPOBaHUEM U
YBEIOMIICHUEM aIMHUHUCTPATOPa O€3011aCHOCTH;

15

[IpoBOIUTH HECKOIBKO BUIOB y4eTa (AyOIUpPYIOLINX) C PETUCTPALIMEN BbIIaUH
(nmpuema) HocuTenel nHpopMauy;

16

OcymiecTBIATh perucTpalmio Bxoaa (BbIxo/1a) CyObEKTOB JIOCTyIa B CUCTEMY (U3
CUCTEMBI), TUO0 perucTpanus 3arpy3ki 1 HHUIMATU3ALUN OTIEPAIIMOHHON CHUCTEMBI.

17

OcCyIIecTBIATh PETUCTPAIHMIO BBIIAYH MEYaTHBIX (Tpa@UUecKX) TOKYMEHTOB Ha
«TBEPIYIO» KOMHIO. B mapameTpax perucrpamnu ykasbIBaroTcs (1ata U Bpemst
BbIJauu (0OpalieHus K MOJCUCTEME BbIBOIA), CTIelM(UKAILIUS YCTPOIICTBA BbIIAYH —
Joruyeckoe uMs (HOMep) BHELIHEro YCTPOICTBA, KpaTKOE COJepKaHUE
(HauMeHoBaHue, BUI, UQP, KOI) ¥ YPOBEHb KOH(MUICHIIUATLHOCTH JOKYMEHTA,
uaeHTU(UKATOp CYOBEKTa TOCTYIA, 3alIPOCHUBIIETO TOKYMEHT;

18

Ocy1iecTBIATh PErUCTpalMIo 3amycKa (3aBepIlIeHs) TPOrpaMM U MPOIIECCOB
(3amanui, 3a/1a4), MpeIHA3HAYCHHBIX JIsl 00paboTKH 3antuinaemMbix aiaos. B
napaMeTpax perucTpaluy yKa3bIBalOTCs JaTa U BpeMs 3amycKa, uMs
(mpeHTHdUKATOP) MPOTpaMMBbI (TIpoliecca, 3aaHus), HACHTH(PUKATOP CyObEeKTa
JI0CTYyIIa, 3alPOCUBILIETO IIporpammy (Ipoliece, 3a1aHue), pe3ysbTaT 3amycka
(ycrienHbIi, HEYCIEITHBIN — HECAHKITMOHUPOBAHHBIN),

19

OcymiecTBIATh PErUCTPALIMIO MOMBITOK JOCTYIA MPOrPaMMHBIX CPEICTB (Iporpamm,
MIPOLIECCOB, 3a/1a4, 3a/IaHni) K 3anuiaeMbiM (paiiiam. B mapamerpax perucrpanuu
yKa3bIBAIOTCS JaTa U BpeMs MOIBITKHU JIOCTYNA K 3aiuiaeMomy ¢ailny ¢ ykazaHuem
ee pesynbrara (ycHeliHas, HeyClelIHasi — HeCaHKIMOHUPOBaHHAs ), UACHTU(PHUKATOP
cyOBeKTa JIocTyna, cnenndukanus 3amuiaemMoro daina;
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20

OcCyIecTBIATh PErUCTPAIMIO MOTBITOK JOCTYIIa TPOTPAMMHBIX CPEICTB K
CJICAYIOIIMM JIOTIOJTHUTEIHHBIM 3alUIIAeMbIM 00bEKTaM JIOCTYIIA: TepMUHAJIAM,
KomrbloTepam, y3iam cetu UCII/IH, muausM (kaHaiaMm) CBSI3U, BHEITHUM
YCTPOKCTBAM KOMITBIOTEPOB, ITPOTpaMMaM, TOMaM, Kataioram, (aitinam, 3anucsm,
MoJIsIM 3anmceil. B mapamerpax peructpaiuy yka3splBalOTCs 1aTa U BPEMs MTOTIBITKH
JOCTYyTIA K 3aIIUIIaeMOMYy OOBEKTY C YKa3aHHEM ee pe3yibTaTa (ycIelHasi,
HEYCIeNTHas — HECAaHKIIMOHUPOBAaHHAs ), MICHTH(PHUKATOP CyOBEKTa IOCTYIIA,
crenuQpuKanus 3alHiaeMoro 00beKTa — JOrHueckoe UMsi (HoMmep);

21

[IpoBoaUTH yueT Bcex 3alllUIaeMbIX HocuTeNlel nH(OpMAaIUK ¢ TOMOILBIO X
MapKUPOBKH U C 3aHECEHNEM YUYETHBIX JaHHBIX B )KypHaJ (YUETHYIO KapTOUKY);

22

OcyiiecTBIATh OUUCTKY (OOHYNIEHHE, 00e3THYMBaHNE) 0CBOOOKAeMBIX 00IacTeit
OTICPATUBHOW MaMsATH KOMIBIOTEPOB U BHEITHUX HaKonmuTene. OuncTka
OCYIIECTBIISIETCS OJHOKPATHOW TIPOU3BOIBHOM 3aIHCHI0 B 0CBOOOKIAEMYIO 00J1aCTh
MaMSTH, paHee HCIIOH30BAHHYIO JUISI XPAaHESHUS 3alIUIIaeMbIX TaHHBIX ((aiiios,
nHdopmanun);

B noacucreme obecredeHns 1eJTOCTHOCTH:

O6ecneunTh 1EIOCTHOCTh TPOTPAMMHBIX CpecTB 3amuThl B coctae C3I1/IH, a
TaK)ke€ HEM3MEHHOCTb MTPOrpaMMHOI cpeabl. [Ipu 3TOM 11e10CTHOCTh CPECTB 3alIUThI
MIPOBEPSIETCS TIPH 3arpy3Ke CHCTEMBI 110 HATHMYHUIO UMEH (MICHTU(PUKATOPOB)
komnoneHT C3I1/IH, 1eT0CTHOCTh MPOrpaMMHOM Cpeibl 00eCTIeYnBaCTCS
otcyrctBueM B MICIIJIH cpeacTs pa3paboTKu U OTIIAJIKK MPOTPamMM;

OcymectBiath ¢usznueckyro oxpany UCIIIH (ycTpoiicTB 1 HOCUTEEH
uHpopmalun), mpeaycMaTpuBaroias KOHTpob fqoctyna B nomemenus UCIT/Ixn
MTOCTOPOHHUX JIUI], HAJTMYKE HA/ICKHBIX MPENATCTBUH /1151 HECAHKIIHOHUPOBAHHOTO
nporukHoBeHMs B omemenus MCII/{x u xpanunuiie Hocurened nadopmaiuu;

[TpoBoauTh nepuoanyeckoe tectupoBanue Gynkuuit C3I1IH npu n3smenenuu
nporpaMMHoO# cpenbl 1 nepconana MCIIJIH ¢ momolibio TeCT-Iporpamm,
nmutupyroux nonsitkn HC/L;

JOJDKHBI OBITh B HATMUUK cpeacTBa BocctanoBienus C3I1/IH, mpenycmaTpuBatommme
Be/ICHHE JBYX KOIUH MPOrpaMMHBIX CPEJCTB 3aIIUTH HH()OPMALIUH, UX
HEepHOANUECKOe OOHOBIICHHE M KOHTPOJIb pab0TOCTIOCOOHOCTH;
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[IpoBoaUTH MPOBEPKY LENOCTHOCTH MOAYJEN cpelcTBa 3aiuThl oT [IMB,

S) HEOOXOAUMBIX JUISl €M0 KOPPEKTHOTO (PYHKIIMOHUPOBAHMUS, TIPU €TO 3arpy3Ke C + + +
HCII0JIb30BAHUEM KOHTPOJIBHBIX CYMM,;
ObecreunTbh BO3MOKHOCTh BOCCTAHOBJIEHUS cpecTBa 3aiuTel oT [IMB,

6 IIpeAyCMaTpUBAIOLIasl BEICHUE JBYX KOIIUM IPOTPAMMHOIO CPEACTB 3aIUTHI, €r0 + + +
MIEPHOIUNIECKOE OOHOBJICHHE U KOHTPOJIb PA0OTOCIIOCOOHOCTH;
PeanuzoBaTh MeEXaHU3MBbI IPOBEPKH LIETIOCTHOCTH [TAKETOB OOHOBJIEHUN CPEJICTBA

7 3amuTsl oT [IMB ¢ ucnosib30BaHNEM KOHTPOJIBHBIX CYMM; + + +
[TpoBoauTs pesepBHOE kKonupoBanue [1/IH Ha oTUyk/1aeMble HOCUTENH HH(POPMAITHH;

8 - + +

V B noacucreme aHTUBHPYCHOM 3aIlIUTHI:
[TIpoBoauTh aBTOMaTHYECKYIO MPOBEPKY HA Hannuue BIT nnu nocneacteuit [IMB

1 nipu ummnoprte B UCII/IH Bcex mporpaMMHBIX Moayel (IPUKIIaHBIX IPOTPAMM), + + +
KOTOpbIe MOTYT coiepxaTh BII, Mo uX TUMOBBIM 11a0JI0HAM U ¢ TIOMOIIbIO
IBPUCTUYECKOTrO aHAIIN3A;
PeanuzoBaTh MEXaHU3MBI aBTOMATHYECKOTO OJIOKHUpOBaHMs 0OHapYyKeHHBIX BII

2 MyTeM UX YIAAJICHUS U3 TPOrPaMMHBIX MOJYJICH WM YHUUITOXKCHHS; + + +
PerynsipHo BeINONHATH (MIpH nepBoM 3amycke cpeacTs 3ammThl [1J{n ot [IMB u ¢

3 yCTaHaBIMBAaEMOM MEepUOJINYHOCTHIO) IPOBEPKa Ha MpeaMeT Hanuuus B HuX BIL; + + +
JomxHa nHUIMUpoBaThest aBroMarndeckas npoepka UCII/In Ha mpeameT Hanmuuus

4 BII npu BeisiBieHnu ¢dakra [IMB; + + +
Peanu3oBaTh MexaHU3M OTKaTa Jyisl yCTaHABIMBAEMOIO YKCIIa ONIEpaluid y1aJeHus

5 BII u3 onepatuBHOM WJIK MOCTOSIHHOW MAMSITH, U3 MPOrPAMMHBIX MOAYJIEH U + + +
MPUKJIAHBIX TPOrpamMM WJIM NPOTPAMMHBIX CPEICTB, coAepxkamux BIL.

6 JononuutensHo B UCII/IH noymkeH npoBOUTHCS HENPEPBIBHBIA aBTOMAaTUYECKUM + + +
MOHHUTOPHUHT HH(GOPMAITMOHHOTO OOMEHA C BHEIITHEH CeThIO0 ¢ 1eNbio BhiaBneHus BIL.

VI KonTponas orcyrcteus HIB B 110 C3U1
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Jnist mporpaMMHOTO 00eCTIeYeHH s, UCTIOJIb3YeMOT0 TIPH 3aIuTe HH(OpMAIUU B
NCTIn (cpencts 3ammuthl uHGopmanmu — C3U, B TOM 4uciIe U BCTPOSHHBIX B
00IIeCUCTEeMHOE U MTPUKIAIHOE porpaMMmHoe obecrieuenue — [10), momkeH ObITh
o0ecreveH COOTBETCTBYIOIINN YPOBEHB KOHTPOJII OTCYTCTBHS B HeM H/IB (He
JIEKJIAPUPOBAHHBIX BO3MOYKHOCTEH).

VIl

O6napyxenue sropxkennii B UCIT/In

OObHapyxeHue BTOPKEHUH JOJHKHO 00eCeunBaThCs IMyTEM MCI0JIb30BAHUS B
coctaBe MCIIJIH mporpaMMHBIX WJIM IPOrPaMMHO-aINapaTHBIX CPEJICTB (CUCTEM)
oOHapyxeHnus sropxkenuii (COB).

Heo0xoanMo 00s3aTenbHOE HCIOIB30BAHNE CUCTEMBI O0OHAPYKEHUS CETEBBIX aTakK,
MCII0JIb3YIOUINE CUTHATYPHbBIE METO/Ibl aHAIN3A

Heo0xoanmo 00s3aTenbHOE HCIOIB30BAHNE CUCTEMBI OOHAPY)KEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/IbI BBISIBJIICHUS! aHOMAJIUI

VIl

3amurta UCITIH ot [IIDMUWH

st oO6paboTku nHGOpManmu HeoOxoaumo ucnosib3zoBaTh CBT, ynoBierBopstomme
TpeboBaHusM ctaHaapToB Poccuiickoit deneparuu mo 3IeKTPOMarHUTHOU
COBMECTHMOCTH, 110 0€30MaCHOCTH ¥ SPrOHOMHYECKUM TPEOOBAHUAIM K CPEICTBAM
0TOOpakeHUs1 HHPOPMAIUH, TI0O CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBIM K
BHIeoTUCIUICHHBIM TepMuHaiaM [19BM (mampumep, TOCT 29216 91, 'OCT P
50948-2001, TTOCT P 50949-2001, T'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus MCII/[H TpeboBanmsam 6e3omacuoctu [1/1H

[IpoBectu 00s13aTENBHYIO CepTU(DHUKALINIO (ATTECTAIHMIO) IO TPEOOBAHUSAM
0e30macHOCTH MH(GOPMAITUH;

JlekmapupoBaTh COOTBETCTBHE MIIH 0053aTEIIbHYIO CePTUDUKAIIIO (aTTECTAIHIO) O
TpeOoBaHUAM 0€30MacCHOCTH MH(GOPMAIUH (TI0 PEIICHHUIO OTIEPaTopa);

[Tpumeuanue: {ns UCIIAu 4 xnacca nepedeHb MeponpusaTuii mo 3amure [1J{H onpenensiercss B 3aBUCUMOCTH OT yIep6a KOTOPBIM MOKET ObITh
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