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Onpenenenust

B HacTosI111eM JOKYMEHTE UCIONb3YIOTCS CIAEAYIONME TEPMUHBI U UX ONPEIEIICHUS.

ABTOMATH3HMPOBAHHAsI CHCTeMAa — CHCTEMa, COCTOsIlas U3 IMepcoHalla M KOMIUIEKca CpelacTB
aBTOMAaTHU3alUN €ro JESTEIbHOCTH, peanu3yomas HHOOPMAIMOHHYI0 TEXHOJOTHIO BBIOJHEHHS
YCTaHOBJICHHBIX (PYHKIIHUMA.

AyTeHTH(QUKAIUS OTHPABUTENS JAHHBIX — MOATBEPKACHUE TOrO, YTO OTIPABUTEND IOJYyYEHHBIX
JTAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHocTh MNeEepCOHANBHBIX [JAHHBIX — COCTOSIHME 3aIMIIEHHOCTU IE€PCOHAIbHBIX JAHHbIX,
XapakTepu3yeMoe CIIOCOOHOCTBIO MOJIb30BaTENIeH, TEXHUUECKUX CPEICTB U MHPOPMAIIMOHHBIX TEXHOJIOTHIA
o0ecreynTh KOH(PpUICHINAIEHOCTD, LIEJIOCTHOCTD U JJOCTYITHOCTh TIEPCOHATIBHBIX JAHHBIX MPU UX 00paboTKe
B MH(POPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JIAHHBIX.

BuomMerpuueckue nepcoHajbHble JaHHbIE — CBEJCHHS, KOTOPBIE XapaKTEPU3YIOT (prU3HONIOTHIecKre
0COOCHHOCTH 4YeJIOBEKa M Ha OCHOBE KOTOPHIX MO>KHO YCTAaHOBHUTH €T0 IMYHOCTh U KOTOPBIE UCHOIB3YIOTCS
AJMHMHUCTpAIMen Ui yCTaHOBJICHHUS JIMYHOCTH CYOBEKTa MEPCOHABHBIX JIaHHBIX, MOTYT 00pa0aThIBaThCA
TOJIbKO TpPHU HaJUYMU COIJIacUsi B NUChbMEHHOW (opme CyObeKTa MEepCOHANBHBIX ITaHHBIX (BKIHOYAS
¢dororpaduu, ormedaTku mNanbleB, o0pa3 CETYATKH TIJa3a, OCOOCHHOCTH CTPOCHHSA Tela M APYTyIo
0700HY10 HH(OPMAIIHIO).

BiokupoBaHnue mnepcOHAJNBHBIX JAHHBIX — BPEMEHHOE IpeKpallleHue oOpabOTKHU IEePCOHAIbHBIX
JAHHBIX (32 MCKIIIOYCHHEM CJIy4aeB, eciu o0padoTka HEOOXoauMa sl YTOYHEHHUS MEepCOHAIbHBIX
JTAHHBIX ).

Bupyc (KOMNBIOTEpPHBI, NPOrpaMMHBIN) —  HMCHOJHAEMBIA  NPOrPAMMHBIM  KOJ  WIH
UHTEPIPETUPYEMBIA ~ HA0Op  MHCTPYKIMI,  0OJajaroluii  CBOWCTBAMU  HECAHKIIMOHHUPOBAHHOIO
pacnpocTpaHeHus U camoBocnpou3BeneHus. CosznaHHble AyOJIMKaThl KOMIIBIOTEPHOIO BUpYyca HE BCerja
COBMAJAIOT C OPHUTHMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JaJbHEHIIEeMYy pacHpOCTPAHEHHIO H
CaMOBOCIPOU3BECHUIO.

Bpenonocnas nporpamma — MporpaMma, npeIHa3HauYeHHAs TUIS OCYILIECTBIICHUS
HECaHKIIMOHUPOBAHHOIO JOCTyna M (WIM) BO3ACHUCTBUS Ha IE€PCOHAIbHBIE JaHHBIE WM PECYPChI
UH(GOPMAIIIOHHOW CUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcnomoraresibHble TeXHHYeCKHE CPEACTBA M CHCTeMbl — TEXHUYECKUE CPEJCTBA U CUCTEMBI, HE
npeiHa3sHaYeHHbIE Ui Tepefayd, oOpabOTKM M XpaHEHHs NEepPCOHAIBHBIX JaHHBIX, YCTaHaBJIMBaeMble
COBMECTHO C TEXHHYECKUMH CpEICTBAMH U CHUCTEMaMH, NpeJHa3HAaYeHHBIMU JUIsi 00paboTKu
NEPCOHANBHBIX JAHHBIX WIA B IIOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHbl HMH(OPMAIIMOHHBIE CHCTEMBI
NEPCOHAIbHBIX JJAHHBIX.

JlocTynn B ONepalioHHYI0 Cpely KOMIbIoTepa (MHGOPMALMOHHON CHCTEMbI NEePCOHAIBHBIX JAHHBIX) —
MOJy4eHHE BO3MOXKHOCTH 3allyCKa Ha BBINOJHEHHME IITaTHBIX KOMaHJ, (DPYHKIMH, MpOLEAyp ONEepalioOHHON
CHCTEMBI (YHUYTOXKEHHS, KOITMPOBAHMUS, IEPEMEILIEHHUS U T.11.), UICTIOHAEMBIX (PaiiyIoB NPUKIIAHBIX IPOrPaMM.

JlocTyn Kk uH(popMamm — BO3MOXKHOCTb ITOTy4eHHsI THPOPMAIIMK U €€ UCII0JIb30BaHuUs.

3akJ1a104HOe YCTPOICTBO — JIEMEHT CPeJICTBA CheMa MH(OPMAIMH, CKPBITHO BHENPSIEMBIH (3aK/1a/IbIBACMbIi
WIM BHOCHMBIN) B MECTa BO3MOXKHOTO cheMa HH(popMaluu (B TOM YHCIE B OTpaXACHHWE, KOHCTPYKIIHIO,
000py/IOBaHME, MPEIMEThl UHTEPbEPa, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B TEXHMYECKHE CPEICTBA M CHUCTEMBI
00paboTku uHpOpMAaIUN).

anmaemast uHpopManms — HHGOPMALIHS, SBISIOLIASICS MPEIMETOM COOCTBEHHOCTH U MOJIeKAIIAs 3allliTe
B COOTBETCTBHM C TPEOOBAHMSIMH MPABOBBIX JTOKYMEHTOB WM TPEOOBAHHSIMH, YCTAHABIMBAEMBIMI COOCTBEHHUKOM
UH(pOpMALIUHL.

HUnentuduxanuss — mnpucBoeHHe CyObEKTaM W OOBEKTaM JIOCTyNa HACHTH(UKaTtopa W (WIM) CpaBHEHHE
NPEIBSBISIEMOTO HACHTU(HKATOPa C IEPEYHEM ITPHUCBOCHHBIX UAEHTHU(PHKATOPOB.

NudopmMaTuBHBI CUTHAJ — DJIEKTPUYECKHE CUTHAIBI, AaKYCTUYECKHE, OSJIEKTPOMAarHUTHBIE W JApYyrve
¢dusnyeckue TONA, MO MapaMerpaM KOTOPhIX MOXET ObITh pacKpbiTa KOH(UACHIMANbHAI HH(OpMALSL
(mepcoHabHBIE JaHHBIE) 00pabaThiBaeMasi B TH(POPMALIMOHHOM CHCTEME IEPCOHATIbHBIX JaHHBIX.

HNudpopmanunonnas cucrema nepcoHaabHbIX JaHHbIX (MCIIH) —COBOKYIHOCTh COJEpKAIlUXCs B
0a3ax JaHHBIX NEPCOHAJBHBIX JAaHHBIX U 00€CIEeYNBAIOIINX UX 00pabOTKy MH(OPMALIMOHHBIX TEXHOJIOTUN
Y TEXHUYECKUX CPEJICTB.
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HNudopMmanmoHHbIe TEXHOJIOTHH — ITPOLIECCHI, METOJIBI TIOKCKA, cO0pa, XpaHeH s, 00paOOTKH, TIPEIOCTABIICHYS,
pactpocTpaHeHus HHOPMALIH 1 CIOCOOBI OCYIIIECTBICHHSI TAKUX MTPOLIECCOB M METOJIOB.

Hcnosb30BaHne NMePCOHATBHBIX TAHHBIX — JCHWCTBUS (OMepalyu) C MEPCOHATBHBIMH JaHHBIMH,
COBepIlacMble OIMEpaTopoM B IMENSIX MPHHITHS PEIICHWH WJIM COBEPIICHHS WHBIX JCHCTBHIA,
MOPOXIAIONINX IOPUINYECKUE TTOCICACTBUS B OTHOIICHUH CYOBEKTa MEPCOHAIBHBIX JAHHBIX WIIHA APYTHUX
au1 1100 MHBIM 00pa30M 3aTparMBaloIMX MpaBa U CBOOO Bl CyOBhEKTa NEPCOHATBHBIX JAHHBIX HITH JIPYTUX
JIHIL.

Hcrounuk yrpo3sl 6e30nacHOCTH HHGOPMAIMH — CYOBEKT JIOCTYIIA, MATEPUAIBHBIA 00BEKT WM (pU3HUecKoe
SIBJICHHE, SIBJITFOLIMECS IPUYMHON BOSHUKHOBEHUS YTPO3bl 0€3011aCHOCTH HH(OPMAITUH.

KoHTposmpyemasi 30Ha— TPOCTPAHCTBO (TEPPUTOpHs, 3MaHWE, YacThb 3[aHUs, TMOMEIICHHE), B KOTOPOM
UCKITFOYCHO HEKOHTPOJMPYEeMOe NPEObIBAHUE MMOCTOPOHHMX JIMI, & TAKKE TPAHCIIOPTHBIX, TEXHMYESCKUX W MHBIX
MaTepHANIbHBIX CPEJICTB.

KonduaeHImaabHOCTh NMEPCOHATIBHBIX JAHHBIX — 00S3aTeIbHOE YISl COOMIOICHHST OTIePaToOpOM HIIM HHBIM
TIOJTyYMBIIIAM JIOCTYIT K TIEPCOHATHHBIM JIAHHBIM JIMIIOM TpPeOOBaHWE HE JOIyCKAaTh WX PAcIpOCTpaHeHue 0e3
COTJIacHsl CYOBEKTa ePCOHATBHBIX JAHHBIX HITF HAJIMYHSI MTHOTO 3aKOHHOTO OCHOBAHUS.

MeskceTeBoii 3kpaH — JIOKATbHOE (OHOKOMITOHEHTHOE) WITH (PYHKIIMOHATIBHO-PACTIPEIETICHHOE IPOrpaMMHOE
(mporpaMMHO-arapaTHoe) CPeACTBO (KOMIUICKC), peali3yolee KOHTPOJIb 3a WH(OpMAIWel, MoCTynaromel B
MH(POPMALOHHYIO CHCTEMY TTePCOHATBHBIX JAHHBIX U (MITH) BBIXOSIIEH 13 HHPOPMAIIMOHHOW CUCTEMBI.

Hapyumrensb 6e30macHOCTH NMEPCOHAIBHBIX JIAHHBIX — (PU3MYECKOE JIMIIO, CIY4aifHO WM TPEIHAMEPEHHO
COBEPIIAOIIIEE ICHCTBHS, CIISICTBIEM KOTOPBIX SIBIISIETCS HApyIIEHHE OS30MMacCHOCTH MEPCOHATBHBIX TAHHBIX TPH UX
00paboTKe TEXHUYESCKUMU CPEICTBAMH B MH(DOPMAIMOHHBIX CUCTEMAX MEPCOHATIBHBIX JIAHHBIX.

HeaBToMaTu3upoBanHas 00padoTKa MepcoHAJbHBIX JAaHHBIX — 00pa00TKa MePCOHAIBHBIX JIaHHBIX,
coJepKammxcss B MHOOPMAIIMOHHONW CHCTEME MEPCOHAJIbHBIX JJAHHBIX JHOO M3BIICYCHHBIX W3 TaKOW
CHCTEMBI, CUMTACTCS OCYIECTBICHHON 6e3 MCTIOJIb30BaHUS CpeAcTB aBTOMaTH3AIHU
(HeaBTOMATH3UPOBAHHOM), €CIIM TaKUe IEHCTBHS C TEPCOHAJIBHBIMH JIAaHHBIMH, KaK WCIIOJIb30BaHUE,
YTOYHEHHE, PACHPOCTPAHEHUE, YHHUYTOKCHHE IIEPCOHAIBHBIX JaHHBIX B OTHOIICHHH KaXIOTO W3
CYyOBEKTOB IMEPCOHABLHBIX JIAHHBIX, OCYIIECTBISIOTCS IPH HEMTOCPEICTBCHHOM YUaCTHH YEJIOBEKA.

HenexiapupoBaHHbIe BO3MOKHOCTH — (DYHKIIMOHAJIBHBIE BOSMO)KHOCTH CPEZICTB BHIYUCITUTEIHHON TEXHHKH,
HE OIMCAHHBIC WM HE COOTBETCTBYOIIME OMUCAHHBIM B JIOKYMEHTAIIMH, TIPH UCTIOJIb30BaHUH KOTOPHIX BO3MOYKHO
HapYyIIeHUE KOH(DUICHIMAITLHOCTH, JIOCTYITHOCTH WJIH IIEJIOCTHOCTH 00padaThIBaeMOM HH(POPMAITHH.

HecaHKkiMoOHMPOBaHHBIH J0CTYN (HECAHKIIMOHMPOBAHHBbIE [eHCTBHA) — JOCTYN K HHGpOpMAIUU WU
JISACTBHS ¢ MH(OPMAIHEH, HapyIIAIOIIME TIPaBIIIA PAa3rpaHUUYEHHS TOCTYIIA C MCIIOIB30BAHMEM IITATHBIX CPEJICTB,
MPEIOCTaBIISIEMbIX HH()OPMAIIMOHHBIMU CUCTEMAaMU TIEPCOHANBHBIX JTAaHHBIX.

Hocutenab nagopmanum — GU3HIECKOE JIMIIO WM MaTepPUATBHBINA 00BEKT, B TOM 4YHCIe (PU3UUECKOe TONE, B
KOTOpPOM MH(OpMALHsl HAXOAUT CBOE OTPAXKEHHE B BUJIE CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PELICHHUN 1
TPOLIECCOB, KOIMYECTBEHHBIX XapaKTEPUCTHK (PU3NUECKUX BEITHUUH.

OO0e3mMunBaHUe NEPCOHAJBHBIX [AaHHBIX — JCHCTBUS, B pe3ylbTare KOTOPBIX CTAHOBHUTCS
HEBO3MOXXKHO 0€3 HCIOJBb30BaHMUSA JOMOJHHUTENBHON HMH(OpPMAIMKM ONpEAeTUTh IPUHAIICKHOCTD
MEPCOHAIBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY MEePCOHANBHBIX JaHHBIX.

O0paboTka mNepcOHANBLHBIX [JAaHHBIX — JI00O€ JelicTBUE (omepalus) WIM COBOKYIHOCTh JeHCTBUI
(omepariuif), CoBepIIaeMbIX C UCTIONB30BAHUEM CPEACTB aBTOMATHU3AIMHU WK O€3 HCTIONB30BAHUS TAKUX CPEJICTB C
NIEPCOHATBPHBIMA JTAHHBIMH, BKJIIOYast cOOp, 3aIliCh, CHCTEMATH3AIMIO, HAKOIUICHWE, XpaHEHWE, YTOYHEHHE
(0OHOBJIEHHE, U3MEHEHNE), H3BIICUCHHE, HCIIOIB30BaHKeE, Tiepe/iady (pacrpocTpaHeHue, MpeoCTaBIeH e, JOCTYIT),
00e3nurBaHKe, OJIOKUPOBaHKE, yaJIeHHE, YHUUTOKEHHE EPCOHATIbHBIX JaHHBIX.

OO01e10cTynHbIE MEPCOHABHBIE JaHHbIE — IEPCOHAIbHbIE JaHHbIE, JOCTYI HEOTPAaHUYEHHOTO Kpyra
JHII K KOTOPBIM TPEIOCTaBIEH C COTJIACHs CYOBEKTa MEepCOHAJIbHBIX JaHHBIX WM Ha KOTOpPHIC B
COOTBETCTBUM C (elepalbHBIMM 3aKOHAMH HE  paclpocTpaHseTcs TpeOoBaHUE  COOJIOJICHHUS
KOH(PHICHIIMATBHOCTH.

Oneparop (MepcoHATbHBIX JAHHBIX) — TOCYIAPCTBEHHBIN OpraH, MyHUIIMIIAJIBHBIA OpraH, I0pUINYEcKOe
WM (U3HYECKOE JIUIIO, CAMOCTOSITENTFHO WM COBMECTHO C JPYTMMH OPraHU3YIOIIee M (MJIM) OCYIIECTBILIONIEE
00paboTKy MEePCOHATBHBIX JAHHBIX, a TAKKE OMPEACISIONIME e 00pabOTKU MEPCOHAIBHBIX JTaHHBIX, COCTaB
NEPCOHATBHBIX JIAHHBIX, MOMIEKAIMX 00paboTKe, AeicTBUs (OmepalyH), COBEpIIaeMble C IEPCOHATLHBIMU
JTAHHBIMH.
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Texnuyeckue cpeacrsa HMHPOPMANMOHHONH  CHCTEMbl TEPCOHAJBHBIX JAHHBIX —  CPEICTBA
BBIYUCITUTEIILHON TEXHUKH, HH()OPMAITMOHHO-BBIYMCIIUTEILHBIE KOMIUIEKCHI U CETH, CPEICTBA U CUCTEMEI TIepe/iayH,
npueMa u o6pabotku II/I[H (cpeacTBa M CHCTEMBI 3BYKO3AIWCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOHM3BEIICHHUS,
TIEPETOBOPHBIE M TEJICBU3MOHHBIC YCTPOMCTBA, CPECTBA M3TOTOBJICHUS, THPAKHUPOBAHHUS JOKYMEHTOB M JApYyrue
TEXHUYECKUE CpEICTBA OOpabOTKM pedeBOM, Ipaduueckor, BHICO- W OYKBEHHO-IM(POBOM HMHGBOPMAIUN),
IPOrpaMMHBIE CPEZICTBA (OMEPAIMOHHbIE CHCTEMBI, CUCTEMBI YIPABIICHHS 0a3aMH TaHHBIX U T.I1.), CPECTBA 3aUTHI
uH(pOpMaIMH, PHUMEHsIeMbIe B MH()OPMAIMOHHBIX CUCTEMaX.

IMepexBaT (MHoOpMAIUM) — HENPABOMEPHOE IMOJIydeHHE HWH(OPMALMA C  HCIOJIH30BAHHEM
TEXHUYECKOTO CPEJCTBA, OCYLIECTBISIOUIEr0 OOHAapy>KeHUe, HpueM U o00paboTKy HH(POPMATUBHBIX
CHTHAJIOB.

IlepconajibHbIe JaHHBIE — JIt00as HHPOPMAIHSL, OTHOCAIIASICS K IPAMO WM KOCBEHHO OMNpeeIEHHOMY
WK OpeiesieMoOMY (U3UUECKOMY JIHIY (CYOBEKTY epCOHAIBHBIX JAHHBIX).

[To6ouHbIle 3JIEKTPOMATHUTHbIE W3JIy4YeHUS] M HABOJAKHM — DJJCKTPOMArHUTHBIC HW3ITyYCHHS
TEXHUYECKUX CPEICTB O0pabOTKM 3aluIIaeMol MH(POpMAIMH, BO3HHKAIOIIKME KaK MOOOYHOE SBICHHUE U
BBI3BAHHBIE AIEKTPUYECKUMU CHUTHAJIaMH, ACHCTBYIOUIMMH B UX 3JEKTPUUECKUX M MAarHUTHBIX LEMsX, a
TaK)Ke SJICKTPOMArHUTHBIC HABOJKU STHX CHUTHAJIOB HA TOKOIPOBOSIIUE JHMHUW, KOHCTPYKIIMH M IICTIH
MUTaHUS.

I[MoanTHKA «YUCTOrO0 CTOJIA» — KOMIUIGKC OPTaHHW3AI[MOHHBIX MEPOINPHUSATHH, KOHTPOIUPYIOIINX
OTCYTCTBHE 3alMChIBaHUSI Ha OyMa)KHbIE HOCHUTENHU KJIIOYel W aTpuOyTOB JOCTyna (mapojeil) u XpaHeHUs
uX BOJIM3U OOBEKTOB JIOCTYIIA.

IMoab30BaTesib MHGOPMALMOHHOI CHCTEMBbI MEPCOHAJIBHBIX JAHHBIX — JIMIO, YYaCTBYIOIIEE B
(GYHKIIMOHUPOBAHUH WH(POPMAIIMOHHOW CHCTEMBI TICPCOHATBHBIX JAHHBIX WJIH UCIIOJIB3YIOIIEE Pe3yIbTaThl
ee QyHKIIMOHUPOBAHUS.

IIpaBuia pa3rpaHuyeHHsi JOCTYNA — COBOKYITHOCTH TPABWJI, PETJIaMEHTHPYIOIIMX MpaBa JIOCTYIa
CyOBEKTOB JIOCTYIA K 00BEKTaM J0CTYIIA.

IIporpaMmMHasi 3aKjajgKa — KOJ MPOTrpaMMbl, IPEIHAMEPEHHO BHECEHHBIH B IMPOrpaMMy C LEINbIO
OCYIIECTBUTh YTEUKY, HW3MEHUThb, OJIOKHPOBAaTh, YHUYTOXUTh HWHMOPMALMIO WIU YHUYTOXKHUTH U
MoIU(HUIIPOBATh TIpOrpaMMHOE obecredeHne WH(OOPMANMOHHONW CHCTEMbI TMEPCOHAIBHBIX TaHHBIX WU
(vyi) GJIOKMPOBATH aIllapaTHbIC CPECTRA.

IIporpammHuoe (mporpaMMHoO-MaTeMaTHYECKOe) Bo3/eiicTBHE — HECAaHKIIMOHUPOBAHHOE
BO3/ICIICTBIE Ha pecypchl aBTOMATH3UPOBAHHOW WH(GOPMAIMOHHONW CHCTEMBI, OCYIIECTBISIEMOE C
UCIIOJIb30BAaHUEM BPEIOHOCHBIX IPOTPAMM.

PaCKprTI/Ie NMEPCOHAJIBbHBIX JAHHBIX — YMBIIIJICHHOC nin cnyqaﬁHoe HapyHICHUC
KOH(l)I/IJleHHI/IaJ'II)HOCTI/I NEPCOHATIBHBIX TaHHBIX.
PaCHPOCTpaHeHI/Ie NEePCOHATBHBIX JAHHBIX — HeﬁCTBI/IH, HaIIpaBJICHHLIC Ha PacCKpbITHE

NEPCOHAIBHBIX JaHHBIX HEOMPEEIIEHHOMY KPYTy JIUI]

Pecypc uMH(OPMANMOHHON CHCTEMBbI — VMMEHOBAHHBIM DJJEMEHT CHCTEMHOIO, HPHUKIAJHOTO WIH
anmapatHoro odecrneueHus: GyHKIIMOHUPOBAHUS NH(OPMALIOHHON CUCTEMBL.

CrnenunanbHble KATETOPHH NEPCOHAIBHBIX JAHHBIX — [IEPCOHAIIBHBIE JaHHBIE, KACAIOLIUECS PACOBOM,
HAI[MOHAJIbHON MPUHAJICKHOCTH, TOJTUTUYECKUX B3IJIAI0B, PETUTHO3HBIX WIN (uiocockux yoexaeHui,
COCTOSIHUS 3/I0POBbSl 1 UHTUMHOMH JKU3HU CyOBEKTa MEPCOHATIBHBIX JAaHHBIX.

CpencrBa BbIYMCIUTENHLHONW TEXHMKHM — COBOKYITHOCTh IPOTPAMMHBIX U TEXHUYECKHX SJIEMEHTOB CHCTEM
00palbOTKH TaHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSATEIBHO MU B COCTABE JIPYTUX CUCTEM.

Cyo0bekT aocryna (Cy0ObeKT)— JIMIIO WA TIPOIECC, MEHCTBUS KOTOPOTO PETJIAMEHTHPYIOTCS TpaBUIaMU
pasrpaHUYeHUs] JOCTYIIA.

TexHuuyeckuii KaHa yreukd MHGOPMALMU — COBOKYITHOCTh HOCUTENSI MH(pOpMaIMu (cpeacTBa 00pabOTKH),
(u3IUecKoil cpebl pacrpocTpaHeH st THHOPMATUBHOTO CUTHANIA U CPEJICTB, KOTOPHIMHU JJOOBIBAETCS 3alllHIIaeMast
uHpopmarus.

TpancrpannyHasi TmepeAaya MePCOHAJNBHBIX JAHHBIX — IIepellaya IMEepPCOHAIBHBIX JaHHBIX
onepatopoM uepe3 ['ocymapctBeHHyro rpanuily Poccuiickoit @enepanuy opraHy BJIacTH WHOCTPAHHOTO
rocyaapcTBa, (GU3MYeCKOMY WIH IOPUINYECKOMY JIMIY HHOCTPAHHOTO rOCYapCcTBa.

¥Yrpo3sl 0€30I1aCHOCTH TEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTh YCIOBHMHA M (DaKTOPOB, CO3JAOIIMX
OIACHOCTh HECAHKLIMOHMPOBAaHHOIO, B TOM YHCJIE CIIy4alHOro, JOCTYIA K MEPCOHAIBHBIM JIaHHBIM, PE3YIbTaTOM
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KOTOPOT'0 MOXKET CTaTh YHUUTOXKEHHE, I3MEHEHHE, OJIOKMPOBaHUE, KOMMPOBAHKE, PACTIPOCTPAHEHNE TIEPCOHATBHBIX
JIAaHHBIX, a TAKKE MHBIX HECAHKIMOHMPOBAHHBIX JEUCTBUM Mpu MX 00paboTke B MH(MOPMAIMOHHOM cucTeMe
MEPCOHATBHBIX TAHHBIX.

YHMUYTOXKEHNEe TEePCOHAIBHBIX JAHHBIX — JICHCTBUS, B PE3y/IbTare KOTOPHIX HEBO3MOXKHO BOCCTAHOBUTH
CollepyKaHHEe MEPCOHABHBIX JAHHBIX B MH(OPMAIMOHHON CHCTEME IMEPCOHATBHBIX TAHHBIX WIM B pPE3yJbTare
KOTOPBIX YHUUTOXAIOTCS MaTepUaIbHbIE HOCUTEIH IIEPCOHAIBHBIX IaHHBIX.

Yr1euka (GamumaemMoil) HHGOpPMAIMH MO0 TEXHUYECKHMM KAHAJIAM — HEKOHTPOJIMPYEMOE paclipoCTpaHEHHE
UH(pOpPMALMM OT HOCHTENS 3allMIIaeMOi MH(pOpMALK Yepe3 (H3UUYECKYIO Cpely 10 TEXHMYECKOTO CPEZICTBA,
OCYILIECTBIISIOIIETO MepexBaT HHGOpMaIUH.

Ysa3BuMocTh — €1a00CTh B CPEACTBAX 3aALLMTHI, KOTOPYIO MOYKHO HCIIOJIBb30BaTh JUIsl HApYIIEHUS] CUCTEMbI WU
coziepkartieiics B Helt uH(opmarmu.

HenocTHocTh MHGOPMALUME — CTIOCOOHOCTH CPEJICTBA BHIYMCIUTENIHHON TEXHUKU VI aBTOMATU3UPOBAHHON
CHCTEMbI 00€CTICYMBaTh HEM3MEHHOCTh HH(OPMAIIUH B YCIOBHSX CIy4alfHOTO W/WJIHM TPEAHAMEPEHHOTO NCKKEHUS

(paspy1ueHus).
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OBO3HAYEHUA U COKPAIIIEHU A

ABC — QHTUBHMPYCHBIE CPEICTBA

APM — aBTOMATU3MPOBAHHOE pabovee MECTO

BTCC — BCIIOMOTaTEJIbHbIE TEXHUYECKUE CPEICTBA U CUCTEMBI
NCTIIn — nH(pOPMAIMOHHAS CUCTEMA TIEPCOHATTBHBIX TAHHBIX
K3 — KOHTPOJIUpYEMas 30Ha

JIBC — JIOKaJIbHAsI BBIYUCIIUTENbHAS CETh

MO — MEKCETEBOM AKpaH

HCJ — HECAaHKIIMOHUPOBAHHBIN JIOCTYII

oC — OIEpalMOHHas1 cucTeMa

I11x — [IEPCOHAJIbHBIE JTAHHBIC

IIMB — IIPOrPaMMHO-MAaTEMATHYECKOE BO3ICHCTBUE

1o — IIporpaMMHOE 00eCIIeUCHHE

IIOMUH — TI0OOYHBIE ANEKTPOMArHUTHBIE U3ITyYeHHUS U HABOJKU
CA3 — cHUCTEMa aHajMu3a 3alllUuIcHHOCTH

C31 — CpeCTBa 3aIIUThl HHPOpMAIII

C3I11x — cucreMa (TIOJCUCTeMa) 3alUThl IEPCOHAIBHBIX JaHHBIX
COB — cucreMa oOHapyKeHUs! BTOPKEHUM

TKYU — TeXHUYECKHUE KaHAIIbl yTeUKH HH(OpMaIn

VYBIl/In — yrpo3bl OE30MaCHOCTH IEPCOHATBHBIX JAHHBIX
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BBEJIEHUE

Hacrosimas [Nonutuka uHpopmanmonHoit 6e3onacHoct (mnanee Ionmutuka) MBJIOY «/lerckuit can
Nel3» ropoma Kamam UYysamickoit PecnyOnumkm — (mamee — YupexaeHue) sBiseTcs O(QHUIIMATbLHBIM
JIOKYMEHTOM.

[Tonutrka pazpaboTaHa B COOTBETCTBHH C TpeOoBaHMsIMH DenepanbHOro 3aKkoHa ot 27 utois 2006 r.
Ne 152-03 «O mepcoHalIbHBIX JaHHBIX» M mocTtaHoBieHus llpaButensctBa Poccuiickoit @enepanuu ot
1Hos6pst 2012 1. Ne 1119 «OO6 yrBepkacHUH TpeOOBAaHWM K 3allUTE MEPCOHAIBHBIX JAaHHBIX IMPU HX
00paboTke B MHPOPMALMOHHBIX CUCTEMAaX IMEPCOHATBHBIX TAHHBIX)», HA OCHOBAHUU:

- «PexkoMmenmanuii mo oOecriedeHHIO O€30IMaCHOCTH IEPCOHANBHBIX MaHHBIX TIpH HX 00paboTke B
MH(GOPMAITMOHHBIX CHCTEMaX MEePCOHANBHBIX JAHHBIX», YTBEPKACHHBIX 3amecTureneM nupekropa CTIOK
Poccun ot 15.02.2008 1.,

- «TumoBelx TpeOOBaHWIA TIO OpraHM3alMd © OOECIeYeHUI0 (YHKIMOHUPOBAHHUA MIH(PPOBATEHBIX
(xpunTorpadIecKnX) CpeACTB, IIPEIHA3HAYCHHBIX IS 3alIUTH MHGOPMAINH, HE COACpIKaIeii CBEeICHU,
COCTaBISIIOIIMX TOCYAAPCTBEHHYIO TallHy B Ciydae M3 HCIOJNb30BaHHA A obecriedyeHHs Oe30MacHOCTH
NEPCOHAJIBHLIX MAaHHBIX IIPHU HUX O6pa6OTK€ B I/IH(I)OpMaHI/IOHHI)IX CUCTEMax IEPCOHAJIbHBIX OaHHBIX),
yTBepxaeHHBIX pykoBoacTBoM 8 LlenTpa @Cb Poccuu 21.02.2008 1. Ne 149/6/6-662.

B IMonutuke omnpeneneHsl TpeboBanusa k nepconany VCII/IH, creneHb OTBETCTBEHHOCTH IMEpPCOHANA,
CTPYKTYpa U HEOOXOAMMBIH YPOBEHb 3aIIUIICHHOCTH, CTaTyC U JTOJDKHOCTHBIE 00SI3aHHOCTH COTPY/THHKOB,
OTBETCTBEHHBIX 32 obecriedenne 6e30macHOCTH nepcoHanbHbIx AaHHbIX B UCII /I Yupexnenus.
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1 OO01ue MoI0:KeHHu
Lenbro HacTosmer [Tonutuku sBasercs odecrneueHre 0€30IacHOCTH 00BEKTOB 3aLIUTHI

VupexIeHnus OT BCEX BUJIOB yrpo3, BHEIIHUX W BHYTPEHHUX, YMBIIUICHHBIX M HETpeIHAMEPEHHBIX,
MUHHMH3aLUs yiepda oT BO3MOXKHOM peanuzanun yrpos 6e3onacHoctu [11n (YBIL/IH).

be3onacHoCcTh NCPCOHANIBHBIX HAHHBIX AOCTHUIaCTCA MYTCM MCKIIIOUYCHUSA HCCAHKIHWOHHUPOBAHHOI'O, B
TOM 4YHCIIC CHy‘I&ﬁHOFO, A0CTyIa K IEPCOHAJIBHBIM JAaHHBIM, PE3YJIBTATOM KOTOPOIr'O MOXKET CTaTh
YHUYTOKCHHUEC, U3MCHCHUC, 6JIOKI/IpOBaHI/IC, KOIMUPOBAHUC, PaCHPOCTPAHCHUC NCPCOHAIBHBIX AAHHBIX, a
TAaKXKE MHBIX HCCAHKITMOHHUPOBAHHBIX HeﬁCTBHﬁ.

Wudpopmanns M CBA3aHHbIE C HEH pecypchl JOJKHBI ObITh JOCTYHHBI JJIsl aBTOPU30BAHHBIX
noJb30Baresel. JJoMKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHApyKeHue U pearupoBanue Ha Y BI1JIH.

J_IOJ'DKHO OCYIICCTBIIATECA MPECAOTBPAIICHUE INPCAHAMCPCHHBIX WIIN CJ'Iy‘lﬁfIHBIX, YaCTU4YHBIX HJIIH
IMOJIHBIX HCCAHKIITMOHHUPOBAHHBIX MO,Z[I/I(bI/IKaLII/II‘/JI HJIM YHUYTOXCHUSA ICPCOHAIIBHBIX TAHHBIX.

CoctaB 00BEKTOB 3allUThI TpeACTaBlieH B llepeyHe mNepCOHANBHBIX JaHHBIX, YyKa3aHHOMY B
[Tooxxennu 06 06pabOTKE MEPCOHATBHBIX TaHHBIX.

CocraB UCIIH, moanexamux 3aiuTe, MpeICTaBiIeH B AKTe OOCIeIOBaHHS TEKYIIErO COCTOSHHUS
TEXHUYECKOH 3aIUTHI MEPCOHATBHBIX JaHHBIX.
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2 O6aacThb NeHCcTBUA

TpeboBanus Hactosmiel [ToIUTHKN pacIpOCTPaHAIOTCS HA BCEX COTPYAHUKOB YUpPEKICHUS (IITATHBIX,
BPEMEHHBIX, paOOTAIOIIMX O KOHTPAKTy M T.I.), @ TAKKE BCEX MPOYMX JIML (HOAPATYUKH, ayIUTOPBI U
T.IL.).
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3 Cucrema 3amuTsI MePCOHATBbHBIX JAHHBIX
Cuctema 3amuThl nepcoHabHbIX AaHHbIX (C3I1[IH), cTpoUTCS HA OCHOBAHUU:
- AKTa 00cIe0BaHus TEKYIIET0 COCTOSIHUS TEXHMYECKON 3alUThI IIEPCOHABHBIX JaHHBIX;
- [lepeuns mepcoHanbHBIX AaHHBIX, TOAJIEKAIINX 3AIIUTE;
- AxTOB KIaccupuKanuyu HHOOPMAIIMOHHBIX CUCTEM NEPCOHABHBIX JaHHBIX;
- YacTHBIX MOeliell akTyalnbHbBIX yrpo3 U BeposTHoro HapymmuTens UCIH;
- [lomoskeHns o pa3rpaHUYEHUH TIPaB AOCTYIIA K IEPCOHATBHBIM JAHHBIM;
- PykoBomsiux nokymentoB @CTOK u ®Cbh Poccun.

Hus obecnievuenus 3ammutel MCII[H HeoOxomumo cOOIOACHHE OpPraHU3AIMOHHO-TEXHUYECKUX Mep.
AnmuHuCTpanueil  obecriednBaeTcsi OE30MACHOCTh MEPCOHAIBHBIX JAaHHBIX B COOTBETCTBUU C
HEOOXOTUMBIM YPOBHEM 3all[UIIEHHOCTH, KOTOpas OMHCcaHa B TEXHWYECKOM 3aJlaHUd Ha CO3JIaHue
cucreMbl 3amuthl a1 UCII[AH. B Yupexaenun omnpenelieHbl akTyalibHbIE Yrposbl OezomacHocTu I1/1H,
KOTOpBIE OonKcaHbl B YaCTHON MOJIeNH akTyallbHbIX Yrpo3 U BepostHoro Hapymurens MCITAH.

[Ton axTyanbHBIMH Yyrpo3aMH O€30MACHOCTH MEPCOHAIBHBIX JaHHBIX IMOHMUMAETCS COBOKYIHOCTH
ycIoBUH M (AKTOPOB, CO3MAIOIIUX AaKTYaJbHYIO OINACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM 4HCIE
CIIy4ailHOTO, JOCTyIla K IE€PCOHAJbHBIM JaHHBIM HpU HUX 00paboTke B MH(GOPMALMOHHOM CHCTEME,
pe3yiabTaTOM KOTOPOIO MOTYT CTaTb YHHUYTOXKEHUE, HW3MEHEHHe, OJOKMpOBaHUE, KONMPOBAHUE,
IIPENOCTABIICHUE, PACTIPOCTPAHEHUE IEPCOHAIIBHBIX JAHHBIX, a TAK)KE UHBIEC HEITPAaBOMEPHBIC JCHCTBHUS.

VYrpo3sl 1-ro Tuna akTyanabHbI A1 HHOPMALIMOHHON CHUCTEMBI, €CIIU JUIsl HE€ B TOM YHCIIE aKTyalbHbI
yrpo3bl, CBSI3aHHBIE C HAJIMYUMEM HEIOKYMEHTHUPOBAHHBIX (HEIEKIAPUPOBAHHBIX) BO3MOXHOCTEH B
CHUCTEMHOM IPOrpaMMHOM 00€CIeYyeHHH, UCTI0Ib3YEMOM B MH(POPMALIMOHHON CUCTEME.

VYTrpo3bl 2-r0 TUNA aKTyalbHbI A1 HH(OPMALIMOHHON CHUCTEMBI, €CIIU JUIsl HE€ B TOM YHCIIE aKTyalbHbI
yrpo3bl, CBSI3aHHBIE C HAJIMYUMEM HEIOKYMEHTHUPOBAHHBIX (HEIEKIAPUPOBAHHBIX) BO3MOXHOCTEH B
HPUKJIAJHOM IPOrPaMMHOM 00€CIIeueHIH, UCTI0Ib3yeMOM B MH(POPMALIMOHHOM cUCTEME.

Yrpo3bl 3-T0 THNA aKTyalbHbI A HUHPOPMAIIMOHHON CHCTEMBI, €CIHM /ISl HE€ aKTyallbHbl YIpO3bl, HE
CBSI3aHHBIE C HAJMYUEM HEJOKYMEHTHPOBAaHHBIX (HEIEKIapUPOBAHHBIX) BO3MOXHOCTEH B CHCTEMHOM HU
MPUKIIATHOM [IPOTPAMMHOM OOECIIE€UEHNH, UCIIOIb3YEMOM B HH(POPMAITMOHHON CHCTEME.

Ha ocHoBaHuu 3TUX TOKYMEHTOB OMpeeseTcss HeOOXO0AMMBINA ypoBeHb 3amuiieHHoCTH [1/]H Kaxmoit
NUCIIAn Yupexnenus. Ha ocHoBaHMM aHanM3a akTyalbHbIX yrpo3 OesomacHoctd I1/IH, ommcaHHOro B
YacTtHOl Mozenu axTyaidbHbIX yrpo3 u BepostHoro Hapymwmrtens MCII/IH u Otuera o pesyibTaTrax
NpOBEIEHUS] BHYTPEHHEH TMpoBepke, JenaeTrcs 3aKiIoYeHHEe O HEOOXOJUMOCTH HCIIOJIb30BaHMS
TEXHUUYECKUX CPEACTB M OPraHM3alMOHHBIX MEpOnpusITH g oOecnedeHus Oe3omacHoctu [1/IH.
BriOpanHble HE0OX0AMMBIE MEPOIIPUATHUS OTpaxaroTcsa B IlaHe MeponpusATHil MO 3alMTe MEePCOHATBHBIX
JTAHHBIX.

Jns xaxxnoit MCII/IH momkeH OBITh COCTABIICH CITUCOK MCIOJIb3YeMBIX TEXHUYECKUX CPEJCTB 3aIIUTHI,
a Tak ke MPOrpaMMHOT0 o0ecreueHus1, yuacTpymoiero B oopadotke [1/1x, Ha Bcex anementax MCII/H:

- APM nons3oBareneii;
- CepBepa MpUIIOKEHUIA;
- CYB/J;

- I'panura JIBC;

- KanamoB mepemaum B ceTd OOIIErO MOJB30BAaHUS M (WIJIM) MEXKIYHApPOIHOTO OOMEHa, €Clid M0 HHUM
nepenarorcs 11/1H.
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B 3aBucumoctu ot ypoBHs 3amuineHHocTH MCIIIH u aktyanbnabix yrpo3, C3IIJJH MoxeT BKIHOYATh
CJIEYIOIINE TEXHUUECKUE CPECTBA!

- aHTUBHUPYCHBIC CPCACTBA AJId pa60‘lI/IX CTaHIIMH OJIb30BaTEICH 1 CCPBCPOB;
- Cp€acCTBa MCIKCETCBOI'O SKpaHUPOBAHUA,

- cpeAcTBa KpUNTOrpauuecKoi 3aiuThl HHPOPMALUK, TP Hepeaade 3alluilaeMoil uH- - GopManuu 1o
KaHaJaM CBA3H.

Tak e B CIHMCOK JOJKHBI OBITh BKIIIOUEHBl (DYHKUIMU 3allluThl, oOecreuyrBaeMble IITATHBIMU
cpenctBamu ob6pabotrku I1Jln omeparmonnbimMu cuctemamu (OC), mpuknanaeiM [1O U cnenuanbHBIME
KOMIUIEKCaMH, Peas3yIOLUIMMU cpeAcTBa 3auThl. CcOK QyHKUIUN 3alIUTHI MOXKET BKJIKOYATh:

yIpaBJeHNE U pasTpaHUUYeHNE JOCTYIIa TOJIh30BATENeH;
PETHUCTPALIMIO U YUeT AefcTBri ¢ nH(opManme;
- o0ecrnevnBaTh IEJOCTHOCTh JTAHHBIX;

- IPOM3BOJNTH OOHAPYKEHUI BTOPKEHUH.

COucok UCHOJIb3yeMbIX TEXHHUYECKUX CpPEICTB OTpakaercs B [lmane Meponpusaruii mo 3ammure
NEePCOHANBHBIX JaHHBIX. CIHCOK HCHOJIb3yeMbIX CPEACTB JAOKEH NOAIEPKHUBAaThCA B aKTyaJlbHOM
cocrosuuu. [Ipy HM3MEHEHHH COCTaBa TEXHUYECKUX CpeACTB 3aumuThl uiau snementoB HWCIIIH,
COOTBETCTBYIOIIME HW3MEHEHUS JIOJDKHBI OBbITh BHeceHbl B CHIHCOK U YTBEPKACHBI 3aBEIYIOIINM
VYupexieHust Wid JUIOM, OTBETCTBEHHBIM 3a o0ecrieueHue 3amuthl [1J[H.
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4 Tpe6oBanus k noacucremam C3I11n

C3I1/1n BriIrOUaeT B ceOs CIeayIONINE MOICUCTEMBI:

- yopaBJICHUA JOCTYIIOM, PETUCTPAlUN 1 YyUCTa,

- obecreueHust HEJIOCTHOCTHU U JOCTYITHOCTH,

- aHTHBHPYCHOfI 3alllUThI,;

- MEXCETEBOI0 IKPAHUPOBAHHS;

- aHAIIM3a 3AlIUIICHHOCTH;

- OOHapyXEeHHUSI BTOPKCHUH;

- KpUNTOrpadMuecKOn 3aIInThI.

Honcucremsr C3I1/IH numeroT pazauuHbiii GyHKIKHOHAN B 3aBUCHMOCTH OT kiacca ICII/IH, onpeneneHHOro
B Akre kiaccudukanuu WHOOPMAIMOHHBIX CHCTEM IEPCOHAIBHBIX JaHHBIX. CHHCOK COOTBETCTBUS
bynakuumii noacuctem C3I1/IH knaccy 3amuimeHHocTy npeactasieH B [Ipunoxenun Ne 1.

41 HOI[CHCTCMLI YhupaBJjgeHus 10CTyIMOM, pEruCcTpauum 1 yuetra

[Toncucrema ympaBiieHHs JOCTYIIOM, PETHCTpPAallMd W ydeTa IpeJHa3HaueHa JUisd pealu3aliu
CIeIYIOIINX (YHKITHIA:

- WIGHTU(UKALIMY U TIPOBEPKA MOUIMHHOCTH Cy0beKkTOB AocTyna npu Bxoxae B MCIIIH;
- UACHTU(UKAIIMKA TEPMUHAJIOB, Y3JI0B CETH, KAHAJIOB CBSA3U, BHEIIIHUX YCTPOMCTB IO JIOTMYSCKUM UMECHAM;
- HAeHTH(DUKAIH TTPOTPaMM, TOMOB, KaTaJIOTOB, (DaiiJIoB, 3aMUCe, TIOJIeH 3ammceil o UMEeHaM;

- perucTpanuy Bxoja (BbIxo/a) CyObEKTOB JIOCTYIA B CUCTEMY (U3 CUCTEMBI), THOO perucTpanus 3arpy3Ka 1
MHULMAIN3A1H OTIEPALMOHHON CUCTEMBI U €€ OCTaHOBA.

- PEruCTpaliM IMOMBITOK JOCTyNa MPOTPaMMHBIX CpEACTB (TporpaMm, MPOIECCOB, 3ajady, 3aJaHUi) K
3alMIaeMbIM Qaiinam;

- perucTpaiuy MOMBITOK JOCTyIa MPOTPaMMHBIX CPEACTB K TepMHUHAIaM, KaHajlaM CBSI3H, - MporpaMmaw,
TOMaM, Kataioram, (aiiiam, 3anucsiM, OJISIM 3aITUCEH.

[ToxcucTema ympaBieHUS JOCTYIIOM MOXET OBITh pealii30BaHa C TOMONIBIO INTATHBIX CPEJICTB
obpabotku I1In (omepammonHbix cucteM, npunoxkeHuil u CYBJ[). Tak >xe MoxeT OBITh BHEIPEHO
CHEIMAIbHOE TEXHUYECKOE CPEJICTBO MJIM WX KOMIUICKC, OCYIIECTBIISIONINE JOMOJHUTEIBHBIE MEPHI 10
ayTeHTU(UKAMU W KOHTponto. Hampumep, NpuUMEHEHHE eOUHBIX XPAHWIUII YUYETHBIX 3amuceit
MOJIB30BaTEJICH M PETUCTPAIMOHHON MH(POPMAIIMH, UCTIOIh30BaHHE OMOMETPHUYECKUX M TEXHHUYECKHX (C
MOMOIIIBIO NIEKTPOHHBIX MPOIMYCKOB) MEP ayTeHTU(DHUKAIIUU U TPYTHX.

42 IMoacucrema odecneyeHust HEJOCTHOCTH M TOCTYITHOCTH

[Toncucrema obecrieyeHns: WEJIOCTHOCTH M JIOCTYIHOCTH —IpeJHasHaueHa JuIsi oOecredeHus
1enocTHOCTU U JoctynHocTH [1J[H, mporpaMMubIx u anmnapatbix cpeacts MCIIAn Yupexnenus, a Tak xe
CPEZCTB 3aIUTHI, IPU CIIy4ailHON HJIM HAMEPEHHOU MOJU(PHUKAIIHH.

[Toncucrema peanu3yercss ¢ MOMOILIBIO OPraHU3AIMHM PE3EPBHOTO KOMHMPOBAHUS 00pabaThIBAEMBIX
JTAaHHBIX, a TaK )K€ Pe3epBUPOBaHUEM KITFOUEBbIX d51eMeHTOB UCIT/IH.

43 HO)ICI/ICTCMa aHTPlBPlpyCHOﬁ 3alMThI

[ToncucTemMa aHTHBUPYCHOW 3alllMThl TpeaHA3HAUYECHA IS OOeCleYeHHs] aHTHBUPYCHOW 3alllUTHI
cepepoB 1 APM nonb3oBareneit UCII[In YupexaeHus.
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CpencTBa aHTUBUPYCHOM 3alIUTHI MPEAHA3HAYEHBI JIJIS1 Peasi3allui CIeAYIOMUX (QyHKITAN:
- PE€3UEHTHBIN aHTUBUPYCHBIA MOHUTOPHUHT;
- aHTUBUPYCHOE CKaHNUPOBAHHE;
- CKpUNT-0JIOKHPOBAHUE;

- LEHTPaAJU30BAHHYIO/yAJIEHHYI0 YCTaHOBKY/IEMHCTAUIILUIO AHTUBUPYCHOIO IIPOAYKTa, HACTPOMKY,
aJIMAHUCTPUPOBAHKE, POCMOTP OTUYETOB M CTATHCTUUECKON MH(OpMaIMU 0 paboTe NPOaYyKTa;

- AaBTOMAaTU3UPOBAHHOC 00HOBIICHUE AHTUBHUPYCHBIX 633;

- OrpaHHYCHHUE TMPaB TOJIH30BATEIS HA OCTAHOBKY HCIIOJNHAEMBIX 3a7ad M HU3MEHEHHsS - HACTPOEK
AHTHUBHPYCHOTO IPOTPAMMHOTO O0eCTIeUeHUS;

- aBTOMaTHYECKHUH 3aITyCK Cpa3y MOCIIe 3arpy3K1 ONEePAOHHON CHCTEMBI.

[Moncucrema peanu3yercss IyTeM BHEIPEHUS CICMUAIBLHOTO AHTUBUPYCHOTO IPOTPAMMHOTO
obecrnieuenus Ha Bce 3neMenTsl UCII/H.

4.4 Toncucerema MekceTeBOro SKpaHHPOBAHUS
[Toncucrema MEKCETEBOTO KPaHUPOBAHUS MIPeIHA3HAYEHA JIJIS pean3aliy CIeAYOINX QYHKIUN:
- (huIBTpaAIIK OTKPHITOTO U 3amr(poBaHHOTO (3aKpeITOTO) IP-Tpaduka mo cremyromuM napameTpam;
- (pMKcanyy BO BHYTPEHHUX )KypHaJIax HHGOpMALUH O IPOXOIAIIEM OTKPBITOM U 3aKkpbIToM IP-Tpaduke;

- UAEHTH(UKAIUK M ayTeHTU(UKALMIO aAMUHHCTPATOpa MEKCETEBOrO0 3KpaHa IPU €ro - JIOKAJIbHBIX
3ampocax Ha AOCTYII,

- perucTpanuu Bxojaa (BBIXOJa) aIMHHHCTPATOpa MEKCETEBOI'O DKpaHa B CHUCTEMY (M3 CHCTEMBI) JHOO
3arpy3kKv 1 MHUIUAIN3ali CUCTCMbI U €€ IPOrpaMMHOI'0 OCTaHOBA,

- KOHTPOJIS LIEIOCTHOCTH CBOCH MPOrpaMMHOM U HH)OPMAIIMOHHOW YaCTH;

- GWIbTpalMM MAaKETOB CIYXEOHBIX MPOTOKOJIOB, CIY)KAIIMX A JUarHOCTHKA M YHPAaBJIEHUS padoTon
CETEBBIX YCTPOMCTB;

- (unpTpalMM C ydYeTOM BXOJHOTO U BBIXOJHOTO CETEeBOro HHTepdelica Kak CpeACTBO MPOBEPKH
MOJITHHHOCTH CETEBBIX aJIPECOB;

- PErucCTpanuy 1 y4uceTa 3alpaninBacMbIX CEPBUCOB NPUKIIAJHOI'O YPOBHS;

- OJIOKMPOBaHUS JIOCTyIa HEUJACHTU(DHUIIMPOBAHHOTO O00BEKTa WM CYOBEKTa, MOIJUHHOCTH KOTOPOTO IPH
ayTeHTHU(UKAIIUU HE TTOTBEPINIIACH, METOIaMHU, YCTOWIHBBIMH K TIEPEXBaTY;

- KOHTPOJIA 3a CETEBOM aKTUBHOCTBIO HpI/IJ'IO)I(eHI/Iﬁ u 06Hapy>i<eHI/m CCTCBBIX aTakK.

[loxcucrema peanusyercs BHEIPEHHUEM IPOrpaMMHO-AINApPATHBIX KOMIUIEKCOB — MEKCETEBOTO
sKpaHupoBaHus Ha rpanuue JICB, kinaccom He HUxe 4.

45 IToacucrema anaau3a 3alUIIIEHHOCTH

[Moncucrema aHanu3a 3allMIIEHHOCTH, TOJDKHA 00ECTIEYMBATh BBISIBICHUS YA3BMMOCTEH, CBSI3aHHBIX C
ommbkamu B koHpurypamuu [1O MHCII/H, xoTOopsle MOryT OBITH HCIIOJIB30BAHBI HApPYLIUTENEM JUIs
peaNu3alny aTaku Ha CUCTEMY.

OyHKIMOHAT TIOJICHCTEMBI MOXKET OBITh PEaTM30BaH MPOTPAMMHBIMU U MPOTPAMMHO-ANIIAPATHBIMU
CpeCTBaMHu.
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4.6 Moacucrema oGHApY:KeHHs] BTOPKEHHI

[Toncucrema oOHapyKEeHHsI BTOPKCHUM, JOJHKHA 00€CTICYNBATh BBISIBJICHUE CETEBBIX aTaK Ha AJIEMEHTHI
NCTIJIH, MOaKIIOUYEHHBIE K CETSAM OOIIETro MOIb30BaHM U (MJIM) MEXTYHAPOIHOTO OOMEHa.

OyHKIIMOHAT TIOJICHCTEMBI MOKET OBITh PEajM30BaH MPOTPAMMHBIMU W MPOTPAMMHO-ANIIAPATHBIMA
Cpe/ICTBaMHU.

4.7 Moncucrema KpUNTOrpaduUecKoii 3AIIHTHI

[Toacucrema kpunrTorpaduyeckor 3amuThl mpeaHasHadeHa st uckimrodeHuss HCJl k 3ammmaemoit
unpopmanuu B UCII/In Yupexaenus, npu ee nepeaadn Mo KaHajaM CBSI3U CeTel 00ILero nojb30BaHus U
(W) MEXIyHApOTHOTO OOMEHa.

[Toacucrema peanusyercsi BHEIPEHUEM KPUNITOrpahUIECKUX MPOrPaMMHO-AMIMapaTHBIX KOMIUIEKCOB.
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5 HoassoBarenn UCHan
B UCII[H YdpexaeHuss MOKHO BBIIACIHUTH CIEAYIOLIME TPYHIbI MOJb30BaTENEH, YYaCTBYIOIIUX B
obpabotke u xpanenuu I[1/1x:
- Anmvuanctpatopa UCII/1H;
- Anmunmctparopa 6e3omnacaoctu UCIH;
- Oneparopa APM,;
- AIMHHHCTpaTOpa CETH;
- Texauueckoro crnenuaiicTa no 00CIyKuBaHHIO epuepruitHoro 000pya0BaHMUS;
- [Iporpammuct-pazpadorank UCIT/IH.
JlanHple O Trpynmax IIOJNB30BATENAX, YPOBHE HUX JOCTyNa W HHPOPMUPOBAHHOCTU JIOJDKEH OBITh
oTpaxkeH B [1o0keHNnH 0 pasrpaHUYEHUH IIPaB JOCTYIA K IEPCOHAIBHBIM JIaHHBIM.

5.1 Axmunucrparop UCHdu
Anmunuctparop MCIIAH, coTpyaHuk YupexaeHus, OTBETCTBEHHBIM 3a HACTPOMKY, BHEIPECHHE U
compoBokaenne WCIIAn, oOecneumBaer (QYHKIMOHHPOBAHHE IIOJCUCTEMBI YIPABICHUS TOCTYIIOM
UCIIJH ¥ ynoJHOMOYEH OCYHIECTBISATh MPEIOCTaBICHUE W pasrpaHUYCHUE JOCTYNa KOHEUHOIO
nosib3oBarens (Oneparopa APM) Kk anemeHTaM, XpaHAIIKUM [IePCOHAIbHBIC JJaHHBIE.
Anmvunuctparop UCIIdx obnagaeT cieayronmM ypoBHEM JOCTYIA U 3HAHUM:
- o0namaet moaHON MH(pOpPMaNKeH 0 CHCTEMHOM U MIPUKIAAHOM nporpaMMHOM obecriedernu VCIIH;
- o0magaet nmonHOM UH(popMaIHel 0 TeXHHIECKUX cpeacTBax u konpurypammu UCIT/H;
UMEET JTOCTYT KO BCEM TEXHHUYECKUM cpeacTBaM 00padoTku nHpopmanuu u nanaeM UCIJH;
- o0na1aeT npaBaMu KOH(PUTYPUPOBAHUS U aJMHUHUCTPATUBHOM HACTPOIKHU TexHuueckux cpencts MCII/IH.

5.2 Anmunuctparop 6ezonacioctu UCIIAn
Anmunuctpatop  6e3omacHoctu  UCII[H, coTpyaHuk  YupexaeHus, OTBETCTBEHHBIM  3a
¢yuknuonuposanue C3I1JIH, Bkitodas oOCIy’)KMBaHHE€ M HACTPOMKY aAMHHHCTPAaTUBHOW, CEPBEPHON U
KJIIMEHTCKOW KOMIIOHEHT.
Anmunuctpatop 6e3omnacnoctu UCII/IH obnamaer cieayromuM ypoBHEM IOCTYIIA U 3HAHUI:
- obmagaer npaBamu Anmunuctpatopa UCIIH;
- o0namaet nosHou uHpopmanuei 06 MCIT/H;
- IMEET AOCTYI K CPEICTBAM 3aILUTHl HHPOPMALIMK ¥ MPOTOKOJUPOBAHUS U K YACTH KIIOYEBBIX 3JIEMEHTOB
NCIIdH;
- HE UMEeT IPaB I0CTyNa K KOHQUTYPUPOBAHUIO TEXHHUYECKUX CPE/ICTB CETU 3a UCKJIIOYEHHEM KOHTPOJIbHBIX
(MHCTIEKIIMOHHBIX ).
Anmunuctpatop 6e3onacHoctu UCIIJIH ynonHoMoueH:
- peayn30BBIBaTh MONMUTHKY Oe3omacHocTH B 4acTu HacTpoilku CK3U, MexceTeBBIX 3KpaHOB M CHCTEM
oOHapyXeHHs aTak, B COOTBETCTBHH C KOTOPHIMH mnousb3oBatens (Onepatop APM) nomydaer BO3MOXKHOCTh
pabotath ¢ snementamu UCI1/1H;
- OCYIIECTBIISITh ayIUT CPEJICTB 3AIUTHI;
- YCTaHaBIMBATh JI0OBEPUTEIbHbBIE OTHOLICHHUS CBOEH 3alMILEHHON CETH C CeTsIMU Ipyrux OpraHuzanuii.

5.3 Omnepatop APM

Onepatop APM, cotpyaauk YupexaeHus, ocymecTtistomuid obpadotrky I1/{n. O6paborka I1/IH
BKJIIOYAET: BO3MOXXHOCTh mpocMotpa II/IH, pyunoit BBox II/ln B cucremy UCII[IH, ¢opmupoBanue
cripaBOK U oT4deToB 1o uHpopmaruu, noxydeHHor u3 MCII/In. OmepaTtop HE MMEET MOJHOMOYHH IS
yIpaBJIeHUs NMoAcucTeMaMu 00paboTku ganHbIX 1 C3I1/1H.

Omnepatop UCII[lH o6namaer ciaeayrommuM YPOBHEM JOCTYIA U 3HAHUA:

- o0yagaeT BceMH HEOOXOOUMBIMH aTpuOyTamu (HampuMep, maposieM), O0eCHeuMBAIOIIMMH JOCTYI K
HEKOTOpOMY noaMHoxkecTBy 11J1H;
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- pacmojaract KOH(i)I/II[CHI_II/IaJIBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT NJOCTYII.

5.4 Anmunucrparop cern

AJMMHUCTPAaTOp  CeTH, COTPYAHHUK YUpEKIEHHs, OTBETCTBEHHBIH 3a (YHKIHMOHHUPOBAHHE
TeneKoMMyHUKanoHHoi mnoacuctemsl MCII[H. AaMuHHCTpaTop CeTM HE HMMEET IIOJHOMOYMM Ui
yIpaBJIeHUs MOACUCTEMAaMU 00paOOTKU JaHHBIX U O€30IaCHOCTH.

AIMUHUCTPATOP CETH 00JIaAaeT CICIYIOIIMM YPOBHEM JOCTYIIA U 3HAHUH!
- 00Ja1aeT 4acThi0 MHPOPMAIIUK O CUCTEMHOM M MTPHUKJIATHOM TporpaMMmHaoM obecrieueHnn UCIT/IH;
- o0naiaeT 4acThi0 MHPOPMAIIMU O TEXHUYECKUX cpeacTBax U koHpurypamuu UCI/H;
uMeeT (PU3MYECKUii JOCTYI K TEXHUYECKAM cpefcTBaM 00paboTky HHPOPMANIUK U CPEICTBAM 3aIINTHL,

- 3HACT, I10 MEHBIIICH MEPE, OAHO JICTAIBHOC UM JOCTYIIA.

5.5 Texunueckuii cleUAINCT MO 0GCTy:KHBAHMIO MepHPEPHITHOTo 060py0BAHHS

TexHUYECKUH  CIEeNUaNUCT 1O  OOCIY)XMBAaHHUIO, COTPYAHUK  YUPEXKACHHUS, OCYILECTBISET
oOciyXMBaHUE W HAcTpouKy mepudepuiitnoro odopynoBanus MCII[H. TeXHUYECKUH CIEIUAIUCT I10
oOciyxuBaHuI0 He uMeeT noctyma Kk II/lH, He WMeeT MONMHOMOYMN JUIS YIpaBIIEHUS MOACHCTEMaMU
00pabOTKH JAHHBIX U OE30MMACHOCTH.

TexHUYECKUH CIeHUATUCT M0 00CITYKUBAaHUIO 00JIa1aeT CASAYIOUUM YPOBHEM JOCTYIA U 3HAHUIA:
- 00namaeT 9acThi0 MHPOPMAIIUK O CUCTEMHOM | MIPHUKIIaTHOM TporpamMMmHaoM obectieuernn UCII/IH;
- o0agaet 4acTbio MHPOPMAIMK O TEXHHUYECKHUX cpeacTBax U kKoHdurypamuu UCI/IH;
3HAET, 110 MEHbIIEH Mepe, OJHO JIETaJIbHOE UM JOCTYIIA.

5.6 IIporpammuct-pazpadoruux UCIIAn

[TporpammucTBI-pa3paboTUrKK (OCTABLUIMKH) MPUKIIATHOTO MPOrPaMMHOTO OOecTedeHus, 00ecreunBaroIIue
€ro COMpPOBOXKIEHHE Ha 3alluiIaecMoM oObekTe. K JaHHOW TpyIme MOTyT OTHOCHTHCS Kak COTPYIHHUKH
YupexxaeHus, Tak 1 COTpPYAHUKH CTOPOHHUX OpraHu3aLuil.

dusnyecKoe U0 3TOW KaTerOPHH:
- o0namaet uHdoOpMalme 00 aJropuT™Max U nmporpammax oopadorku napopmaimu Ha UCIJH;

- o0yagaeT BO3MOXHOCTSMH BHECEHHs OIIMOOK, HEACKIApUPOBAHHBIX BO3MOXKHOCTEH, HPOTrpPaMMHBIX
3aKJIaI0K, BPEAOHOCHBIX HporpaMMm B mporpammHoe obecrieuenue MCII[lH Ha cragum ee pa3paloTKw,
BHEJPEHUS U COMPOBOXKACHUS;

- MOXET pacmnojarath It0ObIMH (parmentamu wuHpopmanuu o Ttonojoruum MCIIJlH u TexHHMUYeCKHUX
cpenctBax 00paboTku u 3anuthl [1/]H, oOpadarsiBaecmbix B UCIH.
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6 TpeboBaHus K nepcoHaly no odecrnedeHnio 3ammThl [11H

Bce cotpynnuku Yupexnaenus, siistomuecs noiabzoparensimMu MCII/IH, 70MKHBI 4€TKO 3HATh U CTPOTO
BBIMOJHATh YCTAHOBJICHHBbIE MpaBuUia U OOA3aHHOCTH IO JOCTYNY K 3alllMIIaeMbIM OOBEKTaM H
COOJII0ICHUIO IPUHATOTO pexuma 6ezonacHocTH [1/[H.

[Ipu BCTyIIeHNH B TOJ>KHOCTh HOBOTO COTPYJIHUKA HEMOCPEACTBEHHBIN HAYaJIbHUK MOAPA3/CIICHUs, B
KOTOpPO€ OH TOCTymaer, 00s3aH OpPraHM30BaTh €ro O3HAKOMJICHHE C JIOJDKHOCTHOH HMHCTPYKIUEH W
HEOOXOJUMBIMU JOKYMEHTaMH, PeriaMeHTUPYIoIKUMU TpeboBanus no 3ammuTe [1/1H, a Takke oOydeHue
HaBbIKaM BBIIIOJIHEHHUS [TPOLEAYDP, HEOOXOAUMBIX Ul CAHKLIMOHUPOBAaHHOTO ncnoib3oBanus UCII/IH.

CoTpyIHUK JTOJDKEH OBITh O3HAKOMIIEH CO CBEACHHUSMHU HacTosiuiedl [lomuTuku, NPUHATHIX MPOLELYp
pab6otsl ¢ anementamu MCIT/{x n C3I1/H.

CotpynHuku VYupexkIeHUs, HCIOJIB3YIOIUE TEXHUYECKUE CpelICTBa AayTeHTU(DHUKAIUH, JIOJKHBI
o0ecreynBaTh COXPaHHOCTh UIEHTH(PHUKATOPOB (AIEKTPOHHBIX Kitouei) u He gonyckats HCJI x HuM, a Tak
’K€ BO3MOYKHOCTbh UX YTEPH WJIM UCIIOJIb30BaHUS TPEThUMHU JuLaMu. Ilosp30BaTeny HECYT NEPCOHATBHYIO
OTBETCTBEHHOCTb 332 COXPAaHHOCTh UJCHTU(UKATOPOB.

CotpynHUKM YUpeKIEHHs IOJDKHBI CIEN0BaTh YCTAHOBIIEHHBIM IpOLEAypaM MOJAEPKAHUS PEKUMA
6e3onmacuoctu I1/[H mpu BbIOOpEe W WCHOJB30BAHWUHU Maposiield (eciaM HEe HCHOIB3YIOTCS TEXHHYECKHE
CpencTBa ayTeHTU(HUKALIUN).

Cotpynnuku  YupexaeHus JODKHBI —OOecleyuBaTh  HaJUIeKAIIYI0 3allUTy  00OpyIOBaHUS,
OCTaBJIIEMOT0 0€3 MPUCMOTpPa, 0OCOOEHHO B T€X CIy4asix, KOTJa B IOMEIICHHE UMEIOT JOCTYI TOCTOPOHHUE
nauna. Bee monbp3oBarenu JODKHBI 3HATH TpeOoBaHus 1o OezomacHoctd [1J[H W mpormenypbl 3aIiuThI
000py/IOBaHMs, OCTaBJICHHOTO 0€3 MPHCMOTPA, a TaKXKE CBOM OOS3aHHOCTH IO OOECIICYCHHIO TaKOH
3aIHTHI.

CoTpyaHUKaM 3ampeniaeTcs yCTaHaBIMBATh MOCTOPOHHEE MPOrpaMMHOE OOecredeHue, MOAKIYATh
JUYHBIE MOOWJIBHBIE YCTPOWCTBA M HOCUTEIM WH(POPMAIIMH, a TaK XKE 3allMChIBATh HA HHUX 3aIUIIAEMYIO
uHpopMaIuto.

CoTpynHuKaM 3ampelaeTcs pas3riamaTh 3aluiiaeMyo HHopMaIuio, KOTopas cTaja UM U3BECTHA IpU
pabote ¢ HHOOPMALIMOHHBIMU CUCTEMaMU Y UPEXKACHUS, TPETHUM JIHIIAM.

IIpu pabore c¢ I[IJln B UCII[IH coTrpynHuku YupexaeHus o0s3aHbl 00ECleYUTh OTCYTCTBHE
BO3MOXKHOCTH npocMmoTpa [T/IH TpeTbumu munamu ¢ MOHUTOpoB APM nnu tepMuHanos.

[Ipu 3aBepmienun padotel ¢ WUCII[H coTpynuuku oOs3anbl 3amTUTh APM unum TepMuHanbl C
MOMOIIbIO OJOKMPOBKM KIIIOUOM WJIM IKBHUBAJIECHTHOTO CpPEACTBA KOHTPOJIA, HAMPUMEP, AOCTYIOM IIO
NapoJII0, €CIM HE UCIIOJIb3YIOTCS 00JIee CUIbHBIE CPEJICTBA 3AIUTHI.

CoTpynHUKH YupexIeHUs J0JDKHBI ObITh MPOMH(POPMHPOBAHBI 00 yrpo3ax HapyIIEHUS pexHuMa
6esomacHoctu [I/lH m oTBeTcTBEHHOCTHM 3a ero HapymeHue. OHM JOJKHBI OBITH O3HAKOMIJIEHBI C
YTBEP)KJICHHON (OpMarbHOM MpoLeAypoil HalOXKeHUs AMCLUUIUIMHAPHBIX B3BICKAHUI Ha COTPYAHUKOB,
KoTopble Hapywin [lonmutuky nHGOpMaIMoOHHOM 0€30MacHOCTH U Tipoteaypsl 6e3onacHocTH [1][H.

CoTtpynHuku 00s13aHBI 0€3 TpOMEJICHUST co0o0maTh 000 BCEX HAOIMIOJAEMBIX WM TIOJIO3PUTEIHHBIX
ciydasx pa6orel MCII[H, Morymux moBiedb 3a co0oil yrpo3el Oe3omacHoctu [I/[H, a Takxe o
BBISIBJICHHBIX UMM COOBITHSIX, 3aTparuBaromux 6e3onacHocTh [1J[H, pyKOBOJICTBY Mopa3iefieHUs U JIHILY,
OTBEUAIOIIEMY 32 HEMEJICHHOE pearupoBaHue Ha yrpo3bl 6e3onacHoctu [1/1H.
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7 JoaxxHocTHbIE 0013aHHOCTH NoJb30oBaTeseid UCIIAn
JomxHocTHBIE 00s13aHHOCTH TTonb30Baresneit CII/IH onrcaHbl B CEAYIOMNX JOKYMEHTAX:
- Unctpyxmus ammuaunctpatopa UCI/IH;
- MucTpykius anmuauctpatopa 6ezonacuaocta UCTI/Ix;
- Unctpyxkuus nons3osarens MCITH.
OtBerctBeHHOCTH coTpynHUKOB UCII/IH YupexaeHus.

B cootBerctBuu co cT. 24 DeaepanbHoro 3akoHa Poccuiickoit @eaepanuu ot 27 uross 2006 r. Ne 152-
@3 «O nepcoHANBHBIX JAHHBIX» JIMIIA, BUHOBHbIE B HApyLIEHUHM TpeOOBaHMU naHHOro denepanbHOroO
3aKOHa, HECYT TPaxJaHCKYIO, YTOJOBHYIO, aJMHHHUCTPATHBHYIO, JTUCHUIUIMHAPHYI0O U  HHYIO
MPEAYCMOTPEHHYIO 3aKOHO1aTeNIbCTBOM Poccuiickoit denepanin OTBETCTBEHHOCTb.

JeiicTBytomee 3aKkoHOAATENbCTBO P® TO3BONISIET TMPEABSBIATH TpPeOOBAHHS MO OOECIICYCHHIO
Oe3omacHol paboThI C 3amuiaeMond nHGopManren U mpealycMaTpuBaeT OTBETCTBEHHOCTDh 3a HApyILICHUE
YCTaHOBJICHHBIX MPABUJI dKCIUTyatanuu DBM u cucteMm, HEpaBOMEPHBIN TOCTYI K HH(OPMAIIUHU, €CITU ITH
NEHCTBUSl TPUBEIM K YHUYTOXKEHHIO, OJIIOKMPOBaHWIO, MoIU(UKAMKU WHGOPMAIMK WKW HApYyIICHUIO
pabotsl OBM wnu cereii (ctateu 272,273 u 274 YK PO).

Anmunuctpatop UCII[In u agmunuctparop 6e3omacHoctd MCII/IH HeCcyT OTBETCTBEHHOCTh 3a BCE
JICUCTBUSA, COBEPUICHHBIE OT UMEHHU UX YYETHBIX 3alIMCEHd WM CUCTEMHBIX YYETHBIX 3aIMCEH, €CIU HE
noka3aH (aKkT HECAaHKIIMOHUPOBAHHOTO UCIIOIB30BAHUS YUETHBIX 3AIHCEH.

[Ipn HapymeHusix coTpyaHuKamu YupexaeHus — nonb3oBarenedt WMCII/IH npaBui, cBsi3aHHBIX C
6e3onacHocThio [1/lH, OHM HECYT OTBETCTBEHHOCTbH, YCTAHOBJICHHYIO JIEUCTBYIOIIUM 3aKOHOIATEIHCTBOM
Poccuiickoit @enepanuu.

[TpuBenenHble BbIille TPeOOBAHUS HOPMATHUBHBIX JTOKYMEHTOB MO 3alldTe WHGOPMAIUU JOJKHBI OBITH
oTpakeHbI B [1o105keHUSAX O MOApa3IeNIeHUsIX YUpexkIeHus, ocymecTBisironmx oopadorky [1/Jn 8 UCTI/Ix
Y JOJDKHOCTHBIX MHCTPYKLUAX COTPYIHUKOB Yupexnenuu.

HeobOxonumo BHectu B IlonoxkeHus o moapasleneHusx YUpexIeHUs, OCYLIECTBISIOMMNX 00paboTKy
[T B UCII[H cBeneHus o0 OTBETCTBEHHOCTH UX PYKOBOJIUTENEH M COTPYAHHUKOB 3a pa3IiallieHHE U
HECaHKIIMOHMPOBaHHYIO0 MoaupuKanuio (Mckaxenue, ganbcuduxanmio) I1/H, a Takxke 3a HempaBoMepHOe
BMEIIATENBCTBO B MPOLIECCHl UX ABTOMAaTHU3UPOBAHHON 00pabOTKH.
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8 CHnucoK HCIO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATUBHO-TIPABOBBIMU W MCTOJAUYCCKHUMU IOOKYMCHTAMH, Ha KOTOPBIX 633preTc;1
HaCTOAIICC ITonosxenue SABISIOTCS:

1 ®enepanbubiii 3akon oT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHbIX JaHHBIX» (manee — @3 «O
MEPCOHAIBHBIX JIaHHBIX»), YCTAHABIMBAIOIIMNA OCHOBHbIE MPHUHLMUIIBI U ycioBus oOpabotku [1/1H, npasa,
00513aHHOCTH U OTBETCTBEHHOCTh yYaCTHUKOB OTHOIICHUH, CBSI3aHHBIX ¢ 00paboTkoit I1/[H.

2 IlocranoBnenue IIpaButenbctBa Poccuiickori ®enmeparuu ot lHosiOps 2012 1. Ne 1119 «O6
YTBEPXKJACHHH TPEOOBAHWM K 3all[UTe MEPCOHAIBHBIX JAaHHBIX MPU HX 00pabOTKe B HH(POPMAIIMOHHBIX
CUCTEMax NEePCOHATBHBIX JaHHBIX».

3 «llomoxxenne 00 OCOOCHHOCTSX OOpaOOTKM TEPCOHANBHBIX JAHHBIX, OCYIIECTBIsieMOi 0e3
UCIIONIb30BAaHUsl CPEJCTB aBTOMaTH3aluuy», yTBepxaeHHoe I[loctanoBnenuem IlpaButensctBa P® ot
15.09.2008 r. Ne 687.

4 «TpebGoBaHUs K MaTEpUATIbHBIM HOCUTEISIM OMOMETPUYECKUX MEPCOHATBHBIX JAHHBIX U TEXHOJIOTUAM
XpaHEHUs] TaKUX JaHHBIX BHE WH(GOPMAIMOHHBIX CHUCTEM IMEPCOHAITBHBIX JaHHBIX», YTBEPIKICHHBIC
ITocranoBnenueM [IpaButensctBa PD ot 06.07.2008 1. No 512.

5 HopmaruBHo-mMeToanueckue AOKyMeHThl DenepalibHON CayX Obl 10 TEXHUYECKOMY U 3KCIEPTHOMY
koHTpomo Poccuiickoit @eneparnuu (nanee - ®CTIK Poccun) no obecneuenuto 6ezonacuoctu [1/Jn npu
ux oopadorke B UCII/H:

6 PexomeHmanuu mo oOecrneueHUI0 O0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH HX 00paboTke B
MH(POPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX TaHHBIX, YTB. 3aM. aupextopa PCTIK Poccun 15.02.08 1.

7 OCHOBHBIE MEPOIPUATHS 1O OpraHu3alid M TEXHUYECKOMY oOOecredeHuto 0e30MmacHOCTH
MEPCOHAIBHBIX JaHHBIX, 00pabaThIBaeMbIX B MH()OPMAIIMOHHBIX CHCTEMAaxX TEPCOHAIBHBIX JAHHBIX, YTB.
3am. aupekropa @CTIK Poccunu 15.02.08 . (JCII)

8 bazoBass Mopgens yrpo3 0€30MAaCHOCTH TEPCOHANBHBIX JAHHBIX TpH WX 00paboTke B
MH(GOPMAILIMOHHBIX CHUCTEMaX MEePCOHANBHBIX JaHHBIX, YTB. 3aM. nupektopa @PCTIK Poccun 15.02.08 r.

9 Metoauka omnpeAeneHHus aKTyaJdbHBIX Yrpo3 0€30MacHOCTH IEePCOHANBHBIX NAaHHBIX MPH HUX
00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX MEPCOHANbHBIX JaHHBIX, YTB. 3aM. nupekropa @CTIK Poccun
15.02.08 r.
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Hpuiaoxenue 1

No [Inan - mepeyeHb TEXHUYECKUX MEpONpHUsATUi 1o ooecnieuennu 6e3omacHoct UCTT K3 K2 K1
I B noacucreMe ynpasiieHus: 4OCTYIIOM:
PeannzoBaTh naeHTH(UKALMIO U IPOBEPKY MOAIUHHOCTH CyOBEKTOB 10CTYIA IIPU
1 Bx0jie B ornepanmonHyto cuctemy UCII/{x no maposto ycinoBHO-IIOCTOSSHHOTO + + +
JefcTBUS, JUIMHOM HEe MEHee 1eCTH OYKBEHHO-IU(POBBIX CUMBOJIOB,;
PeanuzoBaTh naeHTH(UKALIMIO TEPMUHAIOB, TEXHUUECKUX cpeacTB oOpabotku I1/IH,
2 y310B UCIIJIH, KoMIbIOTEPOB, KaHAIOB CBsA3H, BHEIIHUX ycTpoiictB UCII/IH o ux - + +
JIOTMYECKUM HMeHaM (aJpecam, HoMepam);
3 PeaJII/IS?BaTI) UACHTU(DHUKAINIO TIPOTpaMM, TOMOB, KaTajoros, (paiyios, 3amucei, moiei i + +
3aliced 10 UMEHaM;
4 PeaJ'II/IBOBa”fb KOHTPOJIb JOCTYIA CYOBEKTOB K 3alUIAEMbIM PECYpPCaM B COOTBETCTBUU i + +
C MaTpUIIEN TOCTYIA,;
npu Haymuuu noakrodeHuss UCIIIH k ceTsM o01ero moiab30BaHUsl TOJDKHO He Huxe 5-ro He nwxe 4-ro He nwxke 3-ro
5 IIPUMEHSATHCS. MEKCETEBOE SKPAHUPOBAHUE. YPOBHS YPOBHS YPOBHS
3allUIICHHOCTH 3aIUIICHHOCTH 3aIUIICHHOCTH
Jns obecnieyenus: 6e3onacHoro MexcereBoro B3aumoaencTsus B MCII/IH st pasHbIx He nuxe 5-ro | He muxe 4-ro | He Huxe 3-ro
6 KJIACCOB HEOOXO0/IMMO HCIT0JIb30BaTh MO YpOBHS YpOBHS YpOBHS
3AIMIICHHOCTH | 3alIMIIEHHOCTH | 3aIllUIIEHHOCTH
I CpeacTBo 3alUThl OT IPOrpaMMHO MaTeMaTudeckux BozaeicTsuil (IIMB):
PeanuzoBath naeHTH(UKALMIO U ayTeHTU()UKALNIO CYOBEKTOB JIOCTYTIa IPU BXOJE B
CPEJCTBO 3alllUThI OT MPOrpaMMHO MaTemMaTuueckux Bo3aencteuil (IIMB) u nepen
1 BBINOJIHEHHEM UMM JIFOOBIX Olepaluii M0 YIpaBiIeHUI0 QyHKIMSIMU CPEACTBA 3aIlUTHI + + +
ot [IMB 1o napoto (wu ¢ UCHOIB30BAHUEM MHOT'O MEXaHNU3Ma ayTEHTU(PUKAIIN)
YCIIOBHO-TIOCTOSTHHOT'O IEHCTBHS JUIMHOW HE MEHee 1IecTH OyKBEHHO-IIM(PPOBBIX
CHUMBOJIOB;
Ocy1miecTBIATh KOHTPOJIb JIIOOBIX JeHCTBUI CyOBEKTOB JOCTYIA 110 YIPABICHHIO
2 byHKIMAME cpeAcTBa 3amuThl oT [IMB TonbKO0 MOCIIEe TPOBEAEHHS €r0 YCIEeIIHON + + +

ayTeHTU(UKALINY;
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[TpemycMOTpeTh MEXaHU3MBbI OJIOKMPOBAHMS TOCTYTA K CpeACTBaM 3amuTthl oT [IMB
IIPHU BBINOJHEHNUN YCTAHABIMBAEMOI'O YMCIIA HEYJAYHBIX NONBITOK BBOJA MAPOJIL;

Heob6xonuMo mpoBoIuTh HACHTU(UKAINIO (PAiiyIOB, KATAIOTOB, IPOTPAMMHBIX
MOJTyJIEH, BHEITHUX YCTPOMCTB, UCMOJIb3YEMBIX CpeACTB 3amuThl oT [IMB;

B nozcucreme perucrpainuu 1 ydera:

OcCymiecTBIATh PErUCTPALNIO BX0/a (BBIX0a) CyObEKTa JOCTyIa B CUCTEMY (U3
CUCTEMBI), TMOO PEruCTPaIMIO 3arpy3KH U HHUIIUAIU3AINH ONIEPAllMOHHON CHCTEMBI U
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BIXo1a U3 CUCTEMbI UM OCTaHOBA HE
MPOBOAMUTCS B MOMEHTHI anmnapaTtypHoro oTkiarouenust UCII/{H. B mapamerpax
perucTpanum yKasblBaroTcs JaTa U Bpems BXxoja (BbIxoza) cyObeKTa J10CTyIa B
cucTemy (M3 CUCTEMBbI) WJIH 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yUeT BceX 3alUIIaeMbIX HOCHTENEH HHPOPMAIIUN ¢ TTIOMOIIBIO MX JIF000MH
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KYpHAJ (YUETHYIO KapTOUKY);

[TpoBOAMTH PETUCTPALHMIO BXOAA/BBIX0/Ia CYOBEKTOB JJOCTYIIA B CPEICTBO 3alIUTHI OT
[IMB, peructpanuio 3arpy3kd U HHULHAINU3AUU 3TOr0 CPEACTBA U €€ IPOrPaMMHOIO
OCTaHOBa. B mapameTpax perucrpanuu yka3plBaeTcsi BpeMsl M JaTa BX0/1a/BbIX0/1a
cyOBeKTa I0CTyMa B CpeCcTBO 3amuThl oT [IMB unu 3arpy3ku/octaHoBa 3TOro
CpENCTBa, a TAK)KE UJICHTUPUKATOP CYOBbEKTa JOCTYIa, MHUIIMUPOBABIIETO JaHHBIC
JEHUCTBUS,

[TpoBoauTH peructparnuio coobITuil MpoBepku 1 ooHapyxenus IIMB. B napamerpax
perucTpaium yKasblBaloTCsa BpeMs U JlaTa MpoBepkH uiu oOHapyxenus [IMB,
UJAECHTUPHUKATOP CyObEKTa JOCTYIa, MHUIIMMPOBABIIETO JaHHbIE JeHCTBUS, XapaKTep
BBITNOJIHAEMBIX JIEUCTBUIN MO IPOBEPKE, TUI OOHAPY EHHOW BPEOHOCHON IIPOrpaMMBbI
(BII), pe3ynbTat aeiicTBuil cpescTBa 3amuThl Mo O10kuposanuto IIMB;

[IpoBOIUTH perucTpannio COObITHI MO0 BHEAPEHUIO B CpeIcTBO 3amuThl oT [IMB
MakeToB OOHOBIIEHUH. B mapameTpax peructpaiuu yka3plBalOTCs BpeMs U JaTa
0OHOBIIEHUSI, UIEHTU(DHUKATOP CYOBEKTa TOCTYIa, MHUIIMMPOBABIIIETO TAHHOE JCHCTBHE
BEpCHsl U KOHTPOJIbHAS CyMMa MaKeTa OOHOBIICHHUS;
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[TpoBOIUTH perucTpanuio coObITUI 3ayCcKa/3aBepIieHus paboThl MOAYJIEH CpecTBa
sammThl oT [IMB. B nmapamerpax perucrpanuu yka3blBarOTCs BpeMs U J1aTta
3arycka/3aBeplieHus: padoThl, HIACHTH(PHUKATOP MOIYJIS, HACHTUDHUKATOP CyOBEKTa
JOCTYyTa, MHUIIUUPOBABIIIETO IaHHOE JICHCTBUE, PE3YNIbTAT 3aIlyCKa/3aBepLICHH
paboThI;

JIOJDKHA MPOBOAMTHCS PErHCTpaLius COOBITHH yIIpaBiieHHs CyOBEKTOM J0CTYyIa
¢bynkuusmu cpenctsa 3amuThl oT [IMB. B mapamerpax perucrpanun yka3blBalOTCs
BpeMs U JlaTa COOBITUS YIIPABIEHUS KaKA0H QyHKIUEH, HASHTUPUKATOP U
cnenudukanus GyHKIUN, HACHTUPUKATOP CyOBEKTa JOCTYIA, UHUITUHMPOBABIIETO
JTAHHOE JIeICTBUE, pe3yIbTaT AeHCTBUS;

[TpoBOaUTH perucTpanyio coOObITUI MONBITOK JOCTYIIA IPOrPAMMHBIX CPEJCTB K
MOZYJISIM cpeAcTBa 3amuThl oT [IMB nnn cnennaneasiM JioBymkam. B mapamerpax
perucTpalnmy yKa3blBalOTCS BPEMs M JjaTa MOIBITKYU JOCTYIA, HACHTU(UKATOP MOAYJIS,
UICHTUPUKATOP U criennUKaIys MOayJs cpeacTBa 3amuTel oT [IMB (cnenmanbHO#M
JIOBYILIKH), pe3yJIbTaT HONBITKU AOCTYIIA;

[IpoBoaUTh perucTpannio COObITHI OoTKaTa ajisi cpeacTna 3anuTel oT [IMB. B
napaMeTpax perucTpalliy yKa3bIBalOTCS BpeMs U JaTa COOBITHS OTKaTa, crienudukaus
NeCTBUH OTKaTa, MACHTU(PHUKATOP CyObEKTa JOCTYIa, MHUIIMUPOBABIIETO JAHHOE
JIEHCTBHE, PE3YJIbTAT IECHCTBUS;

10

OO6ecneunTs 3alMTY JAaHHBIX PErUCTPALlMHU OT UX YHUUYTOXKEHUS WK MOAU(PUKAIIUI
HapyILIUTEIeM;

11

Peanu3oBarh MEXaHU3MbI COXPAHEHUS JAHHBIX PETUCTPALIUU B CIIy4ac COKPALLECHUS
OTBEJECHHBIX ITOJ] HUX PECYPCOB;

12

PeanuzoBaTh MEXaHM3MBI IPOCMOTPA U aHAJIW3A JAHHBIX PETUCTPALIUN U UX
GuIbTpaluy 1o 3alaHHOMY Habopy MapaMeTpoB;

13

[TpoBOIUTH aBTOMAaTHUECKU HETIPEPBIBHBII MOHUTOPHHT COOBITHI, KOTOPHIE MOT'YT
ABIATHCA puunHOM peanuzauuu [IMB (co3nanue, pegakTupoBaHue, 3anuch,
KOMITHJISIIIHSL OOBEKTOB, KOTOpbIe MOTYT cozepxkath BIT).
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14

PeanuzoBaTh MexaHN3M aBTOMAaTUYECKOI'O aHAJIN3a JIAaHHBIX PETUCTPALIMH 110
nrabjaoHaM TUHOBBIX MpossieHuit [IMB ¢ aBTomaTH4eckuM Ux OJIOKUPOBAHUEM U
YBEJIOMJICHHEM aIMUHUCTPaTOpa 6€300aCHOCTH;

15

[TpoBOUTH HECKOJIBKO BUJIOB yueTa (AyOJMPYIOIINX) C pErucTpaluei Bbliaun
(mpuema) HocHuTened HHPOPMALINY;

16

Ocy1ecTBIATh PErUCTpalfio BXoa (BbIX0/1a) CYOBEKTOB JIOCTyIa B CUCTEMY (U3
CUCTEMBI), THOO perucTpaiis 3arpy3Ki 1 MHUITUAIN3AIUH OTICPAITMOHHON CHCTEMBI.

17

OcymiecTBIATh PErUCTPaLMIO BbIIaYM [I€YaTHBIX (IpauecKux) JOKyMEHTOB Ha
«TBEpAYIO» KONHI0. B mapameTpax perucTpanuu yka3plBaroTcs (JaTa U BpeMs Bbl1auu
(oOpareHus K MoACUCTEME BbIBO/IA), CHEM(UKALMS YCTPOICTBA BbIIaUX —
JIOTUYECKOE UMS (HOMED) BHELIHETO YCTPOICTBA, KPaTKOE COJAEpKaHUE
(HauMeHOBaHMe, BUA, MHUP, KOA) U YPOBEHb KOHPHUIESHIIMAILHOCTH JOKYMEHTA,
UACHTUPHUKATOP CYOBEKTA JOCTYIA, 3aIPOCUBIIETO JOKYMEHT;

18

OcymiecTBIATh PErUCTPALMIO 3aITycKa (3aBEpLISHUs) IPOrPaMM U IIPOLIECCOB
(3amaHuid, 3a1a4), MpeHa3HAYCHHBIX I 00paboTKH 3amuiiaeMbIx (aiiios. B
napameTpax perucTpaluu YKa3blBalOTCs JaTa U BpeMs 3alycka, UMs (MAeHTU(PHUKATOD)
porpaMMsl (TIporiecca, 3a1aHusl ), HIeHTH(PHUKATOp CyObeKTa T0CTYIa, 3aIIPOCHBILETO
nporpaMmy (Ipolriecc, 3ajlaHue), pe3ysibTaT 3ammycka (yClenHbli, HeyCeHbINi —
HECaHKIIMOHUPOBAHHbIN),

19

OcCymiecTBIATh PErUCTPALMIO MOTBITOK JA0CTYIAa IPOrPAaMMHBIX CPEICTB (IIPOTrpaMM,
IIPOLIECCOB, 3aJ1a4, 3aJJaHui) K 3amuiacMbiM (aiinam. B mapamerpax perucrpanuu
yKa3bIBAIOTCS J1aTa U BpeMsl MOMBITKY JIOCTYTIA K 3alIuiiaeMomy Qaiiy ¢ ykazaHuem ee
pe3ynbTrara (ycneliHas, HeyCIelHasi — HECaHKIMOHUPOBaHHasl ), UACHTU(UKATOD
cyObeKTa ocTyna, cnenudukanys 3amuuiaeMoro daina;

MonntruKa nHpopmaumoHHoM 6esonacHocTu. CtpaHuua 24 13 29




20

OcCy1IeCTBIATh PETUCTPALMIO MOIBITOK JOCTYIA IPOrPAMMHBIX CPEJICTB K CIEIYIOIINM
JIOTIOJIHUTEIIBHBIM 3alUIIAEMbIM 00bEKTaM JI0CTYIIa: TEpMUHATIAM, KOMIIbIOTEpPaM,
y3nam cetu UCII/IH, nuHusaM (KaHajiaM) CBSI3U, BHEIIHUM yCTPOWCTBAM KOMIIBIOTEPOB,
nporpaMMam, ToMam, KaTtajgoram, (aiiam, 3anucsam, noyissM 3anuceid. B mapamerpax
pEerucTpalyy yKa3bIBalOTCS J1aTa U BPeMs OIBITKH JJOCTYIA K 3aIIUIIaeMOMY OOBEKTY
C YKa3zaHUeM ee pe3yJsibTaTa (yCIHellHas, HeyCIelHas — HECAHKIIMOHUPOBAHHAs ),
UJACHTUPHUKATOP CyOBEKTa JOCTYMA, CEIH(HUKAINS 3alUIAeMOT0 00beKTa —
JIOTUYECKOe uMs (HOMED);

21

HpOBOl[I/ITB Y4CT BCCX 3allIUIIIACMBbIX HOCHUTEICH I/IH(bOpMaI_[I/II/I C IIOMOIIBIO X
MAapKHUPOBKH U € 3aHCCCHUCM YUCTHBIX NAHHBIX B JKYpHaJI (y‘IeTHYIO KapTOLIKY);

22

OcymiecTBiIATh OYUCTKY (0OHYJIeHUE, 00e3TMUUBaHKEe) 0CBOOOKIAEMBIX 00s1acTel
OTIepPaTUBHOM MaMSITH KOMITBIOTEPOB M BHEITHUX HaKonutesne. OuncTka
OCYIIECTBIISICTCS OJJHOKPATHOM MPOM3BOJIBHON 3aIMCHI0 B OCBOOOKIaEMYIO 00J1aCTh
NaMsITH, paHee NCTIIOIb30BAHHYIO JUIsl XpPaHEHHUs 3alIMIIaeMbIX JaHHBIX ((ailios,
nHpopmanun);

B noxpcucreme obecrieueHus 1eI0CTHOCTH

ObecneunTh LETO0CTHOCTD IPOrPaMMHBIX CpeACTB 3auuThl B coctaBe C3I1/1H, a Takke
HEU3MEHHOCTb ITPOrpaMMHOM cpeabl. [Ipu 3TOM 1eI0CTHOCTD CPEACTB 3aIUThI
IpOBEPSETCs MPH 3arpy3Ke CUCTEMbI IO HATMYHIO UMEH (MAEHTU(PHUKATOPOB)
komroHeHT C3I1/IH, 11e10CTHOCTh TPOrPaMMHOM cpeibl 00eCTIEUnBAETCS OTCYTCTBUEM
B MICIT/IH cpeacTB pa3pabOTKU M OTIIAAKH IPOTPaMM;

OcymectBiath ¢puzndeckyto oxpany UCII/IH (ycTpoiicTB U HOocUTenel HHpOpMaIum),
npeaycMaTpuBaroIias KOHTpoJb goctyna B momenieHuss UCIIJIH mocTopoHHUX JInII,
HaJIN4Me HAIEKHBIX NIPENATCTBUM 11 HECAaHKIIMOHUPOBAHHOIO IIPOHUKHOBEHUS B
nomenieHust UCI1JIH u xpanunuie Hocurene nudopmanuy;

[TpoBoauTh nepuoandeckoe rectupoanue pyHkuuit C3I1IH npu namMeHeHun
nporpammHoii cpenbl u nepcoHana UCIIH ¢ moMotpto TecT-nporpamm,
umuTupyromux nonsitku HC/L;

JIOJDKHBI OBITH B HATMYMK cpeacTBa BocctaHoBneHust C3I1/IH, mpenycmarpuBatomye
BEJICHHUE IBYX KONUI MPOTrpaMMHBIX CPEACTB 3alllUThl HH(pOpMALINH, UX
HEepHOANYECKOE OOHOBJIEHHE U KOHTPOJIb PAO0TOCIOCOOHOCTY;
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[IpoBOAMTH MPOBEPKY LIETOCTHOCTH MOAYJIEH cpencTBa 3amuThl oT [IMB,
5 HEOOXOUMBIX JUIsl €r0 KOPPEKTHOro (PyHKIIMOHUPOBAHUS, IIPH €r0 3arpy3kKe ¢ + + +
VCIIOJIb30BAHUEM KOHTPOJIBHBIX CYMM,;
ObecneunTh BO3MOXKHOCTh BOCCTAHOBJIEHUS cpezcTBa 3amuTel oT [IMB,
6 IIPEAYCMAaTPUBAIOIIAs BEACHUE ABYX KOIIUK IIPOrPaMMHOTIO CPEICTB 3aLUTHIL, €ro + + +
HEpUOIMYECKOe OOHOBJIEHUE U KOHTPOJIb pa00TOCIIOCOOHOCTH;
PeannzoBaTh MEXaHU3MbI IPOBEPKH LIEIOCTHOCTH ITAKETOB OOHOBJIEHUH Cpe/ICTBA
7 3ammThl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM,; + + +
8 [TpoBoauTh pezepBHOE konupoBanue I1/[H Ha oTuyXkAaeMble HOCUTENNU HH(OPMALINH; . + +
V B nojcucremMe aHTUBUPYCHOM 3aIUTHI:
IIpoBoauTh aBTOMaTHUYECKYIO ITpOBepKY Ha Hannuue BII wnu nocnencreuii [IMB npu
1 umnoprte B UCII/IH Bcex mporpaMMHBIX MOJyJel (IIPUKIIAJAHBIX IPOrPaMM), KOTOPbIE + + +
MoryT coaepkath BII, o ux THIOBBIM 11a0JI0HAM U C IOMOUIBIO 3BPUCTUYECKOTO
aHaJIN3a,
PeannzoBaTh MeXaHNU3Mbl aBTOMAaTHUECKOT0 0JIOKMpOoBaHUs 0OHapyxeHHbIX BII myrem
2 UX YJAJIEHUS U3 IPOTPAMMHBIX MOJYJIEH UM YHUUYTOKCHMS; + + +
PerynsipHo BBIOMHATH (IIpU TIepBOM 3amycke cpeacTs 3amuThl [1/]H o [IMB 1 ¢
3 yCTaHaBJIMBAaEMOM NMEPUOJINYHOCTHIO) MPOBEPKA Ha MpeaMeT Hanuus B HuX BII; + + +
JomxHa nHuImMupoBathes aBTromarnyeckas npoepka UCII/Ix Ha npeaMer Hanuyus
4 BII npu BeisiBnenuu ¢akra [IMB; + + +
Peanu3oBarh MEXaHM3M OTKaTa JJIs1 yCTaHABIMBAEMOI'O YUCIIA onepauui ynanenus BII
) 13 OIEPATUBHOM WIH ITIOCTOSIHHOM MaMATH, U3 IPOrPAMMHBIX MOAYJIEN U IPHUKIAJIHBIX + + +
IIporpamMM WIM IPOrPaMMHBIX CPEICTB, coaepxkanmx BII.
6 Hononunrensno B UCII/IH nomkeH NpoBOANTECS HENIPEPBIBHBIM aBTOMATHYECKUI + + +
MOHUTOPHHT HH()OPMAITMOHHOTO 0OMEHA C BHELTHEH CEThIO ¢ 11elbIo BhisiBieHMs BIIL.
VI KonTpons orcyrcteust HIAB B I10 C31
1 Jls mporpaMMHOTO o0ecrieueHus, UCIOIb3yeMOro MU 3aliuTe HHPOopMaIuu B + + +
WCIIIH (cpenct 3amuThl nHGopMmanuu — C3U, B TOM 4nciie U BCTPOSHHBIX B
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o0111ecucTeMHOE U IPUKJIaAHOE ITporpammHoe obecrnieuenue — [10), nomkeH ObITh
obecrieueH COOTBETCTBYIONIUI YPOBEHb KOHTPOJIsl OTCyTCTBUS B HeM H/IB (He
JICKJIAPUPOBAHHBIX BO3ZMOXKHOCTE).

VII O6napyxenue Brop>xkernii B UCI1JIn

OOHapyxeHue BTOPKEHUH JOJKHO 00eCceunBaThCs IyTEM UCIIOJIb30BAHUS B COCTABE
NCTI/Ix nporpaMMHBIX WM IPOIPaMMHO-AIIIAPaTHBIX CPEACTB (CUCTEM) + + +
obHapyxenus Bropxkenuii (COB).

HCO6XOI[I/IMO 00s13aTeNIbHOE NCI0JIL30BAHUE CHCTEMBI O6H€lpy>K€HI/IH CCTCBBIX aTak,
HCIOJIB3YIONIUC CUTHATYPHBIC METO/IbI aHAJIN3a

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
UCIIOJIb3YIONIME CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/bI BBISIBJICHUS aHOMAJIUN

VI 3amura UCIT/Ix ot [IDMUH

Jis 06paboTtku nHGopmManun HeodxoauMo ucnoiab3zoate CBT, ynoBnerBopstomye
TpeOoBaHUAM cTaHapToB Poccuiickoil @eneparuu 1o 3JeKTpOMarHUTHON
COBMECTHMOCTH, 110 OE30IaCHOCTH U 3PrOHOMHUYECKUM TPEOOBaHUSM K CPEJCTBAM

! 0TOOpaxeHusI HHPOPMAIIIH, TT0 CAHUTAPHBIM HOPMaM, MPEIAbSIBISIEMBIM K * * *
BuJeoucIuieHbIM TepmuHaiaM [I19BM (manpumep, 'OCT 29216 91, TOCT P 50948-
2001, TOCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka cootBerctBus UCIIJIH TpeboBanusm 6e3onacHoctu [1/1H

1 [TpoBecTu 00s3aTeNBHYIO CEPTHPHUKAIIMIO (ATTECTAIUIO) TIO TPEOOBAHHSIM i + +
0e30MacHOCTH UH(pOpMaINH;

5 JlexmapupoBaTh COOTBETCTBUE MM 00s3aTENBHYIO cepTH(UKALINIO (aTTECTAIUIO) TIO + i i

TpeboBaHUsIM 6€30nacHOCTH HHGOpMAIINH (TI0 PEIICHUIO OTIepaTopa);

[Tpumeuanue: g UCIIH 4 xnacca nepedeHb MeponpusTuii no 3amute [1/IH onpenensercss B 3aBUCUMOCTH OT yliepOa KOTOPbII MOKET OBITh

HAaHECCH B CJICACTBHMH HCCAHKIMOHUPOBAHHOT'O UJIXM HCIPECAHAMCPCHHOT'O JOCTYIIAa K HI[H

CornacoBaHo:
Jlenonpou3BoauTens Biagumuposa Exarepuna ['enHanpeBHA
Yuurens-yoromnen byraeBa AHHa AnekcaHipoBHa

Monntrka nHpopmaumoHHoM 6esonacHocTu. CtpaHuua 27 us 29



3aBx03 PomanoBa Annna MuxaitsioBaa

Monntruka nHpopmaumoHHoM 6esonacHocTu. CTpaHuua 28 13 29



JIncer o3nakomienus ¢ IlosmTukoi nHpOpManMoOHHON 0€30I1aCHOCTH

Ne 107 (0) JosxHOCTH Hara Moanucek
n/n
1 | Bmagumuposa Exarepuna Jlenonpou3BoauTEIb
T'ennanneBHa
2 | byraeBa AHHa AneKCaHApOBHA | YUYHUTENIb-JIOTONE]
3 | PomanoBa Anmnna MuxaiiiioBHa | 3aBxo03

Monntnka nHbopmaumoHHon 6esonacHocTu. CTpaHuua 29 ns 29




	Содержание
	Обозначения и сокращения
	Введение
	1 Общие положения
	2 Область действия
	3 Система защиты персональных данных
	4 Требования к подсистемам СЗПДн
	4.1 Подсистемы управления доступом, регистрации и учета
	4.2 Подсистема обеспечения целостности и доступности
	4.3 Подсистема антивирусной защиты
	4.4 Подсистема межсетевого экранирования
	4.5 Подсистема анализа защищенности
	4.6 Подсистема обнаружения вторжений
	4.7 Подсистема криптографической защиты

	5 Пользователи ИСПДн
	5.1 Администратор ИСПДн
	5.2 Администратор безопасности ИСПДн
	5.3 Оператор АРМ
	5.4 Администратор сети
	5.5 Технический специалист по обслуживанию периферийного оборудования
	5.6 Программист-разработчик ИСПДн

	6 Требования к персоналу по обеспечению защиты ПДн
	7 Должностные обязанности пользователей ИСПДн
	8 Список использованных источников

		2024-02-13T18:19:12+0300
	г.Канаш, ул. Машиностроителей, дом 7
	Воронина Татьяна Владимировна
	я подтверждаю этот документ своей удостоверяющей подписью




