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Onpenenenus
B HacrosieM J0KyMEHTE UCIIOJIb3YIOTCA CIEIYIOUIME TEPMUHBL U UX ONIPEACIICHUS.

ABTOMATHU3UPOBAHHASA CHCTEMA — CHCTEMa, COCTOfAIAs M3 IMEepCOHAJa M KOMILIEKCA
CPEACTB aBTOMATH3ALMHM €r0 JESTEIBHOCTH, pealu3ylomas WHPOPMALHUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX ()yHKITHIH.

AYTeHTI/I(l)I/IRaIII/IH OTHpaBUTEJIA MNAHHBIX — IMOATBCPXKIACHUC TOIO, 4YTO OTIIPABUTCIIb
MOJYYCHHBIX JaHHBIX COOTBCTCTBYCT 3as4BJICHHOMY.

be3onacHOCTh NEPCOHAJIBHBIX [JAHHBIX — COCTOSHHE 3allMINEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTEPU3yeMO€ CIOCOOHOCTBIO  IOJIb30BATENIEH, TEXHUYECKHMX CPEICTB U
MH(OPMAIIMOHHBIX TEXHOJIOTUN 00ecneunTh KOH(UIEHIINAIbHOCTD, IIEJIOCTHOCTD U JIOCTYITHOCTh
MEPCOHANIBHBIX JIaHHBIX INPH HMX O0O0paboTKe B MH(OPMALMOHHBIX CHCTEMAax MEpPCOHAIbHBIX
JTAaHHBIX.

Buomerpnueckne mnepcoHabHbIe JaHHbIEe — CBEICHHUS, KOTOPbIE XapaKTEpU3YIOT
(¢bu3noIOrNueckue OCOOCHHOCTH YE€JIOBEKa W Ha OCHOBE KOTOPBIX MOKHO YCTAHOBUTBH €ro
JUYHOCTh M KOTOPBIE UCIOJIb3YIOTCS AJIMHHHUCTpAMEeN ISl YCTaHOBJICHHS JIMYHOCTH CyOBeKTa
MEePCOHAIBHBIX JAHHBIX, MOTYT 00padaThIBaThCS TOJBKO MPU HAJIMYUH COTJIacHsi B MTUChbMEHHON
¢dbopme cyObeKTa MEPCOHANBHBIX JAHHBIX (BKIOYas ¢ororpaduu, OoTIeyaTkd MajbleB, oOpa3
CeTYaTKH T1a3a, 0COOCHHOCTH CTPOCHHS TeJIa U IPYT'YIO IOI00HYI0 HH(POPMAIIHIO).

BiokupoBaHue TeEepPCOHAJBHBIX JAHHBIX — BpPEMEHHOE TMpeKpalieHne o0paboTKH
MEePCOHANBHBIX JAHHBIX (32 HCKIIOYEHHEM CiIy4aeB, eciau oOpaboTka HeoOxoauma s
YTOYHEHUS TIEPCOHAIBHBIX JTAHHBIX).

Bupyc (KOMNBbIOTEPHBbIH, NPOrPaAaMMHBII) — HCIOJHIEMbIA MPOrpaMMHBIA KOJ WX
WHTEPIPETUPYEMBbI HAOOpP HMHCTPYKIMH, O0O0Iaiaromuii CBONCTBAMH HECAHKIIMOHUPOBAHHOTO
pacrnpocTpaHeHus U camoBoctiponsBeieHus. Co3aanHble AyOIMKaThl KOMIBIOTEPHOTO BUpYCa HE
BCErJa COBMAJAIOT C OpPUTMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JajbHeHemy
pacnpoCTpaHEHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHass mporpamma — nporpaMma, IpeJHa3HaueHHas JUIs  OCYIIECTBICHUS
HECaHKIIMOHUPOBAHHOTO JIOCTYyNA U (UJM) BO3JCHUCTBUS HA TIEPCOHATIbHBIC JTAHHBIE WJIN PECYPCHI
MH(OPMAIIMOHHOM CUCTEMBI IEPCOHATIBHBIX TAHHBIX.

BcnomorareabHble TeXHHYECKHE cpeacrBa M CUCTEMbI — TEXHHUYCCKHUE CpPCACTBA U
CHUCTCMbI, HC IIPCAHA3HAYCHHBLIC IS IICpCaadu, O6pa6OTKI/I U XpaHCHUA IICPCOHAIIBHBIX JIaHHBIX,
YCTaHABJIMBACMBbIC COBMECTHO C TCXHHUYCCKUMU CPEACTBAMU U CUCTEMAMU, IMPECAHA3HAYCHHBIMU
JJIA O6pa6OTKI/I MNEpCOHAIBHBIX JAaHHBIX WA B TIOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI
I/H-I(l)OpMaI_[I/IOHHLIe CUCTCMBbI IICPCOHAJIbHBIX JTaHHbIX.

JlocTyn B ONepanuoHHYI0 cpely KOMIbIoTepa (MH(OPMAIMOHHOH CHCTEMBI MepPCOHATBHBIX
JAAHHBIX) — MOJTy4eHHE BO3MOYKHOCTH 3aITycKa Ha BHIIOJHEHUE IITaTHBIX KOMaH, (PyHKIWIA, TPOLIETyp
OTEPALIMOHHON CHCTEMBbI (YHHMUTOXKEHHSI, KOIIMPOBAHUSI, IIEPEMEIIEHHUS U T.II.), UCIIONHIAEMBIX (baiiioB
MPUKIIAIHBIX IPOTPaAMM.

I[OCTyl'l K I/IH(l)OpMaIII/II/I — BO3MO’KHOCTbD ITOJTY4CHUA I/IH(1)OpMaI_II/II/I 1 €€ UCIIOJIb30BaHU .

3aky1aj04HOe YCTPOMCTBO — SJIEMEHT CPEACTBA CheMa HH(OPMAIMH, CKPBITHO BHEIPSEMBIil
(3aKyIapIBaeMblii WM BHOCHMBIN) B MeECTa BO3MOJKHOIO cheMa HMH(OpMaluy (B TOM 4YHCIE B
OrpaxkJeH1e, KOHCTPYKIIUIO, 000pYI0BaHUE, IPEAMETHI HHTEPbEPa, TPAHCIIOPTHBIE CPEJICTBA, @ TAKKE B
TEXHUUYECKUE CPEJICTBA U CHCTEMbI 00pabOTKH MH(POPMAITUH).
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Zammmaemass uHpopMauus — uHOOPMALUS, SBISIOMIASACS IPEAMETOM COOCTBEHHOCTH U
MO/VIeXKAINAst 3allUTe B COOTBETCTBUM C TPEOOBAaHMSMH IPABOBBIX JIOKYMEHTOB MM TPEOOBAHUSMH,
YCTaHABIIMBAEMbIMU COOCTBEHHMKOM MH(POPMALIUH.

Nnentudukanusi — mpricBoeHHe CYObEKTaM M OOBEKTaM JIOCTyna HiCHTH(HUKATOpa ¥ (WIIH)
CpaBHEHHE TPEABSBIIEMOTO WICHTU(HUKATOPA C TICPEUIHEM ITPUCBOCHHBIX HICHTU(HUKATOPOB.

NupopMaTHBHBIA CHIHAJI — DSJIEKTPUUYECKUAE CUTHAIBL, AKYCTUUYECKUE, 3JIEKTPOMATHUTHBIE M
npyrue  (uBHYecKkre ToMs, 1O TapamerpaM KOTOPBIX MOMKET OBbITh pacKpbITa KOH(HICHIMATbHAS
uHbopMarms (TIepCOHATBHBIC JIAaHHBIC) 0OpadaThiBacMasi B MHPOPMAITHOHHOM CHCTEME TTEPCOHATBHBIX
JTAaHHBIX.

Nudopmaunonnass cucrema mnepcoHanbHbIX AaHHbIX (MCIIAH) —coBOKynHOCTH
coJepkauiuxcs B 0a3ax JaHHBIX NMEPCOHANbHBIX JAHHBIX U 00ecreyuBaronMX UX o0paboTKy
MH(OPMAaLMOHHBIX TEXHOJIOTUN Y TEXHUUYECKUX CPEJCTB.

HNudopmanmonnble TEXHOJIOIMH — TIPOLIECCH, METONIBI TOWCKA, cOOpa, XpaHeHus, O0OpabOTKH,
TIPEIOCTABIICHUS, PACIIPOCTPaHeHUsT UH(OPMAIIMK U CITIOCOOBI OCYIIIECTBIICHUS TaKWX MPOIIECCOB
METOJIOB.

Hcnonb3oBaHue mnepcoHATbHBIX JAaHHBIX — JeWcTBUA (Omepaiuu) ¢ MepCOHATbHBIMU
JAHHBIMHU, COBEpPILIAEMbI€ ONEpPATOPOM B IIENISIX NMPUHATUS PEHICHUH WJIM COBEPIICHMS] HMHBIX
NEeUCTBUM, MOPOXKAAIOLUIUX IOPUINUECKHUE TTOCIEICTBUS B OTHOLIEHNH CYOBEKTa MEePCOHATbHBIX
JAHHBIX WM JAPYrUX JHI] MO0 MHBIM 00pa3oM 3aTparvBarollUX MpaBa U CBOOOABI CyObeKTa
MEPCOHATBHBIX JAHHBIX WU APYTUX JIMII.

Hcrounnk yrpo3bl 6e30nacHOCTH WH(POPMAIUMU — CYOBEKT JIOCTYIA, MaTepHAIBHBINA OOBEKT WITH
(br3uyecKoe sBIIEHUE, SIBISIOLIMECS IPUUMHON BOSHUKHOBEHHUS YIPO3bl 0€30MacHOCTH HH(OPMALINY.

KonTposmpyemasi 30Ha — MpoCTpaHCTBO (TEppUTOpHS, 30aHME, YacTh 3[aHHsS, IOMEILEHHE), B
KOTOPOM HCKJTIOYEHO HEKOHTPOJIMpYeMOe MpeObIBaHHE MOCTOPOHHMX JIMII, a TaKKe TPaHCHOPTHBIX,
TEXHUYECKUX U MHBIX MaTepUaJIbHbIX CPEJICTB.

KonduaeHIHaAIbHOCTh MEPCOHAJBHBIX JAHHBIX — 00s3aTeNIbHOE VIS COOJFONICHUSI OTIepaTopoM
WIM WHBIM TIOJTYYMBIIIMM JIOCTYIl K TIEPCOHAIBHBIM JIAHHBIM JIMIIOM TPeOOBaHHWE HE JOMyCKaTh HMX
pacrnpocTpaHeHre 0e3 corjacus CyObeKTa IMEPCOHATBHBIX JAHHBIX WM HAJMYMS HHOTO 3aKOHHOTO
OCHOBAHWI.

MexceTeBoii IKpaH — JIOKATbHOE (OTHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-PACTIPEICTICHHOES
nporpaMmMHOe  (TIpOrpaMMHO-aIIapaTHOE) CPEACTBO  (KOMIUICKC), pealk3yrolee KOHTPOJIb 32
uH(pOpMAIIMEH, TOCTyMAKmEed B HMHOOPMAIMOHHYIO CHCTEMY IEPCOHAIBHBIX JIAHHBIX W (WJIH)
BBIXOJIAIICH U3 MH(POPMAIIMOHHOM CUCTEMBI.

Hapyummrens 0e30MacHOCTH NEPCOHANIBHBIX JAHHBIX — (U3UUECKOE JIMIO, CIyd4aiiHO WU
MpeTHAMEPEHHO COBEPILIAIOIIee JCHCTBUS, CIEICTBUEM KOTOPBIX SBISIETCS HApyIIEHHWE OE30IMacCHOCTH
TIEPCOHANBHBIX JIAHHBIX MPU UX 00pab0TKe TEXHUYECKUMHU CPEICTBAMH B MH(OPMAIMOHHBIX CHCTEMAX
MePCOHATBHBIX JAHHBIX.

HeaBromaTtusmpoBanHas  o0pa0oTka  HepcOHANBHBIX  JaHHBIX —  00paboTka
MEePCOHATBHBIX JAHHBIX, COJAEPKAIIUXCS B MH(OPMAIIMOHHON CHCTEME MEePCOHAIBHBIX JaHHBIX
a1M00 W3BJICUEHHBIX M3 TAKOW CHUCTEMbI, CUMTAETCSl OCYILECTBJIEHHOW O3 HCHOJIb30BaHUS
CpeACTB aBTOMAaTH3alUU (HEaBTOMATU3WPOBAHHOI), €ClIM Takue JEHCTBUSA C MEepPCOHATBbHBIMU
JAHHBIMHU, KaK MCIOJIb30BaHUE, YTOUHEHUE, PACHPOCTPAHEHUE, YHUUTOKEHUE MEPCOHAIBHBIX
JAHHBIX B OTHOLIEHUM KaXXJOTO M3 CYOBEKTOB MEPCOHAIBHBIX JTAHHBIX, OCYIIECTBIAIOTCS MPHU
HENOCPEJCTBEHHOM y4acTHUH YEJIOBEKA.
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HenexsapupoBaHHble  BO3MOXKHOCTH —  (DYHKIMOHAIBHBIC ~ BO3MOXKHOCTH  CPEJ/ICTB
BBIYHCITTENIBHON TEXHUKH, HE ONMCAHHBIC WM HE COOTBETCTBYIOIIIME OIMCAHHBIM B JIOKYMEHTALIMH, TIPU
UCIIOJIF30BAHMN  KOTOPBIX BO3MOXKHO — HapyIleHHE KOH(MICHIMAIBHOCTH, JOCTYITHOCTH I
LIETIOCTHOCTH 00pabaTeiBaeMoi HH(pOpMAaLIUK.

HecankumonpoBaHHbIH J0CTYNl (HECAHKIIMOHMPOBAHHBIE I€MCTBHSI) — JIOCTYI K MH(pOpMALIU
WM JeWCTBUS ¢ MH(OpMAIMEH, HapyIIaoIye IpaBuiIa pasrpaHUUEHUs] IOCTYIIA C HCIOJIBb30BAHUEM
IITATHBIX CPEJICTB, IPEAOCTABIISIEMBIX HH()OPMAITMOHHBIMU CHCTEMAaMH NIEPCOHATBHBIX TaHHBIX.

Hocutens unpopManuu — (HU3MUECKOE JMIO WIM MaTepUATbHBIA OOBEKT, B TOM YHCIIC
¢u3ngeckoe mone, B KOTOPOM HMH(GOPMALMS HAXOIUT CBOE OTPHKEHHWE B BHIE CHUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHWYECKUX PEIIEHUH U TMPOIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK (DU3HMUECKUX
BEJINYUH.

O0e31MunBaHue NMEPCOHATBbHBIX JAHHBIX — JIEHCTBUS, B PE3yIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXKHO 0€3 MCIOJIb30BaHUs JOMOJHUTENbHON HH(OPMaLUU ONPEIEINTh TPUHAUIEKHOCTD
MEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY IEPCOHAIbHBIX JaHHBIX.

O0paboTka mNepcOHANBHBIX [JaHHBIX — J1000€ JelicTBHE (omepamusi) WIM COBOKYIMHOCTb
nedcTBUil  (omepalyii), COBEpIIAEMBbIX C HCIOJIBb30BAHHEM CPEICTB aBTOMATH3AalMKW WM  0e3
WCTIOJTE30BAHMS TAKHX CPEJICTB C TIEPCOHATBHBIMU JIAHHBIMH, BKITFOYast COOp, 3aITiCh, CHCTEMATH3AIIHIO,
HaKOTUICHUE, XpaHeHHe, YTOUHeHHe (0OHOBJICHHE, I3MEHEHHE), U3BJICUCHIE, HCIIOIb30BaHNE, TIepeaady
(pacipocTpaHeHne, —MpPeIOCTaBICHHE, JOCTYI), OOE3IWYMBaHKME, OJOKHPOBAHHE, yIAAICHHE,
YHHUYTOKCHHUE IICPCOHAIIBHBIX TAHHBIX.

OO0mmen0CTyNIHbIe  MEPCOHAJbHBIE JaHHbIEe —  [CPCOHAJIbHBIC  JIAaHHBIC,  JOCTYI
HEOTPAaHMYECHHOTO Kpyra JIMIl K KOTOPBIM IPEIOCTaBICH C COTJIacHs CYOBheKTa MEepCOHATBHBIX
JTAHHBIX WJIM Ha KOTOPBIE B COOTBETCTBHH C (eJCpaTbHBIMU 3aKOHAMH HE PaCIpPOCTPaHSETCS
TpeboBaHue COOIOIEHNS KOHPUACHITNATHHOCTH.

Oneparop (nmepcoOHAJBHBIX JAHHBIX) — TOCYIAPCTBEHHBIN OpraH, MYHMIIMIIAIBGHBIA Opras,
IOPUIMYECKOE WK (PU3MIECKOE JIMIO, CAMOCTOSITEIILHO WIIM COBMECTHO C JPYIMMH OpPraHH3YIOIIEe U
(nn) ocyIecTBIIsIONIEe 00PaObOTKY MEPCOHATBHBIX JTAHHBIX, a TAKKE ONMPEICIISIONTIE ST 00padOTKH
MIEPCOHANIBHBIX JIAHHBIX, COCTaB IIEPCOHANBHBIX JAHHBIX, MONISKANMX 00paboTKe, ICHCTBHS
(omeparum), CoBepIIIaeMbIE C IEPCOHATLHBIMU TAHHBIMH.

Texunveckue cpeacrBa HHGPOPMALMUOHHOH CHCTEMBbI MEPCOHAIBHBIX JAHHBIX — CPEICTBA
BBIYUCITUTELHON TEXHUKH, HHPOPMAITOHHO-BBIYHCITUTELHBIC KOMILICKCHI M CETH, CPEIICTBA U CHCTEMBI
nepenaur, npuemMa W o0padotku [IJIH (cpemctBa M CHCTEMbl 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCITPOM3BEIICHUS, TIEPETOBOPHBIC W  TEJICBM3MOHHBIC YCTPOMCTBA, CPEICTBA HM3TOTOBJICHUS,
THPKUPOBAHUS JIOKYMEHTOB M JIPYrM€ TEXHUYECKUE CPEICTBa OOpalbOTKM pEedeBOM, Tpaduyeckoi,
BUJICO- U OyKBEHHO-IIM(POBOW HHGPOpPMAIMH), MPOrpaMMHBIE CPEACTBA (OMEpPALIOHHBIE CHCTEMBI,
CHCTEMBI YIpaBJICHUsS 0a3aMM JaHHBIX M T.IL), CPEICTBA 3alIUThl MH(POPMALMH, TPUMEHSCMbIC B
MH(POPMAIIOHHBIX CHCTEMAX.

IlepexBaT (MH(poOpManuM) — HEpaBOMEpPHOE TOIydYeHHE MHPOPMALUU C UCHOJIb30BAHUEM
TEXHUYECKOTO  CPEJCTBA, OCYIIECTBIAIOIIErO0  OOHapyXeHue, TMpueM U  o0paboTKy
MH(GOPMATUBHBIX CUT'HAJIOB.

IlepconaiibHble AaHHBIE — J100as MH(pOpMalMs, OTHOCALIAsCA K MPSIMO WIM KOCBEHHO
OIIpeJIeIEHHOMY WJIH ompeessieMoMy (pruznueckomy TuIly (CyObeKTy MepCOHAIbHbBIX JAHHbIX).

ITo6ouHbIE IJTEKTPOMATHUTHLIC U3JIYYCHUA U HABOJAKH — JJICKTPOMAIrHUTHBLIC U3TTYYCHUA
TCXHUYCCKUX CpCIACTB 06pa60TKI/I 3aluIaeMon I/IH(I)OpMaI_[I/II/I, BO3HHUKAKOIIHUE Kak MOOOYHOE
SAIBJICHUC W BBI3BBAHHBLIC JJICKTPUYCCKUMU CHUT'HAJIAMU, HeﬁCTByIOLHHMH B HX JJICKTPUUCCKHUX H
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MaroviTHBIX LCIIAX, a TAKXKC 3JICKTPOMArHUTHBIC HABOJAKW 3TUX CHI'HAJIOB HA TOKOIIPOBOJAIIMC
JIMHUHW, KOHCTPYKIWU U LCIIU ITUTAHUS.

IHosmTKa  «YHUCTOTO  CTOJA» —  KOMIUIEKC ~ OpPraHM3al[MOHHBIX  MEpOIPUATH,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3alMChIBAaHMS Ha OyMa)KHbIE HOCHUTENM KIIOYeH W aTpuOyTOB
noctyna (mapoJieit) U XxpaHeHus MX BOJIM3M 0OBEKTOB JJOCTYIIA.

Hoab30BaTes b HMHPOPMANMOHHOM CHCTEMbl MEPCOHAJIBHBLIX [JaHHBIX —  JIUIO,
y4acTByIOIIee B (PYHKIIMOHHPOBAHUHA HWH(POPMAIMOHHON CHCTEMBI IMEPCOHAIBHBIX TaHHBIX WJIH
HCIOJIb3YIOLIEE Pe3yNIbTaThl €€ (QYHKIIMOHUPOBAHMUS.

IIpaBuja pa3rpaHu4YeHHUsi JOCTYNA — COBOKYITHOCTh TPaBHJI, PErJIaMEHTHPYIOIIUX IpaBa
JoCTymna CyObEeKTOB JOCTYyIa K 00bEKTaM J0CTYIIA.

IIporpammuas 3akjaaka — KoJl IPOTrpaMMbl, NPEeIHAMEPEHHO BHECEHHBIH B NPOrpaMMmy C
LENbI0 OCYIIECTBUTh YTEUKY, H3MEHHUTh, OJOKHPOBaTh, YHUUYTOXUTh HH(POpPMALMIO WIH
YHUUYTOXHUTh U MOAUPUIMPOBATH IPOrpaMMHOE oOecneueHre HHPOPMAIMOHHON CHCTEMBI
MEePCOHAIBHBIX JaHHBIX U (WJIM) OJOKMPOBATh anmapaTHbIE CPEICTBA.

IIporpaMMHoOe (MPOrpaMMHO-MaTeMaTH4YeCKOe) BO3/1eiiCTBHE — HECAHKIIMOHUPOBAHHOE
BO3JICHCTBUE HAa pECypChl aBTOMATU3UPOBAHHON NMH(OPMAIIMOHHON CHCTEMBI, OCYIIECTBIIIEMOE C
HCIIOJI30BAaHUEM BPEIOHOCHBIX POTPaMM.

PaCKpblTHe NEPCOHAJIBHBIX MAHHBIX — VYMBIINUJICHHOC WU CJ'Iy‘-I&ﬁHO@ HapymecHue
KOHCI)I/IHGHIII/IHIII)HOCTI/I NEPCOHATBbHBIX TaHHBIX.

PacnpocTpaHeHHe TNepCOHATBbHBIX JAHHBIX — JCWUCTBUS, HANpaBiCHHbIE Ha PACKPBITHE
MEePCOHATBHBIX JaHHBIX HEOMPEICTICHHOMY KPYT'y JIUI]

Pecypc uHpopManMOHHOH CHCTEMbI — UMEHOBAHHBIM 3JIEMEHT CHUCTEMHOTO, MPHUKIIAIHOIO
WJIU amnmapaTHoOro odecnedeHus: GyHKIIMOHUPOBAHUS WH(POPMAIMOHHON CHCTEMBI.

CnenmnajibHble KaTeropuu MNePCOHAJBHBIX JAHHBIX — T[IEPCOHANIbHBIE  JIaHHBIE,
KacalolMecss  PacoBOM, HAIMOHAIBHOW  NPUHAUICKHOCTH, TMOJUTHYECKUX  B3IJIAJIOB,
PENUTHO3HBIX WKW (UIOCOPCKUX YOEKACHUM, COCTOSHUS 3I0POBbS M HMHTUMHOM KU3HU
cyObeKTa MepCcOHAIbHBIX JAHHBIX.

CpeIlCTBa BbIYHMCIUTETHLHOM TEXHUKH — COBOKYITHOCTb ITPOI'paMMHBIX 1 TEXHUYCCKUX 3JIEMCHTOB
CUCTEM O6pa6OTKI/I JaHHBIX, CIOCOOHBIX (bYHKI_[I/IOHI/IpOBaTB CaMOCTOATCIIBHO UJIKM B COCTAaBE OPYIux
CHCTCM.

Cy0bexkT pocryna (Cy0beKT)— JMLIO WIM IIPOLIECC, JIEWCTBUSI KOTOPOIO PEryIaMEHTUPYIOTCS
MpaBWJIAMU Pa3rpaHUYEHUs JOCTYIIA.

Texunyeckuii KaHaja yredyku MH(OPMALMH — COBOKYITHOCTh HOCHTENA MH(opMaiuu (cperncTsa
00paboTkH), husryeckor cpebl pacripocTpaHeHHuss UHHOPMATUBHOTO CHTHANIA U CPEICTB, KOTOPHIMU
NoOBbIBaeTCs 3alpiaemMas HHpopMalus.

TpancrpanuyHasi nepeaada nepcoOHAJbHBIX JaHHBIX — IEPEAaUa NEPCOHAIBHBIX JTaHHBIX
omnepatopoMm uepe3 l'ocymapcTtBennyto rpanuny Poccuiickonn ®exepanuu opraHy BJacTH
MHOCTPAaHHOTO TOCyIapcTBa, (U3MUECKOMY WIH IOPUAMYECKOMY JIMIY HMHOCTPAHHOTO
rocyapcraa.

Yrpo3bl 0€30HaCHOCTH TEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBHH M (PAaKTOpOB,
CO3/IAIOIINX OMACHOCTb HECAHKIIMOHUPOBAHHOIO, B TOM YHMCIIE CIIy4alHOTO, JOCTYNa K MEPCOHAIBHBIM
JIAHHBIM, PE3YJIbTaTOM KOTOPOTO MOYKET CTaTh YHUUTOXKEHHE, U3MEHEHHE, OJIOKUPOBaHUE, KOIIMPOBAHHUE,
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pacnpoCTpaHEHUE TIEPCOHATIBHBIX JIAHHBIX, & TAKKE MHBIX HECAHKIMOHMPOBAHHBIX JEWCTBUM NPU KX
00paboTKe B MHDOPMAITMOHHOM CUCTEME ITEPCOHATIBHBIX JAHHBIX.

YHUYTOKEHHE TePCOHAIbHBIX JAHHBIX — JICHCTBUSA, B pPE3Y/IbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTAQHOBHUTH COJICp’KaHME TEPCOHANBHBIX JAaHHBIX B HMH(OPMAIMOHHOM CHCTEME MEepPCOHATBHBIX
JAHHBIX WM B PE3yJbTaTeé KOTOPBIX YHUUTOXKAIOTCSI MaTE€pUaAJIbHbIE HOCUTENIM MEPCOHAIBHBIX
JTAHHBIX.

Yreuka (Gammumaemoi) HHQOPMAIMH 10 TEXHUYECKHUM KAHAJIAM — HEKOHTPOIMPYEMOE
pactpocTpanenre HHPOPMALIK OT HOCUTENS 3allIMIIAeMON MH(POPMALINK Yepe3 (PU3UUECKyI0 cpemy 110
TEXHUYECKOTO CPEJICTBA, OCYIIECTBISIOIIETO IepeXBaT HHPOPMAIIUH.

Ysa3BUMOCTB — C1a00CTh B CPEACTBAX 3alllUThl, KOTOPYIO MOKHO HCIHOJIB30BaTh YISl HAPYILIEHUS
CHCTEMBI WM COJIEpIKaIetcs B HeW MH(POpMAITUH.

HesnoctHocT  MHGOPMAIMM —  CTIOCOOHOCTh  CPENICTBA  BBIYMCIHMTEIIHHOW — TEXHUKH WK
aBTOMATH3MPOBAHHOM CHCTEMBI OOECTeUrBaTh HEM3MEHHOCTh MH(OpPMAIMK B YCJIOBHSX CIy4aifHOTO
W/WIY IpeTHAMEPEHHOTO NCKAXKEHUS (pa3pyLLeHus ).
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OBO3HAYEHUSA U COKPAILIEHUA

— QHTUBUPYCHBIC CPEACTBA

— aBTOMATH3HUPOBAHHOE Paboyee MeCTO

— BCIIOMOTI'aTCJIbHBIC TCXHUYCCKHUC CPCACTBA U CUCTEMBI
— MH(POPMALIMOHHAS CHCTEMA TTePCOHATBHBIX JTAHHBIX

— KOHTpOJIpyeMasi 30Ha

— JIOKaJIbHAas BEIYMCIIUTEIIbHAS CETh

— MEKCETEBOM 3KpaH

— HECAHKIIMOHUPOBAHHBIN TOCTYIT

— OTepaIMOHHAs CUCTEMA

— HNEPCOHAJTIBHBIC TaHHBIC

— IPOrpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBHE

— IIporpaMMHoOe o0ecrieueHne

— NOOOYHBIE ANEKTPOMArHUTHBIE M3ITy4eHHs U HABOJIKU

— CHCTEMa aHaJIK3a 3alIUIIEHHOCTH

— CpeICTBa 3alIUThl HHPOPMAIIHH

— cucreMa (IoJICUCTeMa) 3allUThl IEPCOHAIBHBIX JaHHBIX
— cucteMa 0OHapyKeHHs BTOP)KCHHIA

— TEXHUYECKHE KaHAbI yTeUKH MH(POPMAIIIH

— YI'pO3bIL 0€e30I1acCHOCTH INCPCOHAIBHBIX TaHHBIX
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BBEJIEHUME

Hacrosimmas Ilosmtrka wunHpopMarmionHolt Oe3onacuoctu  (manee [lonutuka) MBOY
«IInmkycckas COL» (nanee — YupexaeHue) sBIseTcs OPUIMaTbHBIM JOKYMEHTOM.

[Tonmutrka pazpaboTaHa B COOTBETCTBUU C TpeboBaHUsIMU DeepabHOTO 3aKOHA OT 27 HIOJIS
2006 r. Ne 152-®3 «O mepcoHaIBHBIX JaHHBIX» U TocTaHOBJIeHUs [IpaButenscTBa Poccuiickoit
@eneparun ot lHOSIOps 2012 1. Ne 1119 «OO6 yrBepkaeHun TpeOOBaHMN K 3alIUTe
MEPCOHANBHBIX JAaHHBIX IpU HX 00paboTke B MH(POPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX
JAHHBIX», HA OCHOBAHUM:

- «PexoMenanmii Mo 00eCIeueHNn0 0E30MaCHOCTH MePCOHAIBHBIX JaHHBIX MPU UX 00pabOoTKe B
WHPOPMAITMOHHBIX ~ CUCTEMaX I[EPCOHANBHBIX  JIAHHBIX», YTBEPKICHHBIX  3aMeCTHTENEeM
mupekropa @CTIK Pocenn ot 15.02.2008 1.,

- «TunoBbIX TpeOOBAHMIA IO OPTaHU3ALUHN M 00eCTIeYeHHIO (PYHKIIMOHUPOBAHHUSI IIHPPOBATHHBIX
(xkpunTorpaduueckux) CpeicTB, MpeaHa3HAYSHHBIX JUIS 3alIUThl HHPOPMAIINH, HE COIepKalIei
CBEIICHMH, COCTaBJIAIOUIMX TIOCYJapCTBEHHYIO TailHy B cilydae U3 MCHOJIb30BAaHUSA I
obecriedeHusi 0E30MaCHOCTH TEPCOHANBHBIX JIAHHBIX MPH HX 00paboTke B WHPOPMAITMOHHBIX
CHCTeMax NEpPCOHAJBHBIX IAaHHBIX», YTBEPKIEHHBIX pykoBoiacTBoMm 8 llentpa @CBb Poccun
21.02.2008 r. Ne 149/6/6-662.

B Tlonutuke ompenenensl TpedoBaHusi k mnepconany WCIIJIH, cTeneHb OTBETCTBEHHOCTH
MepcoHaia, CTPYKTypa M HEOOXOTUMBIH YpOBEHBb 3alUIICHHOCTH, CTaTyC W JIOJHKHOCTHBIC
00s13aHHOCTH COTPYIHHUKOB, OTBETCTBEHHBIX 3a obOecreueHrne Oe30MacHOCTH IMEePCOHATBHBIX
nanubix B UCITIH Yupexnenus.
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1 O6mme nonoxenns
Lenbro Hacroseit [ToauTuku sBiseTcs odecneucHre 0€301aCHOCTH 00BEKTOB 3aIUThI

VYupexxaeHuss OT BCeX BHUAOB Yrpo3, BHEUIHUX UM BHYTPEHHUX, YMBIIUICHHBIX |
HeTpeHaMepEeHHBIX, MUHIMHU3aNUs yimepda OT BO3MOXKHOM peanu3aiuu yrpo3 0e30macHOCTH
M= (YBILH).

be3onacHOCTH NEPpCOHATIBbHBIX JaHHBIX JOCTHUTIacCTCsA IIyTeM HUCKIIIOYCHHUA
HCCAHKIIUOHUPOBAHHOI'0, B TOM YHCIJIC CJIy‘-IélfIHOFO, J0CTylla K HNCEPCOHAJIBHBIM JaHHBIM,
PE3YIBTATOM KOTOPOI'0 MOXKET CTaThb YHHUYTOXCHUC, U3MCHCHUC, 6JIOKI/IpOBaHI/I€, KOIIMPOBaHUC,
PpacrnpoCTpaHCHUEC ICPCOHAJIBHBIX JAHHBIX, & TAKKC MHBIX HCCAHKIITMOHWPOBAHHBIX I[GI\/'ICTBI/II\/'L

WNudopmanust u cBsizaHHbIE ¢ HEW pecypchbl AODKHBI OBITH JOCTYIHBI JUIS aBTOPU30BAHHBIX
noJib3oBareneil. JIoJKHO OCYHIECTBISTHCS CBOEBPEMEHHOE OOHAPY)KEHHE M pearupoBaHHE Ha
YBII/H.

I[OJ'DKHO OCYIICCTBJIATHCA NPCAOTBPAIICHHUEC MPEAHAMCPCHHBIX HIIN CJ'Iy‘I&fIHBIX, HJaCTUYHBIX
HJINM TTOJIHBIX HCCAHKIMMOHUPOBAHHBIX MO)II/ICI)I/IK&HI/II‘/II HJIN YHUYTOXCHUA NIEPCOHATbHBIX TaHHBIX.

CoctaB 00BEKTOB 3alIUTHI MpejcTaBieH B [lepedHe mepcoHaNbHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxennn 06 00paboTKe NEPCOHATBHBIX JIaHHBIX.

Cocra UCIIQH, mojyiexxamux 3aliuTe, MPEACTaBIeH B AKTe 00CIeTOBaHUS TEKYIIETO
COCTOSHHUA TCXHH‘ICCKOﬁ 3alIUThI HepCOHaJ'IBHBIX JAHHBIX.
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2 Obaacrtb NeHCcTBUA

TpeboBanus Hactosmed [lonuTUKN pacIpoCTPaHsAIOTCS HAa BCEX COTPYIHHKOB YUpPEkKIACHUS
(IITaTHBIX, BPEMEHHBIX, PaOOTAIOIMIMX MO KOHTPAKTYy M T.II.), @ TAKXKE BCEX MPOYMX JIUI]
(MOapATUMKH, AyAUTOPHI U T.I1.).
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3 Cucrema 3ammrsi MEPCOHAIBbHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX faHHbIX (C3I1[JH), cTpouTCS Ha OCHOBAHUU:
- AxTa 00ciieJoBaHUS TEKYIIEro COCTOSIHUS TEXHUYECKOH 3alUThI IePCOHAIBHBIX TAHHBIX
- [Iepeuns nepcoHanbHBIX TAaHHBIX, MOUIEKAIIUX 3aIUTE;
- AxTOB KJaccupuKanuyi HHOOPMAIIMOHHBIX CUCTEM MEPCOHABHBIX JaHHBIX;
- HacTHbIX Mojiesiell akTyallbHbBIX yrpo3 U BepositHoro Hapymutens UCIIAH;
- [Tonoxxenus o pa3rpaHUYEHUH MPaB IOCTYIA K EPCOHATBHBIM JaHHBIM
- PykoBomsamux mokymenToB @CTOK u ®Ch Poccun.

Hnst oGecrieuenuss 3amuthl  WMCIIJIlH HeoOxomumo  coOitojieHHE OpraHu3alioOHHO-
TEXHUYECKUX Mep. AJAMHMHHCTpaleil obecnieunBaeTcsi 6€30MacHOCTh MEPCOHAIBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YpPOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TeXHHYeCKOM
3aJlaHuM Ha co3faHue cucreMsbl 3amuThl A UCIIJH. B Yupexnenuun onpeneneHsl akTyaibHbIE
yrpo3bel Oe3onacHoctd [1/IH, koTOphie ommcanbl B YacTHOM MOJENHM aKTyalbHBIX Yrpo3 H
BepositTHoro Hapymutens UCIT/IH.

HO}I AKTyaJIbHBIMU  YT'pO3aMU 0€30I1aCHOCTH NEPCOHAJIBHBIX  JAHHBIX ITOHHMACTCA
COBOKYITHOCTb ~ YyCJIOBUH  HW  (PaKTOpOB, CO3MAIOIINX  AKTyalbHYI0  OMAcHOCTh
HCCaAaHKIIMOHUPOBAHHOI'0, B TOM YHUCJIC CHy‘I&ﬁHOFO, A0CTyIna K NEPCOHAJIBHBIM JaHHBIM IIpHU HUX
00paboTke B MH(POPMAITMOHHOW CHCTEME, PE3YJIbTATOM KOTOPOTO MOTYT CTaTh YHHUYTOXXEHUE,
U3MEHEHHe, OJIOKMPOBaHKE, KOMMPOBAHHE, MPEJOCTABICHHUE, PACIPOCTPAHEHHE MEPCOHAITBHBIX
JIAHHBIX, a TAK)KE WHBIC HEITPABOMEPHBIC ACHCTBUSI.

Yrpo3sl 1-ro TUMA akTyanbHBI 1715 MHPOPMAIIMOHHOIN CHCTEMBI, €CIIH Ul Hee B TOM YHCIIe
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJIMYWEM HEJOKYMEHTHUPOBAHHBIX (HEACKIapHUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM MPOrPaMMHOM 00€CTIeYeHHH, UCII0JIb3yeMOM B UH(DOPMAIIMOHHOM
CUCTEME.

Yrpo3sl 2-T0 THUIA aKTyalbHBI 15 MHPOPMAIIMOHHOIN CHCTEMBI, €CJIH Ul Hee B TOM YHCIIe
aKTyaJlbHbl yIPO3bl, CBA3aHHBIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKIapHUPOBAHHBIX)
BO3MOXHOCTEH B MPHUKIAJHOM  MPOTPAMMHOM  OOECIEYEHHH,  HCIIOJIB3YyeMOM B
MH(OPMALIMOHHON CUCTEME.

Yrpo3sl 3-r0 TUNA aKTyallbHBI JUIsI UH(QOPMAIIMOHHOW CUCTEMBI, €CIH ISl Hee aKTyaJIbHbI
yrpo3bl, HE CBS3aHHBIE C HAJTUYMEM HEJIOKYMEHTUPOBAHHBIX (HEICKIAPUPOBAHHBIX)
BO3MOHOCTEH B CHCTEMHOM W MPUKIAAHOM MPOTPAMMHOM OOECIEYEHHUH, HCIOIb3yeMOM B
MH(OPMALIMOHHON CUCTEME.

Ha ocHOBaHMHM 3THX JOKYMEHTOB ONpeEeseTcs HeoOXOIUMBIH ypOBEHb 3allMIIEHHOCTH
ITx xaxnoit UCII/[In Yupexxnenus. Ha ocHoBaHMM aHanmM3a aKTyaJbHBIX yIpo3 0€30MaCHOCTH
I111, onncanHOro B YacTHOM MOJENN akTyallbHBIX Yrpo3 U BepositHoro Hapymurens UCII/Ix n
Otuera o0 pe3ynbraTax NPOBEIEHUS BHYTPEHHEH NIPOBEPKE, JENAETCSl 3aKIIOYEHHE O
HE00X0AMMOCTH HMCIIOJIb30BaHMSI TEXHUUECKUX CPEJCTB U OPraHU3allMOHHBIX MEPOINPHUATUIN JUIs
oOecnieuenus OezonacHocTH [1/[H. BpiOpaHHBIE HEOOXOIUMBIE MEPONPUATHS OTPAKAIOTCI B
[Inane MeponpUATHIA 1O 3aIIUTE IEPCOHAIBHBIX TaHHBIX.

s xkaxxnoit UCIIJIH nomkeH ObITh COCTaBIIEH CIIMCOK UCTOB3YEMbIX TEXHHUECKUX CPEJICTB
3alUThI, @ TaK K€ MPOrPaMMHOTO oOecredeHus, ydacTByomero B oopadorke [1J[H, Ha Bcex
anementax UCII/IH:
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- APM nonw3oBaTelnei;
- CepBepa MpUIIOKEHUIA;
- CYBJ;

- I'panvma JIBC;

- Kananor nepenayu B cer 0oOIIEro Moib30BaHus M (WIH) MEKIYHAPOIHOrOo oOMEHa, €CH 10
HuUM nepenarores [1J1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCIIAH n axtyansHbix yrpos, C3I1[dn moxer
BKJIIOYATh CJIEAYIOIINE TEXHUUECKUE CPEJICTBA:

- aHTUBUPYCHBIE CPEICTBA [T Pa0OYMX CTAHIIMU T10JIh30BATENCH U CEPBEPOB;
- CpenCcTBa MEKCETEBOI0 IKPaHUPOBAHHUS;

- cpencTBa KpumrorpaduuecKodl 3ammThl WHGOpMAluW, TPU Tepenade 3amuiaeMol HWH- -
(dhopmaruu 1o KaHajiaM CBSI3H.

Tax >xe B CIMCOK JIOJIKHBI OBITh BKJIIOUEHB! (DYHKIIUU 3alUThI, 0OeCIIeunBaeMble IITaTHBIMU
cpeactBamu  o6pabotku I/l onepaunonusiMu cuctemamu (OC), npuxnagaeiv 10 u
CHeIHabHBIMU KOMITJIEKCAMH, peaI3YyIOUIMMHU cpeAcTBa 3amuThl. CrucoK (YHKUMNA 3al[UThI
MOXET BKIIFOUATh:

yIpaBJIeHNUE U pa3rpaHUYeHre TOCTyIa MOJIb30BaTeNeH;
PETHCTPAIHIO U YIET ACUCTBUH ¢ MHGPOpMaIeH;

- obecreunBaTh 1EIOCTHOCTh JaHHBIX;

- MPOU3BOJNTH OOHAPYKEHUI BTOPIKECHUH.

COucok HCMONB3yeMbIX TEXHUYECKHX CpPEACTB oTpaxkaercsa B Ilnane meponpusituii 1o
3aIUTE MEePCOHAIBHBIX JaHHBIX. CIUCOK HCIOJIB3YEMBIX CPEJICTB JIOJDKEH IOJJICPKUBATHCS B
aKTyaJlbHOM COCTOSIHMM. IIpy HW3MEHEHMHM COCTaBa TEXHHYECKHX CPEJCTB 3allUThl MIN
anemeHToB WCII/H, COOTBETCTBYIOIIHME H3MEHEHHS IOJDKHBI ObITh BHeCeHbI B CHHCOK U
YTBEPKJICHBI TUPEKTOPOM YUPEKICHUS WA JIMIIOM, OTBETCTBEHHBIM 3a 00ECIICUCHUE 3aIUThI
I11n.
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4 TpedoBanus k noacucremam C3I1/1n

C3I1/1H BKIIFOUAET B ceOs CIACAYIOIINUE MOACUCTEMBI:

- YIpaBICHHS OCTYIIOM, PETHCTPALINN U YUeTa,

- obecreyeHust IETIOCTHOCTH | JIOCTYITHOCTH;

- AHTUBUPYCHOM 3aIlIUTHI;

- MEXCETEBOr0 SKPaHUPOBAHHS,

- aHaJM3a 3aIUIICHHOCTH;

- oOHapy»XeHHUsI BTOPIKEHUH;

- KpUnTorpagpuyeckon 3aluThI.

[Moacucrempr C3II/IH umeroT pasnuuHblil (yHKIMOHAN B 3aBucuMoctH oT kiacca WMCII/H,
onpejieieHHOro B AkTe KiaccupuKaluud MHGOPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX TaHHBIX.
Cmucok cootBerctBusi QyHknuii mojacucreM C3II/IH Kmaccy 3amuIEeHHOCTH TPENCTaBIICH B
[Tpunoxxennn Ne 1.

41 HO}IC]{[CTCMBI YupaBJ/J€HUA J0CTYIIOM, PETrUCTPAllUHA U yU€Ta

[Toacucrema ynpapieHus: 1OCTYIIOM, PETUCTPAllMK U ydeTa MpeAHa3HaueHa JJisl peanu3anuu
cenyonux QyHKIUI:

- WACHTH(DHUKAITIN 1 IPOBEPKA TIOUTMHHOCTH CyOBEKTOB noctyma mpu Bxone B UCI1/IH;

- WACHTH()HUKAIMH TEPMHUHAJIOB, Y3JIOB CETH, KaHAaJOB CBS3M, BHEIIHHX YCTPOWCTB IIO
JIOTUYECKUM UMEHAM;

- WACHTH(DHUKAITIHN TIPOTpaMM, TOMOB, KaTajoroB, (aiiioB, 3amucei, oJiei 3amiceii o nMeHaM;

- peructpanuu Bxoja (BeIXofa) CyOBEKTOB JOCTyIa B CUCTEMY (M3 CHCTEMBI), THOO pPEerucTpamus
3arpy3Kd ¥ UHHITUATU3AIMH OTICPAIIMOHHON CUCTEMBI M €€ OCTaHOBA.

- PErucTpanyy TONBITOK JIOCTYNa MPOrPAMMHBIX CpPEACTB (IpOrpaMM, MpPOIECCOB, 3alad,
3aIaHAN ) K 3aIIIaeMbIM (aitiam;

- perucTpamuy TOMBITOK JOCTYIIa TPOTPAMMHBIX CPEICTB K TEpMUHANAaM, KaHalaM CBSI3H, -
IporpaMmmam, ToMam, Katajaoram, (ainam, 3amucsam, TOoIIM 3aIrcei.

[Toxcucrema ynpaBieHHsS ITOCTYIIOM MOXET OBITh pEaii30BaHa C MOMOINBI0 IITATHBIX
cpenctB o6pabotku [1/1x (onepanronnsix cuctem, npuioxenuit 1 CYB/]). Tak jxe MoxeT ObITh
BHEJPEHO CICIHMAJIbHOE TEXHUYECKOE CPEICTBO WJIM HX KOMIUICKC, OCYIIECTBIISIONINE
JIOTIOJTHUTEJIBHBIE MEPhl MO ayTeHTH()HUKAMU U KOHTpOJr. Hampumep, mpuMEHEHHE €IWHBIX
XpaHWIMIL]  YYETHBIX  3alKceil  MOoJb30BaTeNiell M PEerucTpalMoHHOW  WHbOpMaluHy,
MCIOJIb30BaHNE OMOMETPHUYECKUX U TEXHUYECKUX (C MOMOIIBIO0 3JEKTPOHHBIX MPOIMYCKOB) Mep
ayTeHTU(UKAIUU U APYTUX.

4.2 MMoacucrema obecneyeHust HEeJOCTHOCTH U JOCTYITHOCTH

IToncucrema obecrieueHHst 1IETOCTHOCTH U JIOCTYITHOCTH IpeaHa3HaueHa A oOecreueHus
uenoctHocth M gocrynHoctd [I/[H, mnporpamMmHbiXx u  anmapatHelx cpeacts  MCIIIH
VYupexxaeHus, a Tak )ke CPeJICTB 3alUThI, IPU CITy4YalHON WM HAMEPEHHOW MOIU(pHUKAIINH.
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Ilogcucrema peanusyercs ¢ IMOMOILIBIO  OPraHU3ALMM  PE3EPBHOIO  KOIMPOBAHUSA
o0OpabaTbIBaeMbIX JaHHBIX, & TAK K€ pe3epPBUPOBAHUEM KIF0UEBbIX dneMeHToB UCIT/H.

4.3 MoacucreMa aHTHBHPYCHOI 3AIUTHI

[logcucrema aHTHBUPYCHOM 3allUThl MpeJHAa3Hau€Ha A O0O0ecleYeHMs] AHTUBHUPYCHOU
3amuThl cepBepoB u APM nonw3oBareneit UCIn Yupexaenus.

CpencTBa aHTUBHPYCHOM 3aIUTHI TPEAHA3HAYEHBI [T peaTU3allii CICYIOMMNX ()YHKIIHM:
- PE3UIEHTHBIN AHTUBUPYCHBIM MOHUTOPUHT;
- AaHTUBUPYCHOE CKAHUPOBAHHUE;
- CKpHNT-0JIOKMPOBAHUE;

- ICHTPAJIHM30BAaHHYIO/Y/IaJICHHYI0 YCTaHOBKY/JICHHCTAJUIAIMIO AHTUBUPYCHOTO MPOJIYKTa,
HACTPOKKY, a/IMUHACTPUPOBAHHE, IPOCMOTP OTYETOB M CTATHCTHYECKON nH(opmalmu no padbore
MIPOAYKTA;

- aBTOMaTU3UPOBAaHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

- OrpaHUYCHHE TIPaB MOIH30BATENISI Ha OCTAHOBKY HMCIIONHSIEMBIX 3a7a9 M U3MEHEHHSI - HACTPOEK
AHTUBHPYCHOTO IIPOrPaMMHOT0 00eCIICUCHUS;

- aBTOMATUYECKHH 3aITyCK Cpa3y MOCIIe 3arpy3KH OIEePallMOHHON CHCTEMBI.

[Toncucrema peanusyercs myreM BHEAPEHUS CHCIHAIBHOTO aHTHBUPYCHOTO MPOTPAMMHOTO
oOecneueHust Ha Bce anmeMeHTsl MCIT/IH.

44 Iloacucrema MexKCeTEeBOTO IKPaHUPOBaHUA

[TomcucremMa MeEKCETEBOTO SKPAaHUPOBAHUS MpeIHA3HAUYCHA [UIS PEaM3aldd CIEAYIOIINX
hyHKIIMIHA:

- ¢wrbTpanuy OTKPHITOTO ¥ 3ammdpoBaHHOro (3akpeitoro) IP-tpaduka mo cremyrommm
napamMmerpam;

- (huKkcanuy BO BHYTPEHHHX XypHaIaX HH(OpMAIMU O TPOXOSIIEM OTKPBITOM U 3aKpbiToM [P-
Tpaduke;

- UACHTU(QUKAIMKA W ayTeHTU(QUKAIUIO aJIMIHHCTPATOpa MEXCETEBOro JKpaHa IpU €ro -
JIOKAITBHBIX 3aITpocax Ha JIOCTYII,

- perucrpanum Bxoja (BbIX0/a) aIMHHUCTPATOPA MEKCETEBOr0 dKpaHa B CUCTEMY (W3 CHCTEMBI)
100 3arpy3KH U HHULUAIH3AIMHA CHCTEMbI U €€ IIPOrpaMMHOI0 OCTaHOBA;

- KOHTPOIIS IIEIOCTHOCTH CBOEW MPOrpaMMHON 1 MH(POPMAIIMOHHON YacTH;

- (DUIBTpALIMM NAKETOB CIIY)KEOHBIX MPOTOKOJIOB, CIYXAIUX JUIS JUATHOCTHUKH M YHPAaBJIEHUS
paboTOol CeTEeBBIX YCTPOUCTBR;

- (PUIBTpALIM C YYETOM BXOIHOI'O U BBIXOJHOI'O CETEBOro MHTep(delica Kak CpeACTBO MPOBEPKH
MOJUIMHHOCTH CETEBBIX aJIPECOB;

- pEeruCTpanvu 1 y4dcera 3alpainmnmBaCMbIX CEPBUCOB IPUKIAAHOI'O YPOBHS;

- 6J'IOKI/Ip0BaHI/I$I A0CTyIa HeI/I,Z[CHTI/I(bI/IL[I/IPOBaHHOFO 00BEKTa WU Cy6’B€KTa, INOJJIMHHOCTD
KOTOpOro mpu aYTeHTI/I(I)I/IKaLII/II/I HE NoATBEpANIaChb, METOAaMU, YCTOIZLII/IBLIMI/I K IICPEXBATY,

- KOHTPOIIS 33 CETEBON aKTUBHOCTHIO IPHUIIOKEHHI U O0OHAPY>KEHHS CETEBBIX aTaK.
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IToncucrema peanusyercs BHEAPEHUEM IIPOTrPAaMMHO-ANIIAPATHBIX KOMIUIEKCOB MEXKCETEBOIO
sKpaHupoBaHus Ha rpanuue JICB, kiaccoM He HUKe 4.

45 Iloacucrema aHaIu3a 3alIUILEHHOCTH

[loacucrema aHanu3a 3alIMIICHHOCTH, JOJDKHA OOECIEUMBATH BBISBICHUS YA3BUMOCTEH,
cBsizaHHBIX ¢ ommOkamu B koH(urypanuu [10 UCIIH, koTOpsle MOTYT OBITH MCHOJIB30BAHEI
HapyYIIUTEIEM JJIsl pealu3aluy aTaku Ha CUCTEMY.

qDYHKIII/IOHaJI IIOACHUCTEMBI MOXCT OLITH p€ajiM30BaH IpPOrpaMMHBIMH KW IPOTrpaMMHO-
arrapaTHbIMH CPEACTBAMU.

4.6 Ioncucrema oGHApY KEHUS BTOPKEeHHMi

[Toacucrema oOHapyKeHHsI BTOPKEHHH, T0JKHA 00eCIIeYnBaTh BBISBIEHUE CETEBBIX aTakK Ha
aneMmenThl UCII/IH, moakitoueHHbIe K CETAM OOIIEro MOJb30BaHUS U (MJIM) MEXKJIYHApPOJIHOTO
oOMeHa.

CDYHKIII/IOHaJ'I IIOACUCTEMBI MOXECT OLITH p€aiM30BaH MNpOrpaMMHBIMH W MPOTrpaMMHO-
armapaTHbIMH CPEACTBAMHU.

4.7 Moncuerema KpuNTOrpaguuecKoii 3aAMUTHI

[Toncucrema xpunrtorpadudeckoi 3amuThl TpenHasHadyeHa mis uckimouenns HCI
samumaemor nHpopmarmu B UCIIn Vapexaenus, npu ee mepenadu 1Mo KaHajaaMm CBS3U CETEH
00111er0 MOJIK30BaHMs U (MJTH) MEXKTyHapOHOTO OOMEHa.

[logcucrema peanusyercss BHEAPEHUEM KpPUNTOTpapUUECKUX MPOTrpaMMHO-aNMmapaTHBIX
KOMIIJICKCOB.
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5 Ioab3oBarenn UCHaun

B UCIIAn VYwupexaeHuss MOXHO BbBIICIUTh CIEAYIOLIME TPYNIbl I10Jb30BaTENeH,
y4acTBYIOIIKX B 00paboTke u xpanenuu 11/[n:

- Anmunuctpatopa UCT1/IH;

- Anmunmctpatopa 6esonacHoctd UCIIH;

- Oneparopa APM;

- AIMUHHCTpaTOpa CeTH;

- TexHUYECKOro criennanicTa mo o0CIyKUBaHHIO IEpUPEPHITHOTO 000PYI0BaHUS;
- [Iporpammuct-pazpadorunx UCIH.

JlanHbIe O TpymIax IMOJb30BaTENAX, YPOBHE MX JOCTyMa W MUHPOPMHPOBAHHOCTH JIOJDKEH
OBITH OTpakeH B [1oJ0’keHUH 0 pa3rpaHMUEHUH TMIPaB JOCTyMA K MEPCOHAIBHBIM JIaHHBIM.

5.1 Axvunncrparop UCHIn

Anmunuctpatop HMCII/IH, coTpyaHuk VYupexKAeHus, OTBETCTBEHHBIM 3a HACTPOWKY,
BHenpenue u compoBoxaeHne MWCII/IH, oOecneunBaeT (GYHKIMOHUPOBAHHUE MOJICUCTEMBI
yopasienuss gocrynom HCIIJIH © ylnmogHOMOYEH OCYHIECTBIATh MPEAOCTABICHHE U
pasrpaHuyeHue JOCTyna KOHeYHOro nojs3oBatess (Oneparopa APM) k snemeHTaM, XpaHsIIUM
IIEPCOHAJIbHBIC JAHHBIE.

Ammvunuctparop MCIIx o6nagaer cneayromuM ypoBHEM JOCTyIA U 3HAHUH:

- obmajmaer moiHOW WH(pOpPMaNKE O CHCTEMHOM W TPUKIATHOM MPOrPAaMMHOM OOeCIedeHUN
UCII/#n;

- o0JrazmaeT oTHOW HH(pOpMAaIel 0 TEXHHYECKUX cpencTBax U koHpuryparuu UCIT/H;
HMMeEET JOCTYTI KO BCEM TEXHUYECKUM cpecTBaM 00paboTku nHpopmarwu 1 ganabM UCI/IH;

- oOnamaer mpaBaMH KOH(QUTYPHUPOBAaHUS ¥ aJMUHHCTPATUBHON HACTPOMKH TEXHUYECKUX
cpencts UCIT/IH.

5.2 Agmunucrparop 6e3onacuocrn MCIIIn

Anmunuctpatop 6e3omacHoctu MCII[AH, coTpynHuk VYupekIeHus, OTBETCTBEHHBIM 3a
¢byukuuonupoanue C3I1/[H, BKIO4Was oOCHy)XMBaHHE M HACTPOIMKY aJMHUHUCTPATUBHOMN,
CEpBEPHOI U KITMEHTCKOM KOMIIOHEHT.

Anmunuctpatop 6e3onacHoctu MCII/IH oOnanaeT cieayomuM ypoBHEM JA0CTyIa U 3HAHUI:
- obnamaer mpaBamu Anmunuctpartopa MCIL/IH;
- obnamaer nmomHoM nHPOpManueit 06 UCIT/IH;

- UMeeT JOCTYI K CPEeICTBaM 3alIUThl HHGOPMAIMH U MPOTOKOIUPOBAHUS M K YaCTH KITFOUEBBIX
anementoB MCII/IH;

- HC UMCECT IIpaB AOCTyla K KOH(l)I/IprI/IPOBaHI/IIO TEXHUYCCKUX CPCACTB CETHU 3a UCKIHOYCHUCM
KOHTPOJIbHBIX (I/IHCHGKI_II/IOHHBIX).

Anmunuctpatop 6e3zonacHocty UCIT/IH ynmoiaHoMoueH:
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- peanu30BBIBATh MOJUTHUKY Oe3oracHocTy B yacTH HacTpoiiku CK3U, MeXCEeTeBhIX SKpaHOB H
CHUCTeM OOHapy»KEHHsS aTak, B COOTBETCTBHH C KOTOpPBIMH Toib3oBarenb (Omepatop APM)
MoJTy4aeT BO3MOXKHOCTh paborath ¢ anmementamu UCTIH;

- OCYIICCTBJIATH ayqUT CPCACTB 3allIUThI,

- YCTaHaBJIMBaTb OOBCPUTCIILHBIC OTHOMICHUWA cBoei 331].[HIL[€HHOI7[ CCTU C CCTSAMU OAPYTIuUx
Opranuzanuii.

5.3 Oneparop APM

Omneparop APM, cotpyaHuK YupexacHwusl, ocymiecTBisommi oopadotky [1/]n. O6paboTka
[I1n Bxmrowaer: BOo3MOKHOCTH mpocmoTpa I1/In, pyunoit BBoxy IIJIln B cucremy HWCII[H,
(¢opMHpOBaHHE CIPABOK U OTYETOB IO MH(popMmaiuu, noixydeHHod u3z WCII/Ix. Onepatop He
MMeeT OJTHOMOYMHN ISl yIipaBiieHus nojcucreMamu o0padoTku ganubix u C3I1/H.

Omnepatop UCIIdH oGmanaer ciaeayomuyM YpOBHEM A0CTYNA U 3HAHUMN:

- obmagaer BCeMH HEOOXOIMMBIMH aTpuOyTamu (HampuMep, napoiiem), oOecreYHBarOIIMH
JIOCTYN K HEKOTOpOMY nojaMHoxecTBY [1/1H;

- pacmonarae€r KOH(bI/I)ICHI_[I/IaHI)HI)IMI/I JaHHBIMH, K KOTOPBIM UMECT TOCTYII.

5.4 Axvuuucrparop cern

AJIMUHHUCTpPATOp CETH, COTPYAHUK YUpEXKJEHUS, OTBETCTBEHHBIN 3a (DYHKIIMOHHPOBAHUE
TeneKoMMyHUKamoHHoW noacucreMmsl MCII/IH. AIMUHHCTPAaTOp CETHM HE MMEET MOJHOMOYMI
JUTSI yIIpaBJICHUS MOACHCTEMaMu 00paOOTKHU TaHHBIX U 0€301MaCHOCTH.

AJIMUHHCTpATOP CEeTH 00JIaJIaeT CICTYIONINM YPOBHEM JTOCTYIAa U 3HAHHH:

- obmamaer 4JacThi0 MHPOPMAUKW O CHCTEMHOM M TPHUKIATHOM IPOTPAaMMHOM OOECIICUCHIH
UCTx;

- obnamaeT yacThio MHGOPMAIMK O TEXHUYIECKHX cpencTBax U koHpurypamuu UCIdH;

nMeer (HU3UYECKUil TOCTYN K TEXHWYECKHM CPEICTBaM 00paboTKM MH(OPMAIMU W CPEACTBAM
3aIUTHI;

- 3HACT, 110 MCHBIIIECH MEpPE, OAHO JICTaJIbHOC UM JOCTYIIA.

5.5 Texnmueckwuii cnenuaIHCT MO 06CTY:KHBAHMIO TepHQePHITHOro 060pyI0BAHMS

Texuuueckuil crnenuanuct Mo OOCTY)KHBAaHUIO, COTPYAHHUK YUPEKIACHHs, OCYIIECTBISET
obcinyxuBaHue U HacTpoilky mnepucdepuitnoro obopynoBanus WCIIAn. Texuuueckwuii
CHEIHATUCT TO OOCTy)KMBaHWI0O HE uMeeT gocTyna K [IJ[H, He uMeeT NOTHOMOYMHA IS
yIpaBJeHHs MOJCHUCTeMaMu 00pabOTKU JaHHBIX U O€30TIaCHOCTH.

Texuuueckuii crenuanuctT mo oOCTyKMBAaHUIO 00JalaeT CIeAYyIOIUM yYPOBHEM JIOCTyNa U
3HAHUM:

- obnamaer 4acThi0 MH(OPMAIMK O CHCTEMHOM M TPHUKIAJHOM IMPOrPaMMHOM OOECIIeYeHUN
NCII/IH;

- o0mazgaer yacTbio HHGOPMAIMK O TEXHHUYECKUX cpeacTBax u kKoHpurypamuu UCITH;

3HAcCT, 110 MCHBIIIECH MEpEC, OAHO JICTAJIBHOC UM JOCTYIIA.
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5.6 Mporpammucr-paspadorunk UCI/In

[TporpaMmMuCTBI-pa3pabOTYMKK  (MOCTABLIMKK)  TPHKIATHOrO  MPOrPaMMHOrO  OOecIieueHus,
o0ecrieunBaloIye ero CONPOBOXK/CHHE Ha 3aluInaeMoM oobekre. K maHHOM rpymme MoryT OTHOCHTBCS
KaK COTPYAHUKH YUPEKICHHS, TAK U COTPYTHUKU CTOPOHHUX OpraHU3alunil.

DU3NYECKOE U0 3TON KaTErOpUH:
- obnamaer uH(popManuel 00 aropuT™Max U nporpammax oopadotku unpopmaiu Ha UCIH;

- oOnamaer BO3MOXKHOCTSMH BHECEHHsI OIMMOOK, HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH,
MPOrpaMMHBIX 3aKJIaJ0K, BPEAOHOCHBIX Mporpamm B mporpammuoe oOecrieuenne MCIIIn Ha
CTaJiH ee Pa3padOTKH, BHEJPEHHS U COMPOBOXKICHUS;

- MOXeT pacmojiarath JioObiMu (parmentamu uHpopmammu o torosorun MCIIJIH u
TEXHUUYECKHX cpenicTBax o0paborku u 3amutsl [1/1H, o6pabaTeiBaembix B UCIIIH.
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6 TpeGoBanus k nepconasy no odecnedennio 3ammThl I1/{n

Bce corpymnuku VYupexneHus, siBisomuecs mnonb3oBareasimu WMCII/IH, m0mKHBI 4eTKO
3HaTh M CTPOTO BBINIOJIHATH YCTAHOBJICHHBIC NPaBWJIa W OOS3aHHOCTH TO JIOCTYIYy K
3alIUIIAEMBIM 00bEKTaM B COOIIOICHHIO IPUHSTOTO peskuma Oe3zomacHoctu [1/1H.

[Ipn BCTymuleHMM B JOJDKHOCTH HOBOTO COTPYAHMKA HENOCPEACTBEHHBIM HadaJIbHUK
HOJpa3eieHusl, B KOTOPOE OH IIOCTyHmaer, O00s3aH OpraHu30BaTh €ro O3HAKOMIICHHE C
JNOJDKHOCTHOW —~ HMHCTPYKUMEH M HEOOXOJAMMBIMH  JIOKYMEHTaMH, PpErJIaMEHTUPYIOLIUMU
TpeboBanus mo 3amute IIJ[H, a Takke oOydeHHE HaBBIKAM BBIIIOJHEHHUS TMPOLEIYD,
HEOOXOAMMBIX JUTS CAHKITMOHUPOBAaHHOTO Hcronb3oBanus UCII/H.

CoTpyIHUK NOJDKEH OBITh O3HAKOMIIEH CO CBEACHUSMU HacTosiied [lomuTHKd, MPUHSATHIX
nporenyp padotsl ¢ anemenTamu UCITIn u C3I1/]H.

CoTpyaHUKH VYUpeXJIeHUs, HCIHOJB3YIOIIME TEXHUYECKHE CpeAcTBa ayTeHTHU(UKALUH,
JOJKHBI  00€CIeurBaTh COXPAHHOCTb WJICHTU(PHUKATOPOB (AJIEKTPOHHBIX KIIOUeH) M He
nonyckath HCJ[ x HuUM, a Tak K€ BO3MOXHOCTb MX yTE€pPH WM HCIHOJb30BaHUS TPETbUMU
munamu.  [lonb3oBarenu  HECyT  TEPCOHAJIBHYIO  OTBETCTBEHHOCTh 3a  COXPaHHOCTh
UJEHTU(DUKATOPOB.

CoTpyaHUKH YUpexAeHUs TOJDKHBI CIeI0BaTh YCTAHOBIEHHBIM MpOLEAYpaM MOAJep>KaHus
pexxuma 6e3onacHocT I1JIH nmpu BbIOOpE M MCHOIB30BAHUU NapoJiel (€CIM HE UCIOJIBb3YHOTCS
TEXHUYECKUE CPEJICTBA ayTEHTHU(PHUKAIIUH).

CotpyaHuku YupexAeHUs IOJKHBI OOEcreunBaTh HAAJIEXKAIlyI0 3allUTy 000pYAOBaHUS,
OCTaBJIIEMOT0 0€3 MPUCMOTPa, OCOOCHHO B TeX Cly4asX, KOTJa B MOMEIIEHUE UMEIOT JOCTYI
MMOCTOPOHHUE JHIa. Bce mosb3oBaTenn MOJDKHBI 3HATh TpeboBaHus 1mo OezomacHocTH [IJIH n
MPOIIEAYPHI 3alTUTHI 000PYI0BaHUSI, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAK)KE CBOM OOS3aHHOCTH
o 00ecTeyeHNI0 TaKOH 3aIIUTHI.

CoTpynHuKaM 3ampeliaeTcs yCTaHaBJIMBAaTh ITOCTOPOHHEE IPOTPaMMHOE OOecreYeHHeE,
MOJIKJTIOYATh JIMYHbIE MOOMJIbHBIE YCTPOMCTBA M HOCUTEIM MH(POPMAIIMH, a TaK e 3aIlliChIBaTh
Ha HUX 3alUIIacMy0 HHPOPMAITHIO.

CoTpyaHUKaM 3amperiaercs pasriamiaTh 3allyilaeMyro HH(OpMalHio, KOTopas craja UM
M3BECTHA MPH paboTe ¢ UHPOPMALIMOHHBIMU CUCTEMAMU Y UPEKICHUS, TPETHUM JIUIAM.

ITpu padote ¢ I1In B UCII[IH coTpynuuku YupexaeHus o0si3aHbl 00eceYuTh OTCYTCTBUE
BO3MOHOCTH nTpocMoTpa I1/1H TpeTbuMu munamu ¢ MOHUTOPOB APM minm TepMUHAIIOB.

[Tpu 3aBepiiennu pabotel ¢ UCIT/IH coTpynuuku o0s3anbl 3amuTuTs APM nin TepMuHaibl
C TMOMOIIBIO OJIOKUPOBKU KIIIOUOM HIIM SKBUBAJICHTHOTO CpEICTBA KOHTPOJS, HampHUMeEp,
JOCTYIIOM TIO MapOJII0, €CIIM HE HCIIONIB3YIOTCS 00JIee CUIIbHBIE CPEICTBA 3ALUTHI.

CoTpynHHKH YUpexJeHUs TOJDKHBI ObITh MPOMH(MOPMHUPOBAHBI 00 Yrpo3ax HapyIICHHSI
pexxuma OesomacHoctd [IJIH M OTBETCTBEHHOCTH 3a ero HapymeHue. OHHM JOJDKHBI OBITh
O3HAKOMJICHBI C YTBEPXICHHOW (OpPMaIbHON TPOIEAYPOH HAIOKEHUS JIUCIUTUIMHAPHBIX
B3BICKaHUI HA COTPYJHHKOB, KOTOPbIe Hapymwin [ToMuTHKY HHPOPMAIIMOHHOM 0€30IMacHOCTH U
npouenaypsl 6e3omacuoctu [1/]H.

CotpynHuku o00s3aHpl  0e3 TpomeanieHHs cooOmmarb 000 BceX HAOMIOAAEMBIX WM
MOA03PUTENBHBIX chaydasx pabotel UCIIJIH, MOTYIIHMX MOBIEYS 32 000 yrpo3bl 6€30MacHOCTH
[Iln, a Takke O BBIABICHHBIX HMHU COOBITHSX, 3aTparuBarommx OezomacHocTh [1/1H,
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PYKOBOJICTBY MOJIpa3/CICHUS | JIMILY, OTBEYAIOLIEMY 32 HEMEUICHHOE pearupOBaHUE HA YIPO3bI
6e3omacuoctu [1/]H.
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7 JoakHocTHBIE 0013aHHOCTH NoJb30oBaTeseil UCII/In
JlomxHocTHBIE 00s13aHHOCTH TIob3oBaresnel MCII/H onrcanbl B cieayOmux JOKYMEHTaX:
- Nucerpykuus agmunnctpatopa MCITIH;
- Uncrpykuus anmunancTparopa 6ezonacHoctu UCI/IH;
- Nucerpykuus noas3osatens UCITH.
OtBercTBeHHOCTH cOTpyaHUKOB UCIIH YupexaeHus.

B cootBerctBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 utonst 2006
r. Ne 152-@3 «O nepcoHaabHBIX JAaHHBIX» JIMIA, BHHOBHbIE B HAPYLIEHUH TPeOOBaHUI JaHHOTO
@denepallbHOTO  3aKOHA,  HECYT  TIPaXKJAHCKYI0,  YrOJIOBHYIO,  aJMHUHHCTPAaTHUBHYIO,
JUCHHUIUIMHAPHYI0O U MHYIO0 NPEIyCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JleiicTByroniee  3akoHojaTenbcTBO P®D  mo3BoisieT mpenbsABIATH  TpeOOBaHUSA IO
obOecnieueHno Oe3omacHO paboThl ¢ 3amuiiaeMod uHopMmanued U MpeaycMaTpUBaeT
OTBETCTBEHHOCTh 3a HapyIIEHHE YCTAaHOBJIEHHBIX MpaBWJ 3Kciyatauuu OBM u cucrewm,
HETMPAaBOMEPHBIH JOCTYT K WHPOPMALWHU, €CIH OTH JCHCTBHS TNPHUBEIH K YHHUTOKEHHIO,
OJI0KMpPOBAaHUIO, MOAU(DUKAIIKY UHPOPMAIIMK UK HapylIeHUIo paboTel DBM uinu cereil (ctaTbu
272,273 u 274 YK POD).

Anmunuctpatop UCIIAn u agmunuctpatop 6e3omnacnocti UCIIJIH HecyT OTBETCTBEHHOCTD
3a BCE JCHUCTBHSA, COBEPIICHHBIE OT MMEHU MX YYETHBIX 3allUCEHd WJIM CHUCTEMHBIX YYETHBIX
3aIucei, eciin He JoKa3aH (paKT HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUS YUETHBIX 3aHMCEH.

[Ipu Hapymenusx coTtpyaHukamu YupexaeHus — mnoas3oBareneid HWCIIn npasun,
CBA3aHHBIX C Oe3omacHocThio [I/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JENCTBYIONIMM 3aKoHOAaTeNbCTBOM Poccutickoit denepanum.

[IpuBeneHHble BbIIE TPeOOBAHHWS HOPMATUBHBIX JOKYMEHTOB IO 3allUTe HH(MOpMaLUu
JOJKHBI OBITH OTpakeHbl B [losiojkeHUsAX O mojpasleneHusax YUpeKIeHHsI, OCYIIEeCTBIISIONINX
o6paboTtky [1/In B UCII/IH 1 1OHKHOCTHBIX HHCTPYKIUSAX COTPYAHUKOB YupexneHun.

Heobxomumo Buectu B IlonokeHust o monpasfencHUsIX YUpexAeHUs, OCYIIECTBISIOIUX
o6pabotky [/l B UCII/IH cBenenuss 00 OTBETCTBEHHOCTH MX PYKOBOJMTENCH U COTPYTHUKOB
3a pasrjalieHue W HECaHKIHMOHHPOBAHHYIO MOJU(UKAIUI0 (UCKaKeHue, (anbcu(UKAIHIO)
[1/1n, a Takxke 3a HEMPaBOMEPHOE BMEIIATEIbCTBO B MPOLIECCHl HUX aBTOMATHU3MPOBAHHON
00paboTKH.
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8 CHcox HCIoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBHIMM W METOJMYECKHUMH JIOKYMEHTaMH, Ha KOTOPBIX
6azupyetcs Hactosuiee [lonoxxeHne ABISIOTCS:

1 ®enepanbubiit 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Janee —
@3 «O mnepcoHanbHBIX JAHHBIX»), YCTAHABIMBAIOLIUN OCHOBHBIE NPUHLMUIBI M YCIOBHUS
o6pabotku I1]IH, mpaBa, 00sI3aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIICHUH, CBSI3aHHBIX
¢ obpaboTkoii I[1/1H.

2 Tlocranosnenue [IpaBurenscrBa Poccuiickoii @enepammu ot 1HOs0ps 2012 r. Ne 1119 «O6
YTBEP)KJACHUM TpeOOBaHMM K 3allluTe MEPCOHAJIbHBIX JAHHBIX IpH HX 00paboTke B
MH(OPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JaHHBIX».

3 «Ilomoxxkenne 06 0cCOOEHHOCTSIX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON 0e3
HCIIOJIb30BAHUS CPEJCTB aBTOMAaTU3alumn», yreepxkaeHHoe [locranoBnenuem IIpaBurenscrtea PO
ot 15.09.2008 r. Ne 687.

4 «TpeOoBaHusl K MaTepUaIbHbIM HOCHUTENSIM OMOMETPUUYECKUX MEPCOHAIbHBIX JAaHHBIX U
TEXHOJIOTUSIM XPAaHEHUs TaKUX JIaHHBIX BHE WH(QOPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX
JTaHHBIX», yTBepxkAcHHbIE [locTranoBnenneM [IpaBurenscrBa PO ot 06.07.2008 . Ne 512.

5 HopmaTuBHO-MeTOIMYecKre JOKYMEHThl DenepanbHOil CayXObl MO TEXHHUYECKOMY U
IKcIepTHOMY KOHTpOJto Poccuiickoit deneparnuu (nanee - ®CTIOK Poccun) mo obecnevueHmto
6e3onacunoctu [1/1n mpu ux o6padotke B UCIIH:

6 Pexomenmanuu o odecredeHnio 0€30MacHOCTH MEPCOHANTBHBIX JAHHBIX ITPU UX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMaX MEPCOHANbHBIX NaHHBIX, YTB. 3aM. nupekropa ®CTIK Poccun
15.02.08 1.

7 OCHOBHBIE MEPOTIPUATHS IO OPraHU3AIMK U TEXHUYECKOMY oOecreueHnut0 0e301macHOCTH
MEepPCOHANBHBIX JAHHBIX, 00pabaTbiBaeMbIX B HH()OPMAIIMOHHBIX CHCTEMax IEPCOHAIBHBIX
naHHbIX, yTB. 3aM. qupekrtopa @CTIK Poccun 15.02.08 r. (JACII)

8 bazoBass Mojenp yrpo3 O€30MacCHOCTH TEPCOHAIBHBIX JaHHBIX TMPH HUX 00paboTKe B
MH(POPMAITMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX, yTB. 3aMm. aupektopa PCTIK Poccum
15.02.08 r.

9 Meroauka onpeaeneHus: akTyaJbHbIX Yyrpo3 0€30MacCHOCTH NEPCOHATBHBIX JAaHHBIX IMPU UX
o0paboTke B HH(MOPMALMOHHBIX CHUCTEMaX IEPCOHANBHBIX MaHHBIX, yTB. 3aM. JUpEKTOpa
OCTOK Poccun 15.02.08 r.

Monntnka nHbopmaumoHHon 6esonacHocTu. CTpaHnua 23 13 33



Hpunoxenue 1

Ne [Inan - nepeyeHb TEXHUUECKUX MeponpusiTuii o odecneuennu 6ezonacHoctu MCIT K3 K2 K1
I B noxcucreme ynpapiieHus 10CTYIIOM:
PeanuzoBaTh naeHTH(PUKALNIO U IPOBEPKY MOIITUHHOCTH CYOBEKTOB JIOCTYIA TIPH
1 BXxo/i¢ B onepannoHuyo cuctemy UCII/{x mo maposato ycaoBHO-TTOCTOSIHHOTO + + +
JEHCTBUS, IJTMHOW HE MEHEE IECTH OYKBEHHO-IIM(POBBIX CHMBOJIOB;
PeanuzoBaTh ueHTHGUKALINIO TEPMUHATIOB, TEXHUUYECKUX cpeacTB 00paboTku I1/1H,
2 y350B UCIT/IH, KOMIOBIOTEPOB, KAHAJIOB CBS3M, BHEIIHUX ycTpoicTB MCIIIH mo ux - + +
JIOTUYECKUM UMEHaM (azipecam, HOMEpaMm);
3 Peanu3zoBaTh ueHTHHUKALUIO TPOrPaMM, TOMOB, KaTajioros, ¢ailyioB, 3anucei, i + +
MOJICH 3amuCcel IO UMEHaM;
4 Peanu3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3aIMIIAEMBIM PECYPCaM B + +
COOTBETCTBUU C MATPHIIEH OCTYTIa;
npu Hamumanu o akoueHus UCIIIH k ceTsM 001m1ero mojas30BaHus T0DKHO He amxe 5-ro He amxe 4-to He nuxe 3-ro
5 MIPUMEHSTHCS MEKCETEBOE IKPAaHUPOBAHHE. YPOBHS YPOBHS YPOBHS
3aMIUIIEHHOCTH 3aIIUIIEHHOCTH 3aIUIIEHHOCTH
Jlns obecrieueHns 6e30mmacHoro MexcereBoro B3anmoaeicTsus B UCIx mis He mmxe 5-ro He mmxe 4-ro He auxe 3-ro
6 Pa3HbIX KJIACCOB HEOOXOIMMO HCIONB30BaTh MO YPOBHS YPOBHS YpOBHSA
3alIUIICHHOCTH | 3aIIMIIEHHOCTH | 3aIUIIEHHOCTH

CpencTBo 3aluThl OT TPOrpaMMHO MaTeMaTH4YecKux Bo3aeicTeuii (IIMB):
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Peanu3oBaTh HACHTU(UKAIUIO M ayTEHTU(PUKALNIO CYyObEKTOB JOCTYIIA IPU BXOJE B
CPEICTBO 3alLUThI OT IPOrpaMMHO MaTemaTuueckux Bosaeicteuil (IIMB) u nepen
BBITIOJTHEHUEM UMHU JIFOOBIX OTIepanuii 0 YIpaBiIeHUIO QYHKIUAMU CPEACTBA
3amuThl oT [IMB 1o nmapoJito (W11 ¢ UCHOJIB30BaHUEM MHOTO MEXaHU3Ma
ayTeHTU(UKAINH) YCIOBHO-TIOCTOSIHHOTO JICHCTBHSA JUTMHOW HE MEHEe MIECTH
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

OcymiecTBIATh KOHTPOJIb JIFOOBIX AEUCTBUN CyOBEKTOB IOCTYIA MO YIPABICHUIO
¢byHKIMAME cpeacTBa 3amuThl oT [IIMB TonbKO Mociie npoBeneHus ero ycnemHon
ayTeHTU(PUKALINUH,

[IpenycmoTpeTh MeXaHU3MBbI OJIOKMPOBAHUS JIOCTyIAa K CpeAcTBam 3amuThl ot [IMB
TP BBINIOJIHEHWH YCTAHABIMBAEMOI'O YMCIIA HEYJAaYHBIX IOMBITOK BBOJIA MTAPOJI;

Heo6xoumo npoBoauTh uaeHTHGUKaLKIO (DaiiaoB, KaTaaoroB, IpOrpaMMHBIX
MO/TyJIEW, BHEIIHUX YCTPOMCTB, UCOJIb3YEMBbIX CpeICTB 3amuThl OT [IMB;

B nozacucreme peructpanuu u yuera:

OcymecTBIATh perucTpaIuio Bxoaa (BeIXo1a) CyObeKTa IOCTyIa B cUcTeMy (U3
CUCTEMBI ), THO0 PErUCTPALUIO 3arPy3KU U HHUIMAIN3AIUH ONIEPAllMOHHON CUCTEMBI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpanys BbIXo/1a U3 CUCTEMBI UM OCTAHOBA HE
MPOBOJUTCS B MOMEHTHI annaparypHoro otkiatouenuss UCII{x. B nmapamerpax
perucTpaluu yKa3blBaloTCs AaTa U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTyIa B
cucTeMy (M3 CUCTEMBI) UJTK 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[IpoBOANTH y4€T BCEX 3alIMINAEMbIX HOCHTEEH HH(OPMAITUHU C TIOMOIIBIO UX JTFOO0M
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B XKypHaI (YUYETHYIO KAPTOUKY);
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[TpoBOANTE pETUCTPAIMIO BXO1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJACTBO 3ALIUTHI OT
IIMB, perucrpanuro 3arpy3ku 1 HHULMAINA3ALUHU 9TOTO CPENCTBA U €€
IIPOrPaMMHOTI'0 OCTaHOBA. B mapameTpax perucrpanuu yka3blBaeTCs BpeMs U J1aTa
BXOJIa/BBIX0/Ia CyOBEKTa I0CTYIA B CPeACTBO 3amuThl oT [IMB nm
3arpy3Kn/0CTaHOBa 3TOTO CPEJICTBA, a TAKKE NACHTH(UKATOP CyObeKTa 0CTyna,
VHHALIMMPOBABIIEIO TaHHBIE ICUCTBUS;

[IpoBoauTh perucrpanmio coobITui npoBepku 1 oOHapyxenust [IMB. B mapamerpax
perucTpaiuy yKa3bIlBaloTCs BpeMs U JlaTa MpoBepkH uiu ooHapyxenus [IMB,
UJEHTU(PUKATOP CYOBEKTa JOCTYNAa, NHULMUPOBABLIETO JaHHbIE IEUCTBUS, XapaKTep
BBITIOJTHSIEMBIX JCHCTBUIN 1O TIPOBEPKE, THUIT 0OHAPY>KEHHOU BPETIOHOCHOM
nporpammsl (BII), pesynbrar aeiicTBuii cpeacTsa 3amuThl 1o Onokuposanuto [IMB;

[TpoBOANTH perucTpamio COOBITHI IO BHEAPEHHUIO B CPEICTBO 3amuThl oT [IMB
MakeToB OOHOBJIEHUH. B mapameTpax perucrpanun yKa3bplBarOTCS BpeMsl U JlaTa
0OHOBIICHHUS, UJCHTU(DUKATOP CyOBEKTA TOCTYIA, HHUIIMUPOBABIIIETO JTAHHOE
JEHCTBUE BEPCUsI U KOHTPOJIbHAS CyMMa IaKeTa OOHOBJICHUS,

[IpoBOANTH perucTpamio COOBITUH 3aITyCcKa/3aBepIeHUsT pab0ThI MOTyJIEH CpeIcTBa
3amuTel oT [IMB. B mapameTpax peructpanuu yka3zblBaroTCs BpEMsI U 1aTa
3amycKa/3aBepiieHus padoThl, HACHTH(PUKATOP MO, HACHTU(UKATOP CyOBeKTa
J0CTyIa, UHUIIUUPOBABIIETO JIaHHOE JICHCTBUE, PE3YAbTAT 3aIyCcKa/3aBepIIeHuUs
paboTHI;

JIOJI’KHA MTPOBOIUTHCS pEerucTpalysi COOBITUI YIIPaBIeHUs CYObEKTOM J0CTyIa
¢byHkusamMu cpeactaa 3amuThl oT [IMB. B napamerpax peructpaiuu yKa3blBatoTcs
BpEMsI U J1aTa COOBITUS YIIPaBICHUS KXo QyHKIIMEH, uIeHTUDUKATOP U
cnenudukanus GyHKIUH, UISHTUPUKATOP CYyObEKTa T0CTya, MHUIIMAPOBABILIETO
JTaHHOE JIeMCTBHE, pe3ybTaT IeHCTBUS;
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IIpoBoauTH perucTpanuio COObITUIN MOMBITOK JOCTYyIa IPOTrPAMMHBIX CPEJCTB K
MOJIyJsAM cpeacTBa 3amuThl oT [IMB win criennansHbeIM JtoByIIKaM. B mapamerpax
peruCTpaIiy yKa3bIBAIOTCS BPEMS U JIaTa MOMBITKA JOCTYIA, HACHTU(PHKATOP
MOMYJISA, UACHTH(GHUKATOP U crienuUKammsi MOAYJIS cpecTBa 3amuTtel oT [IMB
(ciennanbHOM JIOBYILIKH), PE3YJIbTAT MOIBITKH JIOCTYIIA;

[IpoBoauTH perucTpainmio coObITUI OTKaTa s cpeacTra 3anuTel oT [IMB. B
napaMmeTpax perucTpalii yKa3blBarOTCs BpeMsl U JjaTa COOBITHS OTKarTa,
crenuguKanus AeCTBUM OTKaTa, HACHTUPUKATOP CyObEeKTa I0CTyIa,
VHHULMMPOBABILIETO TAHHOE JIEUCTBUE, pE3yibTaT IEUCTBUS;

10

ObecrneunTsb 3alUTY JAHHBIX PETUCTPAIMK OT UX YHUUTOXEHUS UM MOIU(UKALUN
HapyluTeIeM;

11

Peamm3oBaTh MeXaHU3MBI COXpaHCHUA JaHHBIX PErUCTpaluu B CIIydac COKpallCHUA
OTBCJACHHBIX IO HUX PECYPCOB;

12

Peanm3oBaTh MeXaHU3MBI TPOCMOTPA U aHAJIHM3a JAHHBIX PETHCTPALUU H UX
(dbunpTpaIuu 1o 3aJaHHOMY HaObOpy MapaMeTpoB;

13

[TpoBOANTH aBTOMATHYECKUI HEMPEPHIBHBIIT MOHUTOPUHT COOBITHI, KOTOPHIE MOTYT
SIBJATHCS pUanHOU peanu3anuu [IMB (co3manue, perakTupoBaHHE, 3aMUCh,
KOMITWJISIUS 00BbEKTOB, KOTOpBIe MOTYT cojepskath BII).

14

Peamm3oBaTh MexaHNU3M aBTOMATHYSCKOI'O aHAJIN3a JaHHBIX PETUCTpALlUU 110
rabJIoOHaM THIIOBBIX HpOHBJ’IeHI/Iﬁ IIMB ¢ aBTOMaTH4ECKHUM UX 6J'IOKI/IpOBaHI/IeM u
YBECAOMIICHUEM aAMHUHUCTPATOPA 6630HaCHOCTI/I;

15

[TpoBOAUTE HECKOJILKO BHIOB yueTa (AyOIHPYIOIINX) C PETUCTPAIIUEH BbIIaun
(mpuema) HocuTenel nHpOopMaITUH;

16

OcyIiecTBIATh PETUCTPAIINIO BXOAA (BbIX0/1a) CYOBEKTOB JIOCTYIA B CHCTEMY (U3
CUCTEMBI ), THOO PErUcTpallvs 3arpy3Kd U WHUIMATU3ALUN OTIEPAIMIOHHON CUCTEMBI.
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17

OcCyIecTBIATh PErUCTPALMIO BbIIAUX MEYATHHIX (TpagHuUuecKnx) TOKYMEHTOB Ha
«TBEpAYIO» KOIHIO. B mapaMerpax peructpanuy ykas3blBatoTcs (JaTa U Bpems
BbI1auX (0OpaIIeHus K MOACUCTEME BBIBOA), CIIEHM(UKAIHS YCTPOWCTBA BBIAAYHN —
JoTu4YecKoe uMs (HOMEep) BHELIHETO YCTPOICTBA, KPaTKOE COJEpKAHUE
(HauMeHOBaHUe, BUJ, MH(}P, KOI) M YPOBEHb KOHPHUACHIINATHLHOCTH IOKYMEHTA,
UACHTU(PHUKATOP CyObEKTa JOCTYIA, 3aIPOCUBIIETO JOKYMEHT;

18

OcymiecTBIATh pEruCTpalyio 3amycka (3aBeplIeHHs ) IPOrpaMM U IPOLIECCOB
(3amanuit, 3a/1a4), MpeIHa3HAUYEHHBIX sl 00pabOoTKH 3anuiiaemMeix ¢aiaos. B
napamMeTpax perucTpaiyy yKa3bIBAIOTCS JaTa U BpeMsl 3aIyCKa, HMs
(mperTHdUKATOP) MPOTPpaMMEI (TIpoIecca, 3aJaHus ), HACHTU(PUKATOP CYObEeKTa
JI0CTYTIa, 3alIPOCUBILIETO MTPOrpaMMy (IIpoliece, 3a/1aHue), pe3ysbTaT 3amycKa
(ycnemHbIi, HeyCIeUTHbI — HECAaHKIITMOHUPOBAHHBIH ),

19

OcCymiecTBIATh PETUCTPALIHMIO MONBITOK JOCTYIA IPOrPaMMHBIX CPEICTB (Mporpamm,
MIPOIIECCOB, 3a/1a4, 3a/IaHWi ) K 3ammiaeMbiM (aiimam. B mapamerpax perucrpanuu
YKa3bIBAIOTCSA JaTa U BPeMsl TIOIBITKH JIOCTYIIA K 3aluiaeMomMy (aiiny ¢ ykazaHHeM
ee pe3ynbrara (ycIenHas, HeyCcrelnrHas — HeCaHKIIMOHUPOBAHHAs), HACHTH(PUKATOP
cyOBeKTa IoCTyMa, crienuguKanms 3anmiaemMoro Qaiiia;

20

OcymiecTBIATh PETUCTPALMIO MOMBITOK JOCTYIA MPOTPAMMHBIX CPEJICTB K
CJIEYIOIIUM JIOTIOTHUTEIBHBIM 3alUIIaeMbIM 00bEKTaM JO0CTYIa: TEPMHUHAJIAM,
kommbioTepam, y3nam cetu UCIIIH, muHusM (KaHaJIaM) CBSI3U, BHEITHUM
yCTpOICTBaM KOMITbIOTEPOB, POrpaMMamM, ToMaM, Katajoram, (aiiaam, 3anucsm,
MoJIsIM 3anuceil. B mapaMerpax perucTpaluu yKa3blBaroTCs 1aTa U BpeMs OTBITKU
JIOCTYTIa K 3alllUIIaeMOMYy OOBEKTY C YKa3aHHeM €€ pe3yibTaTa (ycreurHas,
HeyCIenIHas — HeCaHKIMOHUPOBaHHas ), UACHTU(PUKATOP CyObeKTa JOCTYIIA,
cnenu@uKaInys 3amInaeMoro 00beKTa — JIOTHIECKOe UMsI (HOMeEp);

21

HpOBOI[I/ITB Y4YET BCEX 3alIUIIACMbIX HOCHUTENCH I/IH(bOpMaLII/II/I C IIOMOIIBIO UX
MapKHUPOBKH U C 3aHCCCHUEM YUCTHBIX NAHHBIX B )KYpHaJI (y‘ICTHYIO KapTO‘{KY);

Monntnka nHbopmaumoHHon 6esonacHocTu. CTpaHnua 28 13 33




22

Ocy1iecTBIATh OYUCTKY (0OHYIIeHHE, 00e3IMYMBaHIE) 0CBOOOKIAEMBIX 00IacTeit
OTICPATUBHOW MaMsATH KOMIBIOTEPOB U BHEIIHUX HakomuTeneil. OuucTka
OCYIIECTBISIETCS OJHOKPATHON MPOHU3BOIBHOM 3aMKCHI0 B 0CBOOOKIaEMYIO 001acTh
MaMSATH, paHee UCIIOJIH30BAHHYIO JUIsl XPAHEHUS 3aIIUIIAeMbIX TaHHBIX ((aiiios,
nH(pOpMAIIHN);

B noacucreme obecredeHus 1eIOCTHOCTH

ObecneynTsb 1IETOCTHOCTh MPOrpaMMHBIX CpeICTB 3auThl B coctase C3I1/1H, a
TaK)K€ HEM3MEHHOCTb MTPOrpaMMHOM cpeabl. [Ipy 3TOM 11eI0CTHOCTh CPECTB 3alIUThI
IIPOBEPSIETCS MPHU 3arpy3Ke CUCTEMBI 110 HAJTMUUIO UMEH (MIeHTU(UKATOPOB)
koMroHeHT C3I1/IH, eaocTHOCTh MPOrpaMMHOM cpejibl 00ecrieunBaeTcs
orcyrctBueM B ICIT/IH cpencTB pa3paboTKH U OTJIAAKU IPOrpaMM;

OcymectBiarh puznueckyto oxpany UCII/IH (ycTpoiicTB 1 HOcuTenei
nH(popMaIun), mpeaycMaTpuBaroiias KOHTpoIb goctymna B momemenus UCIIa
MTOCTOPOHHUX JIUI], HAJTMYKE HAICKHBIX MPENSTCTBUI 17151 HECAHKIIMOHUPOBAHHOTO
nporukHoBeHus B omenienust UCII/IH u Xxpanumnwuine HocuTeneil nHdopMaIu;

[TpoBoauTs mepuoanueckoe TectupoBanue Gpynkunii C3I1/IH npu n3mMeHeHUn
nporpamMmMHoi cpenbl 1 iepcoHana MCII{H ¢ moMonpio TECT-MPOTrpamm,
umutupyromux nonsitku HC/I;

JIOJDKHBI OBITH B HATM4KMK cpeacTBa BocctanoBiaeHus C3I1/IH, mpemycmarpuBaromnue
BEJICHUE JIBYX KOTIMH IIPOrPaMMHBIX CPEJICTB 3aIIUThl HH()OpMAITUH, UX
MePUOANIECKOE OOHOBJICHHE U KOHTPOJIb pab0OTOCIIOCOOHOCTH;

[IpoBOANTH MPOBEPKY LIEIOCTHOCTU MOJYJIeH cpeacTBa 3amuTsl ot [IMB,
HEOOXOIUMBIX JJISl €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, IPU €T0 3aTPYy3KE C
HCIIO0JIb30BAHUEM KOHTPOJIbHBIX CYMM;

O0ecneynTh BO3MOKHOCTb BOCCTAHOBJICHHUS CpeacTBa 3alllMThI OT HMB,
npeaycMmarpuBaromas BEACHUEC IBYX KOITHH IpoOrpaMMHOTO CPpEACTB 3alIUTEI, €0
MEpUOAUICCKOC OOHOBIICHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I;
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7 Peann3oBaTh MEXaHU3MBI IPOBEPKH LIETOCTHOCTH AKETOB OOHOBIICHH CPEACTBA N N N
3amuTsl oT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

3 [TpoBouTh pezepBHOE KonupoBanue [1/lH Ha oTUy)TaeMble HOCUTETH HHPOPMAIIHH; N N

\Y B noacucreme aHTUBHPYCHOM 3aIlIUTHI:
[IpoBoauThs aBTOMAaTHYECKYIO MPOBEPKY Ha Hanuuue BII wnu nocneacreuii [IMB

1 npu umnopre B UCII/IH Bcex mporpaMMHBIX Moyl (IPUKIIAJHBIX IPOTPAMM), + + +
KOTOpbIe MOTYT cofepxaTh BII, Mo uX TUNOBBIM 11a0JIOHAM U C IIOMOIIBIO
IBPUCTUYECKOTO aHAIIN3A;

) PeanuzoBaTh MeXaHM3MbI aBTOMAaTHYECKOTO OJIOKHpOBaHUs 00HapykeHHbIX BII N N N
MyTeM UX YAaJE€HUS U3 MPOrpPaMMHBIX MOJIyJEH WM YHUUYTOKEHUS;

3 PerynsipHo BeINOIHATH (IIpH nepBoM 3amycke cpeacTs 3aumThl [1J{n ot [IMB u ¢ N N N
yCTaHaBJIWBAEMOW MMEPUOANIHOCTHIO) TPOBEPKA HA TIpeIMeT Hamn4us B HUX BII;
JomkHa nHUIIMUpOBaThCs aBToMatndeckas nposepka UCII/In Ha npeaMeT Hanuuus

4 + + +
BII npu BeisiBnennn ¢akra [IMB;
Peanu3oBaTh MexaHU3M OTKaTa JUIsl yCTAaHABIMBAEMOIO YKCIIA ONepaluid yAAICHUS

5 BII u3 onepatuBHOM WJIK MOCTOSIHHOW MAMSITH, U3 MPOrPAMMHBIX MOIYJIEH U + + +
MPUKIIAJHBIX TPOrpaMM WM MPOTPAMMHBIX CPEACTB, coaepxamux BIL.

5 Hononautensno B UCIIJIH nomkeH npoBOAUTHCS HEMPEPHIBHBINA aBTOMATHYECKHI + + +
MOHHUTOPHUHT HHGOPMAITMOHHOTO OOMEHA ¢ BHEILIHEH CEThIO ¢ 1eNblo BhisiBiieHus BIIL.

Vi Kontponas orcyrcteus H/B B I10 C3U1
J1jis mporpaMMHOTO 0OeCTIeueH s, UCIIOIb3yeMOT0 IPH 3aluTe HHPOpMAIUH B

1 NCTIn (cpeacts 3amutsl unopmanmu — C3U, B ToM uncie 1 BCTPOSHHBIX B + + +
o0I1ecuCTeMHOE U MPUKIaJHOE TporpaMMHoe obecniedenue — [10), nomkeH ObITh
o0ecreyeH COOTBETCTBYIONUI YpOBEHb KOHTpoJIs oTcyTcTBHsI B HeM HJIB (ue
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JIEKJIApUPOBAHHBIX BO3MOKHOCTEM).

VIl

Ob6napyxenue sropxkennit B UCIT/Ix

OObHapyxeHue BTOPKEHUH JOJHKHO 00eCeunBaThCs IMyTEM MCI0JIb30BAHUS B
coctaBe MCIIJIH mporpaMMHBIX WJIM IPOrpaMMHO-aINapaTHBIX CPENICTB (CUCTEM)
oOHapyxeHus sropxkeruii (COB).

Heo0xoanmo 00s3aTenbHOE HCIOIB30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbBIE METO/Ibl aHAIH3a

Heo0xoanmo 006s3aTenbHOe CIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTak,
HCIOJIb3YIOUINE CUTHATYPHbIE METO/IbI aHAIM3a U METO/IbI BBISBIICHUS aHOMaJIH

VIl

3ammuTta UCIIdu ot IDMHWH

Jlnst oO6paboTku nHGOpManuu HeoOxoaumo ucnosib3zoBaTh CBT, ynoBierBopstomue
TpeboBaHusAM cTaHIapToB Poccuiickoit deneparuu 1mo 3JeKTpOMarHuTHOM
COBMECTUMOCTH, 10 0€30MaCHOCTH M 3PTOHOMHUYECKUM TPeOOBaHUSIM K CpeACTBaM
0TOOpaxkeHUs1 HHPOPMAIMH, TI0O CAHUTAPHBIM HOPMaM, MPEIbSIBISIEMbIM K
BHICOTUCIUICHHBIM TepMuHaiaM [I9BM (manpumep, [OCT 29216 91, TOCT P
50948-2001, TTOCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus MCII/IH TpeboBanmsam 6e3omacuoctu [1/]x

[IpoBectu 00s3aTeNnbHYIO CePTUPHKAIUIO (ATTECTALMIO) IO TPEOOBAHUSAM
0e301acHOCTH HH(POPMAIIHH;

JlekaapupoBaTh COOTBETCTBHE MM 0053aTEIbHYIO CePTUPHUKALUIO (ATTECTALUIO) IO
TpeGoBaHMAM 06€30IaCHOCTH MHPOPMALIUH (IO PELICHUIO OTlepaTopa);
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[Tpumeuanue: s UCITIn 4 knacca nepeueHb MeponpusaTiii o 3ammure [1/[H onpenensercs B 3aBUCUMOCTH OT yiiep0a KOTOPBI MOKET OBITh

HAaHCCCH B CJICACTBMU HCCAHKIIMOHHUPOBAHHOI'O UJIKM HCIIPCAHAMCPCHHOT'O NOCTYyIIa K HI[H

CornacoBaHo:

JlaGopaHT TomuybaeBa Airyn OpmexkOaeBHa
Yuurens uHPOpMATHKU AHnToHOBa TaTpsHa IBaHOBHA
3aMecTUTENh IUPEKTOpa 10 BOCHUTATENbHON paboTe Ky3pmuHa AHacracus AnekceeBHa
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JIner o3nakomiienus ¢ [lonuTnkoi HHpoOpMannoHHOH 0e30aCHOCTH

Ne 1017 (0) HosxHoCTH [ara Hoanmuceh
n/n
1 | TomaybaeBa Aliryn DpmekOaeBHA JlaGopanTt
2 | ArronoBa Tarbsina MIBaHOBHA Yuurens nHGOPMATHKU
3 | Ky3pmuna Anacracusi AjekceeBHa 3amMecTuTeNb AUPEKTOpa 1O
BOCIIUTATEILHOU paboTe
4. | Edbumosa Jlrogmua Biiagumuposna Bubnuorekapnb

Monntuka nHbopmaumoHHon besonacHocTh. CtpaHnua 33 13 33
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