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Omnpenenenus

B HaCTOAICM JOKYMCHTC UCIIOJIB3YIOTCA CIICAYIOIIUC TCPMUHBI U UX OMPCACIICHUS.

ABTOMATH3UPOBAHHAS CHCTEMA — CHUCTEMa, COCTOAIIAs M3 IEpCOHANIAa M KOMILIEKCA
CPEICTB aBTOMATHU3aIlUM €T0 JEATEIBHOCTH, peau3yrolias HH(OOPMAIMOHHYIO TEXHOJOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX (DYHKITHIA.

AyTeHTH(l)I/IKaIII/IH OoTHpaBUTEC/IsI NAHHBIX — IIOATBCPXKIACHHUEC TOr0, 4YTO OTIIPABUTCIIb
MOJIYYCHHBIX TAHHBIX COOTBCTCTBYCT 3a4BJICHHOMY.

be3onacHOCTD NEPCOHAJBHBIX JAHHBIX — COCTOSHUE 3aIIUIICHHOCTH IE€PCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCThIO  TOJNb30BAaTENEH, TEXHUYECKUX CPEICTB |
MH(QOPMALIMOHHBIX TEXHOJOTHH 00ecneunTh KOH(UAECHINAIBHOCTb, IEIOCTHOCTh U JOCTYIHOCTb
NEePCOHATBHBIX JAaHHBIX MpPU MX 00paboTke B WH(POPMAIMOHHBIX CHCTEMax IEPCOHATBHBIX
JIAHHBIX.

BuoMerpnyeckue TepCOHAJbHbIE JaHHbIE — CBEICHHS, KOTOPHIC XapaKTEPU3YIOT
bu3HONIOrHYeCKHe OCOOCHHOCTH 4YEJIOBEKAa W HAa OCHOBE KOTOPBIX MOXKHO YCTAHOBUTH €TO
JIMYHOCTh M KOTOPBIC UCTOJIB3YIOTCSI AJIMUHUCTPALIUCH ISl YCTAHOBIICHHS JIMYHOCTH CyOBEKTa
MEPCOHATBHBIX JAHHBIX, MOTYT 00pabaThIBAThCS TOJBKO IMPU HATUYHH COTJIACHS B MMHCHBMEHHON
dbopMe cyOBeKTa MEepCOHANBHBIX NaHHBIX (BKIHOYas (Gororpaduu, OTHEUaTKHU MajbleB, 00pa3
CEeTYATKH IJ1a3a, 0COOCHHOCTH CTPOCHHUS Teja U JPYTYIO MOA00HY0 HH()OPMAIIKIO).

bioknpoBanne mNepcOHANbBHBIX JaHHBIX — BpEMEHHOE TNpekpaiieHre o00paboTku
NEPCOHANBHBIX JAaHHBIX (32 MCKIIOYCHHEM CIydaeB, eciid o0paboTka HeoOXoamma s
YTOYHEHMSI IEPCOHAIBHBIX JIaHHBIX ).

Bupyc (KOMNBIOTEpHBI, NPOrPAMMHBIN) — HCHOJHAEMbIA IMPOrPAMMHBIA KOJA WU
UHTEPIIPETUPYEMbIi HA0Op WMHCTPYKIMH, OONAJaroIIuii CBOWCTBAMHM HECAaHKIMOHHUPOBAHHOTO
pacnpocTpaHeHus: U camoBociipou3BeieHus. Co3aaHHbIe 1yOIUKaThl KOMIIBIOTEPHOTO BUpYca HE
BCErJla COBIAJAOT C OPUTHMHAJIOM, HO COXPAHSIOT CHOCOOHOCTh K  JalbHEHIIeMYy
pacIpoOCTPaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnas mnporpamma — nporpamma, IpeJHa3HAuY€HHas Ui OCYLIECTBIICHUs
HECaHKIIMOHUPOBAHHOTO JOCTYINA U (UJIM) BO3ACUCTBUS HAa NEPCOHAJIbHBIE TaHHBIE WIIU PECYPChI
MH(GOPMAIIIOHHOW CUCTEMBI IEPCOHAIBHBIX JaHHBIX.

Bcenomorare/ibHbIe TEXHHYECKHE CpPeICcTBAa M CHCTeMbl — TEXHUYECKHE CpPEICTBA H
CHCTEMbI, HE MpeJHa3HAauYeHHbIe /Ui Iepenaul, oOpaboTKU M XpaHEHUs MEepCOHAIbHBIX JaHHBIX,
YCTaHaBJIMBAEMbIE COBMECTHO C TEXHHUYECKHMH CPEICTBAMH M CHCTEMAMHM, IPEIHA3HAYCHHBIMU
Ui 00pabOTKM TEpPCOHAIBHBIX JaHHBIX WIM B IOMEIIEHUAX, B KOTOPHIX YCTaHOBJIEHBI
MH(OPMAIIMOHHBIE CUCTEMBI [IEPCOHATIBHBIX IAHHBIX.

JlocTynl B ONepalMOHHYIO cpely KOMIbIoTepa (MH(OPMALMOHHON cHCTEeMbl MePCOHAILHBIX
JAAHHBIX) — TIOJTy4eHHE BO3MOKHOCTH 3aIlyCKa Ha BBINOJHEHHE IITATHBIX KOMaH/1, (PyHKLMHA, TPOLIEAyp
OIEPALIMOHHON CHCTEMBI (YHUUTOXKEHMSI, KOITMPOBAHUS, MEPEMEIIEHNS U T.I1.), UCHIOIHIEMbIX (PaiyioB
MPUKJIATHBIX [IPOTrPAMM.

JlocTyn K uH(popManmm — BO3MOXKHOCTb ITOTy4eHHs HTHPOPMAIIMK U €€ UCIIOJIb30BaHUS.

3akyIaiouHoe YCTPOWCTBO — SJIEMEHT CPEACTBA CheMa HH(OPMAIMH, CKPBITHO BHEIPSEMbIN
(3aKsIazpIBacMblii WM BHOCHMBIM) B MecCTa BO3MOXKHOTO cCheMa HHGpOpMaluu (B TOM YHCIE B
OrpaxIeHne, KOHCTPYKIIHIO, 000pyI0BaHKE, TIPEAMETHI MHTEPhepa, TPAHCIIOPTHBIE CPEZICTBA, A TAKKE B
TEXHUYECKHE CPEJICTBA U CUCTEMBI 00pabOTKHU MHPOPMALIUN).
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3ammmaemass uHdopMauus — nHOOPMAIWS, SBIMIOMAACS NPEIMETOM COOCTBEHHOCTH U
HOJUISKAIIAST 3alUTEe B COOTBETCTBUHM C TPEOOBAHMSIMHU MPABOBBIX JOKYMEHTOB MM TPEOOBAHMSAMH,
YCTaHABIIMBAaEMbIMU COOCTBEHHMKOM MH(OPMALIHH.

Nnentuduranmusa — mpucBoeHHE CyObeKTaM M OOBEKTaM JIOCTyNa HiaeHTU(HKaTopa W (MJIN)
CpaBHEHHE NPEABSBIISIEMOTr0 HICHTH(HKATOPA C IIEPEUHEM ITPHUCBOSHHBIX UACHTH(PHKATOPOB.

HNudopMaTHBHBIA CHIHAJ — DJIEKTPHYECKUE CUTHAIIBI, aKyCTHYECKUE, 3JIEKTPOMArHUTHBIE H
Ipyrve (U3MYecKHe TOoNsL, 10 TapaMerpaM KOTOPhIX MOMKET ObITh pacKpbiTa KOH(UICHIMATbHAS
uHpopmanys (TepcoHATIBHBIEC JaHHbIe) 00pabarsiBaeMasi B MH(OPMAIIMOHHON CHUCTEME MEePCOHATBHBIX
JTaHHBIX.

Nudopmanuonnas cucrema mnepcoHaJbHbIX JaHHbIX (MCIIAH) —COBOKYIHOCTb
COACPIKAIINXCS B 6a3ax JaHHBIX MCPCOHAJIBHBIX JAaHHBIX H O6€CH€‘-II/IB3.IOH_[I/IX Hnux O6p&60TKy
I/IHCI)OpMaI_II/IOHHBIX TEXHOJIOTUH U TEXHUYECKUX CpCACTB.

HNudopmanmoHHbie TEXHOJOTHH — TIPOIECChI, METOIBI TIOMCKa, cOOpa, XpaHeHWs, oOpaboTKH,
MPEIOCTABIICHHS, PACIIPOCTPAHEHUST MH(GOPMAIIMK M CIIOCOOBI OCYIIECTBICHUS TAKUX MPOIECCOB U
METOJIOB.

Hcnonb3oBaHue nepcoHATbHBIX JAHHBIX — JCHCTBUA (omepanuu) € NEepPCOHATbHBIMU
JAHHBIMM, COBEpLIAEMbIE ONEPATOPOM B LENAX MPHUHATUS PEIIEHUH WIN COBEPUICHUS HMHBIX
JEICTBUH, MOPOXKAAIOINX IOPUINYECKUE TIOCTIEACTBUS B OTHOILIEHUU CyObEKTa MEePCOHAIBHBIX
JAHHBIX WIM JAPYIHX JIMI JUOO MHBIM 00pa3oM 3aTparuBalollUX IpaBa U CBOOOIBI CyObeKTa
[EPCOHAIBHBIX JAHHBIX WM JPYTUX JIMILL.

Hcrounnk yrposbl 0e3onacHOCTH MH(OPMALUU — CYObEKT J0CTYyIA, MaTepUaabHbIi OOBEKT WU
(r3HIgecKoe SIBICHHE, SIBISIOIINECS IPHYUHON BOSHUKHOBEHHS YTPO3bl 0€3011aCHOCTH HH(OPMAIIHH.

KonTtposmpyemasi 30Ha — TPOCTPAHCTBO (TEPPUTOPHs, 3/IaHKE, YacTh 3/IAHKS, TOMEIICHHE), B
KOTOPOM HCKJIFOUCHO HEKOHTPOJMPYEMOE IMpeObIBAaHKE MOCTOPOHHUX JIMIL, & TAKKE TPAHCIIOPTHBIX,
TEXHHYECKHX W MHbIX MATCPUATBHBIX CPEIICTB.

Kon¢puieHIMaILHOCTh NEePCOHAIBHBIX JAHHBIX — 0053aTeIbHOE Ul COOMIOACHUS OIEPaTOpOM
WIM WHBIM TIOIYYMBIIMM JOCTYN K TEPCOHATBHBIM JAHHBIM JIMLIOM TpeOOBaHHME HE JOMyCKaTh HX
pacrpocTpaHeHre 0Oe3 cornacusi CyObeKTa MEPCOHANBbHBIX JAHHBIX WM HAIWYMs HHOTO 3aKOHHOTO
OCHOBaHML.

Me:xcereBoil 3KpaH — JIOKAJbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHATILHO-pACTIpEIeTICHHOE
MporpaMMHOE  (IIPOrpaMMHO-AIIAPaTHOE) CPEACTBO  (KOMIUIEKC), peau3ylollee KOHTPOJIb 3a
uH(popMaIel, MocTynaromeld B HHPOPMAIMOHHYIO CHUCTEMY TMEPCOHATBHBIX JAHHBIX W (W)
BBIXOJIAIIEH U3 MH(POPMAIIMOHHON CUCTEMBI.

Hapyumrens 0e30MaCHOCTH TEPCOHAJIBHBIX JAHHBIX — (U3MYECKOEe JMIO, CIy4daifHO WM
NpeTHAMEPEHHO COBEPIIIAIOIIEE JICHCTBUS, CIEJICTBHEM KOTOPBIX SIBJISETCS HapylleHHe Oe30MacHOCTH
NEPCOHATBHBIX JIAHHBIX MPH MX 00pabOTKe TEXHUYECKHMMH CPEICTBaMU B MH(OPMAIIMOHHBIX CHCTEMaXx
HEPCOHATBHBIX JTAHHBIX.

HeaBromaTusupoBanHas o0padoTka NepPCOHAIBHBIX AAHHBIX — o0OpaboTka
NEPCOHANBHBIX JaHHBIX, COJEPKALIMXCSA B MH(POPMAILMOHHON CHCTeMe MEePCOHAIBHBIX JAaHHBIX
aM00 W3BJIEUEHHBIX W3 TaKOM CHUCTEMBbI, CUMTAETCS OCYILECTBICHHOW Oe3 HCIOJIb30BaHUs
CPEICTB aBTOMAaTH3alMy (HEAaBTOMATU3MPOBAHHOM), €CIIM TAaKUE ACUCTBHS C NEPCOHAIBHBIMHU
JTAHHBIMU, KaK HCIIOJIb30BaHHWE, YTOYHEHUE, PACIPOCTPAHECHHE, YHHUYTOXKEHUE MEPCOHATBHBIX
JTAHHBIX B OTHOLICHUU KaXXIOTO U3 CYOBEKTOB MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU
HEIOCPEICTBEHHOM Y4aCTHH YEJIOBEKA.
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HenexyiapupoBaHHble  BO3MOKHOCTH —  (DYHKIIMOHAQJIBHBIE ~ BO3MOXKHOCTH  CPEIICTB
BBIUHICITUTEILHON TEXHUKH, HE ONMCAHHBIC W HE COOTBETCTBYFOIIME ONMMCAHHBIM B IOKYMEHTAITUH, TIPH
UCTIOJIb30BaHUM ~ KOTOPBIX BO3MOXKHO —HApYIICHWE KOH(PHUACHIMATBHOCTH, JIOCTYITHOCTH I
IIEJIOCTHOCTH 0OpabaThiBaeMol HHGOPMAIIHH.

HecaHKIMOHMPOBAHHBII 10CTYN (HECAHKIMOHMPOBAHHBIE IeiiCTBHSI) — TOCTYI K MH(pOpMAIN
WM JIEUCTBHA ¢ MH(OpMAIMel, HapYIIAOIHe MpaBWia pasrpaHuueHus JOCTYMa C UCTIOIb30BaHUEM
HITaTHBIX CPEJICTB, IPEIOCTABIISIEMbIX HHPOPMAIIHOHHBIMH CUCTEMaMH IEPCOHATIbHBIX TaHHBIX.

Hocuteapr wunpopManuu — (U3MYECKOE JUIO WIM MarepualbHbIi OOBEKT, B TOM YHCIE
¢uzmyeckoe 1nose, B KOTOpOM HMH(OpMaIsl HaXOOUT CBOE OTPAKEHHE B BUJE CUMBOJIOB, 00pa3oB,
CHUTHAJIOB, TEXHWYECKHX DEIIEHWH W TPOLECCOB, KOIMUECTBEHHBIX XapaKTEPUCTHK (PU3MUECKUX
BEJINYMH.

O0e3/1MYMBaHNe NMEPCOHANBHBIX JAHHBIX — JICHCTBUSA, B PE3YNIbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXKHO 0€3 MCIIOJIb30BaHUs JONOIHUTEIBHON HH(POPMAIIUK ONIPEeIeUTh MPUHAIIC)KHOCTD
NEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHAIBHBIX JAHHBIX.

O0padoTka MNePCOHAIBLHBIX JAHHBIX — JI000€ JeiicTBUe (omepainus) WIA COBOKYITHOCTbH
NefcTBuil  (orepanuii), COBEpIIAEMBbIX C HCIIOJIB30BAaHUEM CPEICTB aBTOMATH3alMUd WM  0e3
HCTIOJIL30BAHMS TAKHX CPEJICTB C TIEPCOHATBHBIMU JTAHHBIMU, BKJTFOYasi COOp, 3aITiCh, CHCTEMATH3AIIHIO,
HAKOILUICHUE, XPaHEeHUEe, YTOYHEeHHe (OOHOBJICHHE, 3MEHEHHE), U3BIICUCHUE, HCITOIb30BAHKE, TIepeiady
(pacmipoctpaHeHue, TIPENOCTAaBICHHE, JOCTYN), OOC3JIMYMBAaHWE, OJIOKMPOBAaHUE,  YyIAJICHHE,
YHUYTOKCHUC IICPCOHAIIbHBIX JaHHBIX.

OO0menocTynHble  MepCcOHANbHbIE  JIaHHbIEe — TEPCOHAIbHBIE  JAaHHBIE,  JIOCTYI
HEOTPAaHMUYEHHOTO Kpyra JIUIl K KOTOPBIM MPEJOCTaBICH C corjacus CyObeKTa NepCOHATBHBIX
JAQHHBIX MJIM Ha KOTOPBIC B COOTBETCTBHH C (eficpalbHBIMH 3aKOHAMH HE PacHpOCTpPaHACTCS
TpeboBaHue COOMIOICHUS KOH(PHUICHIIMAIIBHOCTH.

Oneparop (epCOHAJBHBIX AAHHBIX) — TOCYJAPCTBEHHBIM OpraH, MYHULMIIAIBHBIA OpraH,
IOPUANYECKOe WK (PU3MYECKOEe JIUII0, CAMOCTOSTEFHO MM COBMECTHO C JIPYTMMH OPTaHH3YIOIIee U
(vn) ocyIIeCTBIIsITOIIEE 0OPAOOTKY MEePCOHANIBHBIX TAHHBIX, a TAKKe OMPEIEIISIOIIME 1IeJTi 00padOTKH
NEPCOHANIBHBIX JAHHBIX, COCTaB IEPCOHATBHBIX JAaHHBIX, MOMISKALMX 00paboTKe, NeicTBUA
(omeparum), COBepIIAEMbIE C EPCOHATBLHBIMU JAHHBIMH.

Texnuuyeckue cpencrsa MH(OPMALUMOHHON CHCTEMBbI NMEPCOHAIBLHBIX JAHHBIX — CPEICTBA
BBLIUHCIIUTEILHON TEXHUKU, I/IH(bopMalII/IOHHO-BI)I'-H/ICJ'II/ITCJ'H)HI)IG KOMIIJICKCBI 1 CETHU, CPECACTBA U CUCTCMbI
nepenaun, mpuemMa u o0pabotku [IJIH (cpemcTBa M cHUCTEMBI 3BYKO3AIKCH, 3BYKOYCHIICHWS,
3BYKOBOCIIPOM3BEIICHUS, TIEPETOBOPHBIE W TEJICBM3WOHHBIE YCTPOWCTBA, CpEICTBA H3TOTOBJICHUS,
TUPOKUPOBAHKS JOKYMEHTOB W JIpyrM€ TEXHMYECKHE CpelcTBa OOpaOOTKU pedeBoid, rpadryecKoi,
BUJICO- U OYyKBEHHO-IM(PPOBOM MHPOpMAIWH), MPOrpaMMHBIE CPEICTBA (OMEpalMOHHBIE CHCTEMBI,
CHCTEMBbI YTIpaBlieHHs 0a3amMy JaHHBIX M T.I.), CPEACTBA 3alUTHl MH(OpPMAILUM, TPUMEHSEMbIE B
MH(OPMAIMOHHBIX CUCTEMAX.

IlepexBar (MHpopManun) — HETPABOMEPHOE MOJTyUYeHHE WH(OPMAIUU C UCIOJIb30BAaHUEM
TEXHUUYECKOTO  CpEeACTBAa, OCYIIECTBISIIONIETO OOHapyKeHHe, TMpueM ©  00paboTKy
WH(OPMATHUBHBIX CUTHAJIOB.

IlepconanbHble JaHHbIE — JTI00as WHGOPMAIKSA, OTHOCAMIASCA K TPSIMO WM KOCBEHHO
OTpeIeTICHHOMY WJIH ONpeiesiieMoOMy (PU3NYECKOMY JHITY (CYObEKTY MepCOHANbHBIX JaHHbIX).

Io6ouHbIEe 21eKTPOMATHUTHBIE M3JIyYeHUS] U HABOAKHU — DJICKTPOMATHUTHBIC W3ITy4EHUS
TEXHUYECKUX CPEACTB 00pabOTKH 3amuimaeMor WH(OpMAaIMKM, BO3HUKAIONINE KaK MOOOYHOE
SBJICHHE W BBI3BAHHBIC AJIEKTPUUYECKUMHU CUTHAIAMH, EUCTBYIOIIMMHU B MX JJEKTPUUYECKUX U
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MAariuMTHBIX HCIAX, a TaKXKC DJICKTPOMArHUTHBIC HABOAKH 3THX CHUTHAJIOB HA TOKOIIPOBOJAINHNE
JIMHUHA, KOHCTPYKIWU U LECITU IMUTaHUA.

[MoauTHKA  «YUCTOr0  CTOJA» —  KOMIUIGKC  OPTaHMU3AIMOHHBIX  MEPOIPHITHA,
KOHTPOJIMPYIOIIMX OTCYTCTBHE 3allMChIBAHUS Ha OyMa)KHbIE HOCUTEIH KIIIOYed M aTpuOyTOB
nocTyna (mapoJjei) u XpaHeHus X BOJIM3U 00BEKTOB JIOCTYTIA.

[oab3oBaTeab HMHPOPMANUMOHHON CHCTEMbI NEPCOHAJBHBIX JaHHBIX —  JIHIIO,
yyacTBymoIee B (hYyHKIIMOHUPOBAHUU HH(OPMALMOHHON CHUCTEMbI MMEPCOHANBHBIX AAHHBIX WU
UCIIOJIB3YIOIIee PE3YNIbTaThl €€ HYHKIIMOHUPOBAHHUS.

[IpaBuia pasrpaHuyeHusi A0CTYNA — COBOKYITHOCTh MPaBUJI, PErJIaMEHTHPYIOIIUX IpaBa
JI0CTyTa CyOBEKTOB JOCTYIA K 00BEKTaM JIOCTYTIA.

IIporpaMMHasi 3aK/IaJKa — KOJ IPOTrpaMMBbl, IIPEIHAMEPEHHO BHECEHHBIM B IIPOrpaMmy ¢
LEJIBI0  OCYILECTBUTh YTEYKY, H3MEHUTb, OJOKUPOBaTh, YHUYTOXUTh HH(DOPMALUIO WIH
YHUYTOXXUTh U MOAM(DULIMPOBATH MPOTpaMMHOE oOecredeHrne HH(OPMAIMOHHONH CHUCTEMBI
NEPCOHAIBHBIX JaHHBIX U (MJIM) OJIOKMPOBATH amIapaTHbIE CPEACTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4YeCKOe) BO3JelCTBUHE — HECAaHKIMOHHUPOBAHHOE
BO3/ICIICTBUE HA PECYPChl aBTOMATU3UPOBAHHOW MH(OPMALIMOHHON CUCTEMBI, OCYLIECTBIIIEMOE C
UCIOJIb30BaHUEM BPEIOHOCHBIX IPOTrpamMM.

PaCKprTI/Ie NEPCOHATBbHBIX JTAaHHBIX — YMBIIJICHHOEC WU CJIy‘IElfIHOG HapyHmICHUEC
KOH(bI/IIleHLII/IaJ'IBHOCTI/I MNEpCOHAJIbHBIX JTaHHbIX.

PaCHPOCTpaHeHI/Ie NMEPCOHAJIBHBIX NAHHBIX — I[eﬁCTBHH, HaIIpaBJICHHBIC Ha PaCKpPBLITHC
MEPCOHATIbHBIX TAHHBIX HCOIIPCACICHHOMY KPYI'y JIMI{

Pecypc undgopMaliluOHHOH CHCTEMbI — HMEHOBAHHBIN 3JIEMEHT CHCTEMHOIO, MPHUKJIAIHOIO
WM alllapaTHOTo obecrieueHus: yHKITMOHUPOBAHUS HH()OPMAIIMOHHON CUCTEMEL.

CrnenuajbHble KATEeropMd MNEPCOHAJBbHBIX JaHHBIX — [EPCOHAJIbBHBIC  JIAHHBIE,
KacarolllMecsi  pacoBOM, HAIMOHAJIBHOM  NPUHAIJIEKHOCTH, TMOJUTHYECKHX  B3IJISJIOB,
PENUTHO3HBIX WU GHIOCOPCKUX YOeXKACHUN, COCTOSIHHUS 3I0POBbS MU WHTUMHOW KU3HU
CyOBEeKTa MePCOHANBHBIX JAHHBIX.

CpeacrBa BbIMMCIUTETbHON TEXHUKH — COBOKYITHOCTh IPOrPAMMHBIX M TEXHUYECKUX SJIEMEHTOB
CHCTEM 00pabOTKH JTAHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBATH CAMOCTOSATEIFHO HIIM B COCTABE JIPYTUX
CUCTEM.

Cy0bekT nocrynma (Cy0ObeKT)— JIMLO WIM TPOLECC, ACHCTBUS KOTOPOTO PENIAMEHTUPYIOTCS
NpaBUJIAMHU Pa3rPaHUYEHUS 10CTYTIA.

TexHuuyeckuii kKaHa1 yreuku MHGOPMALUU — COBOKYITHOCTh HOCUTEISI MH(pOpMAIMU (CPEACTBA
00paloTKM), (PM3UUECKON CpeIbl pacpoCTpaHeHUs: MH(OPMATUBHOIO CUTHAA M CPENICTB, KOTOPHIMU
noObIBaeTCs 3auinaemMas nHpopmanus.

Tpancrpanu4yHas nepeaaya nepcoHAJbHBIX JAHHBIX — MEpeavya MepCOHATbHBIX JaHHBIX
onepatopoMm uyepe3 [ocymapctBeHHyro rpanuilly Poccuiickoii @enepanuu OpraHy BIIACTH
WHOCTPAHHOTO TOCYIapcTBa, (U3MUECKOMY WJIH IOPUAMYECKOMY JIMIy HMHOCTPAaHHOTO
rocyJapcraa.

Yrpo3sl 0e30MacHOCTH TNEPCOHAIBHBIX JAAHHBIX — COBOKYIHOCTb YCIOBHH U (DaKTOPOB,
CO3JIAtOLIMX ONACHOCTh HECAHKLIMOHUPOBAHHOIO, B TOM YHCIIE CIIy4aiHOIO, JOCTYNA K NEPCOHATBHBIM
JaHHBIM, PE3YJIbTATOM KOTOPOI'O MOXKET CTaTh YHUYTOXKCHHC, U3MCHCHHC, 6J'IOKI/IpOBaHI/Ie, KOITMPOBAaHUE,
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pactpocTpaHeHNe TEPCOHATBHBIX TaHHBIX, a TAK)KE WHBIX HECAHKIIMOHMPOBAHHBIX JICWCTBUH MPU UX
00paboTKe B MH(POPMAITOHHOM CHCTEME TIEPCOHATIBHBIX JTaHHBIX.

YHuUYTOKEHHE TEPCOHAIBHBIX JAAHHBIX — JICICTBUS, B pE3yJbTaTe KOTOPBIX HEBO3MOYKHO
BOCCTAaHOBHUTBH COZICPKaHWE TIEPCOHATBHBIX JIAHHBIX B HH(OPMAIMOHHOW CHCTEME TEePCOHATIBHBIX
JAHHBIX WIA B PE3YJIbTATE KOTOPBIX YHUYTOXKAIOTCS MaTEpUaJIbHBIE HOCHUTENM IEPCOHAIBHBIX
JTAHHBIX.

VYreuka (GanmiaeMoil) uHpOpMAIMH MO0 TEXHHYECKMM KAHAJIAM — HEKOHTPOIUPYEMOE
pacripocTpaneHre HH(GOpMAIK OT HOCUTENIS 3alyinaeMor nH(opMariu depe3 (pu3rdeckyro cpemy 10
TEXHUYECKOT'O CPEJICTBA, OCYIICCTBILIOIIETO MepeXBaT MH(POPMAIHH.

Ya3BUMOCTB — C1a00CTh B CPEACTBAX 3aIIUTHI, KOTOPYIO MOYKHO HCIOJIB30BaTh Ui HAPYLICHUS
CHCTEMbI WJIU COZIEprKalleicsl B Hel nH(opMalui.

LlestocTHOCTL  MH(pOPMaLMKM —  CHOCOOHOCTb  CPECTBA  BBIYMUCIUTENBHOM TEXHUKM WU
ABTOMATH3UPOBAHHOM CHCTEMBI OOECIeunBaTh HEM3MEHHOCTh MH(OPMAIMHM B YCIOBUSX CIy4ailHOTO
W/WITH TIpeTHAMEPEHHOTO NCKKEHUS (pa3pyIIeHNs ).
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ABC

BTCC

WCI/Tn

K3

MD
HCI
oC
I11n
I[IMB

I10

I[IOMHH

CA3
C3u
C3I1In
COB

TKYHU

VBT

OBO3HAYEHUA U COKPALLIEHU A

— aHTUBHUPYCHBIE CPEJCTBA

— aBTOMaTU3UPOBAaHHOE paboyee MeCTO

— BCIIOMOTaTeNbHbIE TEXHUYECKHE CPEACTBA U CUCTEMBI
— nH(OpMAIIMOHHAS CUCTEMA MEPCOHATIBHBIX TAHHBIX

— KOHTpOJIMpyeMas 30Ha

— JIOKaJIbHAasl BBIYMCIIUTENbHAS CETh

— MEYKCETEBOM dKpaH

— HECAHKLIMOHUPOBAHHBIN JOCTYII

— OlepalMoHHAas CUCTeMa

— [IEPCOHAIIbHBIE TaHHbIE

— MPOrPaMMHO-MaTeMaTHIECKOe BO3/ICHCTBUE

— IIporpaMmmMHoe obecrieueHue

— TIOOOYHBIE ANEKTPOMArHUTHBIE U3ITyYeHHUS 1 HABOJKU

— CHCTeMa aHaJIK3a 3alIUIEHHOCTH

— CpeICTBa 3aIlIUThI HHPOPMAITHH

— cucreMa (MoJCUCTeMa) 3alUThl IEPCOHABHBIX JaHHBIX

— cucteMa 0OHapy>KeHHS BTOP>KEHUM

— TEXHUYECKHE KaHAJIbl yTEUYKH HH(POpMalK

— yrpo3bl 0E30MacCHOCTH TIEPCOHATHLHBIX TAHHBIX
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BBEJIEHUE

Hacrosmias [Tonutuka napopmanmonHoit 6ezonacuocty (nanee [lonuruka) MAOY «HOIL»
r.flnpuna (nanee — YupexxaeHue) apisieTcs oQpUIHaTbHbBIM JOKYMEHTOM.

[Tonutuka pazpaboTaHa B COOTBETCTBUU ¢ TpeboBaHUIMU DeiepaabHOro 3aK0Ha OT 27 U0
2006 1. Ne 152-®3 «O nepcoHAIBHBIX TaHHBIX» U mocTaHoBeHus [IpaButenscTBa Poccutickoi
@eneparun ot 1HOsIOpst 2012 r. Ne 1119 «OO6 yrBepkaeHHMH TpeOOBaHUN K 3alIUTE
NEPCOHAIBHBIX JAHHBIX HpU UX 00paboTke B MHGOPMAIMOHHBIX CHUCTEMaX MEPCOHATBHBIX
JAHHBIX», HA OCHOBaHUHU:

- «PexoMeHmariii mo odecnedeHu0 0€30MMacCHOCTH MePCOHANBHBIX JaHHBIX MPU BX 00paboTKe B
WH(POPMAITMOHHBIX CUCTEMAaX MEePCOHANBHBIX TAHHBIX», YTBEPKICHHBIX 3aMECTUTENIEM JTUPEKTO-
pa @CTOK Poccun ot 15.02.2008 T.,

- «TunoBbIX TpeOOBaHMI [0 OpPraHU3aLUHU 1 00ecreueHHI0 PYHKIIMOHUPOBAHUS IIUPPOBATIBLHBIX
(xpunTorpadUIecKuX) CPEACTB, MPEIHA3HAUYCHHBIX IS 3aIIUTH HHGOPMAINH, HE COAep KalIeh
CBE/ICHU, COCTABIAIONINX TOCYAApCTBEHHYIO TaliHy B Cy4ae M3 HCIIOJIb30BaHUs IJisl obecreye-
HUsl 0€30MaCHOCTH MEePCOHANBHBIX JaHHBIX MPU HX 00pa0doTKe B MH(POPMAIMOHHBIX CHUCTEMAaxX
MEPCOHANBHBIX TAHHBIX», YTBEPKACHHbIX pykoBoAcTBOoM & Llentpa @Cb Poccuu 21.02.2008 r.
Ne 149/6/6-662.

B Ilonutuke ompeneneHsl TpeboBanus k nepcoHany WCIIJIH, creneHb OTBETCTBEHHOCTHU
MepcoHalia, CTPYKTypa M HEOOXOIUMBIM YPOBEHb 3alUIICHHOCTH, CTaTyC M JIOJDKHOCTHBIE
00s13aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecreueHue Oe30MaCHOCTH MEePCOHATBHBIX
nanHbix B UCITIH Yupexnenus.
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1 O01mme MoJI0KEeHU A

Lenbio Hactoseit [TonuTuku sBiIsgeTcs: odecneucHre 0€30IaCHOCTH 00BEKTOB 3aIlMThI

quemz[eHI/Iﬂ OT BCEX BHJOB YIrpo3, BHCHIHUX KW BHYTPCHHHUX, YMBIIIJICHHBIX H

HeTpeHaMEPEeHHBIX, MUHUMHU3AUs yiiepOa OT BO3MOXKHOM peaju3anuu yrpo3 0e30macHOCTH
[IAu (YBI1dn).

besomacHocTh NEPCOHAIBHBIX JaHHBIX JOCTHUIacTCs IIyTeM HCKIIIOYCHUA
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHUCJIIC cnyqal?moro, A0CTYyIMa K ICPCOHAIBHBIM JaHHBIM,
PE3YIbTAaTOM KOTOPOI'0 MOXKET CTaThb YHUYTOXKCHUEC, U3MCHCHHC, 6J'IOKI/IpOBaHI/Ie, KOITMPOBAHHC,
pacinpoCTpaHCHUE NEPCOHAIBHBIX JAHHBIX, a TAKKE MHBIX HCCAHKIIMOHUPOBAHHBIX ,HCfICTBHfI.

HNudopmanius 1 cBs3aHHbIE C HEH pecypchbl TOJKHBI ObITh JOCTYIHBI JJIs aBTOPU30BAHHBIX
noJyib3oBaresnei. JIoJKHO OCYIIECTBISTHCS CBOEBPEMEHHOE OOHApY)KEHHE U PEearupoBaHUE Ha
YBIT/n.

I[OJ'DKHO OCYHICCTBIIATHCA NMPCAOTBPAIICHNUEC MMPEAHAMEPCHHBIX HUIIN CJ'Iy‘I&fIHBIX, JaCTUYHBIX
HJIN ITOJIHBIX HCCAHKIIMOHUPOBAHHBIX MO,Z[I/I(l)I/IKaI_II/Iﬁ WJIM YHUYTOXCHUS IICPCOHATIBHBIX JadHHBIX.

CoctaB 00BEKTOB 3alIUTHI MpenacTaBieH B [lepeyne nepcoHaIbHBIX JaHHBIX, YKa3aHHOMY B
[Monoxxennn 06 06pabOTKE MEPCOHATBHBIX TaHHBIX.

Cocras UCII[IH, mojuiexamux 3alluTe, MpeacTaBieH B AKTe 00CIeIOBaHUSA TEKYIIEro
COCTOSIHMSI TEXHHYECKOM 3aIlUThl IEPCOHAIIBHBIX JIAHHBIX.

2. O0JacTh aeiicTBUA

TpeboBanust HacTosiel [TomuTUKN pacipocTpaHsSIOTCS Ha BCEX COTPYAHUKOB Y UpeKICHUS
(IITaTHBIX, BPEMEHHBIX, pa0OTAOLINX MO KOHTPAKTY U T.I1.), @ TAKXKE BCEX MPOUYUX JIMIL
(MOAPATUNKY, AYAUTOPHI U T.11.).
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3 Cucrema 3ammThI NMEePCOHATbHBIX JJAHHBIX
Cucrema 3ammthl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTcs Ha OCHOBAHUU:

- AxTa 00cien0BaHus TEKYLIETO COCTOSHIS TEXHUUECKON 3aIUThI IEPCOHANBHBIX TaHHBIX,
- [lepeuns nepcoHaIbHBIX JAaHHBIX, HOUIEKAIUX 3AIIUTE;

- AxToB Kiaccupukanuu HHQOPMAIIMOHHBIX CUCTEM IIEPCOHANIBHBIX JAHHBIX;

- YacTHBIX MoZieNiell akTyalnbHbIX yrpo3 U BeposiTHoro Hapymutens UCIdH;

- [TonoskeHus o pasrpaHU4YEHUH IPaB JOCTYyIIA K IEPCOHAIBHBIM JaHHBIM;

- PykoBogsmmx nokymerToB @CTIOK u ®Ch Poccumn.

Hns  ob6ecnieuenust 3amutel  WMCII[IH HeoOxomumo  coONIOEHHE OpPTraHU3aIMOHHO-
TEXHUYECKHUX Mep. AJIMHHUCTpaLueil odbecreunBaeTcs 0e30MacHOCTh MEPCOHAIBHBIX JTaHHBIX B
COOTBETCTBUHM C HEOOXOIMMBIM YPOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TeXHUYECKOM
3aJlaHUU Ha co3fanue cucteMsl 3amuThl uid UCII/IH. B Yupexxnenun onpeneneHsl akTyalbHble
yrpo3sl Oe3omnacHoctu II/lH, koTOphie omnucaHbl B YacTHOW MOJENM aKTyalbHbIX YIpo3 U
BepostHoro Hapywmutens UCIT/IH.

[Ton akTyanpHbIMM yrpo3amMu O€30IaCHOCTU IMEPCOHAJNBHBIX JAHHBIX IOHMMAETCS
COBOKYNHOCTb ~ YCIOBUH U (PaKTOpOB, CO3JIAIOIIMX  AaKTyaJlbHYyl0  OIaCHOCTh
HECaHKIMOHMPOBAHHOI'O, B TOM YHCJIE CIIy4allHOTO, JOCTyNa K EPCOHAIbHBIM JIaHHBIM IIPU UX
00paboTke B MH(OOPMAIIMOHHOW CHCTEME, Pe3yJIbTaTOM KOTOPOTO MOTYT CTaTh YHHUYTOXXCHHE,
U3MEHEeHHe, OJIOKUPOBaHKUE, KOMMPOBAHUE, IPEJOCTaBIEHUE, PACIPOCTPAHEHUE NEPCOHAIBHBIX
JTAHHBIX, a TAK)KE NHbIE HEITPABOMEPHbBIE 1EHCTBHSL.

VYrpo3sl 1-T0 TN aKkTyalbHbl A1 MHMOPMALMOHHONW CUCTEMBI, €CIIM JUI1 HEee B TOM YHCIe
aKTyaJIbHbl YIpO3bl, CBS3aHHbIE C HAJIMYMEM HEJOKYMEHTHMPOBAHHBIX (HEIEKIApUPOBAHHBIX)
BO3MOYKHOCTEH B CHCTEMHOM NPOIPaMMHOM 00€CIE€UYEHUH, UCTI0Ib3yeMOM B MH(OPMAIIMOHHON
CUCTEME.

Yrpo3bl 2-T0 TUMA aKTyaJIbHbI 1711 THPOPMAIIMOHHON CUCTEMBI, €CIIM JUIsl HEE B TOM YHUCIIE
aKTyaJbHbl YI'pO3bl, CBS3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIapHPOBAaHHBIX)
BO3MOKHOCTEH B MMPUKIIaIHOM mporpaMmMHOM O6CCHC‘I€HI/II/I, HCIIO0JIB3yEMOM B
MH(OPMALIMOHHON CUCTEME.

VYrpo3sl 3-ro THNA akTyalbHbl A UH(OOPMAIIMOHHON CHUCTEMBI, €CIIU Ul Hee aKTyaJlbHBbI
yrpo3bl, HE CBS3aHHbIE C HAJUYUEM HEJAOKYMEHTHPOBAaHHBIX (HEIEKIapUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM U NPHUKJIAJHOM NPOTrPaMMHOM OOECIE€YEeHUH, UCIOIb3yEMOM B
UH(POPMALIMOHHOM cUCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB ONpeAesseTcs HEeOoOXOAMMBIH YpOBEHb 3alUIIEHHOCTH
IT1n xaxmoit UCII[dn Yupexnenus. Ha ocHOBaHMM aHaliM3a aKkTyalbHBIX YIpo3 0€30MacHOCTH
IT/11, onucanHoro B YacTHOM MOJENN aKTyalbHbIX yrpo3 U BepostHoro Hapymurens UCII/Ix n
Oryera O pe3ynpTarax IPOBEJACHUS BHYTPEHHEW IPOBEpPKE, JENAeTCs 3aKIIOYEHHE O
HEOOXO/IMMOCTH HUCIOJIB30BAHUS TEXHUUECKUX CPEACTB M OPraHU3aLMOHHBIX MEPONPUATHI JUIs
obOecnieuenus Oe3zomacHoctu [1/IH. BpiOpanHble HEOOXOIUMBIE MEPONPHUSATHS OTpPAXKAIOTCS B
[Inane MeponpusATHA 1O 3aUTE NEPCOHATIBHBIX JaHHBIX.

Jns xaxnoit UCIIIH nomkeH ObITh COCTaBIIEH CIHMCOK MCIIOJIb3YEMbIX TEXHUYECKUX CPENICTB
3alUTHI, @ TaK K€ MPOrpaMMHOro oOecreueHus, ydacTByromiero B oopabdorke I1JIH, Ha Bcex
sanementax UCII/IH:

MonntruKa nHpopmaumoHHoM 6esonacHocTu. CtpaHmua 11 13 31



- APM nosnp30Barenei;
- CepBepa MpUIIOKECHUIA;
- CYBJ;

- I'panuna JIBC;

- Kananop nepenauu B ceT 00IIEro MoJjib30BaHUS M (MIIM) MEXKIYHAPOIHOTO OOMEHA, €ClIU T
HuM nepenarorcs [1JIH.

B 3aBucumoctu ot ypoBHs 3amuineHHoctd MCIIIH u aktyanbHbix yrpos, C3I1Jn Moxer
BKJIIOUATh CIIEAYIONINE TEXHUYECKUE CPEICTBA:

- aHTUBUPYCHBIE CPEACTBA IS pa0OYUX CTAHIIMKA MTOIB30BATENIEH U CEPBEPOB;
- CpPEJICTBA MEKCETEBOTO SKPAHUPOBAHUS;

- cpeAcTBa Kpunrorpaduieckoi 3amuTel HHGOpMALUK, IPU MepeJayde 3auiiaeMon uH- - Gop-
Malliy 110 KaHajJIaM CBSI3H.

Tak ke B CIIUCOK JOJKHBI OBITh BKIIFOYEHBI (DYHKIIMU 3aIUThI, 00€CIeYnBaeMble ITaTHBIMU
cpeactBamu  06pabotku IIJIn onepaunonnsiMu cucremamu (OC), npuknaaaeimM I[10 u
CHeLMalIbHBIMU KOMILJIEKCAMHU, PEaJIM3YIOIIUMHU cpelcTBa 3aluThl. CMCOK (YHKIMHA 3aIlUTHI
MOJKET BKJIOYATh:

YOPABICHUE U Pa3rpaHUYEHUE JOCTYIA MOIb30BATENECH;
PETUCTPALIMIO U YUET JACHCTBUI ¢ MH(pOpMalneH;

- o0ecTeYnBaTh MEJI0CTHOCTh TaHHBIX;

- IPOM3BOANTH OOHAPYKEHUI BTOPKECHHN.

Cnucok HCIoNIb3yeMBbIX TEXHMUYECKHUX CpeICTB oTpaxaercs B Ilmane meponpusituili mo
3alllUTE MEPCOHAIBHBIX JaHHBIX. CIMCOK HCIOJIB3YEMBIX CPEACTB JIOJDKEH IOAJEP)KUBATHCSA B
aKTyaJlbHOM cocTosiHuM. [Ipm H3MeHeHHMM cocTaBa TEXHMYECKHUX CpEACTB 3alllUThl WIIU
anemeHToB MCII/IH, COOTBETCTBYIOLIME H3MEHEHHUS JOJDKHBI ObITh BHeceHbl B CIHCOK U
YTBEPAKACHBI JUPEKTOPOM YUpPEKACHHS WIH JIMLOM, OTBETCTBEHHBIM 3a OOECIeUeHUE 3alUThI
TT/1H.
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4 TpedoBanus k nmogcucremam C3I1n

C3I1/1n BriIrOUaeT B ce0s CIeayIONIHe MOICUCTEMBL:

- YIpaBJIEHHs JOCTYIIOM, PETUCTPALlUH U Y4eTa;

- oOecreueHus IIeJIOCTHOCTH M TOCTYITHOCTH;

- aHTUBHUPYCHOM 3alLIUTHI;

- MEXXCETEBOT0 SKPAaHUPOBAHUS,;

- aHaIM3a 3alIUIICHHOCTH;

- oOHapyXeHHS BTOPKEHHIA,

- KpunTorpaduIecKoi 3aIuThI.

[Toacuctemsr C3IIJIH mMmeroT pas3nuyHblii GyHKIIMOHAN B 3aBucUMocTH OT kiacca MCIIH,
onpeaeieHHoro B Akre Kiaccupukanuu WHPOPMAITMOHHBIX CHCTEM TEPCOHAIBHBIX JTaHHBIX.
Cnucok cootBerctBus pynkuuit moacucrem C3IIJ[H kiaccy 3alIMIEHHOCTH MPEACTABIEH B
[Tpunoxenun Ne 1.

4. 1 HO}ICI/ICTeMBI yYHpaBJjeHusl J0CTYIIOM, PErUCTPpAallui U yueTa

[Toncucrema ymnpaBiaeHHUs JOCTYIIOM, PETUCTPALMK M yueTa MpelHa3HaueHa JUIsl pealn3aluu
[ (S13% 0110509 11)%:19112178

- naeHTH(UKAINH U TIPOBEpPKa MOUTMHHOCTH CyOBeKTOB AocTyma npu Bxoae B MCII/IH;

- I/II[CHTI/I(bI/IKaHI/II/I TECPMUHAJIOB, Y3JIOB CCTH, KaHAJIOB CBA3HU, BHCIIHUX yCTpOfICTB 10 JIOrH4e¢-
CKHM NMCHAaM,

- HAeHTH(DUKAIINH TTPOTPaMM, TOMOB, KaTaJIOTOB, (DaiiJIoB, 3aIUCe, TIOJIEH 3amrceil o UMEeHaM;

- peructpanyu Bxoja (BbIX0/1a) CYOBEKTOB JJOCTYIA B CUCTEMY (M3 CHCTEMBI), THOO perucTparms
3arpy3Ky 1 MHHLMAIU3AHH ONIEPAMOHHON CUCTEMBI U €€ OCTaHOBA.

- perucTpalMu MOMNBITOK JOCTyIa MPOrPpaMMHBIX CPEACTB (IIporpaMM, MpPOIECCOB, 3ajad, 3aja-
HU) K 3amuiaeMsiM (arinam;

- PEerUCTpaIiH TOIBITOK JIOCTYTIa MPOTPAMMHBIX CPEACTB K TePMHUHAJIAM, KaHAJIaM CBSI3H, - TIPO-
rpaMMamM, TOMaMm, Katajoram, ainam, 3aIUCsIM, MOJISIM 3aITUCEH.

[Toncucrema ympaBieHHsI JOCTYIIOM MOXET OBbITh peaJu30BaHa C MOMOIIbIO IITATHBIX
cpenctB obpabotku [1/]x (onepammonnsix cuctem, npuinoxeHuit 1 CYBJ]). Tak sxe MoxeT ObITh
BHEJIPEHO CHEIUAIbHOE TEXHUYECKOE CpPEIACTBO WM HX KOMIUIEKC, OCYLIECTBISAIOIINE
JIOTIOJTHUTEIIbHBIE MEphl M0 ayTeHTHU(PHUKAIMU U KOHTpoito. Hampumep, mpuMeHeHHE €IMHBIX
XpaHWIMIL  y4YeTHBIX 3amuceil  monb3oBaTenell M perucTpalMoHHOM  HHpOpManuu,
UCIOJIb30BaHUE OMOMETPUYECKHX M TEXHHUYECKUX (C MOMOIIBIO AJIEKTPOHHBIX MPOIMYCKOB) MEp
ayTeHTU(UKAIUU U IPYTUX.
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42 IMoacucrema odecneyeHUs MEeJTOCTHOCTH H AOCTYITHOCTH

[Toncucrema obecrnieueHMsl LETOCTHOCTH M JOCTYIHOCTH IpeJHAa3HAueHa A 00ecreueHUs
nenoctHocTy U pocrynHoctu [1/1H, nmporpammubix u annapatHbix cpeacts UCIIIH Yupexne-
HUS, @ TaK K€ CPEJICTB 3AILUTHI, IPH CIYYalHON WIM HAMEPEHHON MOAU(UKALIUH.

[Toncucrema peanmusyeTcss ¢  IOMOIIBIO  OpPraHU3allUd  PE3EPBHOTO  KOMUPOBAHUS
o0OpabaThIBaeMbIX JIaHHBIX, a TAaK e pe3epBUPOBaHUEM KITt0UeBBIX d5ieMeHToB UCII/IH.

4.3 MoacuereMa aHTHBUPYCHOI 3aIATHI

[ToncucTtema aHTUBUPYCHOHM 3alIMTHl IpeAHAa3HAueHa [Isi OOecleyeHUs: aHTUBHPYCHOMN
3amuThl cepBepoB 1 APM nonb3oareneit UCII[n Yupexaenus.

CpencTBa aHTUBUPYCHOM 3aIIUTHI MIPETHA3HAYCHBI IS PEATU3AUU CICTYOIINX (yHKITHIA:
- Pe3UJCHTHBI aHTUBUPYCHBI MOHUTOPHHT;
- aHTUBHPYCHOE CKaHUPOBAHHE;
- CKpUNT-0JIOKHPOBaHUE;

- [EHTPAIM30BAHHYIO/YAAJICHHYI0 YCTaHOBKY/ICHHCTAUISUIO aHTUBHUPYCHOIO IPOAYKTa,
HACTPOKKY, aAMUHUCTPUPOBAHUE, IPOCMOTP OTYETOB M CTATHCTHYECKON HH(OpManuu o padbore
MIPOAYKTA;

- aBTOMAaTH3UPOBAHHOE OOHOBJICHHE AHTHUBHUPYCHBIX 0a3;

- OTpaHMYCHHE TPAB IMOJH30BATENSI HA OCTAHOBKY MCTIOTHIEMBIX 337ad U H3MEHEHHUS - HACTPOEK
AHTUBUPYCHOT'O IIPOTPAMMHOI'0 00CCIICUCHHUS;

- aBTOMAaTHYECKUH 3aIlyCK cpa3y HOCJIE 3arpy3K1 ONEPALIIOHHON CUCTEMBI.

[Moxcucrema peanu3yercs MyTeM BHEIPCHHS CIICIHATBLHOTO aHTUBHPYCHOTO TIPOTPaMMHOTO
obecrnieuenus Ha Bce aneMenTs UCII/IH.

44 HO)]CI/ICTeMa MEKCETECBOI0 OKPAaHUPOBAHUSA

Iloxcucrema MEXCETEBOTO JKPAaHMPOBAHUS IPEIHA3HAYEHA JUIA Peaau3alliy CIEAYIOMIMX
(GyHKLHMI:

- punbTpanuu OoTKpeITOrO U 3amudpoBaHHOro (3akpeiroro) IP-rpaduka mo cnemyromum napa-
MeTpam;

- (UKcaluy BO BHYTPEHHHX XYpHAIaX WHPOPMAIMH O MIPOXOISAIIEM OTKPHITOM H 3aKpbIToM IP-
Tpaduke;

- UACHTU(PUKAIMN ¥ ayTeHTU(PHUKALINIO aJIMUHICTPATOPa MEKCETEBOTO IKpaHa IPH €ro - JIOKalb-
HBIX 3aIlpocax Ha JOCTYII;

- perucTpanuu BxoAa (BbIXoAa) aAMHUHUCTPATOPa MEKCETEBOTO dKpaHa B CHCTEMY (M3 CHCTEMBI)
00 3arpy3Ky U HHUITUAIIN3AIUN CUCTEMBI U €€ TPOrpaMMHOI0 OCTaHOBA,

- KOHTPOJIS [IEIOCTHOCTH CBOEH MPOrpaMMHOM W HH)OPMAIIMOHHOW YaCTH;

- (GWIbTpAKM TAKETOB CIIY)KEOHBIX MPOTOKOJIOB, CIY>KAIIUX JJIsi TUATHOCTHKH M YIPaBIICHHS
paboToii CeTEeBBIX YCTPOUCTB;
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- GUIBTpAK C YYETOM BXOJHOTO M BBIXOJZHOTO CETEBOro MHTEp(eiica Kak cpeacTBO MPOBEPKU
IOJUIMHHOCTH CETEBBIX aJ]PECOB;

- PETUCTPAIIMH U yUeTa 3alpallnBaeMbIX CEPBUCOB MPUKIATHOTO YPOBHS;

- OJIOKMPOBaHMS TOCTyIA HEHICHTH(QUIIMPOBAHHOTO 00BEKTA WU CYOBEKTa, MOJTHHHOCTh KOTO-
poro Tpu ayTeHTU(UKAIINN HE TTOJITBEPIAIACh, METOAaMHU, YCTOWINBBIMHU K TIEPEXBATY;

- KOHTPOJIA 3a CCTEBOM aKTUBHOCTBIO HpI/IJ'IO)KeHI/Iﬁ u 06Hapy>1<eH1/m CCTCBBIX aTak.

[Toncucrema peanusyercs BHEIPEHUEM IIPOTrPAMMHO-ANIapaTHRIX KOMIUIEKCOB MEXCETEBOIO
skpaHupoBanus Ha rpanuie JICB, kiaccom He HU*ke 4.
4.5 Toncucrema aHaIN3a 3aIMIIEHHOCTH

[Toncucrema aHanmu3a 3alUILEHHOCTH, JOJDKHA OOECIIeYMBATH BBISBICHUS YSI3BUMOCTEH,
cBsi3aHHBIX ¢ ommOkamu B KoH(purypauuu [10 UCIIH, KoTOpble MOTYT OBITH MCIIOJIb30BaHbI
HapyILIUTEIEM I PEAIM3alUU aTaKu Ha CUCTEMY.

CDYHKI_II/IOHB.JI noACHUCTEMBI MOXKCT OBITh pe€ajin30BaH IPOrpaMMHBIMH H IIPOIpaMMHO-
alirrapaTHbIMU CpCIACTBaAMU.

4.6 Moncucrema oGHAPY:KEHHUsI BTOPKEHMi

[Toncucrema OOHAPYKEHHS BTOPYKSHHIA, JOJDKHA 00CCIICYHBATh BBISBICHUE CETEBBIX aTak Ha
anemenTsl MCII/IH, MOIKITIOYEHHBIE K CETSM OOILEro MOJb30BaHMUSA M (WMJIM) MEXKIYHAPOIHOTO
oOmeHa.

CDYHKHI/IOHaJI IOACHUCTEMBI MOXKET OBITH p€ain3oBaH IPOrpaMMHBIMA H MIPOTrpaMMHO-
arrapaTHbIMU CPEACTBAMU.

4.7 Moacuerema KpUNTOrpaduuecKoii 3aMHThI

[Toncucrema kpunrtorpaduueckoi 3amuThl TOpeaHazHaueHa i uckimoueHus HCJ x
sammimaemor napopmarmu B UCIIn Yupexaenus, npu ee rnepeaadn Mo KaHajlaM CBSI3H ceTei
00111er0 MOIB30BaHUS U (MJIH) MEXKTYHAPOIHOTO OOMEHA.

[Toncucrema peanusyercs BHEAPEHHUEM KpUOTOrpadUUECKUX MpOrpaMMHO-alnapaTHbIX
KOMIUIEKCOB.
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5 Ioab3oBarenn UCHan

B UCIIJn VYupexaeHus MOXKHO BBIICIUTh CJIEAYIONIME TPYNIbl MO0JIb30BATEIIEH,
Y4acTBYIOIIMX B 00paboTke u Xxpanenunu [1J{H:

- AnmvuanctpaTtopa UCIT/1H;

- AnmvuancTpaTopa 6e3onacaocta UCII/IH;

- Onepatopa APM;

- AIMHHHCTpaTOpa CETH;

- TexHUYeCcKOTO CHEINaIiucTa Mo 00CTyKUBAHHIO TepUepuitHOTO0 000pyIOBAHUS;
- [Iporpammuct-pazpadorunx UCIH.

JlanHble 0 rpymnmnax Mojb30BaTeNsX, YPOBHE HUX JOCTYNa U MHOOPMHUPOBAHHOCTH JIOJIKEH
ObITh OTpakeH B [loyiokeHnn 0 pa3rpaHUyYeHUH MPaB AOCTYIA K EPCOHAIBHBIM JaHHbBIM.

5.1 Aamunucrparop UCIIIn

Anmvunucrparop WCII[IH, coTpyaHuk VYupexaeHus, OTBETCTBEHHBIA 3a HACTPOMKY,
BHenperne U comnpoBoxaeHne MCII[H, oOecreunBaeT (QyHKIMOHMPOBAHHE IOJCHCTEMBI
ynpasinenuss jpocrynom MCIIJIH ¥ ynoJHOMOYEH OCYHIECTBIIATH INPENOCTaBICHUE U
pasrpaHuyeHHe AOCTyIa KOHEYHOro nojs3oBateins (Oneparopa APM) k aneMeHTam, XpaHSIIIUM
IIEPCOHAIIBHBIE TAHHBIE.

Anmvunuctparop UCIIIx obnagaeT cneayrommM ypoBHEM AOCTYIA U 3HAHUM:

- obmagaer moyHOW WH(MOpPMAIMEl O CUCTEMHOM U TPUKIAJTHOM MPOTPAMMHOM OOECTICUeHUH
UCIIH;

- o0magaet nmonHOM MH(popMaIHel 0 TeXHHYECKUX cpeacTBax U konpurypamu UCIT/H;
MMeEET JI0CTYI KO BCEM TEXHHYECKUM cpelcTBaM 00paboTku nHpopmarmu u naaaeiM UCI/IH;

- o0Oyajgaer mpaBaMH KOH(DUIYpUPOBaHHS ¥ aJIMUHUCTPATHBHONW HACTPOMKH TEXHHUUECKHUX
cpeacts UCIIH.

5.2 Aamunucrparop 6e3onacioctu UCIIIu

Anmunuctpatop Oe3omacHoctd MCII[IH, coTpynHHMK YupexaeHus, OTBETCTBEHHBIH 3a
¢yuknuonuposanue C3I1JIH, Bxitouas oO0cCiHy)XMBaHME M HACTPOMKY aJIMHUHUCTPATUBHOM,
CEpPBEPHOM U KJIMEHTCKON KOMIIOHEHT.

Anmvunuctparop 6e3onacuHoctu UCIIJIH o6nanaer ciaeayomuM YpoBHEM J0CTYyMA U 3HAHUMN:
- obmagaer npaBamu Anmunuctpatopa UCIIH;
- obmagaet nonHoi uudopmanmeit 06 UCIAH;

- UMEEeT JOCTYII K CPEICTBaM 3alllUThl HHPOPMAIIMK ¥ IPOTOKOJIMPOBAHMS U K YaCTU KITFOUEBBIX
anementoB MCII/H;

- HE MMEET MPaB JIOCTyNa K KOH(QUTYPUPOBAHHUIO TEXHUYECKUX CPEICTB CETH 332 MCKIIIOUECHUEM
KOHTPOJIBHBIX (MHCTIEKIIMOHHBIX ).
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Anmunuctpatop 6e3zonacHocti MUCIT/IH ynoiaHomoueH:

- peanu30BEIBaTh MOJUTHUKY Oe3omacHOCTH B yacTh HacTporiku CK3M, MeXCeTeBBIX SKPAaHOB H
crcTeM OOHApY>KCHHS aTak, B COOTBETCTBUU ¢ KOTOPBIMU IOIB30BaTeNnb (Oneparop APM) momy-
4aeT BO3MOXKHOCTh paborath ¢ anementamu UCII/H;

- OCYIIECTBIISTh AYAUT CPEICTB 3aIIUTHL;

- yCTaHaBJIMBAThH JOBEPHUTEIHHBIE OTHOIICHUS CBOEH 3aIIUIIEHHON ceTH ¢ ceTsimu Apyrux Opra-
HU3aIHi.

5.3 Onepatop APM

Onepatop APM, cotpyanuk YupexaeHus, ocymecTBisomui oopadorky I1/1n. O6pabdoTka
[T/In BxiIrOYaeT: BO3MOKHOCTH InpocMoTpa II/H, pyunoir BBox I1/ln B cucremy WCII/IH,
dbopMHUpOBaHHE CIIPABOK U OTYETOB 10 MHpopManuu, nomxydeHHor u3 MCII/In. Onepatop He
MMeeT MTOJTHOMOYHH /IS yIpaBJICHHs mojicucteMaMu o0padoTku nanubix 1 C3I1IH.

Omneparop UCII/Ix o0nanaeT cieayonuM ypoBHEM IOCTyIIA U 3HAHHI:

- obmagaeT BceMH HEOOXOAWMBIMH aTpuOyTaMu (Hampumep, maposieM), 00ecIieYnBaroOIMH J10-
CTyN K HEKOTOpOMY NOAMHOXeCTBY I1/IH;

- pacnoJjiaract KOH(I)HI[GHHPI&HLHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.

5.4 Aamunucrparop cern

AJIMUHHCTpPATOp CETH, COTPYIHHUK YUpEKAEHUS, OTBETCTBEHHBIH 3a (DYHKIIMOHUpPOBAHUE
TenekoMMyHuKaunoHHoi noacucreMbl UCII/IH. AaMuHHCTpaTOp CETH HE UMEET MOJHOMOYMN
JUTSL yIIpaBIICHHSI TOICUCTEMaMH 00pabOTKM TaHHBIX U 0€301acHOCTH.

AI[MI/IHI/ICTpaTOp CCTHU 06naz[aeT CJICAYIOIIUM YPOBHEM JOCTYyIIA U 3HAHUM:

- o0yajaet 9acThio WHGOPMAIMH O CHCTEMHOM U MPHUKJIATHOM IPOorpaMMHOM obecriederrn M C-
T 1m;

- o0yazaeT 4acThio HHPOPMALMK O TEXHUUYECKHUX cpeacTBax U kKoHpurypauu UCI/IH;

uMeeT (QU3MYECKUH IOCTYIl K TEXHHYECKUM cpeicTBaM 00paboTKu MH(GOpMALUU U CPEICTBAM
3aIUTHI;

- 3HACT, 110 MECHBIIICH MEpEC, OAHO JICTAJIbHOC UM JOCTYyIIA.

5.5 Texunuecknii cnenmanuct no o6c1y:kuBannIo nepupepHiinoro 06opyI0BaHM

TexHUYECKUH clenraInucT Mo OOCTY)KMBAaHUIO, COTPYOHUK YUPEKIEHUS, OCYIIECTBISIET
obcnmyxuBaHue W HacTpouky mnepudepuitnoro oobopyaoBanuss WCII[n. Texuuveckuit
CHEIHUAMCT TO OOCTYy)KHBaHHIO He uMeeT aoctyma kK I[IJ[H, He uWMeeT MOTHOMOYMMA IS
yIpaBIeHUs MOJCUCTEMaMH 00paOOTKH JaHHBIX M 0€30MaCHOCTH.

TexHUYEeCKUH CHEeIUaTNCT MO OOCTY)KUBAHHUIO 00JaaeT CIEAYIONIMM YPOBHEM J0CTyNa U
3HAHUWM:

- obnazaeT yacTpio MHPOPMALIMU O CUCTEMHOM U NMPUKJIaTHOM IporpaMMHoM obecrieuenun MC-
I 1n;

- o0agaet 4acTpio HHPOPMALIMK O TEXHUUECKUX cpencTBax U kKoHpurypamuu UCIIH;
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3HacCT, 110 MCHBIIICH MEpPEC, OAHO JICTAJIbHOC UM JOCTYIIA.

5.6 Mporpammucr-pazpadorunx UCIdn

IIporpaMMHCTHI-pa3padOTUYMKX (TTOCTABIINKH) IMPUKIATHOTO POrPaMMHOT0 OOecTieueHns, o0ecte-
YHBAIOIINE €r0 COMPOBOXJICHUE HA 3aluinaeMoM o0bekTe. K naHHOMW rpymie MOTYyT OTHOCHTBCS Kak
COTPYIHUKHU YUPESKJCHUS, TaK U COTPYAHUKUA CTOPOHHUX OpraHH3aluil.

du3nvecKoe U0 ITONH KaTerOpuu:
- obmagaet nadopMmanueit 06 anrroputMax u nporpammax oopadorku napopmanyu Ha UCIIIH;

- o0jamaeT BO3MOXKHOCTSIMH BHECEHHs OINMMOOK, HEeIEKIApPUPOBAHHBIX BO3MOXKHOCTEH, MpoO-
rPaMMHBIX 3aKJIaJ0K, BPEJAOHOCHBIX ITporpamMm B niporpammuoe obecnedenue MUCII/IH Ha cTaaun
ee pa3paboTKH, BHEIPEHUS U COMIPOBOKICHIS,

- MOXET pacroJiarathe Jito0obiMu (pparmMenTamu uHGOpManuu o tononorun MCIIJIH u TexHuue-
CKHX cpencTBax 006paboTku u 3amuThl [1J1H, oOpabareiBaemerx B MCI1/H.
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6 TpeGoBanus k nmepcoHanay no odecneveHnto 3amuthbl [

Bce corpyanuku Yupexnenus, sBistomuecs noiab3oBarensmu MCIIIH, T0MKHBI 4ETKO
3HATh H CTpOFO BBIIIOJIHATH yCTaHOBJIeHHBIe HpaBI/IHa nu 06$I3aHHOCTI/I 10 I[OCTYHy K
3aIIUIIAeMBIM O0BEKTaM M COOJIOICHUIO IPUHATOTO pexuma OezonacHoctu [1/1H.

IIpy BCTymuIeHMH B JOJDKHOCTH HOBOIO COTPYIHUKA HENOCPEICTBCHHBI HavaJbHUK
HOJpa3eieHusl, B KOTOPOE OH IIOCTYNaeT, 00s3aH OpraHu30BaTb €ro O3HAKOMJICHHE C
JOJDKHOCTHOM ~ MHCTPYKLMEH W HEOOXOOMMBIMM  JOKYMEHTaMM, pErJIaMeHTUPYIOIIUMU
TpeboBanuss mo 3ammre IIJ[H, a Takxke oOydyeHHE HaBBIKAM BBIIIOJHEHUS TPOLEIYD,
HEOOXOIUMBIX /ISl CAHKIIMOHUPOBaHHOT 0 ucnoiab3oBanus NUCII/Ix.

CoTpyaHUK JOJDKEH OBITh O3HAKOMIIEH CO CBeACHMSIMH HacTosiiei [lonuTuku, mpUHSTHIX
npouenyp padotsl ¢ anementamu UCIT/In nu C3I1/]H.

CoTpynHUKH YUpexIeHUus, HCIOJb3YIOIUE TEXHUUECKUE CpeiCcTBa ayTeHTHU(UKALUY,
JOJDKHBI  00ECTIeYMBATh COXPAHHOCTh HACHTH(PHKATOPOB (RJIEKTPOHHBIX KJIIOYEH) W HE
nonyckate HCJ[ x HuM, a Tak k€ BO3MOXXHOCTb MX YTE€pU WJIM HCIOJb30BaHUS TPETbUMU
muuamu.  [lonmp3oBaTenu  HECYyT  NEPCOHAJIBHYIO  OTBETCTBEHHOCTh 32  COXPAaHHOCTh
UICHTU(PHUKATOPOB.

CoTpyIHUKH YUpexaAeHUs AOJKHBI CIEA0BATh YCTAHOBIEHHBIM MPOLEAypaM MOAJIEepKaHUS
pexxuma 6e3onacuoctu [1/[H npu BbIOOpe M MCHOIB30BAHUM MApPOJIEH (€CIM HE HMCIOIB3YIOTCS
TEXHUYECKUE CPEICTBA AyTEHTU(PHUKALIUHN).

CoTpynHUKH YUpexXIeHHs IOJDKHBI 00eCIeYMBaTh HAJUICKALIYIO 3alIUTy O00OpYyIOBaHHS,
OCTaBJIsIeMOro 0e3 MPUCMOTpPa, OCOOCHHO B TEX CIyYasx, KOTJa B MOMEIICHHE MMEIOT JOCTYIl
HOCTOPOHHHUE JMIa. Bce mosip30BaTeny AOIDKHBI 3HATh TpeOoBaHus mo Oe3zomacHoctu [1/1H u
IpOLEAYpPHI 3alIUTH 000PYA0BaHNUs, OCTABICHHOIO 0€3 MPUCMOTPA, a TAK)KE CBOU O0S3aHHOCTH
110 00ECTICYCHHIO TaKOH 3alHTHI.

CoTpyaHHMKaM 3ampeliaercs YCTaHaBIMBAaTh IOCTOPOHHEE IpPOrpaMMHOE oOOecIeueHue,
IIOAKJIOYATh JINYHBIC MOOWJIBLHEIE YCTPOﬁCTBa 1 HOCUTCIIU HHq)OpMaHHH, a TakK K€ 3allNChIBATh
Ha HUX 3alUIIaeMy0 HHPOPMAIIHIO.

CoTpyaHuKaM 3ampelaercs pasriamaTh 3alldiiaeMylo HHPOpMAaIUIo, KoTopas craja UM
W3BECTHA IIPH paboTe ¢ MHPOPMAITMOHHBIMHU CUCTEMaMU Y UPEKICHHUS, TPETHUM JIHIIaM.

[Tpu pa6ore ¢ [1[1n B UCII/IH coTpynHuku YupexaeHus o0s3aHbl 00eCIIeYUTh OTCYTCTBUE
BO3MO>XHOCTH npocmoTpa IT/IH TpeTbrumu nmunamu ¢ MOHUTOpoB APM mnu TepMuHaos.

[Tpu 3aBepmennn padbotel ¢ UCII/IH coTpynHuku o0s3anbl 3aiuTuTs APM 1 TepMuHaisl
C TOMOIIBIO OJIOKMPOBKH KIIFOYOM MJIM SKBUBAJIEHTHOI'O CpEACTBAa KOHTPOJISA, HaIpUMeED,
JIOCTYIIOM IO MAapOJIt0, €CIIU HE UCTIONB3YIOTCs 00Jiee CHIIbHBIE CPEACTBA 3aIUTHI.

CoTpynHUKH YUpeXAeHUs JOJDKHbI ObITh MPOMH(OPMUPOBaHBI 00 Yrpo3ax HapylIeHHs
pexuma Oe3omacHocTH IIJIH M oTBeTcTBEHHOCTM 3a ero HapyueHue. OHU JOJKHBI OBITH
O3HAaKOMJIEHBI C YTBEP)KACHHOW (QOpMaJIbHON NpOLEeaypOl HANIOXKEHUS IUCHUIUIMHAPHBIX
B3BICKAHUN HA COTPYAHHUKOB, KoTOpble Hapyuiu [lonutuky nHbopMamoHHoi 6€3011acHOCTH U
nporenypsl 6ezonacHoctu [1][H.

CoTpynHuku 00s3aHbl 0€3 TpoMemNieHuss coolmarh 000 BceX HaOMIIaeMbIX WU
noao3putenbHbIX cinydasx padotel UCIIIH, Morynux moBiaeds 3a coO0H yrpo3bl 0€30MacHOCTH
[IIn, a Takxke O BBHIIBICHHBIX HMH COOBITHSX, 3aTparuBaronmx Oe3zomacHocTh [IJIH,
PYKOBOJICTBY TOJIpa3/ICIICHUS U JIAILY, OTBEYAIOIIEMY 32 HEMEJICHHOE pearnipoBaHue Ha YTPO3bI
6e3onacuoctu [1]1H.
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7 JoaxHocTHBIE 00s13aHHOCTH MoJb3oBaTeneid UCIIn

JomxHocTHBIE 00s13aHHOCTH TTonb30Baresei MCII/H onucaHbl B CIEAYIOMUX JOKYMEHTAX:
- Unctpyxnus anmuauctpatopa UCI/IH;
- MucTpykius anmuauctpatopa 6ezonacuaocta UCTI/Ix;
- Uncrpyxkmus monp3osarens MCIIH.
OtBerctBeHHOCTH coTpynHukoB MCIIIn Yupexnenus.

B cootBerctBuU co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 uroiist 2006
r. Ne 152-03 «O nepcoHanbHbIX JaHHBIX» JIMIA, BAHOBHBIC B HAPYIIEHUU TPEOOBAaHUI JaHHOTO
denepanbHOr0  3aKOHA,  HECYT  IPaXJaHCKYK,  YrOJOBHYIO,  aJAMHUHUCTPATHBHYIO,
JUCLUIIMHAPHYIO M HMHYIO IPEIYCMOTPEHHYIO 3akoHoaarenbcTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JeiicTByromee  3akoHOJATeNbCTBO P®  mo3BoisieT TPEeabsBIATH  TPeOOBAaHUS  TI0
oOecnieueHn0 Oe30macHOi padoThl € 3amuIaeMod HMHQOpMalMed U IperlycMaTpUBacT
OTBETCTBEHHOCTh 3a HapyIICHHE YCTAaHOBJICHHBIX MpaBwi 3Kciutyatauuun OBM u cucrewm,
HETPaBOMEPHBIM JTOCTynl K HMH()OPMALUH, €CIH STH JACHCTBHS TPHBEIH K YHUYTOXXECHUIO,
OJIOKMPOBaHUIO, MOAU(UKAIINN HHPOPMAIIMH WU HapylIeHuIo paboTel OBM uinu certeii (cTatbu
272,273 u 274 YK POD).

Anmunuctparop UCIIun u agmunuctpatop 6e3omacuoctu UCII/IH HecyT OTBETCTBEHHOCTD
3a BCE JECUCTBUSA, COBEPIICHHBIE OT MMEHM MX YYETHBIX 3alMCEd WM CUCTEMHBIX YYETHBIX
3aImCceid, €Clii He JI0Ka3aH (DaKT HeCAaHKIIMOHUPOBAHHOTO HMCITOJIb30BAHUS YUETHBIX 3aIlUCEH.

[Ipn HapymeHusx coTpyaHUKamMu YupexnaeHus — mnoisb3oBatenet WCII[AH npaswi,
CBA3aHHbIX C Oe3omacHocTbto IIJ/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTaHOBJIEHHYIO
JIEHCTBYIOIMM 3aKOHOAaTenbCcTBOM Pocculickoit denepanuu.

[lpuBenenHble Bblle TpeOOBaHHWS HOPMATHMBHBIX JIOKYMEHTOB MO 3aliuTe HH(OpMaIu
JOJKHBI OBITH OTpakeHbl B IlonokeHusax o moapas3ieneHusX YUpekIeHHs], OCYILECTBISIOMIMNX
o0pabotky I1/1n B UCII/IH 1 1OMKHOCTHBIX MHCTPYKIUSAX COTPYIHUKOB Yupexxnenuu.

HeobOxonumo BHectu B IlonokeHust o monpasaeneHUsX YUpeKIACHHs, OCYIIECTBISIOLINX
obpabotky II/In B UCII/IH cBeneHust 06 OTBETCTBEHHOCTH MX PYKOBOAMTENEH U COTPYAHHUKOB
3a pasrjalieHue U HECaHKUHOHUPOBAaHHYIO MoJauuKanuioo (MCKaxeHue, (aabCUPUKALUIO)
[T/, a Takke 3a HENPaBOMEPHOE BMEUIATEIBCTBO B IPOLECCHI UX ABTOMAaTHU3WPOBAHHOMN
00paboTKu.
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8 CnucoK HCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATUBHO-IIPABOBBIMH W METOAUYCCKHUMHU JOKYMCHTaMHU, Ha KOTOPBIX
633preTCﬂ HaCTOsIICC ITonoxxeHue SABNSIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHaiabHBIX JaHHBIX» (Hanee —
@3 «O nepcoHanbHBIX JAaHHBIX»), YCTaHABIMBAIOLIUI OCHOBHbIC IPUHIMIBI U YCIOBHUS 00pa-
6otku I1/{H, mpaBa, 00S3aHHOCTH U OTBETCTBEHHOCTh YYACTHUKOB OTHOILIEHHH, CBS3aHHBIX C 00-
pabotkoii [1/1H.

2 Ilocranosnenue IlpaButensctBa Poccuiickoit @enepannu ot 1Hos16ps 2012 . Ne 1119 «O6
YTBEP)KJICHUM TPEOOBaHUN K 3alUTE EPCOHAIBHBIX JAHHBIX MIPU UX 00paboTke B MH(pOpMaIu-
OHHBIX CHCTEMAaX MEePCOHAIBHBIX JTaHHBIX).

3 «llonoxxeHnue 06 0COOCHHOCTAX 00PaOOTKH MEPCOHANBHBIX JaHHBIX, OCYIIECTBIISIEMON 0€3
UCIIOJI30BaHUs CPEACTB aBTOMaTU3alumn», yrBepkaeHHoe [locranosienuem [IpaBurenscrea PO
ot 15.09.2008 r. Ne 687.

4 «TpeOoBaHHs K MaTepHAIbHBIM HOCUTEIISIM OMOMETPHUYECKUX IMEPCOHAIBHBIX TaHHBIX U
TEXHOJIOTUSIM XPaHEHMs TaKUX JaHHBIX BHE HMH(OPMAIMOHHBIX CHUCTEM IE€PCOHAJIBHBIX JaH-
HBIX», yTBepakaeHHbIe [locTanoBnenuem IIpaBurtenscrBa P® ot 06.07.2008 1. Ne 512.

5 HopmaTuBHO-MeTo1MUecKHe NJOKyMeHThl denepanbHoil Ci1ykObl IO TEXHUUECKOMY M JKC-
neptHoMy KoHTpodto Poccuiickoit @enepanun (nanee - ®CTIK Poccun) no obecneuenuto 6e3-
onacHoctH [1JIH nmpu ux o6padotke B UCII/IH:

6 PexomeHmanmm mo obecnedeHno 0€30IacHOCTH MEPCOHATBHBIX JAHHBIX MIPH UX 00paboTKe
B MH(OPMALIMOHHBIX CHUCTEMax MEpPCOHAJIbHBIX JaHHBIX, YTB. 3aMm. nupekropa @CTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEPONPHUATHUS IO OPraHU3aLUU U TEXHUYECKOMY OOECIeYeHHI0 0e30IacHOCTU
NEPCOHANBHBIX JAHHBIX, 00pabaThIBaeMBIX B MH()OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TaH-
HBIX, YTB. 3aM. nupektopa @CTIK Poccuu 15.02.08 r. (ACII)

8 bazoBas Mozens yrpo3 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH WX 00paboTKe B WH-
(OpMaLIMOHHBIX CHCTEMAax IEepPCOHANbHBIX HaHHBIX, yTB. 3am. aupektopa PCTIK Poccum
15.02.08 r.

9 Metoauka onpezeseHusl aKTyallbHbIX yIpo3 0€30MaCHOCTH MEPCOHABHBIX IaHHBIX MPU UX
0o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JaHHBIX, yTB. 3aM. JUpEKTOpa
OCTIK Poccun 15.02.08 .
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Hpuiaoxenue 1

Ne [Tnan - nepevyeHb TEXHUYECKUX MeponpusaTHii mo odecnieuennn 6e3onacaoctu UCIT/ K3 K2 K1

| B noxcucreme ynpasieHHs JOCTYIIOM:
PeanuzoBaTh naeHTH(UKALMIO U IPOBEPKY MOATUHHOCTH CyOBEKTOB 10CTYyIA IIPU

1 Bxojie B onepanmonnyto cuctemy MCII/{x mo maposro ycnoBHO-TIOCTOSIHHOTO JIei- + + +
CTBUS, IJIMHOW HE MEHEE 1IeCTU OYKBEHHO-LU(POBBIX CHMBOJIOB;
PeanuzoBaTh neHTU(UKALMIO TEPMUHAIOB, TEXHUYECKUX cpeacTB o0paboTku I1/1H,

2 y3n0B UCIIJIH, KOMITbIOTEPOB, KaHAIOB CB3U, BHEIIHUX ycTpoiicTB MCIIIH mo nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);

3 Peanu3oBaTh MIeHTU(UKALUIO POTPAMM, TOMOB, KaTaloroB, (aiioB, 3ammucei, mo- i + +
JICH 3aImmceit 1o MMEHaM;

4 PeannzoBaTh KOHTPOJIb 1OCTYIA CYyOBEKTOB K 3aIIMILIAEMBIM PECYPCAM B COOTBET- + +
CTBHH C MaTpHULEH AOCTYyNa;
npu Hanmuuu noaxmoueHust UCII/IH k ceTsim o011ero nojib30BaHMs JOKHO MTPUMeE- He nimxe 5-ro He nmxe 4-ro He nmxe 3-ro

5 HATBHCS MEXKCETEBOE SKPAHUPOBAHNUE. YPOBHSI 3aIlH- YPOBHSI 3a11H- YPOBHSI 3a1lH-

M ECHHOCTHU IICHHOCTHU MICHHOCTHU

Jlns obecnieyenus 6e3onacHoro MexcereBoro B3aumoaeicteust B UCIIAn s pas- He nuxe 5-ro | He nuxe 4-ro | He Huxe 3-ro

6 HBIX KJIACCOB HEOOXOMMO HCII0JIb30BaTh MO YPOBHS YpOBHS YpOBHS

3alUIIEHHOCTH | 3alUIIEHHOCTH | 3aIllUIIEHHOCTH

CpeacTBo 3alUThl OT IPOrpaMMHO MaTeMaTHdeckux Bozaeictauil (IIMB):
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PeanuzoBaTh naeHTU(UKAIIUIO U ayTeHTH(PHUKAINIO CYyOBEKTOB IOCTYIIAa IPU BXOJIE B
CPEJICTBO 3aIlUTHI OT MPOTPaMMHO MaTeMaTuueckux Bozaeicteuil (IIMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX ONEpaluii Mo YIpaBiIeHNIO (PYHKIMSAMU CPEACTBA 3alllH-
T 0T [IMB 1o naposnio (Wiau ¢ UCIoIb30BaHMEM MHOTO MEXaHH3Ma ayTeHTH(pUKA-
LIMH1) YCIIOBHO-IIOCTOSIHHOTO JIEUCTBUS JUINHOM HE MEHEE 1ECTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

Ocy1iecTBIATh KOHTPOJIb JIFOObIX AEHCTBUI CyOBEKTOB JOCTYIA 10 YIPABJICHUIO
bynkuusmMu cpenctsa 3amuThl oT [IIMB TonbKO Mocne npoBeeHNs ero yCenHon
ayTeHTU(UKAIIHH;

[TpenycMoTpeTh MexaHU3MBbl OJIIOKMPOBaHMS JOCTyIa K cpeAcTBaMm 3aiutel oT [IMB
IIPHU BBIIOJHEHNN YCTAHABIMBAEMOI'0 YUCIIA HEYJAYHBIX IIONBITOK BBOJIA MTAPOJIS;

Heo6xoaumMo mpoBoauTh HACHTH(GUKALHIO (aliIoB, KATAJIOTOB, MPOrPAMMHBIX MO-
JlyJiel, BHEIIHUX YCTPOMCTB, UCIOJIb3YEMbIX CpeJICTB 3auThl oT [IMB;

B noacucreme perucTpanu U yuera:

OcymiecTBIATh perucTpalnio BXxoa (BbIxo/1a) Cy0ObeKTa J0CTyna B CUCTeMy (U3 CH-
CTEMBI), TUOO PETUCTPALIMIO 3arpy3KU U MHULMATU3AIMH ONEPAllMOHHON CUCTEMBI U
€e IIPOrpaMMHOr0 OCTaHOBA. Perucrpamus BbIX0Ja U3 CUCTEMBI WIM OCTAaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro oTkiatouenust ICII/In. B mapamerpax peru-
CTpalMM yKa3bIBalOTCS J1aTa U BpeMs BXoJa (BbIX0Ja) CyObEKTa JOCTYIa B CUCTEMY
(M3 cucTeMbl) WK 3arpy3KHu (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3alUIaeMblX HocUTeNnel HH(POPMaIUN ¢ TOMOIIBIO HX JIF0OOH
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KypHaJ (YUETHYIO KapTOUKY);
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[TpoBOIUTH pETUCTPAIMIO BX0/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
[IMB, peructpanuio 3arpy3ki 1 HHUIUAIU3AIIHA 3TOTO CPEICTBA U €€ MPOTrPaMMHO-
ro ocTaHoBa. B mapaMeTrpax perucTpaiiy yKa3plBaeTCsl BpeMs U JaTa BX0Aa/BbIX0/1a
cyOBeKTa I0CTyIa B CpelcTBO 3amuThl oT [IMB unu 3arpy3ku/octaHoBa 3Toro cpe-
CTBa, a TaK)Ke MACHTU(UKATOP CYOBEKTa TOCTYIA, MHUIIMUPOBABIIETO JaHHBIC JICH-
CTBUS;

[IpoBOIUTH perucTpanuio CoObITHI MpoBepku u 0OHapyxeHuss [IMB. B mapamerpax
pPErUCTpaLMY YKa3bIBAIOTCS BPEMsI U JjaTa IPOBEpKU Ui ooHapyxenus [IMB, unen-
TUUKATOP CyOBEKTa JOCTYIa, UHUIIMMPOBABLIETO JaHHbIE JEHCTBUS, XapaKTep Bbl-
MOJTHSEMBIX ACUCTBHH MO MPOBEPKE, THIT OOHAPYKEHHOW BPEIOHOCHOM MTPOrpaMMbI

(BII), pesynpTaT neicTBUil CpeacTBa 3alMThI 10 OiokupoBanuto [IMB;

[IpoBOIUTH perucTpannio COOBITHI MO BHEAPEHHUIO B CpeACcTBO 3auuThl oT [IMB na-
KEeTOB OOHOBJICHUH. B mapameTpax perucrpanuu yka3bplBalOTCs BpeMs U 1aTa OOHOB-
JICHUS, HISHTH(PHUKATOP CYOBEKTa OCTyIa, MHUIIMUPOBABIIETO JJAHHOE JICHCTBUE
BEpCHS U KOHTPOJIbHASI CyMMa TaKeTa OOHOBJICHUS;

[TpoBoANTH perucTpaIio COOBITHI 3aITyCcKa/3aBepIICHUs pPaOOThl MOTyJIeH CpeICTBa
3amuTel oT [IMB. B napamerpax perncrpanuu ykasbIBatOTCs BpEMsI U JjaTa 3aIryc-
Ka/3aBeplueHus padoThl, UACHTUPHUKATOP MOIYJIS, UACHTU(DUKATOP CyOBEKTa JOCTY-
1a, MTHULIMMPOBABILIETO JaHHOE JIEWCTBUE, Pe3y/bTaT 3allyCcKa/3aBepLIeHHs paOdoThI;

JIOJKHA MIPOBOAMTHCS PErUCTPaLlUs COOBITHI yIpaBlieHHs CyOBEKTOM JI0CTyIa
¢yHkusaMu cpeactsa 3amuTel oT [IMB. B nmapamerpax perucrpanuu ykazblBatoTCs
BpeMs U JlaTa COOBITUS YITpaBIEHUs KaXKA0H (QYHKIUEH, HASHTU(PHUKATOP U CIIeU-
¢ukanusa GyHKIUU, UIEHTUPUKATOP CyOBEKTa T0CTYIa, MHUIIMMPOBABIIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

+ + +
+ + +
+ + +
+ + +
+ + +
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[IpoBOIUTH pEerucTpannio COOBITHI MOMBITOK JOCTYIA IPOrPAMMHBIX CPEICTB K MO-
IyJsiM cpeacTsa 3amuThl oT [IMB winu cnenanbHbeiM JoBymikaM. B nmapamerpax pe-
TUCTPAIMU YKa3bIBAIOTCS BPEMs U JIaTa MOMBITKU JOCTYIIA, HIACHTU(DUKATOP MOTYIIS,
uaeHTudukaTop u crenudukanms Moayis cpenctsa 3aumTsl ot [IMB (cnenuansHoi
JIOBYIIKH), PE3yJIbTAT MOMBITKU OCTYIIA;

[TpoBoaMTH perucTpanmio coobITUI OTKaTa A cpeacTsa 3amuTsl oT IIMB. B napa-
MeTpax PEerucTpalyu yKa3blBalOTCs BpEMsl U AaTa COOBITHS OTKaTa, crielupUKarys
JeCcTBUH OTKaTa, UACHTHU(PHUKATOP CyObEKTa JOCTYIa, MHUIIMUPOBABIIETO JAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

OObecneunTs 3alIUTY JaHHBIX PErMCTPALMH OT UX YHUUYTOXEHUS WM MOIU(PUKALIUN
HapyLIUTETIEM;

11

Peann3oBaTh MEXaHU3MBI COXpPaHEHUS JaHHBIX PETUCTPALMU B CIIy4ae COKPAILCHUS
OTBEJECHHBIX 10/l HUX PECYPCOB;

12

Peanu3zoBaTh MEXaHU3MBI MMPpOCMOTpAa U aHaJIM3a AAHHBIX PETUCTpALlUU U UX (I)I/IJ'IB-
Tpaluuu 1o 3aJaHHOMY Ha60py mapaMeETpoOB;

13

[TpoBOAMTH aBTOMATHUECKUN HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUUHON peanuzanun [IMB (co3nanue, penaktupoBaHue, 3aUCh, KOMITH-
JSMsE 00BEKTOB, KOTOpPbIe MOTYT coepkath BIT).

14

Peanun3oBath MexaHI3M aBTOMAaTHYECKOTO aHAIHM3a JaHHBIX PETUCTPALIUU 1O 1abo-
HaM TUTIOBBIX nposiBieHuit [IMB ¢ aBToMaTnueckum ux OJIOKUPOBAHUEM U YBEIOM-
JIEHHUEM aJMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOIUTH HECKOJIBKO BUJIOB yueTa (AyOIUpYIOIIKX) ¢ perucTpanueil Bpriaun (mpu-
ema) HocuTesnel nHpopmanuu;
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16

OcCyIIecTBISITh PETUCTPAIMIO BXOa (BBIX0/a) CYOBEKTOB IOCTYIA B CHCTEMY (U3 CH-
CTEMBI), THOO PETUCTPAIUS 3arPY3KH U MHUITUATU3AINH OTICPAIMOHHON CHCTEMBI.

17

Ocy1ecTBISITh PETUCTPALNIO BBIIA4YH MTeYaTHBIX (rpaduyecKux) JOKYMEHTOB Ha
«TBEpAYI0» KONHI0. B mapaMeTpax perucTpanuu yKa3bplBarOTCs (1aTa U Bpemsl Bbia-
4K (0OpalieHus K MojcucTeMe BbIBOA), crielu(uKalns yCTPOCTBa BbIIaYU — JIOTHU-
YecKoe UMs (HOMep) BHEILIHET0 YCTPOMUCTBA, KPATKOE CoJiepkaHe (HAaMMEHOBaHHE,
BUJI, KD, KOJI) ¥ YPOBEHb KOH(DHICHIIMATIBHOCTH JOKYMEHTA, UICHTU()UKATOD
cyOBeKTa I0CTYIIa, 3aIIPOCUBIIETO IOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIIUIO 3aITycKa (3aBEpIICHHS ) POrPaMM U MPOIECCOB (3aa-
HUM, 3a71a4), IpeJHa3HAYCHHbIX /11 00pabOTKH 3amuinaemMsix (aitnos. B mapamer-
pax perucTpanuy yKa3bIBalOTCs JaTa U BpeMs 3ammycka, uMs (MaeHTH(UKaTOp) Mpo-
rpamMMmsl (IIporecca, 3a1aHus), HACHTU(DHUKATOP CyObEeKTa JOCTYIA, 3alIPOCUBILIETO
nporpaMmmy (IIpoLecc, 3aJaHNe), pe3yJIbTaT 3anycka (YCHeIIHbIi, HeyCIEeIHbIN — He-
CaHKLMOHUPOBAHHBIN),

19

OcCy1ecTBISATh PETUCTPALIMIO MOMBITOK JOCTYIa IPOrPaMMHBIX CPEJICTB (Iporpamm,
IPOIIECCOB, 3a/1a4, 3a/laHui) K 3aluiaemMsIM (aiinam. B mapamerpax perucrpanuu
YKa3bIBAIOTCSA JaTa U BpeMs MOMBITKH JIOCTyNa K 3aliuiiaeMomy ¢Gaiiny ¢ yKkazaHueM
ee pe3yibTara (ycleuHas, HeycrenHas — HeCAaHKIIMOHUPOBaHHAA ), UJCHTU(UKATOD
cyObeKkTa gocTyna, cnenndukanus 3amummuiaeMoro daina;

20

OcCy1IEeCTBISTh PETUCTPALMIO MOIBITOK JOCTYIA IPOTPAMMHBIX CPENCTB K CIENYIO-
UM JOTIOJTHUTEIbHBIM 3aIUIIIAEMbIM 00bEKTaM JIOCTYIA: TEPMUHAIAM, KOMIIBIOTE-
pam, y3nam cetu MCI1/IH, nuHuAM (KaHajgaMm) CBSI3U, BHELITHUM yCTPOIMCTBaM KOM-
MBIOTEPOB, IIpOrpaMMaM, ToMaMm, KaTajoram, ¢aiaam, 3amucam, Mmojsm 3anucei. B
napaMeTpax perucTpaluy yKa3bIBarOTCs 1aTa U BPeMs MONBITKH JOCTYIA K 3alHINa-
eMoMYy OOBEKTY C yKa3aHUEM ee pe3yJibTara (yCIellHas, HeyCIeIHas — HECAaHKIUO-
HUPOBaHHAs), UIACHTU(DHUKATOP CYyOBEKTa JOCTYMA, CHIEIUPHUKAINS 3aIHIAeMOT0
00BeKTa — TOTUYECKOe UMS (HOMED);
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21

[TpoBOIUTH yueT BcexX 3alUIaeMbIX HOCUTENEH HHPOPMAITUH C TOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUETHBIX JIaHHBIX B )KypHaJl (YUETHYIO KapTOUKY);

22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBAaHNE) OCBOOOKTIaEMBIX 00IacTei
OTIEPATUBHOM MaMsATH KOMIIBIOTEPOB U BHEIIHUX HaKomuTene. O4rcTKa OCymecTB-
JSIETCsL OJTHOKPATHOM MPOU3BOJIBHOM 3aIUCHI0 B OCBOOOKIAEMYIO 00J1aCTh aAMSITH,
paHee KUCIOJIb30BAHHYIO JJIs XpaHEHUS 3allUINaeMbIX JaHHBIX ((ailioB, nHPpopMa-
LHH);

B noacucreme obecneueHus OCI0CTHOCTH:

ObecneunTh 1IET0CTHOCTD IPOrPaMMHBIX CpeCTB 3auuThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTb IIPOrpaMMHOMN cpelibl. [Ipr 3TOM 11€I0CTHOCTD CPENICTB 3aALUTHI
HpOBEPSETCs MIPH 3arpy3Ke CUCTEMbI 110 HATMYHIO UMEH (MIeHTHU(PUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1en0CTHOCTh MPOrpaMMHON Cpe/bl 00ECIIEUMBAETCS OTCYTCTBUEM B
NCIIH cpenctB pa3pabOTKU M OTJIAAKH [IPOrpamMM;

OcymectBsats pusudeckyro oxpany UCII/Iu (ycTpoicTB 1 HOcuTeneit nHpopma-
1IUK), IpelycMaTpuBaroias KOHTpoJib goctyna B nomemienuss MCII/Ix noctoponHux
JIMLL, HATMYKE HAJIC)KHBIX MPEISITCTBUN 111 HECAHKIIMOHUPOBAHHOT'O IIPOHUKHOBE-
Hus B nomenieHus MCITIn u Xxpanunuiie HocuTene nHpopMaluu;

[TpoBoauTh nepuonnveckoe rectupoanue pynkuuit C3I1AH npu u3MeHeHNH npo-
rpaMMHO# cpeabl U nnepconana MCII/IH ¢ momoluipio TeCT-nporpamMm, UMUTUPYIOILINX
noneiTku HCJI;

JIOJIKHBI OBITH B HAJIMYKMHU cpenicTBa BoccTaHoBieHus: C3I1/IH, npenycMaTpuBatomye
BEJICHHUE JIBYX KOMUIA MPOTrPaMMHBIX CPEJICTB 3aIUThHl HHPOPMALIUH, UX NTepUOANYE-
CKOe OOHOBJIEHHE U KOHTPOJIb PaOOTOCTIOCOOHOCTH;

[TpoBOAMTH MPOBEPKY LIETOCTHOCTH MOAYJeH cpeacTra 3amuThl oT [IMB, HeoOxo-
JUMBIX ISl €10 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IIPU €r0 3arpy3Ke ¢ UCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM,;
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ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS cpecTBa 3auThl oT [IMB, npexycmar-
pUBaOIIas BEACHUE IBYX KON MPOTPAMMHOTO CPEJICTB 3aIUTHI, €ro MepUOIHYe-
CKO€ OOHOBJICHHE U KOHTPOJIb PaOOTOCIIOCOOHOCTH;

Peanu3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHUN CPEACTBA
3amuTsl OT [IMB ¢ ucnosb30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pezepBHOE konupoBanue [1/[H Ha oTuykaaeMble HOCUTENU HH(OPMALINN;

B noacucreMe aHTUBUPYCHOM 3alIUTHI:

[IpoBOaMTH aBTOMATUYECKYIO MTPOBEpKY Ha Hannuue BII nnu nocneacteuii [IMB
npu ummnopre B UCII/IH Bcex mporpaMMHBIX MOJyJiel (MIPUKIAJAHBIX IPOrpaMM), KO-
TOpBIC MOTYT cojiepxaTh BII, Mo ux THIIOBBIM I1a0JI0HAM U C IIOMOIILIO IBPUCTHY -
CKOI'0 aHaJIn3a;

Peanu3zoBaTh MeXaHU3MBI aBTOMATHUECKOT'O 6J'IOKI/IpOBaHI/I$I O6H8.py>KeHHBIX BII my-
TEM UX YHAJICHUA U3 IPOTrPpaMMHBIX Moz[yneﬁ HJIN YHUYTOKCHUA,

Perynspuo BeIMONHATH (IIpy nepBoM 3amycke cpeacts 3auuTsl [1[n ot [IMB u ¢
yCTaHaBJIMBAaEMOM NMEPUOJIUYHOCTHIO) MPOBEPKa Ha IpeaMeT Hanuus B HUX BIL;

JlomxHa nHULIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus
BII npu BeisiBienun ¢akra [1IMB;

Peanu3oBarh MEXaHU3M OTKaTa JJI1 YCTaHABIMBAEMOI'O YUCIA ONepalui yAalIeHUs
BII u3 onepatuBHOI WM TOCTOSIHHOW MTAMSITH, U3 IIPOIPAMMHBIX MOIYJIEN U MPH-
KJIAJIHBIX ITPOTpaMM WJIM MPOrPaMMHBIX CPEJICTB, coaepxkanux BII.

JononaurensHo B UCII/IH nomkeH NpoBOAUTECS HENPEPBIBHBIN aBTOMAaTHUYECKHM
MOHUTOPHUHT HH()OPMAITMOHHOTO 0OMEHA C BHELITHEH CeThIO ¢ 1ieNbio BhisBneHus BII.
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Vi

KonTpons orcyrcteus H/IB B 110 C3U

s mporpaMMHOTo 00ecTiedeH s, UCTIONIb3YeMOro Ipu 3amuTe napopmarmu B UC-
I11a (cpencts 3amuthl nHGopMaruu — C3M, B TOM 4KClIe U BCTPOSHHBIX B 00IIIECH-
CTEeMHOE U TMPUKJIaIHOE porpaMMHoe obecriedenne — [10), nomkeH ObITh 0OecredeH
COOTBETCTBYIOIIUN YPOBEHb KOHTPOJIs OTCyTcTBUS B HeM H/IB (He nexknapupoBan-
HBIX BO3MOKHOCTEH).

VIl

O6napyxenue Bropxxeruit B UCII[In

OOGHapykeHue BTOPKCHHH TOHKHO 00€CTIeunBaThCs yTEM UCIIOIb30BAHUS B COCTa-
Be MCII/In nporpaMMHBIX WJIM IPOrpaMMHO-aINapaTHBIX CPEICTB (crucTeM) oOHa-
pyxenus srop>xenuii (COB).

HeO6XOI[I/IMO 00513aTeNIbHOE UCIOJIL30BAHUE CHCTEMBI O6H3py>KCHI/I$I CCTCBBIX aTak,
HCIOJIB3YIONINEC CUTHATYPHBIC METO/AbI aHAJIN3a

Heo6xoanMo 00s3aTenbHOE HCIIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTaK,
MCIOJIb3YIOIINE CUTHATYPHBIE METO/Ibl aHAJIW3a U METO/IbI BBISBIICHUSI aHOMAJIUI

Vil

3amura UCIT /1 ot [IDMUH

s 06paboTku nHGOpMauu HeodxoauMo ucnoiab3zoate CBT, ynoBnerBopstomye
TpeOoBaHUAM cTaHapToB Poccuiickoil Peneparuu o 31eKTPOMarHUTHON COBMe-
CTMMOCTH, 0 6€30IaCHOCTH U SPrOHOMHUYECKUM TPEOOBaHUSM K CPEJCTBAM OTOO-
pakeHust UHGOpPMAaLIUU, IO CAHUTAPHBIM HOPMaM, IPEIbSABISEMbIM K BUJICOIUC-
wieitHbIM TepmuHaniaM [19BM (nanpumep, TOCT 29216 91, TOCT P 50948-2001,
['OCT P 50949-2001, I'OCT P 50923 96, CaunlluH 2.2.2.542 96).

Onenka cootBerctBust UCIIIH TpeboBanusm 6e3omacuoctu 110

Monntnka nHpopmaumoHHol 6esonacHoctu. CtpaHuua 29 ms 31




[TpoBectu 00s13aTeNbHYIO CepTU(HUKAILIUIO (aTTECTAINIO) 110 TpeOoBaHUSAM Oe30mac-
HOCTH MH(OpMaINH;

JlexiiapupoBaTh COOTBETCTBHE WIIH 0053aTEIIbHYIO CEPTUDHUKAIIO (ATTECTAIHIO) TIO
TpeOOBaHUAM O€30MaCHOCTH MHGOPMAIINH (TI0 PEIICHUIO OTIEPaTopa);

[pumeuanue: [Ins UCIIIn 4 knacca nepeueHb MeponpusaTuii o 3ammre [1/IH onpenensiercss B 3aBUCUMOCTH OT yiepOa KOTOPBIA MOXKET ObITh

HAaHECCH B CJICACTBHMH HCCAHKIMOHUPOBAHHOT'O MK HCIIPEAHAMEPEHHOI'O JOCTYIIAa K H,HH

CornacoBaHo:.

Cekperapb

Maiioposa Tarbsina MedonseBHa

Hupexrop

CosnoBseeBa Enrena AnekceeBHa

Nuxenep OBT

Kinoukos Bukrtop Huxonaesnu

Monntnka nHpopmaumoHHol 6esonacHoctu. CtpaHuua 30 13 31



JIncer o3nakomienus ¢ IlosmTukoi nHpOpManmoOHHON 0€30I1aCHOCTH

Ne OHUO JomxHoCcTh Hara Hoanuch
n/n
1 | MaiiopoBa Taresina MedonpeBHa Cexkperapb
2 | ConoBbeBa Enena AnexceeBHa Hupekrop
3 | KinoukoB Buktop HukonaeBuu Wnxenep OBT

MonntrKa nHpopmaumoHHoM 6esonacHocTu. CtpaHuua 31 u3 31




