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OnpenesieHust

B HacTosmem JAOKYMEHTC UCIIOJIB3YIOTCA CICAYIOINUE TEPMHUHBI U UX OIIPCACIICHU.

ABTOMATH3HPOBAHHAS CHCTEMA — CHUCTEMa, COCTOfAIAs M3 TMepcoHaia M KOMILIEKCa
CPEIICTB aBTOMAaTH3allMM €ro JEATEJIbHOCTH, peau3yrolas HH(OOPMALHMOHHYI0 TEXHOJOTHIO
BBITIOJTHEHHS YCTAHOBJICHHBIX (PYHKIIHIA.

AyTeHTHQUKAIUS OTHPABUTENS [JAHHBIX — IOATBEPKIACHHE TOrO, 4YTO OTIPABUTENb
MOJTy4YEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

be3onacHOCTh NEPCOHAJNBHBIX [JAHHBIX — COCTOSIHUE 3alllMIIEHHOCTH TEePCOHAIBHBIX
JAHHBIX, XapaKTepu3yemMoe CIHOCOOHOCThIO  TOJb30BaTENEH, TEXHUYECKUX CPEICTB U
WH(POPMAITMOHHBIX TEXHOJIOTUN 00ecrednTh KOH(DUIECHIIMATHFHOCTD, IIEJIOCTHOCTh U JOCTYITHOCTh
NEPCOHANBHBIX JaHHBIX MpPH HMX 00paboTke B HMHMOPMAIMOHHBIX CHCTEMax MEepCOHATbHBIX
JTAHHBIX.

Buomerpuueckne mnepcoHaJbHbIe JaHHbIE — CBEACHHS, KOTOPBIE XapaKTepPU3YIOT
(U3NOTIOTHUECKHE OCOOCHHOCTH YEJOBEKAa M Ha OCHOBE KOTOPBIX MOXKHO YCTaHOBHUTH €ro
JUYHOCTh U KOTOPBIE UCTIONB3YIOTCS AJMHUHUCTPAINEH SISl YCTAHOBJICHHS TUYHOCTH CYOBEKTa
NIEPCOHAIBHBIX JaHHBIX, MOTYT 00pabaThIBATHCS TOJIBKO MPU HAJTHMYUHU COTJIACUS B TUCHMEHHOU
dbopMe cyOBeKTa MEPCOHANBHBIX MAaHHBIX (BKIOYast Gororpaduu, OTHEYATKH MAIBIEB, 00pa3
CETYATKH TJ1a3a, 0COOCHHOCTH CTPOCHHSI TeJla U JPYTYIO OI00HYI0 HH(OPMAITHIO).

BiaoknpoBaHue NePCOHATBHBIX JaHHBIX — BpPEMCHHOE TpeKpalieHue o00paboTKu
MEPCOHANBHBIX JaHHBIX (32 HCKIIOUEHUEM CllydaeB, eciu o00paboTka HeoOxomuma s
YTOYHECHHSI IEPCOHATBHBIX TAHHBIX ).

Bupyc (KOMIBbIOTEpPHBIH, NPOrPAMMHBIN) — HCIOJHAEMbIM NpPOrpaMMHBIA KOJ WIN
WHTEPIPETUPYEMbIii HAOOp MHCTPYKITUH, OONaNalomuidi CBONCTBAMH HECAHKIIMOHUPOBAHHOTO
pacnpocTpaHeHust U camoBocnpousBeieHusa. Co3aaHHble TyOIUKAThl KOMIIBIOTEPHOTO BUpYca He
BCEra COBIAJAIOT C OpPUTHMHAJIOM, HO COXPAaHSIOT CHOCOOHOCTh K  JajbHEWIIemMy
pacIpoCTPaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHas mnporpamma — 1nporpamMma, MOpeJHa3HAau€HHas JJIsl  OCYLIECTBICHUS
HECaHKI[MOHUPOBAHHOTO JOCTYMa U (WJIK) BO3JCHCTBUS Ha MEpPCOHAIbHBIE JaHHbIE WIH PECYpPChI
MH(GOPMAIIIOHHOW CUCTEMBI IEPCOHABHBIX JaHHBIX.

BcnomorarejbHble TeXHHYECKHE cpeacrBa M CUCTEMBI — TCXHHYCCKHUE CPEACTBA H
CHUCTEMBI, HC MPEAHA3HAYCHHBIC JJIA IIC€peaayn, O6pa6OTKI/I N XpaHCHHA NEPCOHAJIbHBIX JAaHHBIX,
YCTaHABJIMBACMBIC COBMCCTHO C TCXHUYCCKUMHU CPCACTBAMH U CUCTCMaMHU, MPCAHA3HAUCHHbBIMU
JIA O6pa6OTKI/I NEPCOHATIBHBIX HOaHHBIX WIM B TIIOMCIICHUAX, B KOTOPBIX YCTaHOBJICHBI
I/IH(bOpMaHI/IOHHBIe CUCTEMBI IICPCOHATIBHBIX TaHHBIX.

JocTtyn B onepanuoHHy10 cpeny KoMibioTepa (MHGOPMALMOHHOH CHCTEMbI MEPCOHATBHBIX
JAHHBIX) — TIOTyYSHUE BO3MOXKHOCTH 3aITyCKa Ha BHIMOJHEHHE IITATHBIX KOMaH/, (DyHKIIWIA, poreayp
OTEPAIMOHHONW CHUCTEMBI (YHUYTOXKEHHSI, KOITMPOBAHMUS, TIEPEMEIICHUS U T.I1.), UCTIONHIEMBIX (haitiioB
MPUKJIATHBIX [IPOTrPAMM.

Joctyn k ungopManmm — BO3MOKHOCTb MOTy4eHus] HH(POPMAIUH 1 €€ UCTIOJIb30BAHHUS.

3akyIalouHoe YCTPOWCTBO — SJIEMEHT CPE/ACTBA CheMa HH(OPMAIMH, CKPBITHO BHEAPSEMbINA
(3aKnmampIBacMblii WM BHOCHMBIA) B MECTa BO3MOKHOTO CheMa HH(popMammu (B TOM 4YHCIIE B
OrpaxIeHne, KOHCTPYKIIMIO, 000pYI0BaHKE, TIPEAMETbI MHTEPhEpa, TPAHCIIOPTHBIE CPENICTBA, A TAKKE B
TEXHUYECKHE CPEZICTBA U CUCTEMBI 00pabOTKM HHPOPMALIUH).
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3anmmaemass uHpopmMamys — UHPOpPMAIMS, SBISIONIASACS IPEAMETOM COOCTBEHHOCTH U
HOJUISKAIIAST 3alUTEe B COOTBETCTBUU C TPEOOBAHMSMH IMPABOBBIX JOKYMEHTOB MM TPEOOBAHUSIMH,
YCTaHABIIMBAaEMBbIMUA COOCTBEHHUKOM MH(OPMAITUH.

Hnentndgmkanus — npucBoeHHMEe CyObeKTaM M OOBEKTaM JO0CTyna HWIeHTHU(uKaTopa M (Wn)
CpaBHEHHE NMPEABSBIIEMOr0 HICHTH(HKATOpA C IIEPEYHEM IPHUCBOCHHBIX UIACHTU(DUKATOPOB.

HNudopMaTUBHBI CHUTHAJ — DJICKTPHYECKUE CHTHAJBL, AKYCTHYECKHE, SJICKTPOMAarHUTHBIE W
Jpyrue (usnyeckue Moist, MO IapamMerpaM KOTOPhIX MOXET ObITh PacKpblTa KOH(HIACHIMATbHASL
nH(opmarws (mepcoHaIbHbIE JTaHHbIC) 0OpadaThiBaeMasi B MH()OPMAIIMOHHOM CHCTEME MEePCOHATBHBIX
JTaHHBIX.

Nudopmanuonnas cucrema mnepcoHadbHbIXx gaHHbIX (MCIIIH) —coBOKynHOCTB
coaepxammxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAaHHBIX M 00ECIIEUMBAIONIMX MX 00pabOTKy
WH()OPMAITMOHHBIX TEXHOJOTUHA U TEXHUYECKUX CPEJICTB.

HNudopManmoHHble TEXHOJOTHH — TIPOIECCHI, METOJbl TOMCKa, cOOpa, XpaHeHus, O0OpabOTKH,
MPEIOCTABIICHHS], PACPOCTPaHEeHUsI MH(POPMAIMK M CIIOCOOBI OCYIIECTBICHUSI TAKUX MPOIECCOB U
METO/IOB.

Hcnonb30BaHue NePCOHAIBLHBIX JAHHBIX — JCHCTBUS (ONEpanyy) ¢ TMEPCOHATBHBIMU
JTAHHBIMH, COBEpIIAEMbIC ONEPATOPOM B LEISAX NPUHATHS PEIICHUH WIM COBEPLICHHUS HHBIX
JCWCTBHUH, TIOPOKAAIOMINX IOPHINUECKUE MOCIEACTBUS B OTHOIICHUN CYOBEKTa NEepCOHAIBHBIX
JAHHBIX WJIM JAPYIHX JIMI JIMOO MHBIM 00pa3oM 3aTpardBalolIMX IMpaBa U CBOOOIBI CyOBEKTa
NePCOHATBHBIX JAHHBIX UM IPYTUX JIHII.

Hcrounuk yrpo3bl 6€30NacHOCTH MH(OPMAIIMH — CYOBEKT JIOCTYIA, MATEPUATBHBIN OOBEKT WM
(uzIyecKoe sIBIeHNE, SBIISIOIMECS MPYUHON BO3HUKHOBEHHS YIPO3bl 0€30MacHOCTH HH(GOpMaIUH.

KonTtposmpyemasi 30Ha — TpOCTPaHCTBO (TEppUTOpUS, 3[aHUE, YacTh 3[aHUS, IMOMEIIEHHE), B
KOTOPOM HCKJTIOYEHO HEKOHTPOIMPYeMOe MpeObIBAaHNE MMOCTOPOHHMX JIMIl, a TAKXKE TPAHCIIOPTHBIX,
TEXHUUYECKUX M MHBIX MaTEPUATTBHBIX CPEJICTB.

KonpuneHIMaILHOCTh NMEePCOHABHBIX JAHHBIX — 0053aTebHOE [UIS COOMIOACHUS OIEpaTopoM
WIM WHBIM TIOMYYMBIIAM JOCTYIl K TIEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE JIOMYCKATh HX
pacrpocTpaHeHre 0Oe3 coracusi CyObeKTa MEpCOHANbHBIX JAHHBIX WM HAJIWYMsS MHOTO 3aKOHHOTO
OCHOBaHWMSL.

MeskceTeBOil 3KpaH — JIOKIbHOE (OAHOKOMIIOHEHTHOE) WM (DyHKIMOHATBHO-PACTIPEICIICHHOE
nporpaMMHOE  (IIPOrpaMMHO-AIMIAPaTHOE) CPEACTBO  (KOMIUIEKC), pean3ylollee KOHTPOJIh 3a
uHpOpMaLel, MOCTynaomeld B WHPOPMALMOHHYIO CHCTEMY IEPCOHANBHBIX JAHHBIX W (WIIH)
BBIXOZAIIEH U3 MH(OPMAIIMOHHOW CUCTEMBI.

Hapyumresqb 6e30MacHOCTH MEPCOHAIBHBIX JTAHHBIX — (PU3UUECKOE JIMIIO, CITYYaifHO WM
IpeTHAMEPEHHO COBEpILIAIOIIEE JCHCTBUS, CIIECTBHEM KOTOPBIX SIBJIETCS HapylleHHe Oe30MacHOCTH
TIEPCOHATHHBIX JITAHHBIX TIPU UX 00PabOTKE TEXHUYECKUMH CPEICTBAMU B MH(DOPMAITMOHHBIX CHCTEMax
MEPCOHATBHBIX TaHHBIX.

HeaBTomaTusupoBanHasi o0padoTka NMepPCOHATBbHBIX JAHHBIX — 00paboTka
MEPCOHAJIBHBIX NAHHBIX, COACPIKAIIUXCA B I/IH(i)OpMaHHOHHOfI CUCTCMC NICPCOHAJIbHBIX JaHHBIX
an00 W3BJICUEHHBIX W3 TaKOM CHUCTEMBI, CUUTAETCA OCYIIECTBICHHOW 0€3 HCIOJb30BaHUS
CpPE/ACTB aBTOMAaTH3alMU (HEABTOMATU3UPOBAHHOM), €ClId Takue ACHCTBUSL C MEPCOHATbHBIMU
JaHHBIMU, KaK HUCIOJb30BaHUE, YTOUHEHHE, PACIPOCTPAHEHHE, YHHUUTOXKEHHE MEPCOHAJIbHBIX
JAHHBIX B OTHOIICHUHN KaXIO0T'0 U3 CYGBGKTOB NEPCOHANIBHBIX TaHHBIX, OCYLICCTBIAIOTCA MpPHU
HEIMOCPEICTBEHHOM Y4YacTHU YeJIOBEKa.

HenexnapupoBanHble  BO3MOKHOCTH — (GYHKIMOHATbHBIE ~ BO3MOXKHOCTH ~ CPEZICTB
BBIYMCIIATEIILHOM TEXHUKH, HE OIMMCAHHBIE WM HE COOTBETCTBYIOIIME OMMCAHHBIM B JJOKYMEHTALIUH, TIPH
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UCTIOJIb30BaHUHM ~ KOTOPBIX BO3MOXKHO —HApyIICHWE KOH(UICHIIMAIBHOCTH, JIOCTYITHOCTH —WIIH
HIEJIOCTHOCTH 0OpabaTsiBacMoi HHGOPMAIIHH.

HecaHkumoHMpoOBaHHBIH J0CTYN (HeCAHKIIMOHMPOBAHHBIE JIeiiCTBUA) — JIOCTYN K HHPOpMAIU
WM JISUCTBHS ¢ WH(OpMAIVel, HApYIIAONHe MPaBWia pasrpaHUueHus] JOCTYIA C HUCTIOIh30BaHUEM
MTAaTHBIX CPCACTB, MPCAOCTABIICMBIX I/IH(bOpMaI_[I/IOHHLIMI/I CUCTCMaMU NICPCOHAJIBHBIX JaHHBIX.

Hocutens uHdopManum — (u3MUecKoe MO0 WIA MaTepUATbHBIA OOBEKT, B TOM HYHCIIC
¢rsuyeckoe 1mosie, B KOTOpoM HH(OpMAIMs HAXOIUT CBOE OTPAKEHUE B BUIE CHMBOIIOB, 0OPa3oB,
CUTHAJIOB, TEXHMYECKUX PEILICHUH U TPOLIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK (PHUIUUECKUX
BEJIMYUH.

O0e31nunBaHue NEPCOHAIBHBIX JAHHBIX — JCHCTBUSA, B PE3YJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOKHO 0€3 HUCII0JIb30BaHUSI AOMOJHUTENBHON HH(GOPMALIUK ONPEIEIUTh MPUHAUIEKHOCTD
MEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY NMEPCOHATIbHBIX TaHHBIX.

O0paboTka MepPCOHANILHBIX JAAHHBIX — JI000€ nelcTBHE (Omepamus) WM COBOKYITHOCTb
nefcTBuil  (omepanuii), COBEpIIAEMBIX C MHCIOJIb30BAaHMEM CPEICTB AaBTOMATM3alMud Wid 0e3
UCTIOJIb30BaHMs TAKUX CPEJICTB C MEPCOHATBHBIMH JAHHBIMHU, BKJIIOUasi cOOp, 3aIliCh, CUCTEMATH3AIIMIO,
HaKOIJICHUE, XpaHEeHUe, YTouHeHre (OOHOBJICHHE, M3MEHEHHE), H3BIICUEHNE, HCTIONB30BaHKE, TIepeady
(pacnipocTpaHeHHe, TPEAOCTaBICHUE, JOCTYI), OOe3NMuUMBaHWE, OJOKMpOBAHWE, YAAJCHUE,
YHUUTOXKEHHE TEPCOHATIbHBIX JaHHBIX.

OOwmerocTynHble  MepCOHAIbHBIE  JIaHHbIE —  TIEPCOHANBHBIE  JaHHbIE,  JOCTYI
HEOTPaHNYEHHOTO KpYyra JIUIl K KOTOPHIM IPEIOCTAaBICH C COTJIACHS CyOBEKTa IEepCOHATbHBIX
JAHHBIX WJIM HAa KOTOPBIE B COOTBETCTBUHU C (heJepalbHbIMU 3aKOHAMH HE PaclpOCTpaHAETCS
TpeGoBaHuE COOMIOACHUS KOHPUICHIINATHHOCTH.

Oneparop (nmepcoHAJBbHBIX JAHHBIX) — TOCYIAPCTBEHHBIN OpraH, MYHHIMIAIbHBIA Opras,
FOPUIIMYECKOE WIN (PU3MIECKOE JIMIIO0, CAMOCTOSATELHO MM COBMECTHO C JIPYTMMH OpPraHHU3YIOIee
(Mn) ocyIIeCTBIIsIOIIEE 0OPAOOTKY IMEPCOHATIBHBIX TAHHBIX, a TAKKE ONMPEICIISIONIME 1IeJTi 00padOTKH
MEPCOHATIBHBIX JAHHBIX, COCTaB IEPCOHABHBIX JIAHHBIX, MOICkKANMX O00paboTKe, NeHCTBUS
(omeparmn), CoBepIIIaeMble C IEPCOHATLHBIMU JIAHHBIMHU.

TexHuyeckue cpeacTBa HH(OPMANMOHHON CHCTEMbI NEPCOHAJBHBIX JTAHHBIX — CPEICTBA
BBIUHCIIUTEIHLHOM TEXHUKU, I/IH(bOpMaLII/IOHHO-BI:I‘-II/ICJII/ITeJIBHbIe KOMIUICKCHI U CCTHU, CPCACTBA U CUCTCMbI
nepefaun, npuema u oOpadotkm [I/[H (cpenctBa M CHUCTEMBbI 3BYKO3AIWMCH, 3BYKOYCHJICHWS,
3BYKOBOCIIPOM3BE/ICHUSI, TIEPETOBOPHBIC U TEJIEBH3UOHHBIC YCTPOWCTBA, CPEICTBA HW3TOTOBICHUS,
TUPOKUPOBAHUS JIOKYMEHTOB M JIPyrdie TEXHUYECKHUE CPEACTBa OOpaOOTKH PEUeBOM, TpadruecKoi,
BUICO- U OyKBeHHO-IM(poBOH HH(OpPMAIINK), MPOrPaMMHBIE CPENCTBA (OMEPAIMOHHBIE CUCTEMBI,
CHCTEMBI YIpaBJIeHUs1 0a3aMMl JAaHHBIX M T.I.), CPEICTBA 3alUThI WH(OpPMAIWH, TPUMEHIEMbIC B
MH()OPMAITMOHHBIX CHCTEMAX.

IlepexBaTr (MH(pOpMANMK) — HETPABOMEPHOE TOJyUYeHHE WH(OPMAIIUU C HUCIIOJIB30BAHUEM
TEXHUYECKOTO  CpEJCTBa, OCYLIECTBISIONIETO  OOHAapyKeHHe, TMpueM U  00paboTKy
UH(POPMATUBHBIX CUT'HAJIOB.

IlepconanbHble JaHHBIE — JI00ass WH(GOpPMAINHUS, OTHOCAMIASACS K MPSIMO WM KOCBEHHO
OTIPEICTICHHOMY HJIH OonpeieisieMoMy (GU3ndecKoMy JIHIY (CyOBEKTY MepCOHATBHBIX TaHHBIX ).

ITo6ouHbIe JIEKTPOMATHUTHBIE H3JIYYeHHS] U HABOJKHU — DJIEKTPOMATHUTHBIC W3TYYCHUS
TEXHUYECKUX CPEJCTB 00pabOTKM 3amuiraeMor WHQOpMaIuy, BO3HUKAIONIME KaK MOOOYHOE
SIBJICHUC U BBI3BAHHBIC BHCKTpI/I‘IeCKHMI/I CHUIrHaj1aMu, I[CI\/’ICTBYIOH_[I/IMI/I B HUX BHGKTpI/I‘-ICCKI/IX n
MarHUTHBIX IIETSIX, 8 TaK)Ke JEKTPOMArHUTHBIE HABOJIKH 3THX CHUTHAJIOB HAa TOKOIPOBOIAIINE
JTUHHAH, KOHCTPYKIIMH U TICTIH MTATAHUS.
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IMonuTHKa  «YHCTOrO  CTOJIA» —  KOMIUIGKC  OpPTaHM3AlMOHHBIX  MEpOIPHSITHH,
KOHTPOJHMPYIOMIUX OTCYTCTBUE 3aNKCHhIBAHUS HAa OyMakKHbIE HOCHTENH KIIOYeW W aTpuOyTOB
noctyna (maposei) U XpaHeHHs UX BOJIM3H 00bEKTOB JOCTYTIA.

IHonb3oBaTens HMHGOPMALMOHHONH CHCTEMbI MEPCOHAJBHBIX JAaHHBIX — JIMIIO,
y4acTByIoIllee B (PYHKIMOHUPOBAHUU MH(OPMALMOHHOW CHCTEMbI MEPCOHANBHBIX JAHHBIX WIIH
UCTIOJIB3YIOLIEE PE3YIbTaThl €€ (PYHKIIMOHUPOBAHMS.

IIpaBuia pasrpaHu4eHusi JOCTYNAa — COBOKYIHOCTb NMPaBWJ, PETJIAMEHTHUPYIOIIMX MpaBa
JIOCTYTa CyOBEKTOB JOCTYIA K 00BEKTaM JOCTYyIA.

IIporpaMmMHas 3aKjaaKa — KOJI IPOTpaMMBbl, MPEIHAMEPEHHO BHECCHHBI B TPOTPaMMy C
[ENIBI0  OCYIIECTBUTh YTEUKY, H3MEHUTh, OJOKUPOBaTh, YHUYTOXXUTh HH(POPMAIUIO WIH
YHUYTOXXUTh M MOAM(DHUIMPOBATH NpPOTpaMMHOE oOOecrieueHne WH(GOPMAIMOHHONH CUCTEMBI
MIEPCOHAJILHBIX TAHHBIX ¥ (KMJI1) OJIOKMPOBATh anmapaTHbIe CPEICTBA.

IIporpammHoe (mporpaMMHO-MaTeMaTH4ecKoe) BO3JAeilcTBME — HECAaHKIMOHUPOBAHHOE
BO3/ICHCTBHE HA PECYpPCHl aBTOMATU3UPOBAHHOM HH(OPMAIIMOHHON CUCTEMBI, OCYILIECTBISIEMOE C
UCIOJIb30BaHUEM BPETOHOCHBIX IIPOrPamMM.

PackpbiTHe TNEPCOHANBHBIX [AHHBIX — YMBIIUIEHHOE WJIH ClydalHOe HapylleHue
KOH(UACHIMAIBHOCTH MEPCOHAIBHBIX JTaHHBIX.

PacnpocTpaHeHne nepcoOHAJIbHBIX JaHHBIX — JCHCTBHS, HANpaBICHHbIE HAa PaCKpbITHE
NEPCOHAIBHBIX JaHHBIX HEONPEAEIEHHOMY KpPYTY JIUI]

Pecypc undgopMaliluOHHOH CHCTEMBbI — UMEHOBAHHBIN 3JIEMEHT CHUCTEMHOIO, MPHUKJIIAJIHOTO
WIN annapaTHoro odecneueHus pyHKIIMOHUPOBAHHS WH(POPMAIIMOHHON CUCTEMBI.

CnenuanbHble KAaTeropud MNepPCOHANbHBIX [aHHBIX — TIEpPCOHAJIbHBIE  JAaHHBIE,
KacarolIMecss pacoBOM, HAIMOHAIBHOM  NPUHAMJIEKHOCTH, MOJUTUYECKUX  B3IJISOB,
PENUTHO3HBIX WK (UIOCOPCKUX YOEKICHHUM, COCTOSHUS 310pPOBbS U HHTUMHON >KHU3HU
CcyOBbeKTa MepCOHATBHBIX JaHHBIX.

CpencrBa BbIMHCIMTETLHOM TEXHUKH — COBOKYITHOCTh TIPOTPAMMHBIX M TEXHUUYECKHUX AJIEMEHTOB
CHCTEM 00pabOTKH JTAHHBIX, CIIOCOOHBIX (DYHKIIMOHHPOBATH CAMOCTOSTEILHO HIIM B COCTaBE JIPYTHUX
CHCTEM.

Cy0bekT nocryma (Cy0beKT)— JIMLO WIM TNPOLECC, ACHCTBUS KOTOPOIO PErIaMEHTUPYIOTCS
[IpaBUWJIAMU pa3rpaHUYEHUs JOCTYIIA.

TexHuyeckuii KaHaT yTe4kd WH(OPMALMH — COBOKYITHOCTh HOCHTENS MH(pOpPMALU (CpercTBa
00paboTKH), (PU3MUECKON Cpelbl PacIpOCTpaHEeHHsT WH(POPMATUBHOTO CHTHAIA U CPEACTB, KOTOPHIMH
JOOBIBACTCS 3aIUIIacMast “HQOpMaITs.

TpancrpannyHas nepeaaya nepcoHaJAbHBIX JaHHBIX — M€peavya MepCOHATbHBIX JaHHBIX
onepatopoMm uyepe3 [ocymapctBeHHyro rpaHully Poccuiickoit ®enepauuu oOpraHy BIJIACTH
MHOCTPAHHOTO TOCyNapcTBa, (U3MUECKOMY WM IOPUIMYECKOMY JIMIy HHOCTPAHHOTO
rocyJapcTaa.

VYrpo3bl 0€30MacHOCTH MEPCOHAJBHBIX JIAHHBIX — COBOKYIHOCTh YCIIOBHM U (DakTOpOB,
CO3/IAI0MIMX OMAacCHOCTh HECAaHKIIMOHUPOBAHHOIO, B TOM YHCIIE CITy4allHOro, JIOCTYIA K MEPCOHAIBLHBIM
JTAHHBIM, PE3YJBTATOM KOTOPOTr0 MOXKET CTaTh YHUUTOKEHUE, U3MEHEHHUE, OJIOKMPOBaHKE, KOTMPOBAHHE,
pacnpoCcTpaHeHHE MEPCOHATBHBIX JAHHBIX, a TAKKE MHBIX HECAHKIMOHUPOBAHHBIX JIEUCTBUM MPH UX
00paboTKe B MHOPMAIIOHHON CUCTEME ITEPCOHATTBHBIX TAHHBIX.

YHMUYTOXKEHNEe NEePCOHANBHBIX JAHHBIX — JICUCTBUS, B pE3YJbTaTe KOTOPBHIX HEBO3MOXKHO
BOCCTaHOBUTBH COJIEPYKAHHUE TEPCOHATBHBIX JAHHBIX B HMH(OPMAIMOHHOM CHUCTEME IEPCOHANIBHBIX
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JAHHBIX WIA B PE3Y/IbTaTe KOTOPBHIX YHHUYTOXKAIOTCS MaTepHATbHBIE HOCHUTEITH TEPCOHAIBHBIX
JAHHBIX.

VYreuka (GanmiaeMoil) uHpOpMAIMH 1O TEXHUYECKMM KAHAJIAM — HEKOHTPOIMPYEMOE
pacrpocTpanerre HHPOPMAIIUKA OT HOCHTEIIS 3allMIIAEMOi HHPOPMAIUH Yepe3 PU3NUECKYIO Cpey 10
TEXHUUYECKOTO CPEJICTBA, OCYILECTRISIOIIETO IIEPEeXBaT NHPOPMAITHH.

Ya3BUMOCTB — C1a00CTh B CPEACTBAX 3allIUThI, KOTOPYIO MOYKHO HMCHOJIB30BATh ULl HapyIIEHUS
CHICTEMBI WM CoZIepyKalieiicst B Helt nH(opMaItim.

LenocrHocTh MHGOPMALIMU — CIHOCOOHOCTh  CPEACTBA  BBIUKCIUTENIFHOM — TEXHUKH WA
ABTOMATU3UPOBAHHOW CHUCTEMBI 00ECTIeUMBaTh HEM3MEHHOCTh MH(OpPMALMK B YCJOBHSX CIy4aifHOTO
W/WIM TIPETHAMEPEHHOTO UCKKEHHUS (pa3pyIIIeHMS ).
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OBO3HAYEHUA U COKPAILLIEHUSA

ABC — QHTUBHUPYCHBIE CPEICTBA

APM — aBTOMAaTU3UPOBAHHOE pabodee MecTo

BTCC — BCIIOMOTaTeJIbHbIE TEXHUYECKUE CPEACTBA U CUCTEMBI
UCIIdu — nH(OpPMAIMOHHAS CUCTEMA MEPCOHATTBHBIX TAHHBIX
K3 — KOHTpOJIUpYyeMas 30Ha

JIBC — JIOKJIbHAsI BBIYUCIIUTEIbHAS CETh

MD — MEKCETEBOM dKpaH

HCI — HECAHKLIMOHUPOBAHHBIN JOCTYII

oC — ONepaloHHas cucrema

11/1a — IIEPCOHAJIbHBIE TAHHBIE

IIMB — IIPOrPaMMHO-MATEMAaTHYECKOE BO3/IEHCTBHE

o — porpamMMHoOe o0OecrieueHne

[IOMUH — MOOOYHBIE AEKTPOMATHUTHBIE H3ITyICHHS M HABOIKU
CA3 — CHCTEMa aHaJIN3a 3alllUIIEHHOCTH

C31 — CpeJICTBA 3aIIUTHl HHPOPMALIUU

C3I1n — cucTteMa (TIoICUCTeMa) 3alIUThl IEPCOHANIBHBIX TAHHBIX
COB — cucteMa oOHapy>KeHHS BTOP>KCHUM

TKYU — TEXHUUECKUE KaHAJIbI yTEUKHA HH(OpMAIN

VBI1/In — yrpo3bl 0E30MaCHOCTH TIEPCOHATHLHBIX TAHHBIX
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BBEJIEHUE

Hacrosimas Ilomutuka wuHopManuonHoit OezomacHoctu (manee Ilommtumka) MAY J1O
«CII» AnatelpcKOro MyHHIMIIATBHOTO OKpYyTa (fanee — YupexJaeHue) sBisieTcs: opuuuatbHbIM
JIOKYMEHTOM.

[Tonmutrka pa3paboTaHa B COOTBETCTBHH ¢ TpeOoBaHUsIMU DeepaibHOTO 3aK0HA OT 27 WO
2006 1. Ne 152-®3 «O nepcoHanbHbIX JaHHBIX» U nocTaHoBieHus [IpaBurtenscrBa Poccuiickoit
Oenepanmn ot 1HOIOpss 2012 1. Ne 1119 «OO6 yTBepkacHUMH TpPeOOBAHHWM K 3aIINATe
NEPCOHANBHBIX JaHHBIX NpU HX 00paboTke B HMH()OPMALMOHHBIX CHUCTEMax MEPCOHAIBHBIX
JAaHHBIX», HA OCHOBAHHH:

- «Pexomenmanuii mo obecrieueHnIo 6€30MaCHOCTH EPCOHANBHBIX JAaHHBIX TPU UX 00paboTKE B
WH(GOPMAITMOHHBIX CUCTEMAaX MEPCOHANBHBIX NaHHBIX», YTBEPKACHHBIX 3aMECTHTEIEM JUPEKTO-
pa @®CTOK Poccum ot 15.02.2008 T.,

- «TunoBeIX TpeOOBaHUIl IO OPraHU3aIUN ¥ 00SCIICUCHUIO (DYHKITMOHUPOBAHUS MIH(PPOBATEHBIX
(xpunTorpadUIeCcKrX) CPEACTB, MPETHASHAUYCHHBIX YIS 3aIIUTHl HH(OPMAITIH, HEe COACpIKaIIeH
CBEJICHHI, COCTABIISIONINX TOCYAAPCTBEHHYIO TaliHy B CITyYae W3 MCIIOJIB30BAaHUS ISl obecrede-
HUsI OE30MACHOCTH MEPCOHAJBHBIX JAHHBIX MPH WX 00paboTKe B MH(DOPMAIIMOHHBIX CHCTEMaXx
TIEPCOHANILHBIX JTAHHBIX», YTBEPKACHHBIX pykoBoAcTBoM &8 Ilentpa @Cb Poccum 21.02.2008 r.
Ne 149/6/6-662.

B Ilonutuke ompenenensl TpeboBanms k mepcoHany WCIIJH, crerneHb OTBETCTBEHHOCTH
MepCcoHaNa, CTPYKTypa U HEOOXOJUMBIM YPOBEHb 3allUIICHHOCTH, CTaTyC M JOJDKHOCTHBIC
00s13aHHOCTH COTPYJAHHKOB, OTBETCTBEHHBIX 3a OOECrHedYeHHe O€30MacHOCTH TEPCOHATBHBIX
nanHbiX B UCITH Yupexnenus.
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1 O01Me moJ0KeHus

Lenbio HacTosmiei ITonuTuku sBiIsgeTcs odecreueHre 0€301aCHOCTH 00BEKTOB 3aIlUThI

VYupexaeHus OT BCE€X BHJOB Yrpo3, BHEUNIHUX U BHYTPCHHUX, YMBIIUICHHBIX W
HEeNpeIHAaMEPEeHHbIX, MUHUMH3AIHs yiiepda OT BO3MOXKHOI peanu3alnuu yrpo3 0e30macHOCTH
[TAu (YBIIn).

be3onacHOCTh NEpCOHAIBHBIX JaHHBIX JO0CTUTaCTCs myTeM HUCKIIIOUCHUA
HCCaAaHKIIMOHUPOBAHHOI'0O, B TOM YHCJIC CHy‘I&ﬁHOFO, J0CTynma K TIMEPCOHAIIBHBIM JaHHBIM,
PE3YJIbTATOM KOTOPOTO MOXKET CTATh YHUYTOXKCHHUC, U3SMCHCHUC, 6JIOKI/Ip0BaHI/Ie, KOIIMPOBAHUC,
PacupoCTpaHCHUC ICPCOHAIIBHBIX JAaHHBIX, 4 TAKIKC MHBIX HCCAHKITMOHUPOBAHHBIX I[GFICTBHIZ.

WNndopmanius U cBsi3aHHbIE C HEH pecypchl AOKHBI ObITh JOCTYIHBI AJI aBTOPU30BAHHBIX
nojb3oBareiei. J{oMKHO OCYIIECTBISATHCS CBOEBPEMEHHOE OOHApYKEHHE M pearnpoBaHUE Ha
YBI/IH.

JIOJDKHO OCYLIECTBIIATHCA NMPEAOTBPALLEHUE TPEAHAMEPEHHBIX WM CIIy4alHBIX, YACTHYHBIX
WIY TIOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUDUKAIIUI UM YHUYTOKECHUS IEPCOHAIBHBIX JaHHBIX.

CoctaB 00BEKTOB 3alIUTHI TpecTaBieH B [lepeyHe mepcoHaIbHBIX JaHHBIX, YKa3aHHOMY B
[Tooxenun 06 06pabOTKE MEPCOHAIBHBIX TaHHBIX.

Cocras MCII/IH, mojyexamux 3aliuTe, MpeAcTaBiIeH B AKTe 0OCIeIOBaHUS TEKYIIETO
COCTOSTHUSI TEXHUYECKOU 3aIIUThI IEPCOHANBHBIX JaHHBIX.
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2 O6aacth AeHCTBUA

TpeboBanus Hactosmen [lomuTHKN pacIpoOCTPaHIIOTCS Ha BCEX COTPYAHHMKOB YUPEKIACHUS
(IITaTHBIX, BPEMEHHBIX, pabOTAIOUMX MO KOHTPAKTy M T.OI.), a TaKXe BCEX IMPOYMX JIUI
(TTOAPSATINKY, AYAUTOPHI U T.I1.).
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3 Cucrema 3a1UTHI 1ePCOHATBLHBIX AAHHBIX
Cucrema 3amuThl nepcoHanbHbIX gaHHbIX (C3I1/IH), cTpoUTCS HA OCHOBAaHUU:

- AkTa 00cie10BaHus TEKYIET0 COCTOSHUS TEXHUUECKON 3aIlUThI IEPCOHATIBLHBIX JaHHbBIX;
- [lepeuns nepcoHaIBHBIX JAHHBIX, MOJIEKAIINX 3ALIUTE;

- AxToB KiaccupuKanuy MHGOPMAIIMOHHBIX CUCTEM IIEPCOHANBHBIX JaHHBIX;

- YacTHBIX MoJenelt akTyanbHBIX yTpo3 U BepostHoro Hapymurens UCIT/IH;

- [lonoxeHus o pasrpaHUUCHUN NIPaB JOCTYIA K IEPCOHAIBHBIM JaHHbBIM;

- PykoBomsamux nokymentoB @CTIOK u ®CB Poccun.

I obecrieuenus 3anutel  MCIIJIlH HeoOXxomuMo coOMIOIEHHE  OpPTraHU3alMOHHO-
TEXHUUYECKUX Mep. AJIMHUHHCTpaIeil oOecreuynBaeTcsi 6€30MacHOCTh MEePCOHATBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOAMMBIM YpOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TexHHYecKoM
3a/laHuy Ha co3ganue cucreMsl 3amuThl 111 MCITAH. B Yupexnenun onpeneneHsl akTyaabHbIe
yrpo3bl Oe3omacHoctu I1/[H, kKoTOpbie omucanpl B YacTHOW MOIETM aKTyaJbHBIX YIpo3 H
BeposiTHOro Hapymmrtens UCITIx.

Ilon axTyanpHBIMH Yyrpo3amMu O€30MaCHOCTH TEPCOHANBHBIX JAHHBIX IOHUMAeTCs
COBOKYITHOCTb ~ YyCIOBHH  ®W  (aKTOpPOB,  CO3JAMOIIUX  aKTyaJIbHYI0  OIAacCHOCTh
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHUCJIC Cﬂy‘laﬁHOFO, A0CTYyIa K NCPCOHAJIBHBIM JaHHBIM IIPU UX
00paboTke B MH(DOPMAIMOHHON CHCTEME, PE3YIbTaTOM KOTOPOTO MOTYT CTaTh YHHUYTOXKCHHE,
U3MEHEHUE, OJIOKMPOBAHKE, KOMMPOBAHUE, NPEIOCTABICHUE, PACIPOCTPAHEHHE MEPCOHAIBHBIX
JaHHBIX, a TAKKC UWHBIC HCIIPABOMCPHLIC HeﬁCTBHH.

Yrpo3sl 1-ro TN akTyalbHBI 111 HHPOPMALMOHHONW CUCTEMBI, €CITU ISl Hee B TOM YHUCIIEe
aKTyaJbHbl YIpO3bl, CBA3aHHBIE C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEAEKJIApUPOBAHHBIX)
BO3MOXKHOCTEH B CHCTEMHOM IPOrPaMMHOM O0ECIEYeHUH, UCTIOIb3yeMOM B MH(OPMAITMOHHON
CUCTEME.

YTpo3bl 2-T0 TUTIA aKTYyaJIbHBI U1 HHPOPMAIMOHHOW CUCTEMBI, €CITU ISl Hee B TOM YHUCIIE
aKTyaJIbHbl YIPO3bl, CBA3aHHbIE C HAJIMYUEM HEJOKYMEHTHPOBAHHBIX (HEIEKIApPUPOBAHHBIX)
BO3MOXKHOCTEH B TPUKIAJAHOM  MPOrPaMMHOM  OOECICUEHHH,  HUCIOIBb3yeMOM B
MH(})OPMAIIMOHHON CHCTEME.

Yrpo3sl 3-ro THMA aKTyalbHBI A1 MH()OPMAIIMOHHONW CHCTEMBI, €CIIU JUIS Hee aKTyalbHbI
yrpo3bl, HE CBS3aHHBIE C HAJIMYUEM HEJOKYMEHTHPOBAHHBIX (HEICKJIApUPOBAHHBIX)
BO3MOXKHOCTEH B CHCTEMHOM M TPUKJIAJHOM IPOTPAMMHOM OOECIIEYCHUH, HCIOJIb3yEMOM B
UH(POPMALIMOHHOH CUCTEME.

Ha ocHOBaHuM 3THX JOKYMEHTOB ONpeAessieTcs HEOOXOAWMBIA ypOBEHb 3aIIUIICHHOCTH
[T1a xaxmoit UCIIQn Yapexnaenus. Ha ocHOBaHMM aHalM3a aKTyalbHBIX YIpo3 0€30MacHOCTH
I1/In, onrcanHoro B YacTHOM MOJENN aKTyalIbHBIX yrpo3 U BepositHoro Hapymutesas UCIIxr u
Otuera o0 pe3yabTaTax IPOBEIEHUS BHYTPEHHEH NIPOBEpKE, MAENACTCS 3aKIIOYEHHE O
HEOOXOUMOCTH UCTOJIb30BAaHUS TEXHUUYECKUX CPEJCTB M OPraHU3alMOHHBIX MEPONPUITUNA AJIs
obecnieuenuss Oe3omacHoctd I1/{H. BpiOpanHBIE HEOOXOAMMBIE MEPONPHUATHS OTPAXKAIOTCA B
[Inane MeponpuaTHii Mo 3a1KTe NEPCOHATBHBIX TaHHBIX.

s kaxxnoit UCITJIH nomkeH ObITh COCTABIIEH CIICOK UCIIOJIb3yEeMbIX TEXHHUECKUX CPECTB
3aIlIUTHI, @ TaK € MPOrpaMMHOr0 oOecreueHus, yJacTByromiero B oopadorke I1JIH, Ha Bcex
anementax UCIIJH:

- APM nonp3oBaTenei;
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- CepBepa NpUII0KEHUH;
- CYB/;
- I'panumna JIBC;

- Kananor nepenauu B ceTd OOMIETO MOJIL30BaHUS U (WIM) MEKIYHAPOIHOTO OOMEHA, €CIH 110
HUM nepeparorcs [1JIH.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctTd MCIIH u aktyansHbix yrpo3, C3IIJIn moxer
BKJIIOYATh CJIEAYIONINE TEXHUYECKHE CPEACTBRA:

- aHTUBUPYCHBIE CPEJCTBA JUIsl pab0YNX CTAHIUI MOJIb30BaTENEH U CEPBEPOB;
- CPEICTBA MEXKCETEBOT0 SKPAHUPOBAHUS;

- CpeAcTBa KpUNTOrpaguyeckoi 3auuThl HHGOpMaLHH, IPH Hepefade 3alluiaeMoil ua- - gpop-
Malliy 110 KaHajlaM CBSI3U.

Tax ke B CIIUCOK JTOJKHBI OBITh BKIIIOYEHBI (DYHKIIUU 3aIIUThI, 00eCIIeYnBaeMble IITATHBIMU
cpenctBamu  obpabotku IIJIH omepammonubiMu cuctreMamu (OC), npuknagaeiM [10 u
CHEIMaIbHBIMU KOMITJIEKCAMU, PEaIU3YIOIUMU cpeAcTBa 3amuThl. CIUCOK (YHKIMHA 3alUThI
MOJKET BKJIIOUYaTh:

yIpaBiieHHE U pa3rpaHUdYEeHUE JOCTYIIa M0JIb30BaTENEH;
PETUCTpALMIO U YUeT AeiicTBuUil ¢ mHpopMaiuer;

- obecrieuynBaTh LEIOCTHOCTD JAHHBIX;

- TIPOU3BOIUTEL OOHAPYKEHUH BTOPIKEHUT.

CHucoKk UCMONB3yeMbIX TEXHUYECKUX CpEICTB oTpaxaercsa B Ilmane meponpusituii 1o
3alllUTEe MEPCOHAIBHBIX NaHHBIX. CIMCOK HCIOJB3YEMBIX CPEACTB JOJKEH MOAJEPKUBATHCS B
aKTyaJbHOM COCTOAHMM. [Ipy H3MeHeHMM cocTaBa TEXHUYECKUX CpPEICTB 3allUThl WU
anemeHToB MCIIJIH, COOTBETCTBYIOUIME W3MEHEHHsS JOJDKHBI ObIThb BHeceHbl B CHUCOK H
YTBEPKACHBI JUPEKTOPOM YUpPEkKACHUS WIM JTUIOM, OTBETCTBEHHBIM 3a O0ECIeUeHUE 3allUThI
I]1H.
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4 TpedoBanus k nmogcucremam C3I1n

C3I1/1n BKiIrOYaeT B ce0s CIeIyIONIUe MTOICUCTEMBI:

- YIIPABIICHUS TOCTYIIOM, PETUCTPALINHN U YUETA;

- obecrieueHus IEJIOCTHOCTHU U JOCTYITHOCTH,

- aHTI/IBI/IPYCHOﬁ 3alllUThI,;

- MCKCCTCBOI'O OKpAaHUPOBAHUS

- aHaJM3a 3aMIUIIEHHOCTH;

- 0OHapyKEHHS BTOP>KEHHIA;

- KpUITOrpahUIEeCcKOH 3alUTHI.

Honcucremsr C3I1JH mmeroT pasnuuHblil QyHKIMOHAN B 3aBucuMocTH OT kiacca WCII/H,
OIpeNIeIEeHHOro B AKTe Kiaccu(UKanuu MH(OOPMAIMOHHBIX CHCTEM IMEPCOHAJIbHBIX JaHHBIX.
Crucok cootBerctBus (pyHkmii nogcuctem C3IIJIH kiaccy 3amuIneHHOCTH MpPEICTaBICH B
[Ipunoxennn Ne 1.

4.1 Tloacucremsl YupaBJ€eHUA I0CTYIIOM, PErMCTPAallMi U yUyeTa

[Toncucrema yrpaBiieHUs] JOCTYIIOM, PETUCTPAIMH U y4deTa MpeHA3HaYCHA [T pean3aiuu
CIeAyOmuX HyHKITHM:

- WACHTU(UKALMN U IPOBEPKa MOAJTMHHOCTH CyOBeKTOB noctyna npu Bxozae B UCIT/Ix;

- I/II[GHTI/I(i)I/IKaL[I/II/I TCPMUHAJIOB, Y3JIOB CCTHU, KaHAJOB CBA3HU, BHCIIHUX YCTpOﬁCTB 10 JIOru4ec-
CKHM NMCHaM,

- HJICHTH(UKAIMH [TPOrPaMM, TOMOB, KaTaJIOTOB, ()ailyioB, 3aMuce, MoJiel 3aucei o UMEHaM;

- perucTpaly BXxoja (BbIXoJa) CyOBEKTOB JOCTYIA B CHCTeMY (M3 CHCTEMBI), JINOO PETUCTPALIHS
3arpy3KH ¥ WHUIMATU3AIUHN ONICPAIlMOHHON CUCTEMBI M €€ OCTaHOBA.

- perucTpanyy MOIMBITOK JOCTYyINa MPOTPaMMHBIX CPEACTB (IIporpaMM, MpPOLIECCOB, 3a/4ad, 3aa-
HUI) K 3aI0MIIaeMbIM (aiinam;

- pErucTpanuu MOMbITOK JOCTYIa MPOTPpaMMHBIX CPEACTB K TEPMUHAIAM, KaHajaM CBSI3H, - MPO-
rpaMmam, ToOMaM, katajgoraM, ¢aiiaam, 3aIucsM, TOJISIM 3aIHCEH.

[Toncucrema ympaBieHHsI JOCTYIIOM MOXET OBITh peaJu30BaHa C MOMOIIbIO IITATHBIX
cpenctB obpabotku [1/]x (omeparmonHbix cucteM, npunoxkenuit 1 CYBJI). Tak xe MoxkeT ObITh
BHEJPEHO CHElNHaTbHOE TEXHUYECKOE CpPEICTBO WM HX KOMIUIEKC, OCYIIECTBIISIONINE
JOTIOTHUTEIFHBIE MEphl M0 ayTeHTU(UKAUKA U KOHTpOJo. Hampumep, mpuMeHEeHHE €IMHBIX
XpPaHWINIL  YYETHBIX  3alMCeH  TOJb30BATEICM H  PETUCTPAIMOHHOW  HWH(OpPMAIINH,
UCTIOJIb30BaHNE OMOMETPUUYECKHUX M TEXHUUYECKUX (C MOMOIIBIO0 SJEKTPOHHBIX MPOITYCKOB) MEp
ayTeHTU(UKAINU U APYTUX.

4.2 IMoacucTema odecnevyeHus HEeJTOCTHOCTH H AOCTYIMHOCTH

HOI[CI/ICTeMa O6CCH€‘-I€HI/I$I HCJIOCTHOCTH U AOCTYIMHOCTU MpCAHA3HAUCHA I OGGCHG‘-ICHI/IH
nenoctTHocTd U poctynHocty I1/1H, mporpamMmubix u anmapatHeix cpeactB UCII[H Yupexne-
HUs, & TaK YK€ CPEJICTB 3aIIUTHI, IPH CIIYIaAHOW UM HAMEPEHHON MoauduKauu.
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[Toncucrema peanmusyeTcss ¢ TOMOIIBIO OpraHU3allid  PE3EpBHOTO  KOIMUPOBAHUS
0o0pabaThIBaeMbIX JaHHBIX, a TaK XKe pe3epBUpoBaHUEM KItoueBbIX dyieMeHToB UCII/IH.

4.3 Iloacucrema aHTI/lBI/IpyCHOﬁ 3alIuThI

[TogcucTemMa aHTUBHUPYCHOM 3alllMTHl TMpEAHA3HAUYCHA MJIs OOECTICUCHHs] aHTHUBUPYCHOU
3amuThl cepBepoB 1 APM nonb3oBareneit UCII[An Yupexnenus.

CpenctBa aHTUBUPYCHOM 3aIIUTHI MPEAHA3HAYCHBI [Isl peATH3aIiH CIEAYIONIX (DYHKIINN:
- PE3UACHTHBIN aHTUBUPYCHBIH MOHUTOPHHT;
- aHTUBUPYCHOE CKaHUPOBAHMUC,
- CKpHUNT-0JIOKMPOBAHNUC;

- IEHTPAIM30BaHHYIO/YIAJICHHYIO YCTaHOBKY/JEHHCTAJUALMIO AHTUBUPYCHOTO TPOJYKTa,
HAaCTpOIKY, aIMUHUCTPUPOBAHUE, IPOCMOTP OTYETOB U CTATUCTHUECKON MH(OpMaLuu 1o padboTe
NPOIyKTa;

- aBTOMAaTH3UPOBAHHOE OOHOBJICHUE AaHTHBUPYCHBIX 0a3;

- OIrpaHMUYCHME NIPAB I0JIb30BATENSI HA OCTAHOBKY MCIIOJHIAEMBIX 33[a4 U U3MEHEHHUS - HACTPOEK
AHTHBUPYCHOTO MTPOTPaAaMMHOTO 00ECTICUEHUS;

- aBTOMaTHYECKHI 3aITyCK Cpa3y Mocje 3arpy3Ku OIepaluOHHON CHCTEMBI.

HOI[CI/ICTeMa pean3yCTCda NyTCM BHCAPCHUS CHCHHUAJIBHOTO AHTUBUPYCHOT'O MPOTPAMMHOTIO
obecnieueHus Ha Bce 3neMeHTh UCIT/IH.

4.4 ToacucremMa MeKceTeBOro YKPaHNPOBAHHS

IToxcucremMa MeKCETEBOTO SKPaHMPOBAHUS IPENHA3HAYECHA NS pealu3aluy CIeTyIOLINX
byHKIMIA:

- (UIbTpaIK OTKPBITOrO U 3amugppoBaHHOro (3aKpbiToro) IP-rpaduka mo cieayromum mnapa-
MeTpam;

- (pMKcanMy BO BHYTPEHHHX KypHajdax WHPOPMAIMH O MPOXOASALIEM OTKPHITOM H 3aKpbIToM IP-
Tpaduke;

- UICHTU(PUKAIUN U ayTCHTH(DHUKAIMIO aIMIHUCTPATOPA MEKCETEBOTO dKpaHa MPH €To - JIOKaIb-
HBIX 3aIIpocax Ha JIOCTYTI,

- perucTpanu BXoJa (BBIXO,Z[a) AIMUHUCTpATOpPa MEKCETCBOI'O 3KpaHa B CUCTCMY (I/I3 CI/ICTCMBI)
h197(30) 3arpy3ky 1 MHUIUAJIU3alli CUCTEMBI U €€ IIPOTrPpaMMHOI'0 OCTaHOBA,

- KOHTPOJISI ICJIIOCTHOCTHU cBOcCH HpOFpaMMHOﬁ n HH(l)OpMElL[HOHHOfI HaCTH,

- (UIBTpalUK MAKETOB CIY)KEOHBIX MPOTOKOJIOB, CIYKAIIMX IJIi TUArHOCTHKH M yNpaBICHHS
paboToii ceTeBBIX YCTPONCTB;

- (WIBTpalK C yYETOM BXOAHOTO M BBIXOJHOTO CETEBOTO MHTepdelica Kak CpelCTBO MPOBEPKH
HOJUIMHHOCTH CETEBBIX aJJPECOB;

- peTUCTpaly U y4e€Ta 3allpallinBacMbIX CEPBUCOB NPUKJIAAHOI'O YPOBHS

- 6HOKI/IpOBaHI/I$I AOCTYyIIa HGI/I,Z[CHTI/I(I)I/II_II/II)OBEIHHOFO 00BEKTA UIIH CY6’B€KTa, NOJJIMHHOCTB KOTO-
poro npu aYTCHTI/I(l)I/IKaL[I/II/I HC NMOATBCpANIIACH, MCTOAaMU, YCTOfIQHBBIMH K ICpEXBaTy,
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- KOHTPOJIA 3a CETCBOM aKTHBHOCTBIO HpI/IJ'IO)KeHI/Iﬁ n 06Hapy)KCHI/I$I CCTCBBIX aTak.

[Toncucrema peanu3syercst BHEAPEHUEM IIPOTrPaMMHO-ANIapPaTHBIX KOMIUIEKCOB MEXCETEBOIO
sKpaHupoBaHus Ha rpanuue JICB, knaccoM He HUKe 4.

4.5 Iloacucrema anaau3a 3alUIIIEHHOCTH

HOI[CI/ICTeMa dHaJIn3a 3allUIINCHHOCTHU, JOJIDKHA OGGCHG‘-II/IBaTB BBISIBJICHUSA y5I3BI/IMOCTeI>'I,
cBs3aHHBIX ¢ ommoOkamu B koHburypanuu [10 UCII/IH, koTOphie MOTYT OBITH MCTOJIB30BaHbBI
HapyIIUTEIEM JUIs peaiu3alii aTaku Ha CUCTEMY.

OyHKIIMOHAT TMOJICUCTEMBl MOXET OBITh pealM30BaH IMPOTPAMMHBIMH W TPOTPAMMHO-
arnapaTHbIMU CPEACTBAMH.

4.6 Toacucrema oGHAPY:KEHUS BTOPKEHUI

[Moxcucrema oOHapyKEHUSI BTOP)KEHUH, JOKHA 00eCTIeYrBaTh BBISIBJICHUE CETEBBIX aTak Ha
snemenTsl UCITJIH, mOAKIIOYEHHBIE K CETSAM OOIIEro MOJb30BaHUS M (WJIH) MEXIYHAPOIHOTO
oOMeHa.

OyYHKIIMOHAT TMOJICUCTEMBl MOXET OBITh pealiM30BaH IMPOTPAMMHBIMH U IPOTPAMMHO-
armnapaTHbIMU CPEICTBAMH.

4.7 Moacucrema KpUNTOrpaduUecKoil 3AMHTHI

[Moncucrema Kpuntorpaguueckoi 3amuThl NpegHazHaueHa ans uckmoueHuss HCI x
samumiaemoit napopmanuu B UCIIn Yupexnenus, npu ee nepeaadn Mo KaHajlaM CBSI3H ceTei
00111er0 MOIK30BaHUS U (MJIU) MEXITYHAPOTHOTO OOMEHa.

[Toncucrema peanu3yercss BHEAPEHHUEM KpPUOTOrpadUUEcKUX MpOrpaMMHO-annapaTHbIX
KOMILJIEKCOB.
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S Monwsoraresn UCHIn

B MUCIIJn VYupexaeHus MOXKHO BBIICIUTh CJIAEAYIONIME TPYIIbl MOJIb30BATEIIEH,
Y4acTBYIOIIMX B 00padoTke u xpaneHuu [1]1H:

- Anmunnctpatopa UCII/IH;

- Aamunuctparopa 6ezonacHoctu UCIT/IH;

- Oneparopa APM;

- AIMUHHCTpATOpa CETH;

- TexHUUECKOTO CIenranicTa o 00cIyKUBaHHUIO nepuepuitHOro 060pyI0BaHuUS;
- [Iporpammuct-pazpadoranx UCIT/IH.

JlaHHbple O Tpymnmax HOJb30BATENSIX, YPOBHE MX JOCTyHNa M WH()OPMUPOBAHHOCTH JOJKEH
ObITh OTpaxkeH B [1omokeHnu 0 pasrpaHUUeHUH MPaB JOCTYIA K IEPCOHATBHBIM JaHHBIM.

5.1 Aamunncrparop HCIIIn

Anmunuctpatop WCII/[IH, coTpyaHuK VY4pexaeHHs, OTBETCTBEHHBIM 3a HaCTPOMKY,
BHenpenue u comnpoBoxacHue MCIIJIH, obGecneunBaeT (yHKIMOHUPOBAHUE TOJICUCTEMBI
ynpasinenuss jgocrynom MCIIJIH ¥ yHNOJHOMOYEH OCYIIECTBIATh INPEJOCTABICHUE U
pasrpaHuYeHue IOCTyIa KOHEYHOro mosb3oBateis (Onepatopa APM) k anemeHTaMm, XpaHsIIHM
MIEPCOHAJIbHBIE JAHHBIE.

Anmvunnctparop UCII/x obnagaeT cieayronuM ypoBHEM JOCTYIIA U 3HAHUH:

- 06J1a):[aeT HOHHOfI I/IH(l)OpMaI_[I/Ief/’I O CUCTCMHOM U HpI/IKHaI[HOM HpOl"paMMHOM O6CCH€‘{€HI/II/I
WCTI/Tx;

- 00JazaeT NOJHOU HH(pOpMaILMel 0 TEXHUYECKUX cpeacTBax U konpuryparmu UCIdH;
UMEET JIOCTYI KO BCEM TEXHHUYECKUM cpeicTBaM 00padoTku nHpopmanuu u naHaeiM UCIJ1H;

- ol0majmaeT mpaBaMu KOH(PUTYpUPOBaHUS W aAJMUHUCTPATUBHOW HACTPONKU TEXHUYECKHUX
cpeacts UCII/Ix.

5.2 Aamunncrparop 6ezonacnocrn MCIIIn

Anmunuctpatop Oe3zomacHoctd MCII[IH, coTpyaHHK YupexXAeHus, OTBETCTBEHHBIH 3a
dbyakunonupoBanue C3I1JIH, BriIro4as 0OCTyXKMBaHHE W HACTPOMKY aIMHUHHUCTPATUBHOM,
CEpPBEPHOM U KJIMEHTCKONH KOMIIOHEHT.

Anmvunnctparop 6e3onacHoctu UCITJIH o6manaer ciaeayomuM YpoBHEM A0CTyTa U 3HAHUMN:

- obmamaer mpaBamu Aamunauctparopa UCIIIH;
- obnagaet nonHo# nHpopmanueit 06 MCIT/1H;

- IMEET JOCTYI K CPeACTBaM 3allUThl HH(OPMALMU U MPOTOKOJINPOBAHUS M K YaCTH KITFOUEBBIX
anemenToB UCIIH;

- HE MMEET IMpaB JOCTYIAa K KOHPUTypUPOBAHUIO TEXHUYECKUX CPEICTB CETH 3a UCKIIOYCHHUEM
KOHTPOJBHBIX (MHCIIEKIIMOHHBIX ).

Anmunuctpatop 6e3zonacHoctd MCIT/IH ynoiaHomoueH:
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- peanu30BBIBaTh MOJUTHKY Oe3omacHOCTH B 4yacTu HacTpoiku CK3U, MexceTeBBIX IKpPaHOB U
CUCTEeM O0OHapyKEHHS aTak, B COOTBETCTBUU C KOTOPBIMU IOJIb30BaTenb (Onepatop APM) nomy-
gaeT BO3MOXXHOCTh paboTath ¢ anementamu UCII/IH;

- OCYIIECTBIIATH ayAUT CPEACTB 3aITUTHL;

- YyCTaHaBJIMBATh TOBEPUTEIbHBIC OTHOIICHUS CBOCH 3allMILEHHON ceTu ¢ ceTssMu aApyrux Opra-
HU3AIHi.

5.3 Oneparop APM

Omnepatop APM, cotpynuuk Yupexnenus, ocymecTBistonuii oopadotky I1/n. O6padoTka
[I/1n Bxmrowaer: Bo3MOxkHOCTh mpocmorpa II/IH, pyunoit BBox IIJIlH B cucremy UCII[H,
dbopMHpOBaHKHE CIPABOK U OTYETOB 10 MHGopmaruu, moaydennord uz MCIIIa. Omneparop He
“MeeT MTOJTHOMOYHH IS yIpaBJIeHHs ToicucTeMamMu o0padboTku nanubix 1 C3I1]1H.

Omnepatop UCII/In obnanaer ciaeayonmmM ypoBHEM JOCTYIA U 3HAHUH:

- o0nazaeT BceMH HEOOXOIMMBIMH aTpuOyTaMu (HampuMmep, maposieM), 00eCIeUnBaoIINMHU J10-
CTYI K HEKOTOpOMY MoAMHOKeCTBY T1/1H;

- pacmooJjaract KOH(l)I/I,EleHI_II/IaIIBHLIMI/I JaHHBIMH, K KOTOPBIM UMECT NJOCTYII.

5.4 Anmunucrparop cern

AJIMUHUCTpPATOpP CETH, COTPYIHHUK YUpPEKACHHUS, OTBETCTBEHHBIH 3a (DYHKIMOHHPOBAHUE
TeJleKoOMMYHUKaMOHHOW moacuctembl UCIT/IH. AAMUHUCTpATOp CETH HE MMEET MOJTHOMOYMI
JUTSL YIIPaBJIEHUS MOJCUCTEMaMU 00paOOTKH JaHHBIX U O€30MaCHOCTH.

AJIMUHUCTPATOP CETH 00JIaAAET CIEAYIOIIUM YPOBHEM JOCTYIIA U 3HAHUM:

- o0aaeT 4acThi0 MHGOPMALIMK O CUICTEMHOM M IPUKJIaJHOM IporpaMmmHoM obecnieuenun MC-
1 1s;

- 00J1a71aeT 4acThi0 HHGOPMAIIMK O TEXHHUYECKUX cpeacTBax U KoHpuryparwmu MCIT/Ix;

uMeeT (PU3MYSCKUH TOCTYN K TEXHWYECKUM CPEJICTBaM O0pa0OTKHM MHQOPMAIMUA U CPEICTBAM
3aILHTHI;

- 3HACT, 110 MCHBIIICH MEpPC, OJHO JICTAJIbHOC UM JOCTYyIIA.

5.5 Texuuueckmuii cnenuanuer no oGcay:KuBaHUIO NepuepHiiHOro 060pyI0BaAHUS

TeXHUYECKUH CIEeNUaTUCT MO OOCTY)KUBAHUIO, COTPYOHHUK YUPEKICHUS, OCYIIECTBIISICT
obcrmy)xuBaHue U HacTpouky mepudepuitnoro obopynoBanuss MWCII[IH. Texuudeckuit
CHEIHUAIMCT TO OOCIy)XKHBaHHIO He umeerT nocryna K [I/lH, He HMMeeT MOJHOMOYUHN mJis
yIpaBJIeHUs MOACUCTEMaMU 00Pa0OTKU JAHHBIX M O€30MAaCHOCTH.

TexHUYEeCKUH CHEeNUaIucT 1Mo OOCTYy)KMBAaHUIO 00JIalaeT CIECIYIONIMM YPOBHEM IOCTYIa U
3HAHWUH:

- o0mamaeT 4acThi0 MHMOPMALIMK O CUICTEMHOM M IPUKJIaJHOM IporpaMMHoM obecnieuenuu MC-
T1/1H;

- 00J1a71aeT 4acThi0 HHGOPMAIIMK O TEXHHUYECKUX cpeacTBax U KoHpuryparwmu MCITIx;

3HacCT, 110 MCHBIIICH MEpPEC, OAHO JICTAJIbHOC UM JOCTYIIA.
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5.6 Iporpammucr-paszpadorunx UCHIn

IIporpaMMHUCTBI-pa3pabOTINKHU (TIOCTABIIAKH) MPUKIATHOTO TPOrPaMMHOT0 oOecTieueHusI, o0ecte-
YUBAIOIINE €0 COMPOBOXKICHHUE Ha 3amuiiaeMoM o0bekTe. K maHHO# rpymme MOTyT OTHOCHUTHCS Kak
COTPYIHUKHU YUPEKJCHNUS, TaK U COTPYHUKH CTOPOHHUX OpTraHH3alni.

du3ndeckoe JIMIo dTON KaTeTOPUU:
- oOnazaet uHpopmMarlpen o0 alropuTMax | nporpammax oopadorku uadopmaiuu Ha UCIIH;

- obmamaeT BO3MOKHOCTAMH BHECCHHS OLIMOOK, HEICKJIAPUPOBAHHBIX BO3MOXKHOCTEH, Ipo-
rpaMMHBIX 3aKJIaJI0K, BPEIOHOCHBIX TIporpamM B mporpammuoe obecneuenne MCII/IH Ha ctanun
ee pa3paboTKH, BHEIPECHUS H COMIPOBOKICHHUS;

- MOXET pacroJyararh JiroOsiMu Pparmentamu nHpopmarwu o tonojorun UCI/H u TexHude-
CKHX cpeacTBax 00paboTku u 3amuThl [1/1H, oOpabdaTeiBaeMbix B UCIT/IH.
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6 TpeGoBanus k nepconasy no odecrnedennio 3ammThl [11H

Bce corpyanuku Yupexnenus, sipagroniuecs: noib3oBarensmu WMCIIIH, TOmKHBI 4eTKO
3HaTh M CTPOTO BBIMOJHATH YCTAHOBICHHBIC IMpaBWJIA U OOSM3aHHOCTH IO JAOCTYMy K
3aIIUIIAeMBIM 00BEKTaM M COOIIOIEHUIO IPUHATOTO pexxuma OezonacHoctu [1/1H.

IIpn BeTymeHUM B JOJDKHOCTB HOBOIO COTPYJHUKA HENOCPEICTBEHHBIM HayalbHUK
MO/pa3ieliecHns, B KOTOPOE OH TIOCTYIaeT, O0sS3aH OpraHu30BaTh €ro O3HAKOMIJICHHE C
JOJDKHOCTHOM ~ MHCTPYKLHMEH W HEOOXOOUMBIMH  JOKYMEHTAaMH, perIaMEHTHPYIOIUMHU
TpeboBanuss 1o 3ammte [IJIH, a Takke oOydeHHWE HaABBIKAM BBIOJHEHUS MPOIEAYD,
HEOOXOIMMBIX JUIsl CAHKITMOHUPOBaHHOTO rcnoib3oBanust MCITIH.

CoTpyaHHK JOJDKEH OBITh O3HAKOMIIEH CO CBEJCHHUSAMHU Hactosmiei [lonuTuku, MpHHSTHIX
nporeayp padotsr ¢ anementamu UCIIAu u C3I11H.

CoTpyaHHKU YUpEeXKJICHHUS, HWCIOJIB3YIONUE TEXHUYCCKUE CPEJICTBA ayTCHTH(DHKAIUH,
JOJKHBI  00ECTeurnBaTh COXPAHHOCTh HJICHTU(PUKATOPOB (DJICKTPOHHBIX KIIOYEH) W HE
normyckate HCJ[ x HUM, a Tak ke BO3MOXXHOCTb WX YTEpH WIH HCIOJIb30BAHUS TPETHHUMU
munamu.  [lomp3oBatenm  HECYT TMEpPCOHANBHYI)  OTBETCTBEHHOCTH 33  COXPAHHOCTh
UACHTU()HUKATOPOB.

CotpyaHuku YupexIeHHsl TOJIKHBI CI€0BaTh YCTAHOBIEHHBIM IPOLEAYpaM MOAJEpKaHuUs
pexuma O6e3omacHocty [1/lH mpu BBIOOpE M WCIIOIB30BAaHUU TApOJieH (€CIM HE MCIOIB3YIOTCS
TEXHUYECKUE CPEACTBA AyTCHTH(UKALIHH ).

CoTpynHUKH YUpeXIeHHUsS JOJDKHBI 00ECleurMBaTh HAJICKALIYIO 3aIIUTy OO0OPYIOBaHUS,
OCTaBJIsIEMOr0 0€3 MPUCMOTPa, OCOOCHHO B TEX CIlIydasx, KOr/a B MOMEIEHUE UMEIOT JOCTYI
NOCTOPOHHUE JHIa. Bce monp3oBaTeny JOKHBI 3HATh TpeOoBaHus mo Oe3zomacHoctu [1/[H n
MPOIIEAYPHI 3alTUTHI 000PYI0BAHHUS, OCTABJICHHOTO 03 MPUCMOTPA, a TAK)KE CBOM 00sI3aHHOCTH
10 00ECIIEYEHNIO TAKOM 3aI[ATHL.

CoTpyaHHKaM 3ampeniaeTcsi yCTaHABJIMBaTh IOCTOPOHHEE MpPOrpaMMHOE oOOecredeHue,
HOJKJII0YaTh JTUYHbIE MOOWIbHBIE YCTPOWCTBA U HOCUTEIN MH(OPMAIMHU, a TaK K€ 3alUChIBATh
Ha HUX 3alUIIAeMy0 HH(POPMALHIO.

CoTpyaHukam 3ampemiaercs pasriamarh 3allyiaeMyo MHPOpMaIuUIo, KOTopas cTajla UM
U3BECTHA IpH padboTe ¢ NH(OOPMALMOHHBIMU CUCTEMAMU Y UPEXKACHUS, TPETHUM JIUIIAM.

[Ipu padore ¢ I1/In B UCII/IH coTpynHukn YupexaeHus o0s3aHbl 00€CeYnTh OTCYTCTBUE
BO3MOXXHOCTH npocMmoTpa [1/1H TpeTbumu nunamu ¢ MoHUTOpoB APM ninu TepMuHaios.

[Tpu 3aBepmernn padbotel ¢ UCII/IH coTpynauku 00s3aHbl 3aUTUTE APM nin TepMuHaIIBI
C IIOMOIIBIO 6HOKI/Ip0BKI/I KIIFOYOM HJIM 3KBHUBAJICHTHOI'O CpCACTBA KOHTPOJIA, HAOpUMCEDP,
JOCTYTIOM TIO TAPOJII0, €CJIM HE MCTOIB3YIOTCS 00Jiee CHIIbHBIE CPEICTBA 3AIUTHI.

CotpyaHuku Y4UpekIeHUs! JOJDKHBI OBITh NMPOMH(GOPMUPOBAHBI 00 yrpo3ax HapylICHHs
pexxuma OesomacHocTd II/IH W OTBeTCTBEHHOCTH 3a ero HapymeHue. OHHM JOJDKHBI OBITH
O3HAaKOMJICHBI C YTBEPXKACHHOW (OPMaIBHOM MNpOLEAYypOil HAOKEHHS IHCIHMIUTHHAPHBIX
B3bICKaHHUI HA COTPYIHHUKOB, KOTOpbIe HapyIwin [TonmuTuky HHPOPMALMOHHOM 6€301acHOCTH U
nporexyps! 6e3onacHoctu [1/1H.

CoTpynHuku 00s3aHBI 03 TpoMemieHUuss cooOmarh 000 BCeX HAOMIOMAaeMbIX WU
no03puTeNbHbIX ciaydasx padotel UCIIIH, Morymux moBiaeds 3a co00H yrpo3bl 0€30MacHOCTH
I[I/lH, a Takke O BBIABIEHHBIX HMMH COOBITHSX, 3aTparuBamImux oOe3omacHocTh [1/1H,
PYKOBOJCTBY MOJpa3/ieieHHs U JIUIY, OTBEYAIOIIEMY 3a HEMEIJICHHOE pearnpoBaHue Ha YIPO3bl
oe3omacuoctu I1/1H.

MonntruKa nHpopmaumoHHol 6esonacHocTu. CTpaHnua 21 us 33



7 NomxuocTHBIe 06s13aHHOCTH osIb30BaTeseii UCIIIn

JomxHocTHBIE 00s13aHHOCTH nTosb3oBaTeneit UCII/IH onucansl B CIeAYIOMIMX TOKYMEHTAX:
- Uactpyknusa aqmuauctparopa MCII/x;
- Uactpyknusa agmuauctpatopa 6e3omacaocta UCI/IH;
- Nacrpykuns nons3osatens UCIIAH.
OtBercTBeHHOCTH cOTpyaHUKOB MCIIIH YVupexnenus.

B cootBerctBuM co ct. 24 denepansHoro 3akoHa Poccuiickoit @enepaunn ot 27 nrons 2006
r. Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX)» JIMIAa, BAHOBHBIC B HAPYIICHUH TPEOOBAHUN JAHHOTO
®denepadbHOrO0  3aKOHA,  HECYT  TPAXKIAHCKYIO,  YrOJIOBHYI,  aIMUHUCTPATUBHYIO,
JUCIHUIUIMHAPHYI0O M MHYI0 TMPEIYCMOTPEHHYIO 3aKoHOJaTenbcTBOM Poccuiickonn denepanmu
OTBETCTBEHHOCTb.

JeiicTByromee  3akoHOJATeNbCTBO P®  mo3BosisseT MpEeabsBIATH  TpPeOOBAaHUS IO
obecrieueHno 0Oe3omacHOM paboThl € 3ammimaeMor wuHoOpMamueldn u TpeaycMaTpuBacT
OTBETCTBEHHOCTb 3a HapYIICHHWE YCTAHOBJICHHBIX MpaBWUJ SKciuryatamu OBM u cuctem,
HETIPaBOMEPHBIH JOCTYNn K HMH(GOpPMALUH, €CIM STH JCHCTBUS TNPHUBEIM K YHHYTOXKCHUIO,
OJIOKMPOBaHMIO, MOAU(HUKAIIMK HHPOPMALIMU WK HapylieHuto padbotel DBM uiu cereil (cTtatbu
272,273 u 274 YK PO).

Anvmunuctpatop UCIIAn u anmunuctparop 6e3onacHocty UCII/IH HeCyT OTBETCTBEHHOCTh
3a BCE ACWCTBUS, COBEPIIECHHBbIE OT MMEHM MX YYETHBIX 3alUCedl MM CHUCTEMHBIX YUYETHBIX
3aluCe, eciu He J0Ka3aH (akT HECAHKIIMOHUPOBAaHHOTO MCIIOJIb30BaHUsl YUETHBIX 3aIIUCEH.

[Ipn HapymeHusx coTpyaHuKamMu YupexaeHus — nosb3oBareneit WMCII/In npasui,
CBA3aHHBIX C Oe3omacHocThio [I/lH, OHM HeCyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO
JIEUCTBYIOIIUM 3aKOHOAATENbCTBOM Poccuiickoit @enepanuu.

[IpuBeneHuble Bble TpeOOBAaHHS HOPMATHBHBIX JOKYMEHTOB IO 3allUTe HHPOpMalUU
JOJKHBI OBITH OTpakeHbl B [loojkeHUsAX 0 moapa3ieneHus X YUpeKIeHHs], OCYIECTBISIOMIMNX
o6pabotky I1JIn B UCII/IH 1 JOMKHOCTHBIX MHCTPYKIHMSIX COTPYIHUKOB YupexaeHuu.

Heo6xomumo BHectn B IlonokeHust 0 moapasfefeHHUsX YUpexkIEHHs, OCYIIECTBISIONIMX
o6paborky [1/In B8 UCIIIH cBeneHuss 00 OTBETCTBEHHOCTH MX PYKOBOIUTEJICH M COTPYIHHKOB
3a pasrjalieHue M HECAHKIMOHMPOBAHHYIO MOIU(UKAIMIO (MCKaKeHHe, (anbCcu(UKaILuio)
II/In, a Takke 3a HENMPAaBOMEPHOE BMEMIATEIBCTBO B MPOLECCHI MX aBTOMATHU3MPOBAHHOMN
00paboTKH.
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8 CHcox HCIoJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-IIPABOBBIMH M METOJWYECKUMHU JIOKYMEHTaMM, Ha KOTOPBIX
6azupyertcs Hacrosee [lonoxenue sBIAOTCA:

1 ®enepanbhbiii 3akoH oT 27.07.2006 1. Ne 152-03 «O mepcoHaIbHBIX AaHHBIX» (Ianee —
@3 «O mepcoHaNbHBIX NAaHHBIX)»), YCTAHABIMBAIOIIMI OCHOBHBIC MPHUHIUIIBI U YCIOBHS 00pa-
6otku [1J]H, npaBa, 003aHHOCTH U OTBETCTBEHHOCTh YYACTHUKOB OTHOIIEHUH, CBS3aHHBIX C 00-
pabotkoii IT/1H.

2 Ilocranosnenue [IpaBurensctBa Poccuiickoit @eneparuu ot 1Hos6ps 2012 1. Ne 1119 «O6
YTBEP)KICHUH TPEOOBAHU K 3allUTE EPCOHAIBHBIX JaHHBIX MPHU UX 00paboTKe B MHPOpPMALHU-
OHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHBIX.

3 «llonoxenue 06 0COOEHHOCTAX 00PAOOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON 0e3
HCIIOJIb30BaHMS CPEACTB aBTOMaTU3alumny, yreepxaeHHoe [locranosnenuem [IpaBurenscta PO
o1 15.09.2008 r. Ne 687.

4 «TpeOoBaHUS K MaTepUalbHBIM HOCHUTENSIM OMOMETPHUUYECKHUX IMEPCOHATbHBIX JAHHBIX U
TEXHOJIOTHSIM XPaHEHHUS TAaKUX JaHHBIX BHE HMH(DOPMAIMOHHBIX CHUCTEM MEPCOHAIBHBIX aH-
HBIX», yTBepKaeHHbIe [locTanoBneHuem [IpaBurensctea PO ot 06.07.2008 r. Ne 512.

5 HopmatuBHO-MeTOqMuECKre TOKyMeHThl DeepaibHOM CiTy:KObl IO TEXHUYECKOMY U JKC-
nepTHoMy KoHTpouto Poccuiickoit @enepanmu (manee - ®CTIK Poccun) o obecnieuennro 6e3-
onacHoctH [1/1n npu nx o6padorke B UCIIH:

6 Pexomennanuu o obecrneueHn o 0€30MacHOCTH MTEPCOHANIBHBIX JTAHHBIX TIPH UX 00paboTKe
B MH(POPMALIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX, YTB. 3aM. aupekropa PCTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEPOMPHUATHUS MO OPraHU3alUU U TEXHUYECKOMY 0OecreueHuro 0e30MacHOCTH
MEPCOHANBHBIX JTAHHBIX, 00pabaThiBa€MbIX B MH(DPOPMAILIMOHHBIX CUCTEMax MEePCOHAIbHBIX JaH-
HBIX, YTB. 3aM. nupekropa @PCTIOK Poccun 15.02.08 r. (ACII)

8 bazoBas mMomenb yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPH WX 00pabOTKEe B WH-
(OpMaLIMOHHBIX CHCTEMax IEPCOHANBHBIX JaHHBIX, yTB. 3aM. aupekropa PCTIK Poccum
15.02.08 r.

9 MeTouKa OIpeiesIeHUs] aKTyalbHbIX YTpo3 0€30MacHOCTH NMEPCOHATIBHBIX JAaHHBIX MPH UX
o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX IMEPCOHANBHBIX JAHHBIX, yTB. 3aM. JUpPEKTOpa
OCTIK Poccun 15.02.08 .
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Ipunoxenue 1

Ne [Tnan - nepeyeHb TEXHUYECKUX MEpOnpusATHii o obecneuennn 6e3onacHoctr UCIT/] K3 K2 K1
I B noacucreme ynpasieHus A0CTYHIOM:
PeanunzoBaTh HaeHTH(UKALMIO U IPOBEPKY MOJIMHHOCTH CYOBEKTOB AOCTYIIA IPU
1 BX0Jie B onepaiioHHyto cucreMy MCIT/IH 1o maposito yclI0BHO-IIOCTOSIHHOTO J1EH- + + +
CTBWUSI, JJIMHON HE MEHee MIeCTH OyKBEHHO-IIM(POBBIX CUMBOJIOB;
Peanu3oBarh naeHTHPUKAINIO TEPMUHAIOB, TEXHUYECKUX cpencTB 00padoTku [1/1H,
2 y3n0B UCIIJIH, KoMOBbIOTEPOB, KaHAIOB CBA3M, BHEMIHUX ycTpoiicTB MCII/IH o ux - + +
JIOTUYECKUM UMEHaM (azpecam, HoMepam);
3 PeanuzoBath uaeHTH(UKALIUIO TPOTPaMM, TOMOB, KaTaJloros, ¢aiiyios, 3amnucei, no- ) n n
Jieit 3amuceit o UMeHaMm;
4 Peanu3oBaTh KOHTPOJIb AOCTYNA CYOBEKTOB K 3alIMIIAEMbIM PECYpCaM B COOTBET- n .
CTBHHU C MaTpULEH JOCTYIa;
npu Haymuuu noaktoueHuss UCIIIH k ceTsiM 00111ero moap30BaHus JOHKHO TTPUMeE- He nmxe 5-ro He nmxe 4-ro He mmxe 3-ro
5 HATHCSI MEXXCETEBOE DKPAaHUPOBAHUE. YPOBHS 3a1114- YPOBHS 3alllU- YPOBHS 3alllU-
IIEHHOCTH MIEHHOCTH MIEHHOCTH
st oGecrieuenust 6e3onacHoro MexcereBoro B3aumozeiicTeus B UCIIu aiis pas- He auxe 5-ro He amxe 4-ro He mmxe 3-ro
6 HBIX KJIaCCOB HEOOXOMMO HCIOJB30BaTh MO YPOBHs YPOBHS YPOBHs
3aIUIIEHHOCTH | 3aIMILEHHOCTHU | 3alUIIEHHOCTH
II CpeacTBo 3aluThl OT IPOrpaMMHO MaTeMatudeckux BosnaencTeuil (IIMB):
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PeanuzoBath HaeHTU(UKALUIO U ayTEHTUPUKAIMIO CyOBEKTOB AOCTYIA MPHU BXOJIE B
CPEJICTBO 3aIIUTHI OT MPOTPAMMHO MaTeMaTtuueckux Bo3aeicteuii (IIMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX Ollepaluii Mo YIpaBiIeHUIO (PYHKIIMSIMU CPECTBA 3allH-
Th1 0T [IMB 1o mapostto (i1 ¢ UCIoIb30BaHUEM HHOTO MEXaHW3Ma ayTeHTHU(uKa-
IIUH) YCIOBHO-TIOCTOSIHHOTO JEHCTBUS JJIMHON HE MEHee I1eCTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

OcCymiecTBISITh KOHTPOJIB JTFOOBIX ACHCTBUI CyOBEKTOB JIOCTYIIA M0 YIPABICHUIO
dynkuusamMu cpenctsa 3amuThl oT [IIMB TonbKo mocine npoBeeHns ero yCnemHon
ayTeHTU(UKaLuy;

[IpexycMoTpeTh MEXaHU3MBI OJIOKUPOBaHMSA JOCTYIA K cpecTBaM 3amuTsl ot [IIMB
IIPY BBITNIOJHEHNUN YCTAHABIMBAEMOI'O YUCIIA HEYJaYHBIX IIOIBITOK BBOJA M1apOJIs;

Heobxoaumo npoBoauTh HACHTHGUKAINIO (HAIIOB, KATAJIOTOB, IPOTPAMMHBIX MO-
JlyJieil, BHEIIHUX YCTPOMCTB, HCIIOJIb3YEMBIX CPEACTB 3auiuThl oT [IMB;

III

B noxcucreme peructpanuu 1 ydera:

OcCymiecTBISITh pETUCTPAIUIO BXOa (BBIX0/1a) CYyOBEKTa IOCTyIa B CHCTEMY (U3 CH-
CTEMBI), THOO PETUCTPALIUIO 3arPY3KU U HHUIIUATM3AIUHN ONEPAIIMOHHON CUCTEMBI U
ee MporpaMMHOI0 OCTaHOBA. Perucrpaius BbIX0a U3 CUCTEMbI UJIM OCTaHOBA HE
IIPOBOAMTCS B MOMEHTHI anmnapaTypHoro otkiatodenus MCII/IH. B napamerpax peru-
CTpaIy yKa3bIBAIOTCS JaTa U BpeMsl BX0Jia (BbIX0/a) CYObEKTa JOCTYIa B CUCTEMY
(W13 cUCTEMBI) UK 3arpy3Ku (OCTAaHOBA) CUCTEMBI;

[IpoBOIUTH y4eT BCEX 3alIMINAEMbIX HOCUTENEH HH(OPMAITUU C TIOMOIIBIO MX JTH000H
MapKHUPOBKH ¥ C 3aHECEHUEM YUETHBIX JIAHHBIX B )KypHaN (YUETHYIO KapTOUKY);
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[IpoBOIUTH pEerucTpaIyio BXo1a/BbIXxo/1a CyObEKTOB JOCTYIA B CPEACTBO 3ALIUTHI OT
I[IMB, perucTtpanuio 3arpy3ku 1 HHHIIMAIU3AIUU STOTO CPEJCTBA U €€ TPOTrPaMMHO-
ro ocTaHoBa. B mapaMmeTrpax perucTpaiiy yka3plBaeTcsl BpeMs M JaTa BX0Aa/BbIX0/1a
cyOBeKTa noctymna B cpenctBo 3amuthl oT [IMB wim 3arpy3ku/ocranoBa 3Toro cpe-
CTBa, a TAaKXKe UACHTU(PUKATOpP CyOBEKTa TOCTYIa, MHUIIMUPOBABIIIETO JaHHBIC JACH-
CTBUA,

[IpoBOIUTH perucTpanuio CoOObITHI MpoBepku 1 oOHapyxeHus [IMB. B mapamerpax
pErUCTpaIiK YKa3bIBAIOTCS BPEeMs U laTa POBEpKH uin ooHapyxenus [IMB, unen-
TUGUKATOP CyOBEKTA JOCTYIA, HHUIIMMPOBABIIETO JaHHbIE JEHCTBUS, XapaKTep BbI-
HOJHSEMBIX ASUCTBHH IO MIPOBEPKE, THII 0OHAPYKEHHOW BPETOHOCHOM MPOrpaMMbl

(BII), pe3ynpTat AeiicTBUi cpencTBa 3amuThl 110 O610kuposanuio [IMB;

[TpoBoaUTH perucTpaiuio COOBITHI IO BHEIPSHUIO B cpeACcTBO 3amuThl oT [IMB ma-
KEeTOB OOHOBJIEHHH. B mapameTpax peructpanuu yKa3plBaroTCs BpeMs U AaTta 0OHOB-
JIeHUsI, UASHTU(PUKATOP CYOBEKTa TOCTyIa, HHUIIMMPOBABIIIETO JAHHOE JICHCTBUE
BEpCHsI K KOHTPOJbHAS CyMMa TMaKeTa OOHOBIICHUS;

[IpoBOUTH perucTparuio CoObITHIA 3aIrycKa/3aBepIIeHus: paboThl MOJYJIEH CpeCcTBa
sammThl oT [IMB. B mapamerpax peructpanuu yka3blBatOTCsS BpeMs U J1aTa 3aIyc-
Ka/3aBepIeHust paboThl, HACHTU(UKATOP MOAYIISA, HIACHTU(PHUKATOP CyObEKTa JOCTY-
1a, MHUIIMMPOBABIIETO JaHHOE JIeHCTBUE, pe3yIbTaT 3alycKa/3aBepIieHus paboThl;

JIOJKHA TIPOBOAMTHCS PErHCTPALUs COOBITUH yIIpaBiIeHHs CyOBEKTOM 10CTYyIa
¢ynkuusamu cpenctsa 3amuTsl oT [IMB. B nmapamerpax peructpanuu ykas3bplBaloTCs
BpeMs U JjaTa COOBITHS yMpaBIeHUS Kaxa0u QyHKIueH, nIeHTU(PUKATOP U CIICIIH-
dukarmst QyHKINH, HASHTHPHUKATOP CyObEKTa JOCTyIa, MHUIIMUPOBABIIETO JAHHOE
JeiicTBUe, pe3yabTaT AeUCTBUS;

+ + +
+ + +
+ + +
+ + +
+ + +
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[IpoBOUTH PETUCTPAIIUIO COOBITHIA OMBITOK JOCTYIAa MPOTPAMMHBIX CPEACTB K MO-
IyJsiM cpeacTa 3amuThl oT [IMB unu cnenmansHbIM JoByIIKaM. B mapamerpax pe-
THCTPALMU YKa3bIBAIOTCS BPEMs U JiaTa MOMBITKH AOCTYNA, WACHTU(DUKATOP MOIYJIA,
uaeHTU(UKATOP U crienuUKaAII MOy s cpeacTBa 3anuThl oT [IMB (crienmanbHoi
JIOBYIIIKH ), PE3YNIbTAT MOMBITKHA TOCTYTIA;

[IpoBoauTH perucTpanuio cCOOBITUN OTKaTa I cpeacTBa 3anmTsl oT [IMB. B mapa-
MeTpax perucTpanuy yKa3blBaloTCs BpeMs U J1aTa COOBITHS OTKaTa, crienuuKaims
NEHCTBUI OTKaTa, HISHTU(PUKATOP CYOBEKTa JOCTYIA, MHUIIMHPOBABIIETO TAHHOE
JIEUCTBUE, PE3YbTAT ICUCTBHUSI;

10

ObecneunTh 3aIUTy JAHHBIX PETUCTPAIMU OT UX YHUUTOKEHUS MM MOAU(DUKAITUH
HapyILIUTEIEM;

11

Peanu3oBaTh MEXaHU3MBI COXPaHEHUs JAHHBIX PETUCTPALIUU B CIIy4ae COKpaLCHUS
OTBEJCHHBIX I10J] HUX PECYPCOB;

12

PeanuzoBarh MeXaHU3MBbI IPOCMOTPA U aHAJIW3a JAHHBIX PETHCTPALH U UX (QHITb-
TpalMH 10 33JaHHOMY HaOOpy MapaMeTpos;

13

[IpoBOUTH aBTOMATHYECKU HETIPEPHIBHBIII MOHUTOPUHT COOBITHI, KOTOPbIE MOTYT
SABJISITHCS TpuanHON peanm3anuu [IMB (co3nanue, penakTupoBaHue, 3aMuch, KOMITH-
JA1UST 00BEKTOB, KOTOPBIE MOTYT coaepkath BIT).

14

Peann3oBaTh MEXaHN3M aBTOMATHUYECKOIO aHAJIN3a JAHHBIX PETUCTPALUH 110 11alI1o-
HaM TUNOBBIX HposiBienuit [IMB ¢ aBToMatnueckuM ux GJIOKMPOBAHUEM H YBEIIOM-
JICHHEM aIMUHHCTpaTopa 0€30MacHOCTH;

15

[IpoBOIUTH HECKOJIBKO BHIOB y4eTa (IyOIUPYIOIINX ) C peTUCTpaleld Beigaun (pu-
eMa) HocHuTenel nHdopManuu,
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16

OcCyIIeCTBISATh PETUCTPAIIHIO BXOa (BBIX0Aa) CYOBEKTOB IOCTYIIA B CHCTEMY (U3 CH-
CTEMBI), THOO PETUCTPALIUS 3arPY3KH M UHUIIUATH3AINH ONIEPAIIMOHHON CUCTEMBI.

17

OcCy1ecTBISTh PETUCTPALIMIO BbIIaUH MeYaTHBIX (rpaduyecKnx) JOKYMEHTOB Ha
«TBEpAYIO» KONHIo. B mapaMeTrpax perucTpanuu yKa3plBaroTCs (JaTa U BpeMsl BbIIa-
4y (oOpalieHus K MOACUCTEME BBIBOJIA), CIICIIU(UKAINS YCTPONHCTBA BBIJAYH — JIOTH-
YeCcKoe UMs (HOMEp) BHEILIHETO YCTPONCTBA, KPAaTKOE CoepKaHne (HAMMEHOBaHUE,
BUJI, (P, KOJT) ¥ YPOBEHb KOH(PUACHIIMAIBHOCTH JOKYMEHTA, HICHTU(PUKATOD
cyOBeKTa I0CTyIa, 3alPOCUBLIETO TIOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIUIO 3ayCKa (3aBEpIICHUS ) IPOrpaMM U MPOLECcCoB (3a/1a-
HUH, 3a51a4), TpeHa3HAuYCHHBIX 711 00paboTKH 3anuiiaeMbix (aitsioB. B mapamer-
pax perucTpaiyy yKa3bIBAIOTCS JaTa U BpeMs 3ammycka, uMs (MIeHTU(UKATOP) TIpo-
rpamMmbl (TIporiecca, 3a1aHus ), HICHTUPUKATOP CYObEKTa JOCTYIa, 3aIPOCUBIIIETO
nporpammy (IIporecc, 3aJaHne), pe3yybTar 3amycka (YCIeHbIi, HeyCTIeIHbIN — He-
CaHKIIMOHMPOBAHHBIN),

19

OcCymecTBIATh PErUCTPALIMIO MOTBITOK JOCTYIA MPOrPAMMHBIX CPEICTB (TIPOrpaMm,
MPOIIECCOB, 3a/1a4, 3aJJaHNi) K 3aluinaeMbiM (aitiaM. B mapamerpax perucrpamuu
YKa3bIBAIOTCS 1aTa M BpeMsl MOTBITKHU IOCTYIIA K 3alMiaeMoMy (aiiny ¢ ykazaHueMm
ee pe3ysbrara (yCcrenrHas, HeyclenHas — HeCaHKIIMOHUPOBaHHas ), UACHTH(PUKATOD
cyOBeKTa 1ocTyma, crenuduKams 3amunaemMoro dgaina;

20

OcCy1IecTBIISITh PETUCTPAIIHMIO TOIMBITOK JOCTYMA MPOTPAMMHBIX CPEACTB K CIEAYIO-
MM JIOTIOTHUTEIHHBIM 3alUIIaeMbIM 00BEKTaM JIOCTYIA: TEPMUHATAM, KOMITBIOTE-
paM, y3nam cetu UCITJIH, muHusiM (kaHamaM) CBSI3U, BHEIITHUM yCTPONCTBAM KOM-
NBIOTEPOB, TPOrPaMMaM, TOMaM, KaTayoram, ¢aiinam, 3amucsm, moJisM 3anuceid. B
napaMmeTpax perucTpalliy yKa3bIBalOTCS JaTa U BpeMs MOMBITKH JOCTYyIa K 3allHIa-
eMOMY OOBEKTY C yKa3aHHUEM ee pe3ynbrara (yCHelrHas, HeyCIlenrHas — HeCaHKI[UO-
HUPOBaHHAs), HACHTH(PUKATOP CYOBEKTa JOCTYIIA, CIICIU(DUKAIINS 3aIIHIIAeMOTO
00BbeKTa — JJoTHYECKOoe uMs (HOMED);
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21

[IpoBoaUTH ydeT Bcex 3allMIIaeMbIX HOCUTEIeH HH(POPMALIUHY C TOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHHEM YUYETHBIX JaHHBIX B )KYpHAJ (YUETHYIO KapTOUKY);

22

OcymiecTBisITh OYUCTKY (0OOHYIICHHE, 00E3THINBAaHNE) OCBOOOXKIAaeMBIX 001acTe
OHepaTHBHOﬁ NaMATU KOMIIBIOTCPOB U BHCUIHUX Haxonureieh. OuucTka OCYIICCTB-
JSIeTCsl OJTHOKPATHOM MPOU3BOJIBHOM 3aITMCHI0 B OCBOOOXKIaeMYI0 00IaCcTh aMSITH,
paHee UCIIOoJIb30BaHHYIO I XpaHEHHUS 3aIIMIIaeMbIX TaHHBIX ((aiinos, nuHPpopMa-
LK );

v

B noacucteMe odecrieueHus EIOCTHOCTH:

O06ecneynTh IENOCTHOCTh TPOrPAaMMHBIX CpeACTB 3anmuThl B coctaBe C3I1/IH, a Tak-
K€ HEM3MEHHOCTh IPOrpaMMHOMN cpenibl. [Ipu 3TOM 1IETOCTHOCTB CPEACTB 3aIUTHI
MIPOBEPSICTCS MPHU 3arPy3Ke CUCTEMBI 110 HATMYUIO UMEH (MACHTH(PUKATOPOB) KOMIIO-
HeHT C3I1/1H, 1eT0CTHOCTh MPOrpaMMHOI cpelibl 00eCIeYnBaeTCsi OTCYTCTBUEM B
UCIIdH cpencts pa3pabOTKU U OTIIAJKU IPOTPAMM;

OcymectBisaTh Guszndeckyro oxpany UCIIIa (ycTpoiicTB 1 HOcuTenel nadopma-
1IUM ), IpelycMaTpuBaroas KoHTposb fqocryna B nomeienns MCIIJIH noctopoHHUX
JIUL, HATMYXE HAJIEKHBIX TPENATCTBUN ISl HECAHKIIHOHUPOBAHHOTO IIPOHUKHOBE-
Hus B momemenus UCIIIH u xpanunuiine HocuTenel nHhopMaIu;

[TpoBoauth nmepuoandeckoe TecrupoBanue Gpynakmuit C3I11H npu u3meHeHuu mpo-
rpaMMHO# cpeapl U nepconana MCITIH ¢ moMonpo TECT-IPOrpaMM, UMUTHPYIOIIUX
nonbITk HCJI;

JIOJKHBI OBITh B HAIMYHH cpenicTBa BocctanoBiaeHus C3I1/IH, mpegycmaTpuBaromime
BEJICHUE JIBYX KOTHI MPOTPAMMHBIX CPEJICTB 3aIIUTHI HHPOPMAIINHU, HX TIEPHOIHYE-
CKOe 0OHOBJIEHHE U KOHTPOJIb paO0OTOCIIOCOOHOCTH;

[IpoBoUTH MPOBEPKY LEIOCTHOCTU MOIYJeH cpeacTsa 3ammTthl oT [IMB, HeoOxo-
JUMBIX 11 €r0 KOPPEKTHOI0 (yHKIIMOHUPOBAHUS, IIPH €0 3arpy3Ke ¢ UCIO0Ib30Ba-
HUEM KOHTPOJIBHBIX CYMM;
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ObecneunTh BO3MOKHOCTh BOCCTAHOBJICHUSI cpecTBa 3amuThl oT [IMB, npenycmar-
pHUBaroIas BEACHNUE IBYX KOIUI MPOrpaMMHOIO CPEICTB 3aLIUThI, €T0 IIEPUOINYC-
CKOe 0OHOBJIEHHE U KOHTPOJIb paO0TOCIIOCOOHOCTH;

Peanu3oBaTh MEXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBICHUN CPEACTBA
3amuTsl OT [IMB ¢ ucnosb30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBonuth pezepBHOE KonupoBanue [1/]H Ha oTuykaaeMbie HOCUTENN HHPOpPMaINH;

B noacucreMe aHTUBUPYCHOM 3aIlIUTHI:

IIpoBoauTh aBTOMAaTUYECKYIO IIPOBEPKY Ha Hanuuue BII niu nocnencreuii [IMB
npu umnopte B UCII/IH Bcex mporpaMMHBIX MOAYJIEH (MPUKIIAIHBIX POTPaAMM), KO-
TOpBIE MOTYT coziepkaTh BII, mo ux TUIOBBIM 1a0I0HAM U C TOMOIIIBIO SBPUCTHYC-
CKOT'0O aHaJln3a;

PeanuzoBarh MexaHU3MbI aBTOMATHYECKOTO OJTIOKUpOBaHUs 0OHapykeHHBIX BII my-
TeM UX yJIaJeHHs U3 MPOrPaMMHBIX MOYJICH WU YHUUTOXKECHHUS;

PerynspHo BbIMONHATS (IIpH epBOM 3amnycke cpeacts 3amuThl [1/1H oT IIMB 1 ¢
yYCTaHaBJIMBAEMON NEPUOINYHOCTBIO) IIPOBEPKA Ha NpeAMET Hanuuus B HuX BII;

JomxHa nHunuupoBatbes apromarnueckas nposepka MCII/Ix Ha npeamer Hanuuus
BII npu BeisiBnennu akra [IIMB;

PeanusoBarh MEXaHU3M OTKAaTa JUIsd YCTAHABIMBAEMOI'O YNCIIA ONICPALUN yIaTICHUS
BII u3 onepatuBHOM WK TOCTOSIHHOM ITAMSTH, U3 IIPOrPAMMHBIX MOAYJIEH U IIPU-
KJIaIHBIX IIPOrpaMM WM IPOrPaMMHBIX CPEICTB, coaepkamux BIIL.

Hononaurensno B UCIIJIH nomkeH npoBOAUTHCS HEMPEPHIBHBIA aBTOMaTUYECKUI
MOHUTOPHUHT WH(OPMAITMOHHOTO OOMEHA ¢ BHEITHEH CEThIO C 1eJbI0 BhisiBiIeHUs BII.
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VI

KonTtposs orcyrcteus H/B B 110 C3U

Jnist mporpaMMHOTro o0ecrieueH s, UCII0Ib3yeMoro npu 3ammre uHdopmarun B UC-
I111 (cpencts 3amutsl nHbGopmaruu — C3U, B TOM 9uciie U BCTPOSHHBIX B OOIIECH-
CTEMHOE U MPUKIIaTHOE IporpamMmmMHoe obecriedenue — [10), nomken ObITh 0OecrieueH
COOTBETCTBYIOIINI YPOBEHb KOHTPOJISI OTCYTCTBUs B HeM H/IB (He nexmapupoBan-
HBIX BO3MOKHOCTEH).

VII

Oo6napyxenue Bropxkennii B UCIT/IH

OO0HapyxeHre BTOPKEHHI TOKHO 00eCIIeYrBaThCS ITyTEM UCIIOJIb30BAHUS B COCTA-
Be CII/lH nporpaMMHBIX WJIM MPOTPpaMMHO-aINapaTHRIX CPEACTB (CUCTEM) OOHa-
pyxenus Bropxkenuii (COB).

Heo6xoaumo 00s13aTeIbHOE UCTIONB30BAaHUE CUCTEMBI OOHAPYKEHHSI CETEBBIX aTak,
UCTIONB3YIONIHE CUTHATYPHBIE METO/IBI aHATN3a

Heo6xoanmMo 06s3atenbHOE UCIIOIB30BAaHUE CHCTEMBI OOHAPYKEHHS CETEBBIX aTak,
VCIIOJIb3YIOLIME CUTHATYPHBIE METO/IbI AHAJIN3Aa U METO/1bl BBISBJICHUS aHOMaJIUM

VIII

3amura UCIIIa o IIDMUH

st o6paboTku nHGOpManuu HeoOXoauMo uctosib3oBath CBT, ynoBneTBopsromnime
TpeboBaHuAM cTaHAapToB Poccuiickoit denepariuu 1o 31eKTPOMarHUTHONW COBMe-
CTUMOCTH, TI0 0€30TTaCHOCTH ¥ Y)PTOHOMHYECKUM TpeOOBaHUSM K CPEICTBaM OTOO-
pakeHust “HGOpMAIUU, TIO CAHUTAPHBIM HOPMaM, TIPEIbSIBISIEMBbIM K BHJICOIHC-
mwieitHeM TepMuHanaM [19BM (manpumep, ['OCT 29216 91, TOCT P 50948-2001,
['OCT P 50949-2001, TOCT P 50923 96, CanlluH 2.2.2.542 96).

IX

Onenka cootBerctBus UCII/IH TpeGoBanusm 6e3onacHocTH [1/1H

Monntruka nHpopmaumoHHol besonacHoctu. CtpaHnua 31 us 33




[IpoBectu o0s3aTenbHYIO cepTU(UKALINIO (aTTECTALUIO) 110 TpeOOBaHUAM Oe3zomac-
HOCTH MH(OpMAIHIH;

JlexnmapupoBaTh COOTBETCTBHUE MM 00sI13aTEIBHYIO CEPTU(PUKAIHIO (aTTECTAINIO) TIO
TpeOOBaHUAM O€30MacCHOCTH MHGOPMAITNH (TI0 PEIICHUIO OTIEPaTopa);

+ - -

[Mpumeuanue: g UCII/In 4 knacca nepeueHb MeponpusTuil mo 3ammre [1/H onpenensercs B 3aBUCUMOCTH OT yIiepOa KOTOPBI MOXKET OBITH

HAHECCH B CJICACTBUH HCCAHKIMOHUPOBAHHOI'O U1K HEMIPEAHAMCPEHHOT'O JOCTYIIA K HﬂH

CoracoBaHo:

Jupexrop

Uyrynos Bnagumup Muxainosuy

3aMecTuTeNb TUPEKTOPA,

3aMeCcTUTENb TUPEKTOPA

Kapuesa Cpetniana AnekceeBHa

UYetkuH AHapeit AHApeeBUY

MonntruKa nHpopmaumoHHol 6esonacHoctu. CtpaHnua 32 us 33




JIner o3nakomienus ¢ IlosmmTukoi nHpOpManMOHHOH 0€301aCHOCTH

Ne D®UO JlokHOCTD Hara Hoanucn
n/n
1 | YUyrynoB Brnagumup MuxaiinoBuu JupexTtop
2 | Kapuesa CBetiiaHa AnekceeBHa 3aMecTUTENb IUPEKTOpA
3 | Yerkun Anapeii AnapeeBud 3aMecTUTENb TUPEKTOPA

Monntnka nHpopmauymoHHol 6esonacHocTn. CtpaHuua 33 us 33
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