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OmnpenesieHus

B HACTOACM JOKYMCHTC UCIIOJIB3YIOTCA CICAYIOIIUC TCPMUHBI U UX OIIPCACIICHUA.

ABTOMATH3HMPOBAHHAs CHCTEMAa — CHCTEMA, COCTOALIAs M3 IEpCOHAa M KOMILJIEKCa CpEICTB
aBTOMATHU3AlMM €ro JACATENIFHOCTH, pealn3yromas HHQOPMAIMOHHYI0 TEXHOJOTHIO BBITIOJHEHUS
YCTaHOBJIEHHBIX (PYHKIIHUH.

AyTeHTH(QUKAIUS OTHPABUTES JAHHBIX — IOJITBEP)KJIEHUE TOTO, YTO OTIPABUTENH IMOJYyYEHHBIX
JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHocTh mNepCOHAJNBHBIX JaHHBIX — COCTOSIHME 3alMIIEHHOCTH IE€PCOHAJbHBIX JIaHHbIX,
XapaKTepru3yeMoe CIIOCOOHOCTBIO 0JIb30BaTENEH, TEXHUUECKUX CPEACTB U MHPOPMAIIMOHHBIX TEXHOJIOTUH
obecneunTh KOH(PHUAECHIINAIBHOCTD, IIEJIOCTHOCTD U JOCTYTHOCTb MEPCOHANIBHBIX IaHHBIX IPHU UX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMAaX IEPCOHAIBHBIX TaHHBIX.

Buomerpuuyeckue nmepcoHajbHble JaHHbIE — CBEJCHHUS, KOTOPBIE XapaKTEPU3YIOT (H3UOJOTHUECKUE
0COOEHHOCTH YeJIOBEKa M HAa OCHOBE KOTOPHIX MOYKHO YCTaHOBHUTH €0 JIMYHOCTD M KOTOPBIE HCITOJIB3YIOTCS
AJIMUHUCTpAIMEH [T YCTAHOBJICHUS JTHYHOCTH CyObEKTa IIEPCOHATBHBIX JaHHBIX, MOTYT 00pa0aThIBAThCSI
TOJIbKO TPH HAIWYMKA COTJIACHs B MHCbMEHHOH (opMe CyObeKTa MEPCOHAIBHBIX TaHHBIX (BKIIOYAs
dortorpadum, OTHEYATKH MNAIbIEB, 00pa3 CETUYATKH TIJ1a3a, OCOOCHHOCTH CTPOCHHS Teja U JPYryio
110100HYI0 HH(POPMAIIHIO).

BiokupoBaHue mNepCOHANBHBIX JAHHBIX — BPEMECHHOE IpPEKpalleHne OOpadOTKH TepCOHATBHBIX
JTAHHBIX (32 HMCKIIOYEHHWEM CJy4aeB, €Cim 00pa0oTKka HeoOXoauma Il YTOYHEHHS IEePCOHATBHBIX
JTAHHBIX).

Bupyc (KOMObIOTEpPHBI, TPOrpaMMHBbIN) —  UCHOJHAEMBIM  MOPOrpaMMHBIA  KOJ ~ WIIH
WHTEPIPETUPYEMBbId ~ HAOOp  MHCTPYKIHH, OOJajaromuii  CBOWCTBAMH  HECAaHKIIMOHHUPOBAHHOTO
pacrnpocTpaHeHust U camoBocrpou3BeneHus. Co3laHHble TyOIMKAaThl KOMIIBIOTEPHOTO BUpyca HE BCerja
COBIAJAIOT C OPHUTMHAIOM, HO COXPAHSIOT CIOCOOHOCTh K JalbHEWIIEeMy paclpoCTpaHEHUI0 U
CaMOBOCIPOM3BEICHHUIO.

Bpenonocuasn nporpaMmma — nmporpamma, npeHa3HaYeHHAas JULST OCYILIECTBIICHUS
HECAaHKIIMOHUPOBAHHOTO JOCTyna | (WIKM) BO3JICHCTBUS Ha IEPCOHAIbHBbIC JaHHbIE WU PECYpPCh
MH(OPMAIIMOHHOM CUCTEMBI IEPCOHATIBHBIX TAHHBIX.

BcnomorareabHble TEXHHYECKHE cpeacrea M CUCTEMbI — TCXHHYCCKHUE CPEACTBA UM CHUCTEMBbI, HE
NpCaAHa3HAYCHHBIC LA IICpCaadu, O6pa6OTKI/I N XpaHCHHA IIE€PCOHATIbHBIX OaHHBIX, YCTaHABJIMBACMbIC
COBMCCTHO C TCXHHYCCKUMHU CPCACTBAMH W CHCTCMaMH, IIPCAHASHAYCHHBIMU  IJIA O6pa6OTKI/I
NEPCOHAJIBHBIX MaHHBIX WX B IIOMCHICHUAX, B KOTOPBIX YCTAHOBJICHbBI HH(bOpMaL[I/IOHHBIC CUCTCMbI
IIEPCOHAJIBHBIX TAHHBIX.

JocTynn B onepauyoHHyI0 cpexy KOMNbITepa (MH(OPMAIMOHHOI CHCTEMbI MEPCOHAIBHBIX JAHHBIX) —
MOTy4eHHUE BO3MOXKHOCTH 3alyCKa Ha BBINOJHEHWE INTATHBIX KOMaHH, (YHKIMI, MPOLEAyp OMepallioHHON
CHUCTEMBI (YHUYTOKEHHSI, KOTTMPOBAHUS, IEPEMEIIICHHUS U T.I1.), HICHIOIHIEMbIX (haiilIOB MPUKIAIHBIX IPOTPaAMM.

IlOCTyrl K I/IH(l)OpMaHI/II/I — BO3MO’KHOCTbD ITOJTy4CHU I/IH(I)OpMaLII/II/I M €€ UCIIOJIb30BaHU .

3akJ1a1I04HOe YCTPOICTBO — JIEMEHT CPEZICTBA CheMa MH(OPMAIH, CKPBITHO BHEAPSEMBIH (3aKy1aJbIBaCMbIi
WM BHOCHMBI) B MecTa BO3MOXKHOTO CheMa WH(opMammy (B TOM 4YHCIE B OTPKACHHE, KOHCTPYKIHMIO,
00opy/IOBaHKe, TIPEAMETHl MHTEPbEePa, TPAHCIIOPTHBIE CPECTBA, a TAKKE B TEXHUYECKHUE CPEJICTBA U CHCTEMBI
00paboTKKU HHPOPMALIUH).

Monntuka nHbopmaumoHHon 6esonacHocTu. CTpaHuua 3 ns 32



3anmmaemast uHpopmanms — MHHGOPMAILIHS, SBIIIOIASACS IPEAMETOM COOCTBEHHOCTH M TTOJISKAIIAS 3AIHTE
B COOTBETCTBUH C TPEOOBAHUSAMH MPABOBBIX JOKYMEHTOB HJIM TPEOOBAHHSAMH, YCTAaHABIMBAEMBIMHI COOCTBEHHUKOM
nH(pOpMAIIHH.

Nnentudurammss — mpricBOCHHE CyOBEKTaM M OOBEKTaM JIOCTyNa WICHTU(UKaropa u (W) CpaBHEHUE
TIPETBSIBIISIEMOTO WICHTH(HKATOPA C TIEPEIHEM MTPUCBOCHHBIX UACHTU(DHUKATOPOB.

NudopMaTUBHBIA CHIHAJ — JJIEKTPUYECKUE CHTHAIBI, AKYCTHUYECKUE, 3JIEKTPOMArHUTHBIE W JIPyrve
¢m3uUeckie TONH, IO TIApameTpamM KOTOPBIX MOXKET OBITh PACKphiTa KOH(WACHIMATbHAS HH(DOpMAIST
(mepcoHabHBIE JaHHBIE) 00padaThiBaeMast B UH(OPMAIIOHHOH CUCTEME ITEPCOHATTBHBIX JTAHHBIX.

Nudopmannonnas cucrema nepcoHanbHbIX AaHHBIX (MCIIIH) —COBOKYNHOCTb coAepKalluxcs B
0a3ax JJaHHBIX MEPCOHAIBHBIX JAHHBIX U 00€eCTIeUYNBaIOIIUX UX 00pab0TKy MH(POPMALIMOHHBIX TEXHOJOTUMN
U TEXHUYECKUX CPEJICTB.

HNudopmanoHHble TEXHOJIOTHH — ITPOLIECCHI, METO/IBI TIOUCKA, COOPa, XpaHeH!s!, 00pabOTKH, IPEIOCTABIICHHS,
pacrpoctpaneHust TH()OPMAIMH U CTIOCOOBI OCYIIIECTBICHHS TAKUX MPOIIECCOB U METOOB.

Hcnonb3oBaHue nepcoOHATBbHBIX JAHHBIX — JEHCTBUA (Onepalnuu) C IMEePCOHATbHBIMU JAHHBIMH,
COBEpIIAEMBIE OMNEPATOPOM B MEJIIX NPUHATUSA PEIICHWM WM COBEPIICHHMS WHBIX JICWCTBUH,
MOPOXKJIAIOUTUX FOPUANYECKUE MOCIIEACTBUS B OTHOLIEHUU CYObEKTa MEePCOHATIBHBIX JAHHBIX WIH APYTUX
oyl 1100 HMHBIM 00pa3oM 3aTparuBarolIMX IpaBa U CBOOOJbl CyOBbEKTa MEPCOHAIBHBIX TaHHBIX WIIU

JOPYTUX JIULL.

Hcrounuk yrpo3si Ge3zonacHocTy MHGOpMaMu — CyObEKT JI0CTYIa, MaTepruaibHbI OOBbEKT WK (H3UYECKOe
SIBIICHHE, SIBIISTIOLLAECS TIPHYMHON BOSHUKHOBEHHSI YIPO3bI 0€3011aCHOCTH HH(OPMALIUH.

KonTponmpyemasi 30Ha— MpOCTPaHCTBO (TEpPUTOpHs, 3[AaHUE, YacTb 3/aHKs, TOMEIIECHHE), B KOTOPOM
HCKITIOYEHO HEKOHTPOJIPYEMOE IMPeObIBAHUE TOCTOPOHHMX JIMLL, a TAKKE TPAHCIOPTHBIX, TEXHUUECKUX U HHBIX
MarepuaIbHbIX CPEJICTB.

KonpuaeHumanbHOCTh NMePCOHAIBHBIX JAHHBIX — 00s3aTeNIbHOE TSl COOMIOZCHUST OTIEpaTOpOM WM UHBIM
MOTYYUBIIMM JIOCTYIT K TMEPCOHATHHBIM JIAHHBIM JIMIIOM TpeOOBaHHE HE JIONMyCKaTh MX pachpocTpaHeHue 0e3
cornacusi CyobeKTa MepcOHATBbHbIX IAHHBIX WM HATMYKS HHOTO 3aKOHHOTO OCHOBAHHSI.

Me:xceTeBoii 3KpaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WITH (PYHKIMOHATLHO-PACIIpe/IeIeHHOE ITPOTrpaMMHOE
(mporpaMMHO-arIapaTHoe) CpeacTBO (KOMIUIEKC), pealli3yloliee KOHTPOJIb 3a MH(pOpMAIMel, MOCTYNaromel B
MH()OPMALIMOHHYIO CUCTEMY MEPCOHATBHBIX JAHHBIX U (WJIN) BBIXOJISIIEH U3 MH(POPMAIIMOHHOM CHCTEMBI.

Hapymmrens 6e30MacHOCTH MEPCOHAIBHBIX JAHHBIX — (PU3MYECKOE JIMIIO, CIyYalHO WM IpeJHAMEPEHHO
COBEpILIAOIIee ACHCTBUS, CIEICTBUEM KOTOPBIX SIBJISIETCS HapyIleHHe 0e30MacCHOCTH IEPCOHATBHBIX JAHHBIX MPU HX
00paboTKe TEXHUIECKIMU CPEJICTBAMU B MH(OPMAIIMOHHBIX CUCTEMAX ITEPCOHATIHBIX TAHHBIX.

HeaBTomMaTu3upoBaHHasi 00padoTKa NePCOHAIBHBIX JAHHBIX — 00padoTKa MepCOHANBHBIX JTaHHBIX,
coJepkaiuxcs B MHGOPMAIMOHHON cHUCTEME IMEePCOHANBHBIX NaHHBIX JTUOO W3BICYCHHBIX U3 TaKOM
CUCTEMBI, CUMTAETCS  OCYIIECTBICHHOU 0e3 UCIIOJIb30BaHUS CpeICTB aBTOMAaTU3aLUU
(HEeaBTOMAaTU3UPOBAHHOM), €CITM TaKhe MACWUCTBUSA C MEPCOHAIbHBIMU JaHHBIMHU, KaK HCIIOJIb30BaHUE,
YTOUHEHHE, PACHpPOCTPAHEHUE, YHUUYTOKEHHE MEPCOHAIBHBIX JaHHBIX B OTHOIIEHHH KaXAOro U3
CyOBEKTOB MEPCOHANBHBIX JIaHHBIX, OCYIIECTBIISIFOTCS IPU HEMOCPEACTBEHHOM YYacTHUU YelIOBEKa.

He):[eKJIapI/IPOBaHHBIe BO3MOKHOCTH — Q)YHKHI/IOHaHbHBIe BO3MOXHOCTU CPCACTB BBIYHMCIUTEILHOM
>XHUKH, HC OIMCAHHBIC WM HE COOTBCTCTBYIOIUE OIMMCAHHBIM B JTOKYMCHTALIMH, IIPU UCHOJIb30BAHWHA KOTOPBIX
O3MO’KHO HAPYIICHUC KOH(bI/I,Z[CHL[I/IaJ]LHOCTI/I, JAOCTYITHOCTH WJIA LEJIOCTHOCTU O6pa6aTLIBaCMOI71 I/IH(I)OpMaI_II/II/I.
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HecaHKuMOHMPOBAHHBI 10CTYNl (HECAHKIMOHMPOBAHHBIE IeHCTBUA) — NOCTYNl K HHGOPMAIMH HIN
JeiicTBrs ¢ MH(pOpMaIe, HapylIaroNe MpaBiiia pa3rpaHUueHNs JOCTYIIA C UCTIONIB30BaHUEM ILITATHBIX CPE/ICTB,
NPEIOCTABIISIEMBIX MH()OPMAIITMOHHBIMU CUCTEMaMH MEPCOHATIBHBIX JaHHbIX.

Hocurens ungpopmanuu — Gusnyeckoe JIMIO WK MaTepUAIBHBINA 0ObEKT, B TOM YHCiIe (PU3UYECKOe T0JIe, B
KOTOPOM MH(OPMAIISL HAXOAUT CBOE OTPAKEHHE B BHJIE CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKHUX PEIICHUN U
TPOLIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK (PU3UUECKUX BEIUUHH.

OO0e3iMuMBaHue TMEPCOHAJbHBIX JAHHBIX — JEHCTBUSA, B PE3YyIbTaT€ KOTOPBIX CTAaHOBUTCA
HEBO3MOKHO 0€3 HCHOJB30BAHUS JOTIOJTHHUTEIFHOW WH(POPMAMK ONPEACIUTh IPUHAUICKHOCTh
MIEPCOHAIBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY IEPCOHAIbHBIX JaHHBIX.

O0paboTka MepcOHANBHBIX JAHHBIX — JII00O€ JeiicTBHe (omepalusi) WIM COBOKYMHOCTb JEHCTBUI
(omeparuif), coBepIIaeMbIX C UCMOIB30BAaHUEM CPEICTB aBTOMATH3AIMK UK 0€3 UCTIONIb30BAaHUS TAKUX CPEJICTB C
MIePCOHATBGHBIMU  JTAHHBIMH, BKIIIOYash COOp, 3alMCh, CHCTEMATH3AIlMIO, HAKOIUICHHE, XpaHEHHe, YTOYHEHHE
(oOHOBIIEHHE, M3MEHEHHUE), U3BJICUCHHUE, UCTIONIB30BAHNKE, Niepeady (pacipocTpaHeHne, MPEI0CTaBICHHE, IOCTYIT),
00e3nurBaHKe, OJIOKUPOBaHKE, yAAIEHHE, YHUUTO)KEHHUE EPCOHATIBHBIX JaHHbIX.

OO0menocTynHble NEepCOHANbHbIE JaHHbIE — MEPCOHAJbHBbIE IaHHbBIE, JOCTYN HEOTPaHHMYEHHOIO
Kpyra JIMI[ K KOTOPBIM IMPEIOCTaBlIEH C corjacus cyObeKTa MEepCOHAIbHBIX JaHHBIX WM Ha KOTOpPbHIE B
COOTBETCTBUM C (pefepalbHBIMU 3aKOHAMU HE paclpocTpaHseTcs TpeOoBaHUE  COOIIOAEHUS
KOH(UIEHITNAIBHOCTH.

Omneparop (mepcoHAIBbHBIX JAHHBIX) — FOCYIAPCTBEHHBIN OpraH, MyHULUIIAIBHBINA OPraH, FOPHIMYECKOe
WM GU3UYECKOE JIUII0, CAMOCTOSATENIHHO WM COBMECTHO C JIPYIMMH OpraHu3yromiee U (WIH) OCYIIECTBIISIONICE
00pabOTKy MEePCOHANTPHBIX JAHHBIX, & TAKKE OMPEICILSIIONIME e 0OpaOOTKH TePCOHAIBHBIX JTAHHBIX, COCTAB
MIEPCOHATBHBIX JIAaHHBIX, TONISKANIMX 00paboTKe, JEUCTBUS (OTepalii), COBEpIIAcMbIe C TEPCOHATLHBIMU
JTAHHBIMH.

Texnuyeckue cpencrsa HMHGPOPMAIMOHHOW CHCTEMbl MEPCOHAJIBHBIX JAHHBIX—  CPEICTBA
BBIYHUCITUTELHON TEXHUKH, HHOPMAIMOHHO-BBIYHCINTENBHBIE KOMIUICKCHI U CETH, CPEIICTBA M CUCTEMBI TTepe/IadH,
npuemMa W 00padoTku I1JIH (cpeactBa W CHCTEMBbI 3BYKO3AIMCH, 3BYKOYCHJICHUS, 3BYKOBOCIPOW3BENCHUS,
TIEPETOBOPHBIE W TEJICBU3MOHHBIC YCTPOMCTBA, CPEICTBA W3TOTOBIICHHS, TUPAKUPOBAHUS JOKYMEHTOB W JIPYTHE
TEXHUYECKUE CpelcTBa O0pabOTKM peueBoM, TpadHMyecKoi, BUIeO- W OyKBEHHO-IIM(POBOH HHMOPMAIIIH),
TPOrpaMMHBIE CPEZICTBA (OTIEPAIIMOHHBIC CHCTEMbI, CUCTEMBI YIIPaBJICHHs 0a3aMU IAHHBIX | T.I1.), CPEIICTBA 3aIUTHI
MH(DOPMAIIIH, IPUMEHSIEMbIC B UHPOPMAITMOHHBIX CHCTEMAX.

IlepexBar (uMHopMauuM) — HENpaBOMEpHOE TMOJydeHHEe HHPOPMALMU C HCIOJIb30BaHUEM
TEXHUYECKOTO CPEJACTBA, OCYIIECTBIAIONIEIO OOHAapy:KeHue, MpueM u o00paboTky HHGOPMATUBHBIX
CUTHAJIOB.

HepCOHaJIbeIe JAaHHBbIE — JIro00as I/IH(bOpMaI_II/IH, OTHOCAadACA K IHIpAMO HWJIM  KOCBCHHO
OIIPECACIICHHOMY WJIHN OIIPCACIEICMOMY (1)I/I3I/I‘IGCKOMy Jny (CY6L6KTy MNEPCOHAJIBHBIX I[aHHBIX).

IToGounbIE IJICKTPOMArHUTHBLIC H3JIYY€HUHA H HABOAKH — DJJCKTPOMArHuUTHBIC HU3ITYYCHU
TCXHUYCCKUX CPCACTB O6pa6OTKI/I 3alMIaeMoi I/IH(1)OpMaLII/II/I, BO3HHKAIOIIHUE KakK MOOOYHOE SIBJICHUE W
BbI3BAHHBIC JJICKTPUYCCKUMU CHUT'HAJIaMU, I[eﬁCTBYIOHlHMH B UX JJICKTPUYCCKHUX U MAIHUTHBIX LECIIAX, a
TAKXKC SJJICKTPOMArHUTHBIC HABOJAKH JTUX CHI'HAJIOB HAa TOKOIPOBOIAIIUC JIMHWUU, KOHCTPYKLIUU U LCHHA
IIMTaHHA.

IMomMTHKA «YUCTOrO0 CTOJA» — KOMIUIEKC OPraHU3allMOHHBIX MEPONPUSTHH, KOHTPOIUPYIOIIN
OTCYTCTBHE 3alHCHIBaHUSI HAa OyMa)KHbIE HOCUTENH KJIIOUeH M aTpuOyTOB J0cTyma (Tmaposieii) U XpaHeHH!
UX BOIM3U 0OBEKTOB AOCTYIA.
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IMoab30BaTesib HHGOPMAIMOHHOW CHCTEMBI NMEPCOHAJIBHBIX JAHHBIX — JIMIO, YYacTBYIOIICEC B
(GYHKIIMOHUPOBAHUU WH(POPMAITMOHHON CHCTEMBI IEPCOHAIBHBIX JAHHBIX WM MCIOJb3YIOIIEe Pe3yIbTaThl
ee QyHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHMyeHusi JAOCTYNA — COBOKYIHOCTb IPaBWJ, PETJIaMEHTUPYIOIIUX IMpaBa JOCTyIa
CyOBEKTOB JI0CTyIa K 00BEKTaM JOCTYyIA.

IIporpammuas 3akiagka — KOJ| NPOrpaMMbl, NPEIHAMEPEHHO BHECEHHBI B MPOTrpaMMy C LENbIO
OCYIICCTBUTb YTCYKY, MH3MCHHTD, 6JIOKI/IpOBaTI>, YHUUYTOXUTH I/IH(l)OpMaIII/IIO WJIn YHHUYTOXUTb H
MOAU(HUIIMPOBATh MPOrpaMMHOE oOecrieueHne HH(POPMAIMOHHOW CHUCTEMbBl IMEPCOHATBHBIX ITAHHBIX M
(nmu) OJTIOKUPOBATH ANITapaTHBIE CPECTBA.

IIporpammHuoe (mporpaMMHO-MaTeMaTH4YecKoe) BO3/lelicTBHE — HECaHKIIMOHUPOBAHHOE
BO3JICHICTBUE Ha pecypchl aBTOMAaTU3MPOBAHHOW HWHQPOPMAIMOHHON CHUCTEMBI, OCYILIECTBISEMOE C
WCIOJIb30BaHUEM BPEOHOCHBIX IIPOTPaMM.

PaCKprTHe MEPCOHATBbHBIX JAHHBIX — YMBIIIJICHHOC nim CJ'Iy‘IZlfIHOG HapymcHue
KOH(l)I/II[CHHI/IaJ'II:HOCTI/I NEPCOHAIbHBIX JTaHHBIX.

PacnpocTpaHeHue 1epCOHAJBHBIX JaHHBIX — JCHCTBHs, HANpPAaBICHHBIE HAa  PAacKpbITHE
MIEPCOHANIBHBIX JIAHHBIX HEONIPEACICHHOMY KPYT'y JIUIL

Pecypc uHpopManmoHHOH CHCTEMbl — HWMEHOBAHHBIA JJIEMEHT CHUCTEMHOIrO, MPHUKIAJIHOTO WIIH
anmnapaTHoro obecrneueHus: GyHKIMOHUPOBAHUS WH(OPMAIIMOHHON CUCTEMBL

CrnenuajbHble KaTerOpUM MepcoOHATbHBIX JaHHBIX — IEPCOHAIbHBIC JaHHBIC, KACAIOIITUECS PACOBOM,
HAIlMOHAJILHOM MPUHAICKHOCTH, TOJTUTHUECKUX B3TJISA0B, PEIMTHO3HBIX WIH (pruiocodckux yoexIeHuH,
COCTOSIHUS 3[I0POBBSI © UHTUMHOM KU3HU CyObEKTa MEPCOHATBHBIX TaHHBIX.

CpencTBa BbIYHCJIMTEIHHOI TEXHUKH — COBOKYITHOCTh TPOTPAMMHBIX M TEXHHUYECKUX SJIEMEHTOB CHCTEM
00pabOTKH TaHHBIX, CIIOCOOHBIX (DYHKITMOHUPOBATh CAMOCTOSATEILHO HIIA B COCTABE JPYTHX CHCTEM.

Cy0bekT aocryna (Cy0ObeKT)— JIMIO WIA IPOLECC, JEUCTBUSI KOTOPOTO PErIaMEHTHPYIOTCS IMpaBHIIaMU
pasrpaHUyeHHs IOCTYIIA.

Texnuueckuii kKaHa yreuykd HHGPOPMAIMU — COBOKYITHOCTh HOCHTENSI MH(GOpPMAIUH (CpeacTBa 00pabOTKH),
(H3MYECcKOH CpejIbl PacipOCTpaHeHNs! MHPOPMATHBHOTO CUTHANIA ¥ CPEJICTB, KOTOPHIMH JIOOBIBACTCSI 3allIUIIIAcMast
nuHbOpMAaITusI.

TpancrpannyHasi mnepejada NepPCOHAJbHBIX [JAaHHBIX — IIepefadya I[EepCOHAIBHBIX JaHHBIX
omnepatopoM uepe3 ['ocymapcrBennyto rpanuny Poccuiickoit denepanuu opraHy BiIacTH WHOCTPAHHOTO
rocynapcTBa, (pu3n4eckoMy Uil IPUINIECKOMY JIUIY HHOCTPAHHOTO TOCYAapCTBa.

¥Yrpo3sl 0€30MacHOCTH TMEPCOHATLHBIX JIAHHBIX — COBOKYIHOCTH YCIOBUM W (PaKTOPOB, CO3MAIOIINX
OIAaCHOCTh HECAaHKLIIMOHHUPOBAHHOTO, B TOM YHMCJIE CTy4aiHOro, IOCTYyNa K MEPCOHATBHBIM JaHHBIM, PE3YJIbTaTOM
KOTOPOTO MOXKET CTaTh YHUYTO)KEHUE, U3MEHEHHE, OJIOKMpOBaHIE, KOMTMPOBAHUE, PACIIPOCTPAHEHHE TIEPCOHATBHBIX
JIaHHBIX, a TAaKKe HMHBIX HECAHKIMOHHUPOBAHHBIX NEHCTBUI MpH uX 00paboTke B MH(MOPMAIMOHHONM CUCTEME
MePCOHATBHBIX IAHHBIX.

YHuuTOKEHnE NEPCOHAIBHBIX TAHHbIX — HeﬁCTBHﬂ, B PE3YIBTATC KOTOPBIX HCBO3MOKHO BOCCTAHOBHUTH

COACPKAaHNUC TICPCOHAJIBHBIX NAHHBIX B I/IHCI)OpMaI_[I/IOHHOI\/'I CUCTEMC TICPCOHAJIbHBIX NAHHBIX WK B PE3YIILTATC
KOTOPbIX YHUUTOKAKOTCA MaTCPHUAJIIbHBIC HOCUTCIIN IICPCOHAJIBHBIX JAHHBIX.

Yreuka (Ganmmaemoi) uHGoOpMAIIMM N0 TEXHHYECKHMM  KAHAJIAM —  HEKOHTPOJIMPYEMOE

pactipoctpanerrie MHMOpPMAIMA OT HOCUTENS 3allMiaeMoil HH(pOpMAIMU uepe3 (H3UYECKYI0 Cpedy 0
TEXHIMYECKOTO CPEJICTBA, OCYIIECTBISIIOINIETO IepexBaT HHHOPMAIUH.
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YS3BUMOCTB — CI1a00CTh B CPEJICTBAX 3AIUTHI, KOTOPYIO MOYKHO HCIIOJIB30BATh Il HAPYIIICHUS! CHCTEMBI
WU coJiepyKaItieiics B Hel nH(opMarim.

HenocrHocts  uHpOpMayM —  CIIOCOOHOCTH  CPENCTBA  BBIUMCIUTEIIFHOM — TEXHUKH WA
ABTOMATH3HUPOBAHHOM CHUCTEMbI OOECTICUMBATh HEM3MEHHOCTh MH(MOPMAIMKM B YCIOBHSX CIYYailHOTO W/WIA
MPEeTHAMEPEHHOTO UCKKEHUS (pa3pyILEHHUs).
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COB
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OBO3HAYEHUSA U COKPAIIEHUA

— QHTUBUPYCHBIE CPEACTBA

— aBTOMATH3MUPOBAHHOE paboyee MeCTO

— BCIIOMOTI'aTCJIbHBIC TCXHUYCCKHUC CPCACTBA U CUCTEMBI
— nH(OPMAITMOHHASI CUCTEMA MIEPCOHATBHBIX TAHHBIX

— KOHTpOJIMpyeMasi 30Ha

— JIOKaJTbHAs BEIYMCIIUTEHHAS CETh

— MEKCETEBOM 3KpaH

— HECAHKIIMOHMPOBAHHBIN TOCTYIT

— OTepaITMOHHAS CUCTEMA

— HNEPCOHAJIBHBIC TaHHBIC

— IPOrpaMMHO-MaTeMaTHYECKOe BO3JICHCTBHE

— IIporpaMMHoOe o0ecrieueHue

— NOOOYHBIE ANEKTPOMArHUTHBIE M3ITy4eH s U HABOJKU

— CHCTEeMa aHaJIK3a 3alIUIICHHOCTH

— CpeICTBa 3alIUThl HHPOPMAIIHH

— cucreMa (IoICUCTeMa) 3allUThl IEPCOHAIBHBIX JaHHBIX

— cucteMa 0OHapyKeHHs BTOP)KECHHIA

— TEXHUYECKHE KaHAIIbI yTeUKH MH(POPMAIIIH

— YI'PO3bI 0€e30I1acCHOCTH NIEPCOHAIIbHBIX JaHHbIX
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BBEJIEHUME

Hacrosimast [lomutuka wuHpopmanumoHHOW — Oe3omacHoctd  (manee  I[lonmruka) MBJOY
«H.Tpenbpkacuackuii aerckuii can «Pomandok» Yebokcapckoro MyHUIIMTIATBHOTO OKpyra Uysamickoi
Pecniybonuku (nanee — YupexaeHue) sBisieTcs o(pUIHalIbHBIM JOKyMEHTOM.

[Tonutuka pazpaboTana B COOTBETCTBUH ¢ TpeOoBaHusMEu DepepaibHOTO 3akoHa OT 27 urois 2006
r. Ne 152-03 «O mepcoHalBHBIX JaHHBIX» U MOCTaHOBIeHUS [IpaBurenscTBa Poccuiickoit denepanun
ot 1Hos6ps 2012 1. Ne 1119 «O6 yrBepkaeHHH TpeOOBaHUH K 3aIIUTE MEPCOHATBHBIX JAaHHBIX MPH UX
00paboTke B MHGOPMAITMOHHBIX CUCTEMAaX NIEPCOHABHBIX JAHHBIX)», HA OCHOBAHHH:

- «Pexomenmanuii mo oOecredeHUI0 OE30MACHOCTH TMEPCOHAIBHBIX JaHHBIX HPH HMX 00paboTKe B

WH()OPMAIMOHHBIX CHUCTEMAax MEPCOHAIBHBIX JAHHBIX», YTBEPXKJICHHBIX 3aMECTHTENIEM TUPEKTOopa
OCTOK Poccun ot 15.02.2008 r.,

- «TunoBbIx TpeOOBaHMWU MO OpraHu3alMd U OOECHeYEeHHI0 (PYHKIHMOHUPOBAHUS HIM(PPOBATbHBIX
(kpunrorpauyecKknux) CpelIcTB, MPEeAHA3HAUEHHBIX Ui 3allUThl HWHGOpPMallMU, HE CoJAepKallei
CBEJICHUI, COCTABIIAIOIIMX TIOCYAAPCTBEHHYIO TaliHy B CIIydae U3 HCIOJIb30BaHMs s oOecredeHus
0€30MacHOCTH TMEepPCOHANBHBIX JaHHBIX NOpU HX 00paboTke B UH(GOPMALMOHHBIX CHCTEMaXx

MEePCOHANBHBIX JAHHBIX», YTBepkAeHHbIX pykoBojcTBoM 8 llentpa @CBb Poccun 21.02.2008 r. Ne
149/6/6-662.

B Tlonutuke onpenenens! Tpeboanus k nepconany MCII/IH, creneHs OTBETCTBEHHOCTH MEPCOHAA,
CTPYKTypa M HEOOXOJMMBII YpOBEHb 3alUIIEHHOCTH, CTaTyC W JOJDKHOCTHBIE OOS3aHHOCTH
COTPYIIHMKOB, OTBETCTBCHHBIX 3a oOecmedyeHue Oe30macHOCTH TNepcoHanbHbIX naHHbIX B MWCIIJIH
YupexaeHus.
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1 O6mme nonoxenns
Lenpro Hacroseit [TonuTuku sBaseTcs odecneueHre 0€301acCHOCTH 00BEKTOB 3aIlUThI

Vupexenuss OT BCeX BHUAOB YIpO3, BHEIIHUX M BHYTPEHHUX, YMBIIUJICHHBIX W HENPETHAMEPEHHBIX,
MHUHHMH3ALKs yiepoa oT BO3MOXKHOU peanu3anuu yrpo3 6ezonacHoctu [1JIn (YBITIH).

be3onacHOCTh IEPCOHANBHBIX JAAHHBIX JOCTHUTAETCS ITyTEM HCKIIFOYEHMS] HECAaHKIIMOHMPOBAHHOIO, B TOM
YHUCJIE CIy4alHOro, JOCTYyNa K IEPCOHAIBHBIM JIaHHBIM, PE3yJIbTaTOM KOTOPOTO MOYKET CTaTh YHUYTOKECHUE,
U3MEHEHHE, OJIOKUPOBAaHUE, KOMHUPOBAHHE, PACIPOCTPAHEHHE IE€PCOHAIbHBIX [aHHBIX, a TaKXKEe HHBIX
HECAaHKI[MOHUPOBAHHBIX JICHCTBUMH.

Nndopmanust u cBsi3aHHbIE € HEH pecypchl JOJDKHBI OBITh JOCTYNHBI JJIi  aBTOPU30BAHHBIX
noJsib3oBareneil. JIoKHO oCcylecTBISATHCS CBOEBpEMEHHOE 0OHapy keHue 1 pearnpoanue Ha YBII/IH.

I[OJ'DKHO OCYIICCTBIIATHCA MPECAOTBPALICHHUEC MMPEAHAMCPCHHBIX WJIA CJ'Iy‘IﬁfIHI:IX, YaCTUYHBIX HJIN ITOJIHBIX
HCCAHKIIMOHUPOBAHHBIX MO]II/I(i)I/IKaHI/Iﬁ WM YHUYTOXKCHUS MEPCOHAIbHBIX TaHHBIX.

CoctaB 00BEKTOB 3allIUTHI NpezcTaBiieH B [lepeune nepcoHanbHbIX JaHHBIX, YyKazaHHOMY B Ilonoxenuu o0
00paboTKe EPCOHATBHBIX JaHHBIX.

Cocra UCIIJIH, moiexamux 3amure, MPEACTaBIeH B AKTe 0OCIeAOBaHHUS TEKYIIErOo COCTOSHUS
TeXHI/I'-IeCKOI\/’I 3alIUThI HepCOHaJ'IBHBIX JaHHBIX.
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2 Obaacrtb NeHCTBUA

TpeboBanus nacrosimed [loMMTHKH pacpoCTpaHSIOTCS HAa BCEX COTPYAHUKOB YUPEKICHHUS
(IITaTHBIX, BPEMEHHBIX, paOOTAIOIIMX MO KOHTPAKTy M T.I.), @ TakXKe BCEX IMPOYMUX JIUII
(mOapATUMKH, ayAUTOPHI U T.I1.).
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3 Cucrema 3ammrsi NMEePCOHATbHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1IH), cTpouTCst HA OCHOBAHUU:

- Axra o0cienoBaHHMS TEKYIIErO0 COCTOSHUS TEXHHYECKOW 3alluThl TEPCOHAIBHBIX
TAHHBIX

- IlepeuHst nepcoOHaNBHBIX NaHHBIX, I10JUICKAIINX 3aAIIUTE;

- AKTOB KJTaccupuKanuy HHPOPMALMOHHBIX CUCTEM MEPCOHATBHBIX JaHHBIX;
- YacTHbIX MO/IE€NIEH aKTyalnbHbIX Yrpo3 U BeposiTHoro Hapymurens UCI/H;
- [Toso>keHus 0 pa3rpaHUYeHHH MPaB JIOCTYIA K IEPCOHATIBHBIM JIAHHBIM,;

- PykoBogsimux gokymentoB ®CTIK u ®Ch Poccuu.

Hns obecnieuenust 3ammtbl MCII/IH HeoOXxoaumo cOOIIIOIEHHE OPraHU3allMOHHO-TEXHUYECKUX MeEp.
AnMuHHCTpanuen odecreuynBaeTcsi 0€30NMacCHOCTh IEPCOHATBHBIX JJAHHBIX B COOTBETCTBUU C HEOOXOIMMBIM
YPOBHEM 3aIHIIEHHOCTH, KOTOpas omnucaHa B TeXHUYECKOM 3aJaHUW HA CO3JaHHE CHUCTEMBI 3aIIUTHI IS
HUCTIda. B YupexaeHuu ompeaeneHbl akTyalbHbIE yrpo3bl Oe3omacHoctu [IJIH, KOTOphIe OMHUCaHBI B
YacTHOM MOJENH aKTyallbHBIX YIpo3 U BeposTHoro HapymmuTens MCI/Ix.

[lox axkTyanpHBIMM yrpo3amMy O€30MacHOCTU MEPCOHAIbHBIX JAHHBIX TOHHUMAETCS COBOKYIHOCTD
YCIOBUH M (PaKTOpPOB, CO3MAIOUIUX AaKTYaJbHYIO OIACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCIIE
CIIydaifHOTO, JOCTyNa K NEePCOHAIbHBIM J@HHBIM IpU HX 00paboTke B HHGPOPMAIMOHHOHN CHCTEME,
pe3ynbTaTOM KOTOPOTO MOTYT CTaTh YHUYTOXKEHHE, W3MEHEHHEe, OJOKHpOBaHUE, KOMUPOBAHUE,
MIpeI0CTaBJICHNE, PACIIPOCTPAHEHNE IEPCOHANIBHBIX JIaHHBIX, a TAK)KE WHbIE HEIIPaBOMEPHBIE JEHCTBHS.

VYrpo3sl 1-ro TMMA akTyaabHBI JUIS WHOOPMAIIMOHHOM CUCTEMBI, €CIU IJIsl Hee B TOM YHUCIJIE aKTyaJlbHbI
yIpo3bl, CBS3aHHbIE C HAJIWYHMEM HEIOKYMEHTHPOBAHHBIX (HEACKJIAPHUPOBAHHBIX) BO3MOXHOCTEH B
CUCTEMHOM IIPOTPaMMHOM 00€CIIE€YeHUH, UCIIOJIBb3YEMOM B MH(POPMAIIMOHHOM CUCTEME.

Vrpo3LI 2-ro THIIA AKTYyaJIbHbI JJIA HH(bOpMaHHOHHOﬁ CUCTEMBI, €CJIM IJId HEC B TOM YMCJIC aKTyaJIbHbI
YIpoO3bl, CBA3aHHBIE C HaJIUWYUEM HEAOKYMCHTHUPOBAHHBIX (HCI[CKJ'IapI/IPOBaHHBIX) BO3MOKHOCTEH B
MPUKIAAHOM IIPpOrpaMMHOM O6€CH€‘I€HI/II/I, HCIIOJIB3YEMOM B HH(l)OpMaHHOHHOfI CHCTEME.

Yrpo3sl 3-ro TUMa akTyaiabHbI A UH(OOPMALIMOHHOW CHCTEMBI, €ClU Ul Hee aKTyaJbHbl yrpO3bl, HE
CBS3aHHBIC C HAJIMYMEM HEIOKYMEHTHPOBAHHBIX (HEACKIAPHUPOBAHHBIX) BO3MOXHOCTEH B CHUCTEMHOM U
MIPUKJIATHOM MPOTPAMMHOM 00ECIIeYeHUH, UCTI0Ib3yeMOM B HH(GOPMAIMOHHOM cHCTEME.

Ha ocHOBaHMM 3TUX TOKyMEHTOB OMpeeNseTcs HeOOXOAUMbIH ypoBeHb 3anuiieHHocT [1J{H kaxmoit
UCTI[Jn VYupexnenus. Ha ocHoBaHMM aHanmn3a akTyaJdbHBIX yrpo3 Oe3omacHoctu [IJ[H, ommcanHoro B
YacTHOU Mozenu akTyalnbHbIX yrpo3 M BepositTHoro Hapymutens MWCIIJIlH m Otuera o pe3ynbrarax
MIPOBEJICHUS] BHYTPEHHEHN MPOBEpKeE, IENIaeTCs 3aKII0UEHUE 0 HEOOXOAUMOCTH MCIOJIb30BaHUS TEXHHUECKUX
CPEICTB M OpPraHU3alMOHHBIX MEpPONpHUATHH s oOecmedeHus Oe3omacHoctr [IJIH. BriOpanHbIe
HE0OX0IMMbIe MEPOTIPUATH OTpaxkatoTcs B [ImaHe MeponpusiTuil Mo 3anuTe MepcoHaNbHBIX JaHHBIX.

Jns kaxnoit UCIIJIH nosmkeH ObITh COCTABIIEH CIIUCOK MCIIOJIb3YEMbIX TEXHUUECKUX CPEJICTB 3alIUTHI, a
TaK ke MPOrpaMMHOro obecredeHus, yuactyoiero B oopadorke [1/1H, Ha Bcex anementax UCIIH:

- APM nione3oBareriei;
- CepBepa IpUIIOKEHUN;

- CYB/I;
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- I'panuna JIBC;

- KananoB nepenaun B ceTd 00IIero mojabp30BaHus U (MIIM) MEXKIYHAPOAHOTO OOMEHA, €CJIM MO0 HUM
nepenatorcs [1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCIIJIH u akryanpHbiX yrpo3, C3I1[IH MoxeT BKIOYaTh
CIIELYIOIINE TEXHUYECKUE CPEACTBA:

- QHTUBUPYCHBIE CPEJICTBA JIsl pa00OYMX CTAHIIMK MOJB30BATENICH U CEPBEPOB;

- CpCaACTBa MECIKCECTCBOI'O SKPAHUPOBAHMA,

- cpeAcTBa KpunTorpahudeckoi 3amuTsl HHGOPMaLUK, TPH Tepeaaye 3aluiaeMoi ul- - Gopmaruu
0 KaHajlaM CBSI3H.

Tak e B CHHCOK JOJDKHBI OBITh BKIIOYEHBI (YHKIMM 3allUTHI, OOeCleYyMBaeMble IITAaTHBIMU
cpenctBamu obpadbotku I[1/{n onepannonnubiMu cuctemamu (OC), npuxnaaaeiM [1O u cnenpanbHBIMUA
KOMIUIEKCaMH, PEATM3YIOIUMH CPeJCTBA 3alUThl. CIUCOK (DYHKIIHMI 3alTUThI MOXKET BKIIIOUATh:

YIPAaBIEHUE U Pa3TPAHNYCHHUE TOCTYIIA MTOJIb30BATEIEH;
perucTpaluio 1 yuer AelcTBUil ¢ nHpopMaueii;

- oOecreynBaTh 11€JI0CTHOCTh JIaHHBIX;

- MPOU3BOAUTH OOHAPYKEHHUH BTOP)KEHUH.

CHnHCOK HCMOJBb3YeMbIX TEXHUYECKHUX CPEJCTB oOTpaxaercs B I[limaHe MeponpusTHil mO 3amuTe
MEePCOHANBHBIX JaHHBIX. CHHCOK HCIOJb3yeMBIX CPEICTB JOJKEH MOJJICPKUBATHCA B aKTyaJbHOM
coctosiHnM. I[Ipy u3MEHEHMHM cocTaBa TEXHUYECKUX CpeACTB 3amuTbl uian 3nemeHtoB MCII/IH,
COOTBETCTBYIOIIME HW3MEHEHHUSI JIOJDKHBI OBITh BHeCeHBI B CHHCOK W YTBEPKACHBI 3aBEAYIOIIUM
VYupexxaeHus Wiv JUIOM, OTBETCTBEHHBIM 3a o0ecniedeHue 3amuThl [1][H.
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4 TpedoBanus k noacucremam C3I1/1n
C3I1/Ix BKIIFOYAET B CeOS CIACAYIOIINE MOACUCTEMBI:

- YIpaBJICHUA JOCTYIIOM, PETUCTPALIUU U YUETa;
- o0ecrieuyeHust IEIOCTHOCTH U JOCTYITHOCTH;

- QHTUBUPYCHOM 3aILUTHI;

- MEXCETEBOI'0 DKPaHUPOBAHMS;

- aHAJIM3a 3alUIIEHHOCTH;

- 00Hapy>KeHUsl BTOPKEHUM;

- Kpunrorpapu4ecKou 3aiuThl.

[Toacucrempr C3I1/IH nmeroT paznuuHblil QyHKIMOHANI B 3aBUcUMOcTH OT kiacca MCII/IH, onpeneneHHoOro
B AkTe Kiaccuukanuy HHPOPMAIMOHHBIX CHUCTEM MEepCOHANbHBIX JaHHBbIX. CIHUCOK COOTBETCTBUS
¢byukuuii noacucrem C3I1/IH knaccy 3amuiieHHOCTH npezcTasiieH B [Ipunoxxenun Ne 1.

41 HOI{CI/ICTeMbI YupaBJICHUA JOCTYIIOM, PErUCTPAllUM U YUY€TaA

[logcucrema ympaBieHHs JOCTYNOM, pErHCTpallUM M ydeTa MpeJHa3HaueHa s peaju3aluu
cenyonux QyHKIUI:

- WACHTH(UKAINK U IPOBEPKA MOJTMHHOCTH CyOBheKTOB mocTymna mpu Bxonae B UCIIH;

- WIACHTU(UKAIIMN TEPMUHAJIOB, Y3JIOB CETH, KAHAJOB CBSA3H, BHEIIHUX YCTPOMCTB MO JIOTUYECKUM
UMEHaM;

- WACHTH(UKAINY POTPaMM, TOMOB, KaTaJIoTroB, (ailyioB, 3amuce, MoJiel 3armmucei o nMeHaM;

- peructpaiuu Bxoja (BbIX0/1a) CYOBEKTOB JOCTyNa B CHUCTEMY (U3 CHCTEMBI), TUOO PErHCTpaIus
3arpy3Kd ¥ HHUITUAIN3AIUH OTICPAIIMOHHON CHCTEMBI M €€ OCTaHOBA.

- PETUCTpallU MOMBITOK J0CTYyIa IPOrPAMMHBIX CPEJICTB (ITPOrpaMM, MPOLIECCOB, 3a4a4, 3aJaHHi) K
3aluIIaeMbIM daitnam;

- pErucTpaluy TMOMBITOK JOCTYNa MPOTPaMMHBIX CPEICTB K TEepMHUHAJaM, KaHalaM CBS3U, -
IporpaMmMam, Tomam, Karajoram, (aiiam, 3amucsam, moJisM 3arucei.

[Toncucrema ympaBieHHS JIOCTYIIOM MOXET ObITh pEaJM30BaHa C IOMOIIBIO IITATHBIX CPEJICTB
obpabotku II/In (omepamnuonusix cuctem, npuwioxeHuii u CYBJ[). Tak >xe MokeT OBITb BHEAPEHO
CIICIUAIBHOE TEXHUYECKOE CPEICTBO WM HUX KOMILUIEKC, OCYIIECTBIISIONIUE OMOJHUTEIbHBIE MEpPBI IO
ayTeHTU(UKAMK W KOHTpoJo. Hampumep, NpuUMEHEHHE €IMHBIX XPAHHWIWIL YYETHBIX 3amucen
MOJIb30BaTeNel U PEerucTparMoHHON HWH(OpPMAIMK, HMCIOJNB30BaHHE OMOMETPUUYECKUX W TEXHHUYECKHX (C
MTOMOIIBIO ANEKTPOHHBIX MPOITYCKOB) MEp ayTeHTU(DUKAIINY U APYTHX.

4.2 Toacucrema odecnedennst HeJOCTHOCTH U 0CTYIIHOCTH

[Toncucrema oOecrieyeHHsT LEIOCTHOCTHM M JIOCTYITHOCTH IpeJlHa3HaueHa s oOecredyeHus
10cTHOCTU M JoctynHocTH [1/1H, mporpaMMHbIx 1 annapaTHeix cpencts UCII/IH Yupexnenus, a Tak xe
>JICTB 3aILIUTHI, IPU CIy4alHOM WIM HAMEPEeHHON MOAn(UKAIIUH.

HO,Z[CI/ICTCMB. peaIn3yeTCsa € NOMOIIBKO OpPraHu3allui PE3CPBHOI0 KOIMUPOBAHUA 06pa6aTBIBaeMBIX
IHBIX, a TaK K€ PE3CPBUPOBAHUCM KIIFOYCBBIX 3JICMCHTOB I/ICHI[H
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4.3 ToacucreMa aHTHBUPYCHOM 3AIATHI

[Toncucrema aHTUBUPYCHOM 3alIuThl MpeAHa3HAYeHa Uil O0OecleueHUs AHTUBUPYCHOM 3alllUThI
cepepoB 1 APM noub3oBateneit UCIIn Yupexnenusi.

CpencTBa aHTUBUPYCHOM 3alllUTHI ITPEIHA3HAYEHBI U1 PeATU3aliy CIEeYoMUX QyHKINN:
- PE3UICHTHBIA AaHTUBUPYCHBIM MOHUTOPHHT

- QHTUBUPYCHOE CKAaHUPOBAHME;

- CKpUIT-0JIOKUPOBAHUE;

- LIEHTPAJIM30BaHHYIO/yJAIEHHYIO YCTAaHOBKY/IENHCTAIIISLIMIO aHTUBUPYCHOTO IIPOAYKTa, HACTPOUKY,
aJIMMHHUCTPUPOBAHUE, IPOCMOTP OTUETOB U CTATUCTUYECKOM MH(pOopManuu 1o padboTe NpoayKTa;

- aBTOMaTU3UPOBAHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;

- OrpaHHYCHME TPaB TOJH30BATENIsI Ha OCTAHOBKY HCIIOJTHSEMBIX 3a/7ad U M3MEHEHHS - HaCTPOEK
AHTUBHUPYCHOTO TIPOTPAMMHOTO 0OECTICUCHHS;

- aBTOMAaTHUYECKUH 3aIyCK Cpa3y MOCJIE 3arpy3KH ONEPaliMOHHON CHCTEMBI.

[loncucrema peanusyercs MyTeM BHEAPEHHS CHEUUAIBHOTO AHTUBHPYCHOTO IPOTPAMMHOIO
obecrieuenus Ha Bce dneMenTs UCIT/IH.

4.4 TloacucreMa MexKCeTeBOro YKPAHUPOBAHHUS
[TomcucreMa MeXCETEBOTO SKPAHUPOBAHUS MPEIHA3HAYCHA JUTS PEaTU3aI|H CIICIYIOMNX (QYHKIUI:
- GUIBTpAMK OTKPHITOTO M 3amuppoBaHHOTO (3aKpbITOr0) IP-Tpaduka mo ciaemayronmM mapaMmerpam;

- (ukcamuy BO BHYTPEHHUX JXypHaJlaX WH(POPMAIHUU O TPOXOJAIIEM OTKPHITOM U 3aKpbiToM [P-
Tpaduke;

- I/II[eHTI/I(bI/IKaI_[I/II/I u aYTeHTI/I(l)I/IKaHI/IIO AIMUHHUCTpaTOpa MEXKCETEBOI'O SKpaHa IIpU €TI0 - JIOKaJIbHBIX
3arpocax Ha OI0CTYII,

- perucTpauuu Bxoja (BbIX0Ja) aAMUHUCTPATOPa MEKCETEBOTO dKpaHa B CUCTEMY (U3 CHCTEMBI) JINOO
3arpy3Kd U WHULHAAIU3AIUN CUCTEMBI U €€ POTPAaMMHOTO OCTaHOBA;

- KOHTPOJIS [IEJIOCTHOCTH CBOEH MPOTPpaMMHOM U UHPOPMAITMOHHOM YacTH;

- (1)I/IJ'ILTpaI_[I/II/I IIaKCTOB CJIy>KC6HBIX MMPOTOKOJIOB, CIIyXKXallUuX g AJUAHOCTUKH H YIPABJICH

paboToii ceTeBbIX YCTPOUCTB;

- (1)I/IJ'ILTpaI_[I/II/I C YUYCTOM BXOIHOT'O U BBIXOJHOI'O CETCBOI'O HHTCp(beICEI KaK CpCACTBO ITPOBCYT

MOAJIMHHOCTH CETCBBIX aIpECOB,

- PEruCTpal U y4eTa 3alpaninBacMblX CCPBUCOB MPUKIIAAHOTI'O YPOBHS;

- 6J'IOKI/IpOBaHI/I$I AOCTYyIIa HeI/II[eHTI/I(i)I/II_II/IpOBaHHOl"O 00BEKTa WU Cy6’LeKTa, MNOJIMHHOCTDb KOTOP(

pu ay’TeHTH(bPIKaI.[HH HE oATBEpANIACh, METOAAMU, YCTOﬁqHBBIMH K IICPEXBATY,

- KOHTPOJIA 3a CETEBOI aKTMBHOCTBIO HpI/I.HO)KCHI/Iﬁ n O6H&py>KeHI/I$I CCTCBLIX aTak.

Iloacucrema pPCAIN3yCTCA BHCIPCHHUEM IMpOorpaMMHO-aMIapaTHbIX  KOMIIJICKCOB MCKCETCB(

sKpaHupoBaHus Ha rpanuue JICB, kmaccoM He HUXE 4.
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45 Iloacucrema aHajIM3a 3alUIEHHOCTH

[Toncucrema ananu3a 3alIMIICHHOCTH, JOJDKHA OOECIIEUMBATH BBISBICHHUS YSI3BUMOCTEH, CBS3aHHBIX C
omunbkamMu B koHburypauuun I[1O MCII[IH, KoTOphle MOTYT OBITH HCIIOJB30BaHBI HAPYIIUTEIEM IS
pealn3alyy aTakd Ha CUCTEMY.

@OyHKIMOHAN TOJCUCTEMbl MOXET OBbITh pPEaIM30BaH IPOrPaMMHBIMM M IPOrPaMMHO-aNapaTHbIMU
CpEACTBaMH.

4.6 MoacucremMa oGHAPY/KEHHUS] BTOPKEHMI

[Toacucrema oOHApY)KEHUST BTOPKCHHM, JODKHA 00SCIICUNBAThH BBISIBJICHUE CETEBBIX aTaK Ha AJIEMEHTHI
NCTIIH, noaktoueHHbIE K CeTSAM O0IIero MOJb30BaHus U (M) MEXIyHApOIHOTO 0OMEHa.

@OyHKIMOHAN TOJCUCTEMbl MOXET OBbITh peaIr30BaH MPOrPaMMHBIMM M IPOrpPaMMHO-aNapaTHbIMU
CpEACTBaMH.

4.7 ToacucreMa KpUNTOrpaduUECcKoil 32U ThI

[Toncucrema xpunrtorpadudeckod 3ammThl mpeaHazHadeHa misi uckimouennss HCJ k 3amuraemoit
unpopmanuu B UCII[In Yupexnenus, npu ee nepeiayu Mo KaHajaM CBSI3U CeTel 00Iero mojib30BaHUs U
(1K) MeXIyHapOoHOTO 0OMEHa.

[Toacucrema peanuzyercss BHEAPEHUEM KpUNITOrpapUuecKux MporpaMMHO-annapaTHbIX KOMIUIEKCOB.
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5 Ioasb3oBarenn UCHan

B UCII[Ix YupexaeHuss MOKHO BBLACIUTH CJIEAYIOIIME TPYIIbI M0JIb30BaTENICH, YJaCTBYIOIIUX B
obpaboTke u xpanenuu [1/1H:

- Anmunuctparopa UCI/Ix;

- Anmunauctparopa 6e3omacaoctu UCIIdH;

- Oneparopa APM;

- AIMMHHUCTpATOpa CETH;

- TeXHU4eCKOTO CIeIUATNCTA IO 0OCITY)KUBAHHIO TTEpH(EepUitHOrO 000PYyIOBaHUS;
- [Iporpammuct-pazpadorunk UCIIJIH.

JlanHble O Trpynmax IMOJb30BaTENAX, YPOBHE HX JOCTyNa M HMH(OPMHPOBAHHOCTU JOJDKEH OBITH
oTpakeH B [10105)K€HNH 0 pa3rpaHUYEHUN IIPaB JOCTYINA K NEPCOHAIBHBIM JaHHBIM.

5.1 Agmunucrparop UCI/In

Anmunuctpatop MCII/IH, coTpyaHuk YupexaeHus, OTBETCTBEHHBIM 3a HACTPOWKY, BHEApPEHHE U
conpoBoxaenne WCIIJH, oOecreunBaeT (YHKIMOHUPOBAHUE IMOJCUCTEMBI YIIPABICHUS JIOCTYIIOM
UCIIJH w ynoJdHOMOYEH OCYIIECTBISATH MPEAOCTAaBICHHE W Pa3TPAHUYCHUE JOCTyNa KOHEYHOTO
nosb3oBarens (Onepatopa APM) k anemMeHnTaM, XpaHsIIUM [IEPCOHAIbHBIE TaHHBIE.

Ammvunnctpatop UCIIIH o6namaer caeayommuM YpoBHEM JOCTYIA W 3HAHUMN:

- oOmamaer moJiHOM WHGOpPMAIME O CHCTEMHOM MW TMPUKIAJHOM IPOrPaMMHOM OOECTICUeHUH
NCIIx;

- o0namaer MoaHOM MHQpOpPMaIUEH 0 TeXHUYECKHX cpenctBax u kondpurypamuu UCI/IH;
UMEET JJOCTYI KO BCEM TEXHHUYECKHM cpenicTBaM 00paboTku nHpopmanmu 1 qanabivM MCIH;

- o0najgaet npaBaMu KOH(PUTYPUPOBAHUS U aIMUHUCTPATUBHON HACTPOMKU TEXHUYECKUX CPEJICTB
NCTIn.

5.2 Aamununcrparop 6esonacuoctu UCII/In

Anmunuctpatop ©6e3omacHoct  UCIIJIH, coTpyaHuk VYupexIeHHs, OTBETCTBEHHBIH 3a
¢byukuuonuposanue C3I1/IH, BkiItoyas oOcny:KMBaHUE M HACTPONKY aIMUHHCTPATHUBHOM, CEpBEPHOMN U
KITUEHTCKOI KOMITOHEHT.

Anmunuctpatop 6e3onacHoctu UCIT/IH o0namaeT crieayomuM ypoBHEM JA0CTYIA U 3HAHHI:
- obnagaer npaBamu Anmunuctparopa UCIT/IH;
- obnanaer nosHOM MHpopmanueit 06 UCIITIH;

- WMeeT JOCTyNl K CpEeACTBaM 3alluThl HMH(OpPMAlMKM U TPOTOKOIMPOBAHUS M K YACTH
Kkiro4eBbIX nemMeHToB UCIIIH;

- HC HMCCT IIpaB MJOCTYyIla K KOH(i)I/IprI/IpOBaHI/IIO TCXHUYCCKUX CPEACTB CCTU 3a HCKIIHOUCH
KOHTPOJIBHBIX (I/IHCHCKLII/IOHHBIX).

Anmunuctpatop 6e3onacHocty UCIT/IH ynoaHoMoueH:
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- pealn30BBIBaTh MOJUTUKY Oe3omacHoCTH B yacTH HacTporku CK3M, MexceTeBbIX 3KpAaHOB U CUCTEM
oOHapyXeHHs aTak, B COOTBETCTBHM C KOTOPBIMH Mojb30BaTenb (Omnepatop APM) moisrydaeT BO3MOKHOCTB
pabotats ¢ anementamu UCII/IH;

- OCYWICCTBJIATE ayAUT CPCACTB 3alIUTHI;

- YyCTaHaBJIMBAaTb JOBCPUTCIBHBIC OTHOUICHUA cBOEH SaHleeHHOﬁ CCTU C CCTAMHU OPYIux
Opranusanui.

5.3 Oneparop APM

Omneparop APM, cotpyaHuK YdpexaeHus, ocyliecTBisitomuii odpadotky I1/In. Ob6paborka I1/IH
BKJIIOUAEeT: BO3MOXKHOCTH mpocmotpa [I/IH, pyunoit BBoa I1/ln B cucremy WCII[IH, ¢dopmupoBanue
CIpaBOK U OTYETOB MO mH(popManuu, noixydeHHou u3z WCIIJIn. Onepartop HE MMEET MOJHOMOYMN st
yrnpaBieHus nojacucreMamu o0pabotku nanubix U C3I1/1H.

Omnepatop UCIIIH oGmanaer ciaeayomyM YpOBHEM A0CTYNA U 3HAHUMN:

- o0nagaer BceMu HeOOXOAUMBIMU aTpuOyTaMu (HampuMmep, maposieM), 00ecreynBaroIMMU JOCTYI
K HEKOTOpOMY IToaMHOxecTBY [1/1H;

- pacmoJjaract KOH(i)I/IJIeHIII/IaJ'II)HI)IMI/I JaHHBIMHU, K KOTOPBIM UMECT AOCTYII.

5.4 ApMunucTpaTOp CeTH

AJIMUHHUCTPATOp CETH, COTPYOHHK YUpeKIeHUs, OTBETCTBEHHBIM 3a  (PyHKIMOHMpOBaHHE
TelleKOMMYHUKaMOHHOW mnoacuctemMbl WCII[IH. AnMuHUCTpaTOp CE€TH HE HUMEET IOJHOMOYHMH JUIs
YIpaBJICHUS MOJACUCTEeMaMu 00pabOTKH TaHHBIX B 0€30MaCHOCTH.

AJIMUHHUCTpATOp ceTH 00JaAaeT CIEAYIOIIUM YPOBHEM JOCTYIA U 3HAHUI:

- oOnamaer yacTel0 WHPOPMAIMH O CHUCTEMHOM M TPHUKIATHOM MPOrPAMMHOM OOECTICYCHUH
NCIIx;

- o0yiazaet yacTbio HH(POPMAIIMHU O TEXHUYECKHX cpencTBax u koHpurypauuu UCITIH;

uMeeT (U3NYECKU NOCTYH K TEXHHUYECKHM CpeACTBaM 00pabOTKHM HH(QOpPMAIMHM U CPEICTBAM
3aIlUTHI;

- 3HAcCT, I10 MEHBIIICH MEPE, OAHO JICTAJIbHOC UM JOCTYIIA.

5.5 TexHHYeCKHIi CIEIMAIMCT M0 00CayKUBAHUIO eprdepuitHoro 060py10BaAHHUs

Texnuueckuii  cnenuaiucT 10  OOCHYXKHBAaHUIO, COTPYAHUK  YUPEXKIEHUS, OCYLIECTBISIET
oOcnyxuBaHue U HacTpoiiky nepudepuitnoro obopynoBanuss UCIIJIH. TexHudeckuii cremuamucT Mo
oOcinyXMBaHUIO He uMeeT aoctyna K [IJ[H, He UMeeT MOMHOMOYMU JUIS YIPaBICHHUS MOJICUCTEMAMHU
00pabOTKM JaHHBIX U OE30MACHOCTH.

TexHnyeckuil CrenuaInucT 110 O6CJ'Iy>KI/IBaHI/IIO O6J'Ia,[[aeT CJICAYIOIIUM YPOBHEM NOCTYyIIA U 3HAHUU:

- 067a1aeT yacThio HHPOPMALIMU O CUCTEMHOM M ITPUKIIAAHOM nporpammHoM obecnieuenuun MCI1/IH;
- 001a1aeT yacThio HHPOPMALIMU O TEXHUUYECKUX cpeacTBax U KoHpurypauuu UCIT/IH;

3HACT, I10 MEHBIIIeH MEPE, OAHO JICTAJIBHOC UM JOCTYIIA.
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5.6 Iporpammucr-paspadorunx UCIIIn

[TporpaMmMucThI-pa3paboTuuk  (IMOCTABIIMKH)  MPUKIAJHOTO  MPOrPAMMHOTO  0OeCredeHus,
o0ecreynBaroIIne ero COMpPOBOXKICHHE Ha 3amuIaeMoM oobekTe. K TaHHOHM Tpymme MOTyT OTHOCHTBHCS
KaK COTPYAHUKU YUPEKJIEHUs, TaK U COTPYTHUKH CTOPOHHUX OPraHu3aIuil.

DU3NYECKOE JIULIO 3TOM KaTErOPHH:
- oOimagaer nHopmanuelr 06 aropuTMax u mporpammax oopadortku napopmanuu Ha UCIT/IH;

- o0majaer BO3MOXKHOCTSMH  BHECEHHS OMIMOOK, HEACKIApUPOBAHHBIX  BO3MOXKHOCTEH,
MIPOrpaMMHBIX 3aKJIa/J0K, BPEIOHOCHBIX IporpaMM B mporpamMMmHoe obecnieuenue VCII/In Ha craauu ee
pa3paboTKH, BHEAPEHUS U CONIPOBOKICHUS;

- MOXKET pacnoJjiarath J0siMH (pparmeHTamu nHopmaiuu o tonosoruu UCII[IH u TeXHU4YeCKux
cpencrBax 00padoTku u 3amuthl [1/1H, o6pabaTeiBaembix B UCIIIH.
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6 TpeGoBanus k nepconasy no odecrnedennio 3amuThl [1In

Bce cotpyanuku Yupexiaenus, apismomuecs noss3opareinsiMu UCII/IH, 10KHBI 4€TKO 3HATh U CTPOIO
BBITIOJIHATh YCTAHOBJICHHBIE MTPaBUiIa M 00S3aHHOCTH MO JIOCTYIY K 3aIUIIaeMbIM 00BEKTaM M COOJIOJICHUIO
MPUHATOrO pekuma 6e3onacHoctu [1/1H.

[Ipn BcTymuieHMM B JOJDKHOCTH HOBOI'O COTPYAHMKA HEMOCPEACTBEHHBIM HAYAJIBHHUK IIOJPA3ICIICHHUS, B
KOTOpOE€ OH TIOCTYIAeT, 00s3aH OpraHu30BaTb €ro O3HAKOMJICHHE C JIOJDKHOCTHOM HMHCTPYKLUEH u
HEOOXOJMMBIMU JOKYMEHTAMHM, pPErJIaMEHTHPYIOUIMMH TpeOoBaHus mo 3amute [1/[H, a Takke oOydeHue
HaBbIKaM BBITNIOJIHEHUSI IPOLIEYP, HEOOXOAUMBIX JJIsl CAHKIMOHUPOBaHHOTO Hcnonb3oBanus MCII/H.

CoTpynHUK JOMKEH OBITh O3HAKOMJIEH CO CBEIECHUSIMU HacTtosed [lomuTuku, TpUHSATHIX MPOLEIyp
pab6otsl ¢ anemerntamu UCITIn u C3I1/H.

CoTpynHUKH VYUpeXJEHUs, HCHOJb3YIOIINE TEXHUYECKHE CpPEJCTBA ayTeHTU(UKALNUU, JIOJKHBI
obecrieunBaTh COXpAaHHOCTh WACHTHU(PHUKATOPOB (MMEKTPOHHBIX Kitouel) u He nomyckate HCJl k HuM, a Tak
K€ BO3MOXKHOCTb MX yTE€pPH WM HCIOJIb30BaHUSA TpeTbMMHU nuiamu. [lonb3oBarenu HecyT NEpCOHAbHYIO
OTBETCTBEHHOCTh 3a COXPAHHOCTb UJCHTHU(PHKATOPOB.

CotpynHuku YdupexaeHus IOJDKHBI CJEeI0BaTh YCTAHOBJIEHHBIM IMpoOIeaAypaM MOIJepKaHUs pexuMa
6e3onacHocty I1JIH npu BeIOOpE M NCHOIB30BAHUY MApoJIeH (€CIIM HE UCHOJB3YIOTCS TEXHUYECKHE CPEICTBA
ayTeHTU(HUKAILUN).

CoTpymHHUKH YUpEeKJICHUS TOJDKHBI 00€CIIeYMBATh HAISKAIIYIO ATy 000PYIOBAHHMS, OCTaBISIEMOTO
0e3 mpuUCMOTpa, 0COOEHHO B TEX CilydasX, KOTJa B MOMEIIEHHE WMEIOT JOCTYN TOCTOpPOHHHE wia. Bce
MOJIL30BATEM JIOJDKHBI 3HaTh TpeOoBaHus 1o OezomacHoctH [1/lH M mporeaypsl 3amuThl 000pYIOBaHUS,
OCTaBJICHHOTO 0€3 MPHUCMOTpa, a TAKKE CBOM 00S3aHHOCTH 0 00ECIICYCHHIO TAKOW 3aIUTHI.

CoTpynHHKaM 3ampeniaeTcsi yCTaHAaBJIMBAaTh IMOCTOPOHHEE NPOTPaMMHOE OOecIedeHue, IMOAKII0YATh
JMYHBIE MOOWIJIBHBIC YCTPOWCTBA M HOCHTENH WH(POPMAIMHU, a TaK XK€ 3alKChIBAaTh HAa HHUX 3alIMIIACMYIO
nH(pOpMaIHUIo.

CoTpyaHUKaM 3alpeliaercs pasriianarh 3aliaeMyo HHOpMalnioo, KOTopas craja UM HU3BECTHa MpH
paboTe ¢ MHPOPMALIMOHHBIMU CUCTEMAMH Y UPEKICHHUSI, TPETHUM JIUIAM.

[Ipu pa6ote c [1/]n B UCII[IH coTpynHuku YupexaeHus: 00s13aHbl 00€CTICUUTh OTCYTCTBHE BO3MOKHOCTH
npocmoTtpa [1/IH TpeTbrimu aunamMmu ¢ MOHUTOPOB APM uinu TepMuHaoB.

[Tpu 3aBepimenun padotel ¢ UCIIAH coTpyaHuku 00s13aHbI 3aIUTATE APM niu TepMHUHAIIBI ¢ TIOMOIIBIO
OJIOKMPOBKH KJIFOYOM HJIM SKBUBAJIEHTHOTO CPEJCTBA KOHTPOJIA, HAIPUMEP, HOCTYIOM IO MapoJio, eclu He
UCIOJIb3YIOTCSl O0JIee CUITbHBIE CPEJICTBA 3aLIUTHI.

CoTpynHUKM YUpeXICHUs JOJDKHBI ObITh HPOMH(POPMUPOBAaHBl 00 Yrpo3ax HapylIeHHS pexXuMa
6ezonacHocty IIJ[H M oTBeTcTBeHHOCTHM 3a ero HapyuieHue. OHHU JIOJDKHBI OBITh O3HAKOMIIEHBI C
YTBEP)KJICHHON (opManbHOM MpoLenypoll HaNOKEHUS JUCLUIUIMHAPHBIX B3BICKAHUI Ha COTPYIHUKOB,
KoTOpble Hapymwin [lonuTuky MHGpOpMaMOHHOM Ge30macHOCTH U Ipolieypbl 6ezonacHocTH [1/1H.

CotpynHuku 00s3aHBI 0€3 MPOMEUIEHHUS COOOIaTh 000 BceX HAOMIOJAEMBIX WM TOJA03PUTENBHBIX
ciydasx padotsl UCIIJIH, Morymux moBiedsb 3a co0oil yrpossl 6e3omnacHoctd [1/[H, a Takke O BBISBICHHBIX
MU COOBITHSIX, 3aTparuBaroux 6ezonacHocTs [1JIH, pykKoBOACTBY moipa3eNieHus 1 JIUIly, OTBEYAIOIIEMY 3a
HEMeJIEHHOE pearnupoBaHue Ha yrpo3bl 6ezonacHoctu [1/]H.
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7 HoakHocTHBIE 0013aHHOCTH NoJb30oBaTeseil UCII/In
JomxHocTHBIE 00s13aHHOCTH Noab3oBareseid CIIH onrcanbl B CEAYIOMUX JOKYMEHTAX:
- Unctpykuus agmunuctparopa UCITH;
- Unctpykuus agmunuctparopa 6esomnacuoctu UCI/IH;
- Unctpykuus nons3osarens UCI/IH.
OtBercTBeHHOCTH cOTpyAHUKOB UCII/IH Yupexnenus.

B cootBercTtBum co cr. 24 denepanpHoro 3akoHa Poccuiickoit denepanun ot 27 utons 2006 r. Ne 152-
@3 «O nepcoHaNbHBIX JaHHBIX» JUIAa, BUHOBHBIE B HapylIeHHWU TpeOoBaHMU naHHOro denepanbHOTO
3aKOHA, HECYT TPaXJAHCKYI0, YrOJOBHYI, aJMHUHUCTPATHBHYIO, IHCUUIUIMHAPDHYID W  HWHYIO
MPEyCMOTPEHHYIO 3aKOHOAATENLCTBOM Poccuiickoit deaepaium OTBETCTBEHHOCTD.

JleiicTByroiee 3aKkoHOAATeNbcTBO P@d mo3BOJSIET MpenbsBIATh TpeOOBaHUS 1O OOECIEeUEeHUIO
6e30macHOi paboThl ¢ 3aluIIaeMoil HHPOpMaIMed U MpelycMaTPpUBAET OTBETCTBEHHOCTDh 3a HapyIIEHHE
YCTaHOBJIEHHBIX MpaBWi dKcIuTyaTauuu OBM u cucrteMm, HempaBOMEpHBIN JOCTYN K MH(OpMAaIHUH, €Cclu
9TH AEUCTBUS MPUBEIH K YHUUYTOKEHUIO, OJIOKMPOBAaHUIO, MOIU(UKAIUK HHDOPMALIMK UM HApyLIEHHUIO
pabotel OBM wmim cereii (ctarbu 272,273 u 274 YK PO).

Anmunuctpatop UCIIn u agmunuctparop 6e3omacHoctu MCII[IH HecyT OTBETCTBEHHOCTH 3a BCe
HGfICTBI/IfI, COBCPIICHHBIC OT MMCHU HMX YYCTHBIX 3aliCcer WM CHUCTEMHBIX Y4YE€THBIX 33HI/IC€I71, €CJInN HE
JI0Ka3aH (paKT HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BaHUS YUETHBIX 3aIIHCEH.

[Ipu HapymeHusIx coTpyaHuUKaMu Yupexiaenus — mnonb3oBatened MCIIJIH mpaBui, CBSI3aHHBIX C
6e3omacHocTbio [1/IH, OHUM HECyT OTBETCTBEHHOCTh, YCTAHOBJICHHYIO JACHCTBYIOUIUM 3aKOHOJATEIHECTBOM
Poccuiickoit @enepanuu.

[IpuBeneHHbIe BhIlIEe TPeOOBaHMS HOPMATUBHBIX TOKYMEHTOB IO 3aliuTe WH(OPMALUU JOHKHBI OBITh
oTpakeHbl B [ToyokeHUAX 0 ToApa3aeNeHusax YUpexaeHus, ocymiecTrisomux oopadorky [1/1n B UCII1x
U JOJDKHOCTHBIX MHCTPYKUHUAX COTPYAHUKOB Yupexnenuu.

Heobxomumo BHectu B [lonoxeHuss o moapasleneHusax YUpeKJIeHUs, OCYIIECTBISIONINX 00paboTKy
I[I1a B UCII/IH cBeneHust 00 OTBETCTBEHHOCTH WX PYKOBOJHWTEIEH W COTPYIHUKOB 3a pasrjallieHue u
HECaHKIMOHUPOBAHHYIO MOouuKaluio (UckaxeHnue, panscudukanuio) [1/1H, a Takxke 3a HempaBoMepHOE
BMEIIATEIBCTBO B MPOIECCHl UX aBTOMATU3UPOBAHHOM 00pabOTKH.

Monntruka nHbopmaumoHHon 6esonacHocTu. CTpaHuua 21 ns 32



8 CHucok UCIoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATUBHO-NIPABOBBIMH W MCTOJUUYCCKMMU JOKYMCHTAMH, Ha KOTOPLIX 6a31/1pyeTcs1
HaCTOAIICC IlonoxeHue SIBASIOTCS:

1 ®enepanbubiii 3akon ot 27.07.2006 r. Ne 152-®3 «O mnepcoHalbHBIX AaHHBIX» (manee — P3 «O
MEPCOHATBHBIX JAHHBIX»), YCTAHABJIMBAIOIIMN OCHOBHBIC NMPHHLIUIBI U ycloBUs 0o0pabotku I1J{H, mpaBa,
00513aHHOCTH M OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIIEHUH, CBA3aHHBIX ¢ 00paboTkoii [1/1H.

2 IlocranoBnenune IlpaButensctBa Poccuiickoit @enepamuu ot 1HOosOps 2012 1. Ne 1119 «O6
YTBEp)KJICHHH TpeOOBaHUI K 3allMTe IMEPCOHAIBHBIX IAHHBIX NMPH WX 00paboTke B HMH(OPMAIMOHHBIX
crcTeMax MepCOHAIBHBIX JaHHBIX.

3 «llomoxkeHne 00 O0COOEHHOCTSAX OOpaOOTKM TEPCOHANBHBIX JAHHBIX, OCYIIECTBISIEMOW 0Oe3
HCIIOJB30BAHNS CPEACTB aBTOMATH3alnW», yrBepkaeHHoe IlocranoBienuem IIpaButenscrBa P® ot
15.09.2008 r. Ne 687.

4 (TpeboBaHUS K MaTepPHAIBHBIM HOCUTEISIM OMOMETPHUYECKUX MEPCOHAIBHBIX AAHHBIX U TEXHOJIOTHUSM
XpaHEHUs TaKUX JaHHBIX BHE WH(POPMAIMOHHBIX CHCTEM TIE€PCOHAIBHBIX JAHHBIX», YTBEPKICHHBIE
[Toctanosnenuem IIpaButensctBa PO ot 06.07.2008 1. Ne 512.

5 HopmaTtuBHO-MeTOtMUeckre AOKyMeHTbl DefepanbHON CIyXKObl MO TEXHUYECKOMY U JKCIEPTHOMY
koHTposr0 Poccuiickoit @enepannn (nanee - DCTOK Poccun) mo obecnieuenuto 6e3onacuoct [1/Jn mpu nx
obpadotke B UCII/IH:

6 Pexomenmanmn 1o oOecredeHUI0 Oe30MacHOCTH TEPCOHANBHBIX JAaHHBIX TpH WX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEePCOHATIBHBIX JaHHBIX, YTB. 3aM. aupektopa PCTIK Poccun 15.02.08 r.

7 OCHOBHbIE ~MEpOMNpPHUATHS IO OpraHu3ald W TEXHUYEeCKoOMy obecriedeHHio 0e30MacHOCTH
MEepPCOHANIBHBIX JaHHBIX, 00pabaTbIBaeMbIX B HHPOPMALIMOHHBIX CUCTEMAaX MEPCOHATbHBIX JAHHBIX, YTB. 3aM.
mupekTopa @CTIK Poccun 15.02.08 1. (JICII)

8 bazoBas Mojenp yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU WX 00paboTKe B MH(OPMAITMOHHBIX
CHUCTEeMax MEePCOHANBHBIX NaHHBIX, YTB. 3aM. qupekropa ®CTIK Poccun 15.02.08 r.

9 MeTouka onpeneseHusT aKTyadIbHbBIX YIpo3 0€30MacHOCTH MEPCOHANBHBIX IAHHBIX TIPU UX 00paboTKe B
MH(POPMAITMOHHBIX CUCTEMAaX TMIEPCOHATBHBIX JaHHBIX, YTB. 3aM. qupektopa ®CTIK Poccum 15.02.08 T.
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Hpunoxenue 1

Ne [Inan - nepeyeHb TEXHUUECKUX MeponpusiTuii o odecneuennu 6ezonacHoctu MCIT K3 K2 K1
I B noxcucreme ymnpapiieHus 10CTYIIOM:
PeanuzoBaTh naeHTH(PUKALNIO U TIPOBEPKY MOITUHHOCTH CYOBEKTOB JIOCTYIA TIPH
1 BXx0/i¢ B onepannoHuyto cucremy UCII{x mo mapoiro ycIoBHO-TTOCTOSIHHOTO + + +
NEHCTBUS, IJTMHOM HE MEHEE IECTH OYKBEHHO-IIU(POBBIX CHMBOJIOB;
PeanuzoBaTh naeHTH(UKAIMIO TEPMUHAIOB, TEXHHYECKUX cpeAcTB 00padoTku [1/1H,
2 y310B UCIT/IH, KOMIOBIOTEPOB, KAHAJIOB CBs3H, BHEIHUX ycTpoilcTB MCII/IH o ux - + +
JIOTUYECKUM UMEHaM (azjpecam, HOMEpaMm);
3 PeanuzoBaTh naeHTH(UKAIMIO TPOTPaMM, TOMOB, KaTaJloroB, (haliJioB, 3amuce, i + +
MOJICH 3amruCcel IO UMEHaM;
4 Peanu3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3aIIMIIAEMBIM PECYPCaM B + +
COOTBETCTBUU C MATPHIIEH JI0CTYMa;
npu Hanumauu moakoueHus MCIIIH k ceTssMm 001m1ero mojas30BaHus T0DKHO He mmxe 5-ro He mmxe 4-ro He auxe 3-ro
5 MIPUMEHSTHCS] MEKCETEBOE IKPAaHUPOBAHHE. YpOBHS YpOBHS YPOBHS
3alIUIICHHOCTH | 3aIIMIIEHHOCTH | 3allUIICHHOCTH
Jlns obecrieueHns 6e301macHOro MexcereBoro B3anmoaerictus B UCITIx ms He mmxe 5-ro He mmxe 4-ro He auxe 3-ro
6 Pa3HbIX KJIACCOB HEOOXOIMMO HCIONB30BaTh MO YPOBHS YPOBHS YpOBHSA
3alIUIICHHOCTH | 3aIIMIIEHHOCTH | 3aIUIIEHHOCTH

CpencTBo 3amuThl OT IPOrpaMMHO MaTeMaThuieckux Bo3aeiicteuii (ITMB):

Monntnka nHbopmaumoHHon 6esonacHocTh. CTpaHuua 23 ns 32




Peanu3oBaTh HACHTU(UKAIUIO M ayTEHTU(PUKALNIO CYyObEKTOB JOCTYIIA IPU BXOJE B
CPEICTBO 3aILUTHI OT IPOrpaMMHO MaTemMaTuueckux BoszaencTeuil (1IMB) u nepen
BBITIOJTHEHUEM UMHU JIFOOBIX OTIepanuii 0 YIpaBiIeHUIO QYHKIUAMU CPEACTBA
3amuTel oT [IMB 1o napouito (Mim ¢ UCHOJIB30BAaHUEM HHOTO MEXaHU3Ma
ayTeHTU(UKAINH) YCIOBHO-TIOCTOSIHHOTO JICHCTBHSA JUTMHOW HE MEHEe MIECTH
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

OcymiecTBIATh KOHTPOJIb JIFOOBIX AEUCTBUN CyOBEKTOB IOCTYIA MO YIPABICHUIO
¢byHKIMAME cpeacTBa 3amuThl oT [IMB TonbKO MOCHIE MpoBeIeHUs €ro yCnemHon
ayTeHTU(PUKALINUH,

[IpenycmoTpeTh MeXaHU3MBbI OJIOKMPOBAHUS JIOCTyIAa K CpeAcTBam 3amuThl ot [IMB
TP BBINIOJIHEHWH YCTAHABIMBAEMOIO YHCIIA HEYJAaYHbIX MOMBITOK BBOJIA MTAPOJIS;

Heo6xonumo npoBoauTh uieHTHGUKaUIO (hailIoB, KaTajaoros, MPOrpaMMHBIX
MO/TyJIEW, BHEIIHUX YCTPOMCTB, UCOJIb3YEMBbIX CpeICTB 3amuThl OT [IMB;

B nozacucreme peructpanuu u yuera:

OcymecTBIATh perucTpaIuio Bxoaa (BeIXo1a) CyObeKTa IOCTyIa B cUcTeMy (U3
CUCTEMBI ), TUO0 PErUCTPALIUIO 3arPy3KU U MHUIIMAIN3AIMH OTIEPAllHOHHON CUCTEMBbI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpanys BbIXo/1a U3 CUCTEMBI UM OCTAHOBA HE
MPOBOJUTCS B MOMEHTHI annapatypHoro otkiatouenuss UCII/In. B napamerpax
perucTpaluu yKa3blBaloTCs AaTa U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTyIa B
cucTeMy (M3 CUCTEMBI) UJTH 3arPy3KH (OCTAaHOBA) CHCTEMEI;

[IpoBOANTH y4€T BCEX 3alIMINAEMbIX HOCHTEEH HH(OPMAITUHU C TIOMOIIBIO UX JTFOO0M
MapKUPOBKH U C 3aHECEHUEM YUYETHBIX JaHHBIX B KypHaI (YUETHYIO KQpTOUKY);
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[TpoBOANTE PETUCTPAIMIO BXO/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJCTBO 3AIIUTHI OT
IIMB, perucrpanuro 3arpy3ku 1 HHULMAINA3ALUHU 9TOTO CPENCTBA U €€
IIPOrpaMMHOTO OCTaHOBA. B mapameTpax perucrpanuu yKa3bIBaeTCsl BpeMs U JaTa
BXOJIa/BBIX0/Ia CyOBEKTa I0CTYIA B CPeACTBO 3amuThl oT [IMB nm
3arpy3KH/0CTaHOBA ATOTO CPEJICTBA, a TAKXKE UICHTH(PHUKATOP CYyOBEKTa TOCTYIIA,
VWHULMUPOBABIIETO JAHHBIE IEHCTBUS;

[IpoBoauTh perucrpanuio coobITui MpoBepku 1 oOHapyxenust [IMB. B napamerpax
perucTpaiuy yKa3bIlBaloTCs BpeMs U JlaTa MpoBepkH uiu ooHapyxenus [IMB,
UIEHTU(PUKATOP CYOBEKTa JOCTYMa, NHULMUPOBABLIETO JaHHBIE ICHCTBUS, XapaKTep
BBITIOJTHSIEMBIX JCHCTBUIN 1O TIPOBEPKE, THUIT 0OHAPY>KEHHOU BPETIOHOCHOM
nporpammsl (BII), pesynbrar neiictBuil cpeacTsa 3amuThl no 6mokupoBanuto [IMB;

[TpoBOANTH perucTpamio COOBITHI IO BHEAPEHHUIO B CPEICTBO 3amuThl oT [IMB
MakeToB OOHOBJIEHUH. B mapameTpax peructpaiuu yKa3bpIBarOTCSl BpeMs U JaTa
0OHOBIICHHUS, UJCHTU(DUKATOP CyOBEKTA TOCTYIA, HHUIIMUPOBABIIIETO JTAHHOE
JEHCTBUE BEPCUsI U KOHTPOJIbHAS CyMMa IaKeTa OOHOBJICHUS,

[IpoBOANTH perucTpamio COOBITUH 3aITyCcKa/3aBepIeHUsT pab0ThI MOTyJIEH CpeIcTBa
3amuTel oT [IMB. B mapameTpax peructpanuu yka3zblBaroTCs BpEMsI U 1aTa
3amycKa/3aBepiieHus padoThl, HACHTH(PUKATOP MOYJISA, HACHTU(PHUKATOP CYObEKTa
J0CTyIa, UHUIIUUPOBABIIETO JIaHHOE JICHCTBUE, PE3YAbTAT 3aIyCcKa/3aBepIIeHuUs
paboTHI;

JIOJI’KHA MTPOBOIUTHCS pEruCTpalys COOBITUI YIpaBlIeHUs CyObEKTOM JIOCTYIIa
¢byHkusamMu cpeactaa 3amuThl oT [IMB. B napamerpax peructpaiuu yKa3blBatoTcs
BpEMsI U J1aTa COOBITUS YIIPaBICHUS KaX10M QyHKIIMEH, HIeHTU(DUKATOD U
cnenudukanus GyHKIUH, UISHTUPUKATOP CYyObEKTa T0CTya, MHUIIMAPOBABILIETO
JTaHHOE JIeUCTBHE, Pe3yIbTaT JCHCTBUS;
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IIpoBoauTH perucTpanuio COObITUIN MOMBITOK JOCTYyIa IPOTrPAMMHBIX CPEJCTB K
MOJYJISIM cpeacTBa 3amuThl oT [IMB unu crienuanbHbeIM JoByIIKaM. B napamerpax
peruCTpaIiy yKa3bIBAIOTCS BPEMS U JIaTa MOMBITKA JOCTYIA, HACHTU(PHKATOP
MOJTyJIsl, iACHTU(UKATOP U crenr(uKanus MOAyls cpeacTsa 3amute oT [IMB
(ciennanbHOM JIOBYILIKH), PE3YJIbTAT MOIBITKH JIOCTYIIA;

[IpoBoauTH perucTpainmio coObITUI OTKaTa s cpeacTra 3anuTel oT [IMB. B
napaMmeTpax perucTpalii yKa3blBarOTCs BpeMsl U JjaTa COOBITHS OTKarTa,
crenuduKanus AeWCTBUM OTKaTa, HACHTU(PUKATOP CyObEKTa JOCTYIa,
VHHULMMPOBABILIETO TAHHOE JIEUCTBUE, pE3yibTaT IEUCTBUS;

10

ObecrneunTsb 3alUTY JAHHBIX PETUCTPAIMK OT UX YHUUTOXEHUS UM MOIU(UKALUN
HapyluTeIeM;

11

Peamm3oBaTh MeXaHU3MBI COXpaHCHUA JaHHBIX PErUCTpaluu B CIIydac COKpallCHUA
OTBCJACHHBIX IO HUX PECYPCOB;

12

Peanm3oBaTh MeXaHU3MBI POCMOTPA U aHAJIHM3a JAHHBIX PETUCTPAIMH U HX
(dbunpTpaIuu 1o 3aJaHHOMY HaObOpy MapaMeTpoB;

13

[TpoBOANTH aBTOMATHYECKUI HEMPEPHIBHBIIT MOHUTOPUHT COOBITHI, KOTOPHIE MOTYT
SABIATHCA NpuunHOM peanusanuu [IMB (co3nanue, penakTupoBaHnue, 3auch,
KOMITWJISIIUS. 0OBbEKTOB, KOTOpBIE MOTYT cojepxkath BIT).

14

Peamm3oBaTh MexaHNU3M aBTOMATHYSCKOI'O aHAJIN3a JaHHBIX PETUCTpALlUU 110
rabJIoOHaM THIIOBBIX HpOHBJ’IeHI/Iﬁ IIMB ¢ aBTOMaTH4ECKHUM UX 6J'IOKI/IpOBaHI/IeM u
YBECAOMIICHUEM aAMHUHUCTPATOPA 6630HaCHOCTI/I;

15

[TpoBOUTE HECKOJILKO BHJIOB yueTa (AyOIMPYIOIIUX) C PErUCTpalueH BhIIaYH
(mpuema) HocuTenel nHpOopMaITUH;

16

OcyIiecTBIATh PETUCTPAIINIO BXOAA (BbIX0/1a) CYOBEKTOB JIOCTYIA B CHCTEMY (U3
CUCTEMBI ), THOO pEerucTpaIus 3arpy3Kd U HHUIHATU3AIUN ONIePAIIHOHHON CHCTEMBI.
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17

OcCyIecTBIATh PErUCTPALMIO BbIIAUX MEYATHHIX (TpagHuUuecKnx) TOKYMEHTOB Ha
«TBEpAYIO» KOIHIO. B mapaMerpax peructpanuy ykas3blBatoTcs (JaTa U Bpems
BbI1auX (0OpaIIeHus K MOACUCTEME BBIBOA), CTICHU(HUKAINS yCTPOHCTBA BBLIAYH —
Joru4yeckoe uMs (HOMep) BHELIHETO YCTPOICTBA, KPATKOE COJIEpIKaHNe
(HauMeHOBaHUe, BUJ, MH(}P, KOI) M YPOBEHb KOHPHUACHIINATHLHOCTH IOKYMEHTA,
UACHTU(PHUKATOP CyObEKTa JOCTYIA, 3aIPOCUBIIETO JOKYMEHT;

18

OcymiecTBIATh pEerucTpalmio 3anycka (3aBepiieHns) IporpaMM U MpoIeccoB
(3amanui, 3a/1a4), MpeIHa3HAUYCHHBIX JIsl 00paboTKH 3anuiaemMeix (ainos. B
rapaMeTpax perucTpaliy yKa3plBalOTCs J1aTa U BpeMs 3alycKa, uMs
(mperTHdUKATOP) MPOTPpaMMEI (TIpoIecca, 3aJaHus ), HACHTU(PUKATOP CYObEeKTa
JI0CTYTIa, 3alIPOCUBILIET0 IporpamMMmy (IIpoLecc, 3a/laHue), pe3yabTaT 3arycKa
(ycnemHbIi, HeyCIeUTHbI — HECAaHKIITMOHUPOBAHHBIH ),

19

OcCymiecTBIATh PETUCTPALIHMIO MONBITOK JOCTYIA IPOrPaMMHBIX CPEICTB (Mporpamm,
MIPOIIECCOB, 3a/1a4, 3a/IaHWi) K 3anuiaeMeiM (aiimam. B mapamerpax perucrpamum
YKa3bIBAIOTCS J]aTa U BpeMsl TIOIBITKH JIOCTYIIA K 3amuIaeMoMy (haiiy ¢ yKkazaHueM
ee pe3ynbrara (ycIenHas, HeyCcrelnrHas — HeCaHKIIMOHUPOBAHHAs), HACHTH(PUKATOP
cyOBeKTa IoCTyMa, crienuguKanms 3anmiaemMoro Qaiiia;

20

OcymiecTBIATh PErUCTPALIMIO MTOMBITOK AOCTYIA TPOrPaMMHBIX CPEICTB K
CJIEYIOIIUM JIOTIOTHUTEIBHBIM 3aIUIIAEMbIM 00bEKTaM JOCTYIA: TePMHUHAIIAM,
kommbioTepam, y3nam cetu UCIIIH, muHusM (KaHaJIaM) CBSI3U, BHEITHUM
yCTpOICTBaM KOMITbIOTEPOB, POrpaMMamM, ToMaM, Katajoram, (aiiaam, 3anucsm,
noJIsiM 3anuceld. B mapamerpax perucTpaiuu yka3blBaroTCs 1aTa U BpeMs MOTBITKA
JIOCTYTIA K 3alllUIaeMOMYy OOBEKTY C YKa3aHHeM ee pe3yibTaTa (ycreuHas,
HeyCIenIHas — HeCaHKIMOHUPOBaHHas ), UACHTU(PUKATOP CyObeKTa JOCTYIIA,
cnenu@uKaInys 3amInaeMoro 00beKTa — JIOTHIECKOe UMsI (HOMeEp);

21

HpOBOI[I/ITB Y4YET BCEX 3alIUIIACMbIX HOCHUTENCH I/IH(bOpMaLII/II/I C IOMOLIBIO UX
MapKHUPOBKH U C 3aHCCCHUEM YUCTHBIX NAHHBIX B )KYpHaJI (y‘ICTHYIO KapTO‘{KY);
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22

Ocy1iecTBIATh OYUCTKY (0OHYIIeHHE, 00e3IMYMBaHIE) 0CBOOOKIAEMBIX 00IacTeit
OTICPATUBHOM MaMsATH KOMIBIOTEPOB U BHEIIHUX HaKomuTene. OuncTka
OCYIIECTBISIETCS OJHOKPATHON POM3BOJIBHOMN 3aIMCHI0 B 0CBOOOXKIaEMYIO 00JIaCTh
MaMSATH, paHee UCIIOJIH30BAHHYIO JUIsl XPAHEHUS 3aIIUIIAeMbIX TaHHBIX ((aiiios,
nH(pOpMAIIHN);

B noacucreme obecredeHus 1eIOCTHOCTH

ObecneunTh 11ETOCTHOCTh MPOTrpaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a
TaK)K€ HEM3MEHHOCTb MTPOrpaMMHOM cpeabl. [Ipr 3TOM 11e10CTHOCTh CPECTB 3aIIUThI
IIPOBEPSIETCS MPHU 3arpy3Ke CUCTEMBI 110 HAJTMUUIO UMEH (MIeHTU(UKATOPOB)
koMroHeHT C3I1/IH, eaocTHOCTh MPOrpaMMHOM cpejibl 00ecrieunBaeTcs
orcyrctBueM B ICII/IH cpencTB pa3paboTKH U OTIAAKU IPOTpaMM;

OcymectBiarh puznueckyto oxpany UCII/IH (ycTpoiicTB 1 HOcuTenei
nH(popMaIun), mpeaycMaTpuBaroiias KOHTpoIb goctymna B momemenus UCIIa
MMOCTOPOHHUX JIUI], HAJTMYKE HA/IEKHBIX MPENATCTBUH /1151 HECAHKIIHOHUPOBAHHOTO
nporukHoBeHus B nomemnienus UCIIIH u xpanunuiie Hocurenaei nHbopmaImy;

[TpoBoauTs mepuoanueckoe TectupoBanue Gpynkunii C3I1/IH npu n3mMeHeHUn
nporpamMmMHoi cpenbl 1 iepcoHana MCII{H ¢ moMonpio TECT-MPOTrpamm,
umutupyromux nonsitku HC/I;

JIOJDKHBI OBITH B HATWYHMH cpeacTBa BocctanoBiaeHus: C3I1/H, mpexycmaTpuBarommue
BEJICHUE JIBYX KOTIMH IIPOrPaMMHBIX CPEJICTB 3aIIUThl HH()OpMAITUH, UX
MePUOANIECKOE OOHOBJICHHE U KOHTPOJIb pab0OTOCIIOCOOHOCTH;

[IpoBOANTH MPOBEPKY LIEIOCTHOCTH MOYyJIeH cpeacTBa 3amuThl oT [IMB,
HEOOXOIUMBIX JJISl €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, TIPU €T0 3arpy3Ke ¢
HCIIO0JIb30BAHUEM KOHTPOJIbHBIX CYMM;

O0ecneynTh BO3MOKHOCTb BOCCTAHOBJICHHUS CpeacTBa 3alllMThI OT HMB,
npeaycMmarpuBaromas BEACHUEC IBYX KOITHH IpoOrpaMMHOTO CPpEACTB 3alIUTEI, €0
MEpUOAUICCKOC OOHOBIICHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I;
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7 Peann3oBaTh MEXaHU3MBI IPOBEPKH LIETOCTHOCTH AKETOB OOHOBIICHH CPEACTBA N N N
3amuTsl oT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

3 [IpoBoauTs pesepBHOE KonupoBanue [1/]n Ha oTuyk1aeMbie HOCUTENU HHPOPMALUK; N N

\Y B noacucreme aHTUBHPYCHOM 3aIlIUTHI:
[IpoBoauThs aBTOMAaTHYECKYIO MPOBEPKY Ha Hanuuue BII wnu nocneacreuii [IMB

1 npu umnopre B UCII/IH Bcex mporpaMMHBIX Moyl (IPUKIIAJHBIX IPOTPAMM), + + +
KOTOpbIe MOTYT coiepxaTh BII, Mo uX TUNOBBIM 111a0JI0HAM U ¢ TOMOIIbIO
IBPUCTUYECKOTO aHAIIN3A;

) PeanuzoBaTh MeXaHM3MbI aBTOMAaTUYECKOTO OJIOKMpOBaHMs 0OHapyx)eHHbIX BIT N N N
MyTeM UX YAaJE€HUS U3 MPOrpPaMMHBIX MOJIyJEH WM YHUUYTOKEHUS;

3 PerynsipHo BeINOIHATH (IIpH nepBoM 3amycke cpeacTs 3aumThl [1J{n ot [IMB u ¢ N N N
yCTaHaBJIWBAEMOW MMEPUOANIHOCTHIO) TPOBEPKA HA TIpeIMeT Hamn4us B HUX BII;
JomkHa nHUIIMUpOBaThCs aBToMatndeckas nposepka UCII/In Ha npeaMeT Hanuuus

4 + + +
BII npu BeisiBnennn ¢akra [IMB;
Peanu3oBaTh MexaHU3M OTKaTa JUisl yCTaHABIMBAEMOIO YHCIIA ONEpaluid y1aJeHuUs

5 BII u3 onepatuBHOM WJIK MOCTOSIHHOW MAMSITH, U3 MPOrPAMMHBIX MOIYJIEH U + + +
MPUKIIAJHBIX TPOrpaMM WJIM NPOTPAMMHBIX CPEICTB, coaepxkamux BII.

5 Hononautensno B UCIIJIH nomkeH npoBOAUTHCS HEMPEPHIBHBINA aBTOMATHYECKHI + + +
MOHHUTOPHUHT HH(GOPMAITMOHHOTO OOMEHA C BHEIITHEH CEThIO ¢ 11eNbio BhisBIeHus BIL.

Vi Kontponas orcyrcteus H/B B I10 C3U1
J1jis mporpaMMHOTO 0OeCTIeueH s, UCIIOIb3yeMOT0 IPH 3aluTe HHPOpMAIUH B

1 NCTIn (cpeacts 3amutsl unopmanmu — C3U, B ToM uncie 1 BCTPOSHHBIX B + + +
o0I1ecCuCTEMHOE U MPUKIaJHOE TporpaMMHoe obecnieuenue — [10), nomkeH ObITh
o0ecreyeH COOTBETCTBYIONUI YpOBEHb KOHTpoJist oTcyTcTBUsS B HeM H/IB (e
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JIEKJIApUPOBAHHBIX BO3MOKHOCTEM).

VIl

Ob6napyxenue sropxkennit B UCIT/Ix

OObHapyxeHue BTOPKEHUH JOJHKHO 00eCeunBaThCs IMyTEM MCI0JIb30BAHUS B
coctaBe MCIIJIH mporpaMMHBIX WJIM TPOIPaMMHO-aIapaTHBIX CPENICTB (CUCTEM)
oOHapyxeHus sropxkenuii (COB).

Heo0xoanmo 00s3aTenbHOE HCIOIB30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbBIE METO/Ibl aHAIH3a

Heo0xoanmo 00s3aTenbHOE HCIOIb30BAHNE CUCTEMBI OOHAPY)KEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbIE METO/Ib aHAIM3a U METObI BHISIBICHUS aHOMAaJUI

VIl

3ammuTta UCIIdu ot IDMHWH

Jlnst oO6paboTku nHGOpManuu HeoOxoaumo ucnosib3zoBaTh CBT, ynoBierBopstomue
TpeboBaHusM ctaHaapToB Poccuiickoit deneparuu mo 3IeKTPOMarHUTHOU
COBMECTUMOCTH, 110 0€30MaCHOCTH M 3PTOHOMHYECKUM TPeOOBaHUAM K CPECTBAM
0TOOpaxkeHUs1 HHPOPMAIMH, TI0O CAHUTAPHBIM HOPMaM, MPEIbSIBISIEMbIM K
BHICOTUCIUICHHBIM TepMuHaiaM [I9BM (manpumep, [OCT 29216 91, TOCT P
50948-2001, TTOCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus MUCII/IH TpebGoBanmsm 6e3omacHoctr [1/]H

[IpoBectu 00s3aTeNnbHYIO CePTUPHKAIUIO (ATTECTALMIO) IO TPEOOBAHUSAM
0e301acHOCTH HH(POPMAIIHH;

JlekaapupoBaTh COOTBETCTBHE HIIH 0053aTEIbHYIO CepTH(UKAIHIO (ATTECTAIHIO) 110
TpeGoBaHMUAM 06€30IaCHOCTH MHPOPMALIUH (IO PELICHUIO ONepaTopa);
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[Tpumeuanue: s UCITIn 4 knacca nepeueHb MeponpusaTiii o 3ammure [1/[H onpenensercs B 3aBUCUMOCTH OT yiiep0a KOTOPBI MOKET OBITh

HAaHCCCH B CJICACTBHUHU HCCAHKIIMOHNWPOBAHHOTO MJIKM HCIIPECAHAMCPCHHOTO JOCTYIIA K HI[H

CornacoBaHo:

Crapiuii Bocriurareib AnexcanapoBa Jlroqmuna AnekcanapoBHa
3aBenyromnii CepreeBa Enena AnekcanapoBHa
3aBeyIoIUi X03S1ICTBOM I'magxoBa Onpra JIeornnoBHa
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JIncr o3nakomienus ¢ IlosmmTukoii nHPpOPMALMOHHON 0€30I1aCHOCTH

Ne 1017 (0) Jo/kHOCTH Hara | Ilognucek
n/n
1 | Anexcannposa Jlronmuna Crapiuunii BocuTaresib
AJekcaHIpoBHA
2 | CepreeBa Enena AnexkcanapoBHa 3aBeayromuit
3 | I'mankoBa Onbra JleonnaoBHa 3aBenyromuiil X0351UCTBOM

Monntuka nHbopmaumoHHon 6esonacHocTu. CTpaHuua 32 ns 32
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