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Onpenenenus

B HACTOAIEM OJOKYMECHTEC UCIIOJIB3YIOTCA CIICAYIOIIUEC TCPMUHBI U UX OIMPCACIICHUS.

ABTOMATHU3HUPOBAHHASL CHCTEMA — CHUCTEMa, COCTOAIIAs M3 IEpCOHANa M KOMILIEKCA
CPEICTB aBTOMATH3allMM €ro JAeATEIbHOCTH, peau3yrolas HHOOPMALMOHHYIO TEXHOJOTHIO
BBITMIOJTHEHHS YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTI/[(l)I/IKaIII/ISI OTHPABUTEC/IA MHAHHBIX — IIOATBEPXKIACHHUE TOI0, 4YTO OTIIPABUTECIIb
IMOJIYYCHHBIX TaHHBIX COOTBETCTBYCT 3as4BJICHHOMY.

be3onacHOCTh NEPCOHAIBHBIX [JAHHBIX — COCTOSHUE 3allMILNEHHOCTH I1EPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTbIO  IOJNb30BaTeNed, TEXHUYECKUX CPEICTB U
UH(POPMAITMOHHBIX TEXHOJOTHH 00ecneunTh KOH(PUACHIINAIBHOCTD, IIEJIOCTHOCTh U JOCTYIHOCTD
[EPCOHATBHBIX JAaHHBIX IpPU UX 00paboTke B HMHGOPMALMOHHBIX CHCTEMaxX MEPCOHAIbHBIX
JAHHBIX.

Buomerpunueckne mnepcoHaNbHbIEe JIaHHbIE — CBEICHUS, KOTOPbIE XapaKTEpPU3YIOT
(GU3UOTIOrHUECKUe OCOOCHHOCTH YEJIOBEKAa W HAa OCHOBE KOTOPHIX MOXHO YCTaHOBHUTH €ro
JUYHOCTb U KOTOPBIE UCHOJB3YIOTCS AJAMUHHUCTpALMEN ISl YCTAHOBJIEHUS JUYHOCTH CyOBEKTa
HEPCOHANBHBIX JIAHHBIX, MOI'YT 00pabaThIBaTbCs TOJIBKO MPU HATUYUM COTJIACHsI B MMCbMEHHOMN
dopme cyOBeKTa MEepCOHATBHBIX MaHHBIX (BKIOYas (hoTorpaduu, OTIEYaTKH HaJbIEB, 00pa3
CETYaTKH IJ1a3a, 0COOCHHOCTU CTPOCHHMS TeNa U APYTYIO IMOI00HYI0 HH(OPMAIIHIO).

BiokupoBanue TmepCcOHANBHBIX JAAHHBIX — BpPEMEHHOE [MpeKpalleHue o0pabdoTKu
NEPCOHANBHBIX JIaHHBIX (32 MCKIIOYEHHWEM CIydaeB, eciii o0paboTka HeoOXoamma s
YTOUYHEHUS NEPCOHANTBHBIX JAHHBIX ).

Bupyc (KOMIBIOTEpPHBIH, NPOrPAMMHBIN) — WCIOJHAEMBIA IPOTPAMMHBIA KOJX WIH
UHTEPIIPETUPYEMbI HaOOp MHCTPYKUHMH, 0ONajaroluil CBOMCTBAaMM HECaHKIIMOHHUPOBAHHOTO
pacnpocTpaHeHus U camoBocIipou3BeieHus. Co3aaHHble 1yOJIuKaThl KOMIIBIOTEPHOTO BUpYyca HE
BCErJa COBMQJAlOT C OPUTMHAJIOM, HO COXpPAHSAIOT CIOCOOHOCTh K JlanbHeimemy
pPacIpoCTPaHEHHUIO U CAMOBOCIIPOU3BEACHUIO.

BpenonocHasi mporpamMma — Tporpamma, IpeAHa3HAa4eHHas Ui OCYIIECTBIICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTyMNa M (M) BO3JICHCTBHS HA MEPCOHABHBIC TaHHBIE WA PECYPCHI
MH()OPMALIMOHHOM CHCTEMBI IEPCOHATBHBIX JaHHBIX.

BcnomorarebHble TeXHHYECKHE cpeacrea M CHCTEMbBI — TCEXHUUYCCKUC CpPCACTBA U
CHUCTEMbI, HC NMPCIHAZHAYCHHLIC JId II€peaaiu, O6pa6OTKI/I " XpaHCHHUA NCPCOHAJIBHBIX JTAHHBIX,
YCTaHAaBJIMBACMBIC COBMECTHO C TCXHUYCCKMMU CPCACTBAMH U CUCTEMaMU, MPECAHA3HAYCHHBIMU
JJIA O6pa6OTKI/I NEpCOHAJIBHBIX JTAHHBIX WM B TIMOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI
HH(bOpMaIIHOHHBIC CUCTCMBI IICPCOHAJTIBHBIX TaHHBIX.

JocTyn B onepanyoHHy0 cpeay KoMNbIOTepa (MH(GOPMALMOHHON CHCTeMbI NEPCOHATBHBIX
JAAHHBIX) — MOTy4eHHE BO3MOYKHOCTH 3aITyCKa Ha BBINOJHEHHE IUTAaTHBIX KOMaH], (PyHKIMI, mpouesyp
OIEPALIOHHON CUCTEMBI (YHHUTOXKEHHSI, KOMMPOBAHUsI, MIEPEMEIIICHHUS U T.I.), UCTIONHAEMBIX (paiiioB
MPUKIAIHBIX IPOrPaMM.

I[OCTyl'l K an)opMaunn — BO3MO’KHOCTbD ITOJTYYCHUA I/IH(l)OpMaL[I/II/I " €€ UCII0JIb30BaHMA.

3ak1a04HOe YCTPOICTBO — 3JIEMEHT CpEJCTBA CheMa HMH(OpPMALMK, CKPBITHO BHEAPSEMBII
(3aKyIapIBacMbIii WM BHOCHMBIN) B MeCTa BO3MOXKHOIO cheMa HH(popMalmu (B TOM YHCIE B
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OrpakIeHNEe, KOHCTPYKIIHIO, 000PYI0BaHKE, TIPSAMETHI HHTEPhEpa, TPAHCIIOPTHBIE CPENICTBA, A TAKKE B
TEXHUYECKHE CPEJICTBA M CUCTEMBI 00pabOTKH MH(POPMAIIHH ).

3anmmaemass uHpopmMamys — uHpOpPMALMSA, SBISIOLIASACS IPEAMETOM COOCTBEHHOCTH U
HOJUISKAIIAsT 3AlUTEe B COOTBETCTBUM C TPEOOBAHMSIMHU MPABOBBIX JOKYMEHTOB MM TPEOOBAHMSMH,
YCTaHABIIMBAaEMBbIMU COOCTBEHHMKOM MH(OPMALIHH.

Nnentudpukanmusa — npucBOCHHE CYOBbEKTaM M OOBEKTaM JIOCTyNa HaeHTU(HKaTopa U (WiN)
CpaBHEHHE NPEABSBISIEMOTr0 HICHTH(HKATOPA C IIEPEYHEM ITPHUCBOSHHBIX UACHTU(PUKATOPOB.

HNudopMaTUBHBIA CHUIHAJ — DJIEKTPHYECKAE CUTHAIIBI, aKyCTHYECKUE, 3JIeKTPOMArHHTHBIC H
Ipyrue (U3MYecKHe TONs, 10 TapaMerpaM KOTOphIX MOKET ObITh pacKpbiTa KOH(UICHIMaTbHAS
uHpopmanys (TepcoHANIbHBIE JaHHbIe) 00padarsiBacMasi B MH(POPMAIIMOHHOW CHUCTEME TEPCOHATTBHBIX
JTAaHHBIX.

Nudopmanuonnas cucrema mnepcoHadbHbIX JaHHbIX (MCIIIH) —coBOKYynHOCTD
cojepxalmxcs B 0a3aX JaHHBIX MEPCOHAJIBHBIX JAHHBIX U OOECHEeYUBAIOIIMX MX O00pabOTKY
MH(POPMALIMOHHBIX TEXHOJIOTUH U TEXHUYECKUX CPEJICTB.

HNudopmanmoHHbie TeXHOJOTHH — TIPOIECChI, METOIBI TIOMCKa, cOOpa, XpaHeHWs, 0OpaboTKH,
MPEJIOCTABIICHHS], PaCpOCTpaHeHns] MHGOPMAIMK M CIIOCOOBI OCYIIIECTBICHUSI TAKUX MPOIECCOB U
METO/IOB.

Hcnonb3oBaHue nepcoHAIbHBIX JAHHBIX — JACHCTBUA (Olepaluu) € NEepCOHATbHBIMU
JAHHBIMM, COBEpLIAEMbIE ONEPATOPOM B LESIX NPHUHATHUS PEIICHUN WIM COBEPLICHHS HHBIX
JENCTBUH, MOPOXKAAIOIINX IOPUANYECKUE TIOCTIEACTBUS B OTHOILIEHUU CyOBbEKTa MEPCOHATBHBIX
JAHHBIX WIM JAPYIHX JIMI JMOO MHBIM 00pa3oM 3aTparuBarollUX IpaBa U CBOOOJIBI CyOBEKTa
NEPCOHANBHBIX JAHHBIX UM JPYTUX JIHIL.

Hcrounuk yrpo3bl 6e30MacHOCTH HH(OPMAIMU — CYOBEKT JIOCTYIA, MaTepUaIbHbI OOBEKT WIH
(u3HIecKoe sIBIEHNE, SIBISIOIINECS PUUYNHON BOSHUKHOBEHUS YTPO3bl 0€3011aCHOCTH MH(OPMAIIHH.

KonTtposmpyemasi 30Ha — TPOCTPAHCTBO (TEPPUTOPHS, 3/aHKE, YacTh 3/IaHUS, TOMEIICHKE), B
KOTOPOM HCKJTFOUCHO HEKOHTPOJIMPYEMOE MpeObIBaHKE MOCTOPOHHUX JIMIL, & TAKKE TPAHCIIOPTHBIX,
TEXHHYECKUX M MHBIX MAaTEPUATLHBIX CPEIICTB.

KonduaeHumanbsHOCTh MEPCOHATBHBIX JAHHBIX — 00s3aTEBFHOE IS COOMIOJICHHS OTIEpaTOpoOM
WM MHBIM TIOMYYMBIIMM JOCTYNl K TEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE JOIMYCKATh HX
pacrpocTpaHeHre 0Oe3 coracusi CyObeKTa MEPCOHANBbHBIX JAHHBIX WM HAIWYMsS HHOTO 3aKOHHOTO
OCHOBaHWUSL.

Me:xcereBoii 3KpaH — JIOKABHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHATIBHO-PACTIPEICTICHHOE
MporpaMMHOE  (IIPOrpaMMHO-AIMIAPaTHOE) CPEACTBO  (KOMIUIEKC), peau3ylolliee KOHTPOJb  3a
uH(poOpMaIMed, MocTynaromeld B WHPOPMAIMOHHYIO CHUCTEMY TMEPCOHATBHBIX JAHHBIX W (W)
BBIXOJIAIIEH U3 MH(POPMAIIMOHHON CHUCTEMBI.

Hapyumrens 0e30MaCHOCTH TEPCOHAJIBHBIX [AHHBIX — (U3MYECKOe JMIO, CIy4dailHO WM
HPETHAMEPEHHO COBEPILAIOLIEE JEHCTBUS, CIECTBHEM KOTOPBIX SIBJETCS HApylleHHe Oe30MacHOCTH
MIEPCOHANBHBIX JIAHHBIX MPH MX 00pab0TKe TEXHUYECKHMMH CPEICTBaMU B MH(OPMAIIMOHHBIX CHCTEMaXx
MIEPCOHAIBHBIX TaHHBIX.

HeaBroMaTusupoBanHas o0paboTka NepPCOHAIbHBIX AAHHBIX — o0OpaboTka
NEPCOHANBHBIX JaHHBIX, COJEPKALIMXCSA B MH(OPMAIIMOHHON CHUCTEME MEepCOHAIbHBIX JaHHBIX
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an00 W3BJICUEHHBIX W3 TaKOM CHUCTEMBbl, CUMTAETCS OCYILECTBICHHONW Oe3 HCIOJb30BaHUS
CpPEICTB aBTOMAaTH3alMU (HEAaBTOMATU3WPOBAHHOM), €CJIM Takue JACUCTBUS C MEPCOHAIBHBIMU
JAHHBIMM, KaK MCIOJIb30BAHUE, YTOYHEHME, PACIPOCTPAHECHUE, YHUUYTOKEHUE IIEPCOHAIBHBIX
JAHHBIX B OTHONICHUU KAXKJIOTO M3 CYOBEKTOB MEPCOHATBHBIX JAHHBIX, OCYIIECCTBIISIOTCS MPHU
HEIIOCPEICTBEHHOM Y4aCTHH YEJIOBEKA.

HenexknapupoBannble  BO3MOMKHOCTH —  (YHKIMOHAIbHBIC ~ BO3MOXKHOCTH  CPEICTB
BBIYHCITUTEIILHON TEXHUKH, HE OIMMCAHHBIC WM HE COOTBETCTBYIOLIHE OIIMCAHHBIM B JIOKYMEHTALIUH, TIPH
VICTIOJIF30BAHMN  KOTOPBIX ~BO3MO)KHO — HApYIICHHWE KOH(UICHIMATBHOCTH, JOCTYITHOCTH I
IIEJIOCTHOCTH 00pabaThIBaeMOi HHPOpPMALIUH.

HecaHKIMOHMPOBAHHBIH 10CTYN (HECAHKIIMOHUPOBAHHbBIE JIefiCTBHSI) — IOCTYI K MH(pOpMAIIUH
WM JISUCTBHS ¢ WH(OpMAIvel, HapYIIAONIe MPaBWia pasrPaHUYeHHs JOCTYIA C HUCIIOIh30BaHUEM
IITAaTHBIX CpeI[CTB, Hpel[OCTaBJBIeN[bIX I/IH(bOpMaLII/IOHHBIMI/I cucreMamMu HepCOHaJIBHBIX JAaHHBIX.

Hocurens wundopmanuu — Qu3nueckoe IMIO0 WIM MaTepUaIbHbIi OOBEKT, B TOM YHCIE
¢u3uyeckoe 1ose, B KOTOpoM MH(MOpMAIMs HAXOJUT CBOE OTPAKEHUE B BUAE CHMBOJIOB, 0Opa3oB,
CUTHAJIOB, TEXHMYECKUX DEILICHU U TPOLIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKHUX
BEJIMUMH.

O0e31nunBaHue MEPCOHATBHBIX JAHHBIX — JACHCTBUSA, B PE3YyJIbTaTe KOTOPBIX CTAHOBUTCSA
HEBO3MOKHO 0€3 HCII0JIb30BAHUS IONOJHUTEIBHON HH(POPMALlUU ONPEIEINTh IPUHAIEKHOCTD
NEPCOHAIbHBIX JJAHHBIX KOHKPETHOMY CYOBEKTY IEPCOHAIbHBIX JaHHBIX.

O0paboTka mNepCOHANBHBIX [JAHHBIX — J000Oe JeiicTBhe (omepaius) WIM COBOKYIMHOCTb
neicTBril  (omepanyii), COBEpIIAEMBIX C HCIIOJIB30BAaHMEM CPEICTB aBTOMATH3AlMK Wi  0e3
UCHOJIb30BaHMS TAKMX CPEJCTB C MEPCOHAIBHBIMU JAHHBIMU, BKJIFOYasi cOOp, 3aIiCh, CUCTEMaTH3aLHIO,
HAKOIUICHHUE, XpaHEHNE, yTOUHEeHHe (OOHOBIIEHUE, N3MEHEHHE), N3BJICYEHNE, UCTIOIb30BaHKE, TIEpeaady
(pactipocTpaHeHHe, TPEIOCTABJICHHE, JOCTYI), OOE3JIMuYMBaHME, OJOKUPOBAHKE, YIAICHHE,
YHUUTOXKEHHE MEPCOHATIBHBIX TaHHBIX.

OO0menocTynHble  MEPCOHAJIbLHBbIE JaHHbIE — [EPCOHAJBbHBIC  JaHHBIC,  JOCTYII
HEOTPAaHMYEHHOTO Kpyra JIMIl K KOTOPBHIM MPEJOCTaBIeH C coryacus CyObeKTa MepCcOHAIbHBIX
JaHHBIX HJIM Ha KOTOPBLIC B COOTBECTCTBUU C @CﬂepaﬂbHIﬂMI/I 3aKOHaMH HE pacClpOCTpaHACTCA
TpeboBaHNe COOMIOIEHUST KOH(PHUICHIIMATIBHOCTH.

Oneparop (mepcoHANBbHBIX JAHHBIX) — TOCYJAPCTBEHHBIM OpraH, MyHHUIMMAIbHBIA Opra,
IOPUITYECKOE I (PU3MIECKOE JIMIIO0, CAMOCTOSTEHHO WM COBMECTHO C JIPYTMMH OpPTaHH3YIOIIEe H
(nmM) ocyIecTBIstoee 00paboTKy MEePCOHATBHBIX JAHHBIX, a TAKKe ONPEACIIIOIIME eI 00paboTKH
MIEPCOHATBHBIX JIAHHBIX, COCTaB TEPCOHATBHBIX JAaHHBIX, TOMISKAINX O00pabOTKe, IEHCTBUS
(omeparmm), coBepIIiaeMble C IEPCOHATLHBIMH JTAHHBIMHU.

Texnnueckue cpeacrsa MH(GOPMALMOHHON CHCTEMbI INEPCOHAJIBHBIX JAAHHBIX — CpEJCTBA
BBIUMCIUTENIBHON TeXHUKH, THPOPMAIIMOHHO-BBIYMCITUTELHbIE KOMIUIEKCHI M CETH, CPEICTBA U CHCTEMbI
nepefaun, mpuema u oOpadotkm [I/[H (cpenctBa M CHUCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHUS,
3BYKOBOCIIPOM3BE/ICHUS, TIEPErOBOPHbIE M TEJIEBU3MOHHBIE YCTPOMCTBA, CpEICTBA H3TOTOBJICHUS,
THPOKUPOBAHUS JIOKYMEHTOB M JIPyrdieé TEXHUYECKHUE CPEACTBa 00pabOTKH pPEueBOM, TpaduIecKoi,
BHICO- M OYKBEHHO-IM(POBOH HH(POpMAIMK), MPOrpaMMHBIE CpeCTBa (ONMEpalMOHHbIE CHUCTEMBI,
CHCTEMBI YIpaBJIeHUs1 0a3aMH JNAHHBIX M T.II.), CPEICTBA 3aIIUTHI WH(OpPMAIWH, MPUMEHSIEMbIE B
MH(OPMAIMOHHBIX CUCTEMAX.
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IlepexBaTr (MH(pOpMaAIMN) — HETPABOMEPHOE MOJyUYeHHE WH(OPMAIIUU C MCIOJIb30BAaHUEM
TEXHUYECKOTO  CPEICTBA, OCYIIECTBISIONIETO  OOHApyXKEHHe, TMpHeM U  00paboTKy
UH(POPMATUBHBIX CUTHAJIOB.

IlepconaibHble JaHHbIE — J00as MH(pOpPMANUs, OTHOCALIAACA K MPSIMO WIM KOCBEHHO
OTIpeJICIIEHHOMY HJIM ONpeAesieMoMy (PH3HUECKOMY JIUIY (CYOBEKTY MepCOHAIBHBIX JAHHBIX ).

IMoGouHbIe 3JIEKTPOMATHUTHBIE H3JIY4YeHHS] H HABOJAKH — JJICKTPOMArHUTHBIC M3ITydCHUS
TEXHUYECKUX CPEACTB OOpabOTKM 3alnuinaeMod uH(OpMalMy, BO3HUKAIONIME Kak MOOOYHOE
SIBJICHUE W BBI3BAHHBIC DJICKTPUUECKHMMHU CHTHAIAMH, JCHCTBYIOIIMMHU B MX JJIEKTPUYECKUX H
MAarouMTHBIX LCIAX, a TAKXKC DJICKTPOMArHUTHBIC HABOAKH 3THUX CUTHAJIOB Ha TOKOIIPOBOIAIINC
JIMHUHW, KOHCTPYKI WU W LCIIU ITUTAHUA.

I[MosnTHKA  «YUCTOrO  CTOJA» —  KOMIUIEKC  OpPraHMU3allMOHHBIX  MEPOIPHUSITHIH,
KOHTPOJIMPYIOIIUX OTCYTCTBUE 3alMCHIBAHUS HAa OyMa)KHbIC HOCHUTEIHM KIFOUYeH M aTpuOyTOB
nocTyna (maposei) U XpaHeHus uX BOJIM3u 00BEKTOB JIOCTYIIA.

ITonb30BaTeab I/IH(l)OpMaIII/IOHHOi;I CHUCTECMBbI MEPCOHAIBHBIX JAHHbIX — JIMIoO,
Y4acCTBYHOLICC B (I)YHKL[I/IOHI/IpOBaHI/II/I HH(bOpMaHHOHHOﬁ CHUCTCMbI IICPCOHAJIBHBIX JaHHBIX HIIA
HCIIOJIB3YIOUICC PE3YJIbTATHI €€ (I)YHKI_II/IOHI/II)OBaHI/IH.

IIpaBusia pasrpaHMyeHusi A0OCTYNAa — COBOKYIMHOCTb MPABWI, PETIaMEHTUPYIOIIMUX IpaBa
JIOCTyTa CyOBEKTOB JOCTYIA K 00BEKTaM JIOCTYTIA.

IIporpaMmMHasi 3aK/IaKa — KOJ NPOTrpaMMbl, IIPEIHAMEPEHHO BHECEHHBI B IPOrpamMmy ¢
IENBI0 OCYIIECTBUTh YTEYKY, H3MEHUTh, OJOKUPOBATh, YHUYTOXUTh HH(POPMALUIO WIH
VHUUYTOXXUTh M MOIU(UIMPOBATH HporpaMMHOE oOecrieueHrne HHQOPMAIMOHHON CHUCTEMBI
NEePCOHANBHBIX JAHHBIX U (MJIM) OJIOKMPOBATh amllapaTHbIe CPECTBA.

IIporpamMmmHoe (MporpaMMHO-MaTeMaTH4YeCKOe) BO3AeHCTBHE — HECAaHKLMOHMPOBAHHOE
BO3/ICIICTBHE HA pECYpChbl aBTOMATU3UPOBAHHONW MH(OPMALIMOHHON CUCTEMBI, OCYLIECTBIIIEMOE C
MCIOJIb30BaHUEM BPEIOHOCHBIX IIPOTrpamMM.

PaCKprTI/Ie NEPCOHATBHBIX JAaHHBIX — YMBIIIJICHHOC WIIN cnyqaﬁHoe HapyHmICHUC
KOH(I)I/I,Z[GHI_II/IEUIBHOCTI/I NEPCOHAJIbHBIX TaHHbIX.

PacnpocTpaHeHne NepCOHAJBHBIX JAAHHBIX — JCHCTBHs, HAIIPaBICHHBIE HA PACKPBITHE
IIEPCOHANIBHBIX TaHHBIX HEOIIPEACIICHHOMY KPYTY JIUIL

Pecypc HH(l)OpMaHHOHHOﬁ CHCTEeMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTECMHOI'O, IMPUKIIAAHOTO
HJIN alrapaTHOTro obecneueHUs (bYHKL[I/IOHI/IPOBaHI/Iﬂ HH(bOpMaHHOHHOﬁ CHUCTCMBI.

CnenuajibHble KATerOpMH MEPCOHAJBHBIX [aHHBIX — [E€PCOHAIbHBIE JaHHBIE,
KacarolllMecsi  pacoBOH, HAIMOHAJIBHOM  NPUHAJICKHOCTH, MOJUTHYECKHX  B3IJISOB,
pPENMUTHO3HBIX WU GUIOCOPCKUX YOEKIACHUI, COCTOSHHUS 370POBbS M WHTUMHOW IKU3HHU
CyOBEeKTa MePCOHANBHBIX JAHHBIX.

CpellCTBa BbIYMCIUTEIHLHOM TEXHUKH — COBOKYITHOCTb ITPOIpaMMHBIX 1 TEXHUYCCKUX 3JICMCHTOB
CUCTEM O6p&60TKI/I JaHHBbIX, CIOCOOHBIX (I)YHKI_[I/IOHI/IpOBaTB CaMOCTOATCIIEHO UJIM B COCTAaBC APYIrux
CHUCTEM.

Cy0bekT gocryna (cy0beKT)— JMIO WIM TPOLECC, JEHCTBHS KOTOPOrO perylaMEeHTHUPYIOTCS
IpaBUJIaMU pa3rpaHUYEHuUs JOCTYIIA.
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Texnuveckuil KaHAJI yTedkd WHGOPMAIMU — COBOKYITHOCTh HOCHTENS MH(OpPMAIUU (CpecTBa
00paboTKH), (hM3UIECKON Cpelbl pacipocTpaHeHHs WH()OPMATUBHOTO CHTHAIA U CPEICTB, KOTOPBHIMU
JOOBIBAaETCsI 3alHIaeMast HHPOPMAIIHS.

Tpancrpanu4Has nepeaaya NnepcoHAJbHBIX JAHHBIX — MEpeavya MepCOHATbHBIX JaHHBIX
onepatopoMm uyepe3 ['ocymapcrBenHyro rpanuily Poccuiickoin @enepanuu OpraHy BIacTH
WHOCTPAHHOTO TOCYIapcTBa, (U3HUECKOMY WJIH IOPUAMYECKOMY JIMIy HMHOCTPAHHOTO
rocy/1apcTBa.

Yrpo3sl 0e30MaCHOCTH TNEePCOHAIBHBIX JAAHHBIX — COBOKYIHOCTh YCIOBHHA U (PaKTOPOB,
CO3/AKOIIMX OIACHOCTh HECAaHKLIMOHMPOBAHHOIO, B TOM YHCIIE CIIy4ailHOIO, JOCTYIA K IIEPCOHAIbHBIM
JTAHHBIM, PE3YJIBTATOM KOTOPOTrO MOXKET CTaTh YHUUTOKEHHUE, U3MEHEHHUE, OJIOKHMPOBAaHKE, KOTMPOBAHKE,
PacIIpOCTPaHEHUE MEPCOHANIBHBIX JAHHBIX, a TAKXKE MHBIX HECAHKIMOHUPOBAHHBIX JIEMCTBUNA MPU HX
00paboTKe B MHOPMAIIOHHON CUCTEME ITEPCOHATTBHBIX TAHHBIX.

YHUYTOXKeHHe NepPCOHAIbHBIX JAaHHBIX — JEHCTBUSA, B pE3ylbTare KOTOPBIX HEBO3MOXKHO
BOCCTaHOBUTb COJIEPYKAHUE TEPCOHATBHBIX JIAHHBIX B HMH(OPMALMOHHOM CHCTEME IE€PCOHAIIBHBIX
JIAHHBIX WM B PE3yJbTaTe KOTOPbIX YHUUTOXKAIOTCSI MaTepUallbHbleé HOCUTEIM IE€PCOHAIBHBIX
JTAHHBIX.

YTeuka (3aummaemoii) uHGOpPMAIUN IO TEXHHYECKHM KAHAJIAM — HEKOHTPOJIHUPYEMOE
pacrpocTpanerre HHPOPMAIUKA OT HOCHTEIIS 3allIHIaeMoi HH(OpMAIIK Yepe3 PU3NUECKYIO CPEIy 10
TEXHUYECKOTO CPEICTBA, OCYIISCTBILSIOIICTO MIEPEeXBaT MHPOPMAIHH.

Ya3BUMOCTB — C1a00CTh B CPEACTBAX 3aIIUTHI, KOTOPYIO MOYKHO HCHOJIB30BaTh Uil HAPYIICHUS
CHICTEMBI WM CoZiepyKatieicst B Helt nH(opMarym.

HenoctHocth uHGOpManuMM —  CIOCOOHOCTh  CPENCTBA  BBIYMCIUTEIBHONM TEXHUKH WM
ABTOMATU3UPOBAHHOW CHCTEMBI 00ECTIeUMBATh HEM3MEHHOCTh MH(OpPMAIMKM B YCIOBHSX CIYYaifHOTO
W/VITY TIPEIHAMEPEHHOTO MCKaKEHHS (pa3pyIleHus ).
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OBO3HAYEHUA U COKPAILIEHU A

ABC — aHTUBUPYCHBIE CPEACTBA

APM — aBTOMaTU3UPOBAHHOE Paboyee MECTO

BTCC — BCIIOMOTaTEJIbHbIE TEXHUYECKUE CPEICTBA U CUCTEMBI
NCIIx — nH(OpPMAIMOHHAS CHCTEMa ITEPCOHATTHHBIX TAHHBIX
K3 — KOHTpOJIUpYyeMast 30Ha

JIBC — JIOKaJIbHAsI BBIYUCIIUTENbHAS CETh

MD — MEYKCETEBOM dKpaH

HCJ, — HECAHKLIMOHUPOBAHHBIN JOCTYII

OC — OIEpaIMOHHAs CHCTEMA

I1/1x — [IEPCOHAJILHBIE JTAHHBIC

IIMB — POrpaMMHO-MaTEMaTHYECKOE BO3/ICHCTBUE

(0 — IIporpaMMHOE o0ecreyeHne

[IOMHWH — OOOYHBIE ANEKTPOMArHUTHBIE U3ITy4eHHUs 1 HABOJKU
CA3 — CHCTEMa aHaJINM3a 3allUIIEHHOCTH

C31 — Cpe/CTBa 3aIIUThl UHPOPMALUH

C3I1 — cucreMa (MOJCUCTeMa) 3alUThl IEPCOHABHBIX JaHHBIX
COB — cuctemMa 0OHapy>KEeHUS! BTOP>KEHUI

TKYU — TEXHUYECKUE KaHATbI yTeUKU MH(POPMAIIH

YBII/IH — yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JJAHHBIX
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BBEJIEHUE

Hacrostmas Tlonutuka wuHOpMamuonHoi Oe3omacHoctu (manee Ilomurmka) MBJIOY
«erckuit can Ne3 «ComnHbIko» Moprayiickoro MyHULIUIIAIBEHOTO OKpyra (Jajgee — Yupexe-
HUE) SBIIACTCS OPHUIIMATEHBIM JOKYMEHTOM.

[TonuTuka pazpaboTaHa B COOTBETCTBUHU ¢ TpeOoBaHUsIMU DeiepalibHOTO 3aKOHA OT 27 HUI0JIs
2006 1. Ne 152-03 «O nepcoHadbHBIX JaHHBIX» U NocTaHoBJIeHUs [IpaBurenscTBa Poccuiickoi
Oenepannu ot 1HOAOps 2012 1. Ne 1119 «OO6 yTBepkAcHUMH TPeOOBAHWN K 3aIIUTe
NEPCOHANBHBIX JAHHBIX IpU HX 00paboTke B HMH(OPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JAHHBIX», HA OCHOBAHHH:

- «PexoMeHmaruii mo obecnedeHno 0€30MMacHOCTH MEPCOHANBHBIX JaHHBIX MPH MX 00paboTKe B
WH(POPMAITMOHHBIX CUCTEMAaX MEPCOHANBHBIX TAHHBIX», YTBEPKICHHBIX 3aMECTUTENIEM JTUPEKTO-
pa @CTIK Poccuu ot 15.02.2008 r.,

- «TunoBbIX TpeOOBaHMIA [0 OpPraHU3aLUHU 1 00ecreueHHI0 PYHKIMOHUPOBAHUS ITUPPOBATBLHBIX
(kpunTorpaMUecKnux) CpeNCTB, MPeAHA3HAYSHHBIX IS 3alUTHl HHPOPMAINH, HE coAepIKaieit
CBEJICHUI, COCTABIIONINX TOCYJapCTBEHHYIO TaliHy B Cllydae U3 UCIIOJIb30BaHMs Ul oOecreye-
HUsl 0€30MaCHOCTH TMEePCOHANBHBIX JaHHBIX MPU HX 00pa0doTKe B MHPOPMAIMOHHBIX CHUCTEMax
MEPCOHANBHBIX TAHHBIX», YTBEPkKACHHbIX pykoBoAcTBoM & Llentpa @Cb Poccuu 21.02.2008 r.
Ne 149/6/6-662.

B Ilonutuke ompenenensl Tpeboanust k nepcoHany WMCII/IH, cTerneHb OTBETCTBEHHOCTH
NepcoHalia, CTPYKTypa U HEOOXOIMMBIM YpOBEHb 3aIUIICHHOCTH, CTaTyC M JIOJKHOCTHBIE
00s13aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecredeHrne Oe30MaCHOCTH MEePCOHATBHBIX
nanHbix B UCII/IH Yupexnenus.
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1 O01me MoJI0KEHU A

Lenbro Hacrosmen [Tonutuku sBasercs odecrneueHre 0€301acHOCTH 00BEKTOB 3al[UThHI

quemz[eHHsI OT BCEX BHIOB yTpO3, BHCIIIHUX U BHyTpeHHI/IX, YMBIH_UICHHBIX 158
HEMMPEAHAMCPEHHbBIX, MUHUMUN3alHA ymep6a OT BO3MOXHOM pcaji3anu yrpos 6630HaCHOCTI/I
TJTu (YBIIIn).

be3onacHoCTh NEPpCOHAIIBbHBIX JaHHBIX JOCTHUTIaCTCs MyTeM HUCKIIOYCHUA
HCCaAaHKIIMOHUPOBAHHOI'0O, B TOM YHCIIC CHy‘l&ﬁHOFO, J0CTymna K IIEPpCOHAIBHBIM JaHHBIM,
PE3YyJIbTAaTOM KOTOPOI'0 MOXKET CTAThb YHHUYTOKCHUC, U3MCHCHHC, 6HOKI/Ip0BaHI/IC, KOIIMPOBAHUC,
pacnpoCTpaHCHUC NNEPCOHAIBHBIX JAaHHBIX, @ TAKKC MHBIX HCCAHKIITMOHUPOBAHHBIX I[GIZCTBPIIZ.

Wudopmanivsa U cBsi3aHHBbIE ¢ HEH pecypchl JOKHBI ObITh JOCTYIHBI AJIi aBTOPU30BAHHBIX
noJyib3oBaresiei. JIoJKHO OCYIIECTBISATHCS CBOEBPEMEHHOE OOHApY)KEHHWE W PearupoBaHUE Ha
YBIIH.

,Z[OJI)KHO OCYHWICCTBIIATHCA NMPCAOTBPALICHUC MMPECAHAMCPCHHBIX W CJIy‘-I&ﬁHbIX, YaCTUYHBbIX
HJIN TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/I(bI/IKaIII/Iﬁ HJIM YHUUYTOXCHUSA NICPCOHAIBHBIX JaHHBIX.

CocTaB 00BEKTOB 3alIUTHI IpeacTaBieH B [lepeuHe mepcoHambHBIX AAHHBIX, YKa3aHHOMY B
[Tonoxxennn 06 06pabOTKE MEPCOHATBHBIX TaHHBIX.

Cocra UCII[dH, momiexamux 3aliuTe, MPEACTaBlieH B AKTe 00CIeIOBaHUS TEKYIIETO
COCTOsSHUA TeXHHqGCKOﬁ 3alIUTHI HepCOHaJ'IBHBIX JAHHBIX.
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2 O6aacTh aAelcTBUA

TpeboBanus Hactosel [TonuTUKN pacIpoOCTPaHAIOTCS HAa BCEX COTPYIHUKOB YUpPEKIECHUS
(IITaTHBIX, BPEMEHHBIX, paOOTAIOUIMX MO KOHTPAKTY M T.I.), a TaKkKe BCEX MPOYMX JIHUII
(moapsAIYMKY, AyAUTOPHI U T.I1.).
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3 Cucrema 3alIUTHI NEPCOHAJIBbHBIX JAHHBIX

Cucrema 3amurhl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTcs Ha OCHOBAaHUU:!

- AxTa 00ci1en0BaHus TEKYLIETO COCTOSHUS TEXHUUECKOHN 3allUThI IEPCOHANBHBIX TaHHBIX;
- [lepeuns nepcoHaIbHBIX JAHHBIX, TOUICKAIINX 3AIIUTE;

- AxToB KIaccupuKanuy HHOOPMAIIMOHHBIX CHCTEM EPCOHATBHBIX JaHHBIX;

- YacTHBIX MofieNiell akTyalnbHbIX yrpo3 U BeposiTHoro Hapymutens UCIdH;

- [TonokeHus 0 pasrpaHUYEHUN IIPAB TOCTYIA K MIEPCOHAIBHBIM JaHHBIM;

- PykoBomsmux nokymentoB @CTOK u ®Cbh Poccun.

Hns  ob6ecniedenuss 3amutel WCII[IH HeoOxomumo coOutoJieHHEe OpraHU3alOHHO-
TEXHUYECKUX Mep. AJMHHHUCTpaLe obecreunBaeTcs 0e30MacHOCTh MEPCOHANBHBIX TaHHBIX B
COOTBETCTBUHM C HEOOXOIMMBIM YPOBHEM 3allMIIEHHOCTH, KOTOpas omucaHa B TeXHHYECKOM
3a/laHuu Ha co3fanue cucremsl 3amuThl A UCIIIH. B Yupexnenun onpeneseHbl akTyaabHble
yrpo3bl 6e3onacHoctu IIJ[H, koTopble omucanbl B YacTHOH MOAENIM aKTyalbHBIX YIpo3 U
BepositHoro Hapymutens MCI/Ix.

HOII AKTYaJIbHBIMU  YI'PO3aMU 0e301acHOCTH NEPCOHANIBHBIX  AAHHBIX IOHHUMACTCA
COBOKYITHOCTb YCJIOBI/Iﬁ u (baKTOpOB, CO3Jar0mux AKTYaJIbHYIO OIIaCHOCTb
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHCJIC CHy‘lﬁfIHOI‘O, A0CTyIIa K NCPCOHAJIBHBIM JaHHBIM IIPU UX
O6pa6OTK€ B HH(I)OpMaLIHOHHOI;’I CUCTEME, PE3YyJIbTATOM KOTOPOI'O0 MOI'yT CTaTb YHHUYTOXXCHUC,
HN3MCHCHHC, 6HOKI/Ip0BaHI/I€, KOIIMPOBAHUEC, MPEAOCTABIICHUE, PACIIPOCTPAHCHUC TTECPCOHAIIBHBIX
JAaHHBIX, a TAKXKC MHBIC HEITPABOMCPHBIC )ICI\/'ICTBI/ISL

Yrpo3bl 1-ro TMNA aKkTyalbHbI 1715 UTHPOPMAIIMOHHON CUCTEMBI, €CIIM JUIsl HEE B TOM YHUCIIE
aKTyaJbHbl YI'pO3bl, CBS3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIapUPOBAaHHBIX)
BO3MOXXHOCTEH B CHCTEMHOM IIPOrpPaMMHOM 00€CII€YeHHH, UCTIOIb3YEMOM B MH(OPMALIMOHHON
CUCTEME.

VYrpo3sl 2-T0 TUINA aKTyaJlbHBI JJI1 HHPOPMALMOHHONW CHUCTEMBI, €CIIH [l Hee B TOM YHCIe
aKTyaJIbHbl YIpO3bl, CBSA3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEIEKIApUPOBAHHBIX)
BO3MOXHOCTEH B  NPUKIAJAHOM  [POrpaMMHOM  OOECHEYeHUH,  HUCIOJIb3yeMOM B
UHPOPMALIMOHHOM cUCTEME.

Yrpo3bl 3-r0 TUNA aKTyalbHbI 11 UHQOPMAILIMOHHOW CUCTEMBI, €CIH Ul HEe aKTyalbHbI
yrpo3bl, HE CBS3aHHBIE C HAIUYUEM HEAOKYMEHTHPOBAaHHBIX (HEIEKIApUPOBAHHBIX)
BO3MOYKHOCTEH B CHCTEMHOM H IMPpUKJIAAHOM MPOrpaMMHOM 06ecnequ1/m, HCIIOJIB3YEMOM B
MH(OPMALIMOHHON CHCTEME.

Ha ocHOoBaHUM 3THX JTOKYMEHTOB OMNpeEeNseTcss HeoOXOTUMBIM ypOBEHb 3allUIIEHHOCTU
[T1x xaxmnoit UCIT[AH Yupexnenus. Ha ocHOBaHMM aHanM3a akTyalbHBIX Yrpo3 0€30MacHOCTH
I1/TH, onucanHoro B YacTHOM MOJENH aKTyaJIbHBIX YIpo3 U BepossTHOro Hapymmurens UCIIIH n
Otuera o0 pe3yiabTaTax IPOBEJEHUS BHYTPEHHEH NIPOBEPKE, JAENAETCS 3aKIIOYEHHE O
HEO0XO/IMMOCTH HUCIOJIB30BAHUS TEXHUUECKUX CPEACTB M OPraHU3aLMOHHBIX MEPONPUATHI JUIs
obOecnieuenus Oe3zomacHoctu [1/IH. BpiOpanHble HEOOXOIUMBIE MEPONPHUSATHS OTpPAXKAIOTCS B
[Inane MeponpusATHN 1O 3aIUTE NEPCOHAIBHBIX TaHHBIX.
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Jost kaxnoit UCIT{s nomxeH ObITh COCTaBJICH CITUCOK MUCIOJIB3YEMBIX TEXHUYECKUX CPEICTB
3aIIUThI, & TaK K€ MPOTPAMMHOTO OOECIeUeHHs, ydacTByromero B oopadorke I1J[H, Ha Bcex
anementax UCIIx:

- APM nons3oBarenei;
- CepBepa MPUIOKEHHUIA;
- CYB/J;

- I'panuna JIBC;

- Kananos nepemaun B ceTu 00IIEro mois30BaHUs M (WIHM) MEXIyHAPOIHOTO OOMEHa, €ClIi T
HuM nepenarorcs 11J1H.

B 3aBucumoctu ot ypoBHs 3ammmieHHoctd MCII/xn u akryansubix yrpos, C3I11un moxer
BKJIIOUYATh CIICAYIOINE TEXHUYECKUE CPEACTBA:

- aHTUBUPYCHBIE CPEACTBA JJIs PaOOYUX CTaHIIMI MOJIL30BATEIICH U CEPBEPOB;
- CpPEJICTBA MEIKCETEBOTO SKPAHUPOBAHUS;

- CpelcTBa KpUINTOrpadmuecKor 3auThl HH(GOPMAIUH, TIPH Tiepeaade 3aIuiaeMoi ul- - gpop-
Malliy 110 KaHajlaM CBSI3H.

Tak >ke B CIHUCOK JOJIKHBI OBITH BKIIOUEHBI (DYHKIIMH 3aIUThI, 00€CTIeUNBAEMbI€ IITATHHIMU
cpeactBamu ob6pabotku I[IJIn onepauuonusiMu cucremamu (OC), npuknaaaeiM [10 u
CIIEIUATLHBIMU KOMIUICKCAMHU, PEAIU3YIOIIMMHU CpeacTBa 3amuThl. CrUCOK (QYHKIMHI 3aIIUThI
MOKET BKJIFOUATh:

ylpaBJieHHE U pa3rpaHUYEeHUe JOCTYIa [10JIb30BaTeNeH;
PETHUCTPALIMIO U YUeT JAeicTBrll ¢ mH(opMaIne;

- o0ecreYnBaTh HEJIOCTHOCTh JaHHBIX;

- IPOM3BOJUTH OOHAPYKEHUIT BTOPIKEHUIA.

CHucoK HCHONb3yeMBbIX TEXHUYECKHX CpEACTB OTpaxkaercs B Ilmane wmeponpusatuil mo
3alIUTE MEePCOHAIBHBIX JaHHBIX. CIUCOK UCIOJIb3YEMBIX CPENICTB JIOJDKEH MOAJIEPKUBATHCS B
aKTyaJIbHOM COCTOSIHMHM. IIpy H3MEHEHHHM CcOCTaBa TEXHUYECKUX CPEACTB 3allUThl WU
anemenToB WCII/IH, COOTBETCTBYIOIME H3MEHEHHS IOJKHBI ObITh BHeCeHb B CIHUCOK H
YTBEPKACHBI 3aBEAYIOMIUM Y UPEKISHUS WU JIMIIOM, OTBETCTBEHHBIM 3a 00€CIedeHHe 3alliThl
11 1n.
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4 TpedoBanus k nogcucremam C3II1n

C3I11u BKTFOYAET B ceOs CIACAYIOIHNE MOACUCTEMBI:
- yOopaBJICHUA JOCTYIIOM, PETUCTPAlUN 1 YUCTaA,
- obecrieueHus LEJIOCTHOCTU U JOCTYITHOCTH,
- aHTHBHPYCHOfI 3allHThI;
- MCIKCCTCBOI'O 3KPAHUPOBAHUS,
- aHaJIN3a 3aUIUICHHOCTH;
- OOHapyXEeHUS BTOPKCHUH;
- KpUNTOrpadMuecKon 3alInThHI.

[Moncucremsr C3I1/IH mmeroT paznuunblii (yHKIMOHaN B 3aBUcHMocTH oT kiacca MCII/H,
oIpesielIeHHOro B AKTe Kiaccu(ukanuu HH(OPMALMOHHBIX CHCTEM HEPCOHAIbHBIX JIaHHBIX.
Cnucok coorBerctBust pynkiuii nmoacucreM C3IIIH kiaccy 3amMiEeHHOCTH MPEICTaBIEH B
[Tpunoxxenuu Ne 1.

4.1 MoxcucremMbl ynpap/ienus 10CTYIOM, PerHCTPALMHA H yUeTa

[Toacuctema ynpaBiaeHHUs TOCTYIIOM, PETUCTPAIIMHN U y4YeTa MpeJHa3HaueHa ISl pean3alun
CIenyIOIUX (YHKITHI:

- WIeHTU(QUKALIMY 1 TIPOBEPKA MOJUIMHHOCTH Cy0beKTOB AocTyna npu Bxoxae B MCIIH;

- UACHTU(UKAIUKA TCPMUHAJIOB, y3JIOB CETH, KAHAJIOB CBSI3M, BHEIIHMX YCTPOMCTB IO JIOTHYE-
CKHUM UMEHaM;

- uAeHTU(UKALIMK TTPOrPaMM, TOMOB, KaTaJIOroB, (DaiijIoB, 3alUCeH, MOJIcH 3amuceli 10 UMEHaM;

- peructpanuy Bxojia (BbIX0Ja) CyObEKTOB AOCTYIIA B CUCTEMY (M3 CUCTEMBI), THOO perucTparus
3arpy3KH U MHAIIUATU3AIHUN OTIePAIlHOHHON CUCTEMBI U €€ OCTaHOBA.

- perucTpanuy MOIBITOK JOCTYIa MPOrPaMMHBIX CPEACTB (IIPOrpaMM, MPOLIECCOB, 3a/ad, 3aja-
HUIT) K 3aI0uInaeMbeIM daiinam;

- perHucTpaIyy MOMBITOK JOCTYIa IPOTrPAaMMHBIX CPEICTB K TEPMHUHAJIAM, KaHAJIaM CBS3H, - MPO-
rpaMMam, TOMaMm, Karajoram, (hainam, 3aIUCsM, MOJISIM 3aITUCEH.

[Toncucrema ympaBieHHS HOCTYIIOM MOXET OBITh peaqu30BaHa C MOMOIIBIO IITATHBIX
cpenct oopadotku [1/]n (onmepanmonnsix cuctem, npuwioxenuit u CYBJI). Tak ke moxxeT ObITh
BHEJIPEHO CHEIUAIbHOE TEXHUYECKOE CpPEJACTBO WM HUX KOMIUIEKC, OCYUIECTBISIONINE
JIOTIOJTHUTEIILHBIE MEPBI MO ayTeHTU(UKAIMKW U KOHTpoiro. Hampumep, mpuMeHEeHUE €TUHBIX
XpaHWJIUI ~ yYETHBIX  3alUCel  Monb30BaTeNiell ©W  PErHCTPAllMOHHOW  WH(OpMAaINU,
WCIIOJIH30BaHNE OMOMETPHUYECKUX M TEXHHUYECKUX (C TIOMOIIBIO IJIEKTPOHHBIX MPOITYCKOB) MEP
ayTeHTH(UKAIIMHT U IPYTUX.
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42 IMoacucrema odecneyeHus HEJTOCTHOCTH H AOCTYIIHOCTH

[Moncucrema obecrieueHus EIOCTHOCTH U JIOCTYITHOCTH IpeJHa3HaueHa IJisi oOecreueHus
1enocTHOCTU U octynHocTy [1/1H, mporpamMmubix u anmnapatHbix cpenctB MCII[IH Yupexne-
HUS, a TaK YK€ CPEICTB 3alUTHI, IPH CIy4ailHOW WM HaMEPEeHHON MOIU(UKALINHU.

Iloncucrema peanmsyercss ¢ IOMOLIBIO  OPraHU3ALMHM  PE3EPBHOIO  KOIMPOBAHUSA
o0pabaTbIBaeMbIX JaHHBIX, a TaK )K€ pe3epBUPOBaHUEM KiItoueBbIX 3neMeHToB UCIT/H.

4.3 MoxcucremMa aHTHBHPYCHOI 3AIIHTHI

[Mopcucrema aHTHBHPYCHOW 3alIWTHl TMpEAHA3HAYCHA JJisi OOECHEYCHUs aHTHUBUPYCHOU
3amuThl cepBepoB u APM nonws3oBareneit UCIAn YupexaeHus.

CpencTBa aHTUBUPYCHOM 3aIIUTHI MIPETHA3HAUCHBI IS PEATU3AUU CICTYOIINX (yHKITHI:
- PE3UJICHTHBIN aHTUBUPYCHBIM MOHUTOPUHT;
- aHTUBUPYCHOE CKaHHUPOBAHUE;
- CKpHIIT-0JIOKUPOBAHUE;

- LEHTPaAIM30BaHHYIO/YIAICHHYIO0 YCTaHOBKY/JICWHCTAUISIMIO aHTUBHPYCHOTO TPOIYyKTa, Ha-
CTpOWKY, aIMUHACTPUPOBAHUE, TPOCMOTP OTYETOB M CTATHCTHUECKOW MHQOpMAIMU mo padore
MIPOAYKTA;

- aBTOMAaTH3UPOBAHHOE OOHOBJICHHE aHTHUBUPYCHBIX 0a3;

- OrpaHUYCHUC IIPaB IMOJIB30BATEC/IA Ha OCTAHOBKY HCIIOJIHACMBIX 3a/la4 U USMCHCHHS - HACTPOCK
AHTUBHUPYCHOI'O IIPOTrPaMMHOTO O660He‘l€HH$I;

- aBTOMAaTHYECKHH 3aIyCK Cpasy I0CIIe 3arpy3KH ONEePAIlMOHHON CUCTEMBI.

IToncucrema peanusyercst NyTeEM BHEAPEHUS CIELNUAIBHOIO aHTUBUPYCHOTO MPOrPAMMHOIO
obecrieuenus Ha Bce aneMeHnTh UCII/IH.

44 IMoacucrema MesKCeTEBOI0 IKPaAaHUPOBAHUA

[Toncucrema MeXceTeBOro SKpaHHWPOBAHMS IpeJHa3HaueHa Ul pealu3alldd CIeAYHOIUX
byHKIMI:

- punbpTpanuu OTKpHITOrO W 3ammdpoBanHoro (3akpeiroro) IP-rpaduka mo crnemyromum mnapa-
MeTpam;

- (UKCcaluuu BO BHYTPEHHHX XYypHaNIaX MHPOPMAIMK O MPOXOIAIIEM OTKPHITOM M 3aKpbIToM IP-
Tpaduke;

- HACHTU(HUKALNN U ayTEeHTU(PHUKALNIO aIMUHICTPATOPa MEKCETEBOr0 3KpaHa IIPH €ro - JIOKalb-
HBIX 3aIpocax Ha JOCTYTI,

- perucrpanuu Bxoaa (BLIXO,I[a) AJIMUHUCTPATOPA MEIKCETCBOI'O 3KpaHa B CUCTEMY (I/I3 CI/ICTCMBI)
100 3arpys3Ky 1 MHUIUAJIU3all CUCTEMBI U €€ IIPOTrpaMMHOI'0 OCTaHOBA,

- KOHTPOJIA HCJIOCTHOCTH cBOCH HpOFpaMMHOﬁ nu HH(i)OpMaHHOHHOfI qaCTH,
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- (UIBTpalM TaKeTOB CIY)KEOHBIX MPOTOKOJIOB, CIyXKAIIUX AJS JUArHOCTHKHU M YIPaBICHHUS
paboToii CEeTEeBBIX YCTPOUCTB;

- GUIBTpAK C YYETOM BXOJHOTO M BBIXOAHOTO CETEBOro MHTEp(eiica Kak cpeacTBO MPOBEPKU
HOJUIMHHOCTH CETEBBIX aJPECOB;

- pEruCTpanuy 1 y4ucTa 3arnpainmnBacMbIX CEPBUCOB NPUKIIAJHOI'O YPOBHS;

- OJIOKMPOBaHMS TOCTyNAa HEHSHTH(PHIIMPOBAHHOTO O0BEKTA M CyOBEKTa, MMOMITUHHOCTh KOTO-
pOTo MpH ayTeHTU(UKAIIUU HE TIOJITBEPINIACH, METOIaMHU, YCTOWYMBBIMU K TICPEXBATY;

- KOHTPOJIA 3a CETEeBOM aKTUBHOCTBIO HpI/IJ'IO)KeHI/Iﬁ u 06Hapy>1<eH1/m CCTCBBIX aTak.

IToxgcucrema peanusyercs BHEAPEHUEM IIPOrPAMMHO-AIIIAPATHBIX KOMIUIEKCOB MEXCETEBOIO
sKkpaHupoBaHus Ha rpanuue JICB, ki1accom He Huxe 4.

45 IlogcucremMa aHaIM3a 3AINMIEHHOCTH

[Toncucrema ananM3a 3alllMIIEHHOCTH, JOJDKHA OOECIHEUMBATh BBIABICHUS YA3BUMOCTEH,
cBsi3aHHBIX ¢ omnOkamu B KoHpurypauuu [10 UCIIAH, KoTOpble MOTYT OBITH MCIIOJIB30BaHbI
HapyLIUTEIeM Ul pealu3aluy aTaku Ha CUCTEMY.

CDYHKHI/IOHaJI IOACHUCTEMBI MOXKET OBITH p€ain3oBaH IIPOrpaMMHBIMA H HIPOTrpaMMHO-
arrapaTHbIMU CPEACTBAMU.

4.6 Moncucrema oGHAPY:KEHHUsI BTOPKEHMi

[Toacucrema oOHapyKeHUST BTOPKEHUH, JOJKHA 00€CTIeUYnBaTh BBISIBICHUE CETEBBIX aTak Ha
anemenTbl MCII/IH, MONKITIOYEHHBIC K CETSIM OOINEro MOJb30BaHMS M (MJIM) MEXIYHAPOIHOTO
oOmeHa.

CDYHKIII/IOHaJ'I IOACUCTEMBI MOXKET OLITH p€ain3oBaH IMPOrpaMMHBIMU H MIPOTrpaMMHO-
armapaTHbIMU CPEACTBAMU.

4.7 Monacuerema KpUNTOrpaduUecKoii 3aMHTHI

[Toacucrema kpunTorpaguyeckoil 3ammuThl NpenHasHadeHa s uckimouenus HCI
3anumaemoit uHpopmanuu B UCII/IH Yupexxaenus, npu ee nepegadu no KaHajaM CBsI3U ceTel
0011ero Moab30BaHus U (WJIH) MEXITYHAPOIHOTO OOMEHA.

[Toncucrema peanusyercs BHEAPEHHUEM KpUOTOrpadUyecKuXx MIpOrpaMMHO-alNapaTHbIX
KOMIUIEKCOB.
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5 IoasbsoBarenn UCHan

B MUCIIJun VYupexaeHus MOXKHO BBIICIUTh CJIEAYIOIIME TPYHIbl M0JIb30BATEIIECH,
Y4acTBYIOIIMX B 00padoTke u Xxpanenunu [1J1H:

- Anmunnctparopa UCIdH;

- Anmunmctparopa 6e3omnacaoctu UCIH;

- Omrepatopa APM;

- AIMHHHCTpaTOpa CETH;

- Texauueckoro crnenuaiicTa no 00cIyKuBaHHI0 epupepruitHoro 000pya0BaHMS;
- [IporpammucTt-pazpadorunk UCII1H.

JlanHble 0 rpymnmnax Mojb30BaTelsiX, YPOBHE HX JOCTYNa U MHOOPMHUPOBAHHOCTH JIOJIKEH
ObITh OTpakeH B [1osiokeHnH 0 pa3rpaHUyYeHUH IIpaB J0CTYIA K IEPCOHAIBHBIM JaHHbBIM.

5.1 Aamunucrparop UCIIIn

Anvmunuctpatop MCII/IH, coTpyaHuK VYdpexaeHus, OTBETCTBEHHBI 3a HAaCTPOMKY,
BHepenue U conpoBoxaeHue MCIIIH, obGecreunBaeT (QyHKIMOHUPOBAHHE IOJCHCTEMBI
ynpasinenuss jgocrynom MCIIJIH ¥  yHOJHOMOYEH OCYIIECTBIATh IPEAOCTaBICHUE U
pasrpaHMyYeHHe JOCTyIa KOHeuHoro nosb3oBatens (Oneparopa APM) k anemMeHTaM, XpaHsaLm
[IEPCOHAJILHBIE TAHHBIE.

Anmunuctpatop MCII/IH ob6nanaeT ciaeyromuM ypoBHEM JOCTYIA U 3HAHUH:

- oOsazaer moyiHOW MH(OpPMAIUEH O CUCTEMHOM U MPHUKJIAJHOM MPOTPAMMHOM OOCCIICUCHHUH
NCIIdH;

- o0agaet nonHOW MH(popMalMel 0 TeXHUIECKUX cpeacTBax u koHpurypaumu UCII/H;
UMeEeT JIOCTYI KO BCEM TEXHUYECKUM cpeicTBaM 00paboTku nHpopmMaruu 1 nanaeiM UCIT/IH;

- o0Oyajgaer mpaBaMu KOH(DUIYpHUPOBaHHS ¥ aJIMUHUCTPATHMBHONH HACTPOMKH TEXHHUUYECKHUX
cpeacts UCII/H.

5.2 Apmunncrparop 6esonacnocrn UCI In

Anmunuctpatop 6e3omacHoctu MCII[AH, coTpynHuk VYupexaeHHs, OTBETCTBEHHBIH 3a
¢ynkunonuposanue C3I1/IH, Bkmrouas oOCIy)XHMBaHHE M HACTPONKY aIMHUHHCTPATHBHOM,
CEPBEPHOU U KIIMEHTCKOM KOMIIOHEHT.

Anmunuctparop 6e3omnacHoctu UCII/H obnamaer cieqyromuM ypoBHEM TOCTYIIA U 3HAHUI:

- obmagaer npaBamu Anmunuctpatopa UCITH;
- obmamaet nosHo# mHopMmarueit 06 UCI1/IH;

- UMEeT JOCTYI K CPEJICTBaM 3alllUThl HHPOPMAIMH U MTPOTOKOIUPOBAHUS U K YACTH KIFOYEBBIX
anemenToB UCIIH;
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- HC UMCCT IIpaB AOCTyIa K KOH(l)I/II‘ypI/IpOBaHI/IIO TCXHUYCCKUX CPCACTB CCTU 3a MCKIIFOUCHUCM
KOHTPOJIbHBIX (I/IHCHGKL[I/IOHHLIX).

Anmunuctpatop 6e3onacHocti MCIT/IH ynoiaHaomoueH:

- peal30BBIBATh MOJUTUKY Oe3omacHOCTH B yacTu HacTpoiku CK3U, MekceTeBbIX SKpaHOB U
CUCTEM OOHapy)KEHUS aTak, B COOTBETCTBUU C KOTOPBIMU MMOJIb30BaTelb (Onepatop APM) nomy-
gaeT BO3MOXKHOCTE paboTath ¢ anementamu CII/IH;

- OCYILICCTBJIATH ayAUT CPCACTB 3alIUThI;

- YCTaHaBJIMBATh JIOBEPUTEIBHBIE OTHOIICHUS CBOEH 3alllMIIEHHON ceTH ¢ ceTsamu Apyrux Opra-
HU3aLUM.
5.3 Oneparop APM

Omneparop APM, cotpyanuk YupexaeHus, ocymiecTBistonuii oopadorky [1J[n. O6padotka
[T/In BxiIrOYaeT: BO3MOKHOCTH mnpocmotpa II/In, pyunoir BBox I1/ln B cucremy WCII/IH,
dbopMupoBaHUEe CHpPaBOK U OT4eTOB Mo MH(popmanuu, noiaydenHod u3z MCII/Jn. Oneparop He
UMeEeT MOJTHOMOYUHN AJIs yIIpaBieHus rnojcucreMaMu oopadotku aanubix u C3I1/1H.

Omneparop UCII/Ix ob6namaeT crieayromuM YPOBHEM IOCTYTIA H 3HAHHIA:

- o0ylajaeT BCeMHU HEOOXOAMMBIMH aTpuOyTaMu (Harmpumep, naposemM), 00eCredrnBaonUMH J10C-
Ty K HEKOTOpoMy noamMHoxkecTBY 11][H;

- pacnoJsaract KOH(I)I/IILGHHI/IZUILHBIMI/I JaHHBIMH, K KOTOPBIM UMECT NJOCTYII.

5.4 Aamunucrparop cern

AJMUHUCTPATOp CETH, COTPYAHHUK YUpEXKIEHHUs, OTBETCTBEHHBIN 3a (DYHKIMOHHpPOBAHHUE
TenekoMMyHuKannoHHoi noacucremel MCII/IH. AnMuHHCTpAaTOp CETH HE UMEET MOJTHOMOYHN
JUIsL yIIpaBJIeHHs! TOJICUCTEMaMH 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

AJIMMHHCTpATOpP CETH 00Ja/1aeT CIEAYIOLUUM YPOBHEM JOCTYIA U 3HAHUIL:

- o0Onamaer 4yacThio MH(OPMAIMKU O CHCTEMHOM U IMPHKJIAJHOM MPOrPaMMHOM OO0ECIICUCHUH
NCIIdH;

- o0yazaeT 4acThio HHPOPMALMK O TEXHUUECKUX cpencTBax U kKoHpurypamuu UCI/IH;

uMeeT (PU3MYSCKUN OCTYN K TEXHHYECKMM CPEJICTBaAM 00pabOTKH MH(OPMALMU U CPEIACTBAM
3aLIUTHI;

- 3HACT, 110 MECHBIIICH MEPE, OJTHO JICTAJIBHOC UM JOCTYIIA.

5.5 Texumyeckuii creUAINCT M0 0GCTy;KHBAHUIO TIepHpepHitHOro 0GopyA0BAHNS

TexHUYeCKUH CHEeIUaIuCT MO OOCTYy)KHBAHUIO, COTPYIHUK YUPEKIECHUs, OCYIIECCTBIISCT
oOciy)xuBaHue U HacTpoiky mnepudepuitHoro obopynoBanus WCII[H. Texuuueckuit
CIIEIUATIUCT M0 OOCTy)XMBaHWIO He uMeeT aoctyna kK [I/lH, He WMeeT MOTHOMOUYWN st
yIpaBieHUs MOJCUCTEMaMU 00paObOTKU JaHHBIX M 0€30IaCHOCTH.
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TexHUYEeCKUH CHEeIUaIiCT MO OOCTY)KMBAHHUIO 00JaacT CISAYIONIMM YPOBHEM JOCTyHa M
3HAHWUU:

- 06J'IaﬂaeT YaCTbHO I/IH(i)OpMaL[I/II/I O CUCTEMHOM U HpI/IKJ'IaI[HOM HpOFpaMMHOM O6GCHC‘IGHI/II/I
WCTI/Tn;

- o0magaeT 4acThio MHPOPMAIMK O TEXHHUECKHUX cpeacTBax U kKoHdurypauun UCIIH;
3HAET, 110 MEHBIIEH Mepe, OJTHO JIeralbHOE UM JJOCTYTIA.

5.6 Mporpammucr-pazpadorunk UCIIn

IIporpaMMHCTHI-pa3padOTUMKX (TTOCTABIINKH) IMPUKIATHOTO TPOrPaMMHOT0 O0ecTieueHns, obecte-
YHBAIOIINE €r0 COMPOBOXJICHUE HA 3aluinaeMoM oObekte. K naHHOM rpymie MOTYyT OTHOCHTBCS Kak
COTPYAHMKHU YUpEXKACHUS, TaK U COTPYJHUKHA CTOPOHHUX OPraHU3ALMMA.

@U3NYECKOE JULO ITON KAaTETOPUH:
- obnamaet nH(OpManHei 00 anropuTMax u mporpammax oopadorku napopmarwu Ha MCIH;

- o0sagaeT BO3MOXHOCTSMH BHECEHHs OIIMOOK, HEAEKIApUPOBAHHBIX BO3MOXHOCTEH, HpO-
TPaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX TTporpamM B porpammuoe obecnedenue UCII/IH Ha cTagun
ee pa3paboTKH, BHEIPEHUS H COMTPOBOKICHHS;

- MOXET pacroJjiarathb Jito0biMu (pparmMenTamu MHGOpManuu o tornonorun MCII/IH u texauye-
CKHX cpencTBax o0paboTku u 3amuThl [1/1H, oOpadaTeiBaembix B MCII/IH.
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6 TpeGoBanus k nepcoHanay no odecnedeHnio 3amuthl [

Bce corpyanuku Yupexnaenus, sipiagrouiuecs: mnoib3oBarensmu WMCIIIH, T0mKHBI 4eTKo
3HaTh W CTPOTO BBINNOJHATh YCTAHOBJICHHBbIC TMpaBWia MU OOS3aHHOCTH IO JOCTYNYy K
3aIUIIAeMBIM O0BEKTaM M COOJIOICHUIO IPUHATOTO pexuma OezonacHoctu T1/]H.

[Ipu BcTymieHMM B JOJDKHOCTH HOBOTO COTPYAHHMKA HEMOCPEACTBEHHBIN HavYabHUK
nmojpa3/ieliecHus, B KOTOpPOE OH TIOCTyIaeT, O0s3aH OpraHM30BaTh €ro O3HAKOMJICHHE C
JOJDKHOCTHOW ~ MHCTPYKIMEH W HEOOXOAMMBIMU JIOKYMEHTAMH, PETIaMEHTUPYIOIIUMU
TpeboBanuss 1o 3ammre [IJIH, a Takke oOy4YeHHME HaBbIKaM BBIIIOJIHEHUS IIPOLEIYD,
HEOOXOIMMBIX JUISI CAHKITMOHUPOBAHHOTO Hcmob3oBanus UCIIJIH.

CoTpyIHHUK JTOJDKEH OBITh O3HAKOMIICH CO CBEACHHSAMH HacTosmiei [loMuTUKY, MPUHSTHIX
npoueayp padotsr ¢ anementamu UCIu u C3I11H.

CoTpyaHuKH YUpeXIeHUs, HCIOJB3YIONME TEXHUYECKUE CpPEJCTBA ayTeHTU(UKAIINHU,
JOJDKHBI  00ECTIeUMBATh COXPAHHOCTh HJICHTU(PUKATOPOB (DJICKTPOHHBIX KIIOYEH) HW HE
nomyckate HCJ[ k HuUM, a Tak k€ BO3MOXHOCTh UX YT€pU WM HCIOJIb30BaHUS TPETbUMU
munamu.  [lomb3oBareny  HECYT  MEPCOHATBHYIO  OTBETCTBEHHOCTH 33  COXPAHHOCTh
UICHTH()HUKATOPOB.

CoTpynHUKH YUpexaeHHUs JOKHBI CIEA0BAaTh YCTAHOBIECHHBIM MPOIEAypaM MOIepKaHUS
pexxuma OezonacHoctu [1/IH mpu BeIOOpe M MCMOIB30BAaHUM MApOsiel (€cau HE MCHOIB3YIOTCS
TEXHUUYECKUE CPEJCTBA AyTCHTH(PUKAIIUN).

CotpyaHukH YupexaeHUsl JOJKHBI OOECIeurBaTh HAAJISKAILIYI0 3allUTy 00OpyAOBaHUS,
OCTaBIIsIeMOro 0e3 MPUCMOTPa, OCOOCHHO B T€X CIydyasX, KOTJa B MOMEIIEHUE MMEIOT JIOCTYI
MOCTOpOHHUE Jinia. Bce monp3oBarenu JOMKHBI 3HATh TpeOoBaHus no 6e3omacHoctu [1JIH u
MPOLEAYpPHI 3aIUTH 000PYA0BaHNUs, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAKKE CBOU O0S3aHHOCTH
M0 00ECTIEYEHHUIO TAKOU 3aIUTHI.

CoTpynHHMKaM 3alpeniaeTcsl yCTaHAaBJIMBaTh IOCTOPOHHEE IPOrpaMMHOE oOOecledeHue,
HOJKJII0YATh JIMYHbIE MOOMIIbHBIE YCTPONUCTBA U HOCUTEIH MH(OpPMAIINH, a TaK e 3alUChIBaTh
Ha HUX 3alUIIAeMYI0 HHPOPMALIHUIO.

COpr,Z[HI/IKaM 3alpeIIaCTCA pas3riialmarb 3allUuIacMyro I/IHCI)OpMaI_II/IIO, KOTOpasa CTajla UM
H3BCCTHA IIpU pa60Te C I/IH(i)OpMaI_II/IOHHLIMI/I CHUCTCMaMH yqpemneHI/m, TPETbUM JIMLIAM.

ITpu pabdote c I1JIn B UCII[IH coTpynHuku YupexaeHusl 00si3aHbl 00eCeunuTh OTCYTCTBUE
BO3MOXKHOCTH npocMmoTpa [T/IH TpeTbumu munamu ¢ MOHUTOpoB APM nnu tepMuHanos.

[Tpu 3aBepiienuu padotsl ¢ UCII[IH coTpyaHuku o0s3aHbl 3aMTUTE APM min TepMuHaIbI
C TOMOIIBIO OJOKMPOBKM KIIOYOM HJIM 3KBUBAJIEHTHOIO CpEACTBA KOHTPOJS, HaIlpHUMeEp,
JIOCTYIIOM IO MApOJIt0, €CJIU HE UCTIONB3YIOTCS 00JIee CHIIBHBIE CPEACTBA 3alUTHI.

CoTpynHUKH YUpeKACHUs JOJKHBI ObITh MPOMH(OPMUPOBaHBI 00 Yrpo3ax HapylIeHUs
pexxuma Oe3omacHoctu [I/IH M OTBeTCTBEHHOCTH 3a ero HapymieHue. OHM JTOJKHBI OBITh
O3HAKOMJIEHBI C YTBEPXKACHHOW (QOpMarIbHON NpOLEeaypOl HAIOXKEHUS JAUCHUIUIMHAPHBIX
B3BICKAHUN Ha COTPYAHHUKOB, KOTOpble Hapyumiu [lonutuky nHbopMamoHHoN 6€3011acHOCTH U
nporenypsl 6ezonacHoctu [1][H.

CotpynHuku o00s3aHBI  0€3 MPOMEJICHHs COoo0marh 000 BCeX HAOMIOJAEMBIX WIIH
No03pUTeNbHBIX citydasx padotsl UCII/IH, Morymux moBieys 3a coboil yrpo3sl 0€30macHOCTH
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[1/Tn, a Takke O BBISBICHHBIX HWMH COOBITHSX, 3aTparuBarommx Oe3omacHocTh [1/]H,
PYKOBOJCTBY MOJIpa3/IeJICHUs U JIMIlY, OTBEUAIOIIEMY 332 HEMEIJICHHOE pearupoBaHre Ha YIPO3bl
6e3onacunoctu [1]1H.
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7 JoaxHocTHBIE 00s13aHHOCTH NoJb3oBaTeneid UCIIAn
JomxHoctHbIe 00s13aHHOCTH TTonb30Baresei MCII/H onrcanbl B CNEAYIOMNX JOKYMEHTAX:
- Unctpyxmus ammuauctpatopa UCIIH;
- UncTpykius anmuauctpaTtopa 6ezonacaocta UCI/IH;
- Unctpyxkuus nons3osarens MCITH.

OtBetrcTBeHHOCTH cOTpynHUKOB MCII[IH YupexaeHus.

B cootBerctBuu co ct. 24 denepanbHoro 3akoHa Poccuiickoit ®enepanuu ot 27 urons 2006
r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX)» JIMIAa, BAHOBHBIC B HAPYIIEHUH TPEOOBAaHUI TaHHOTO
@®enepalibHOIO  3aKOHA,  HECYT  TIPaXKIAHCKYI0,  YrOJOBHYI,  aJIMUHUCTPAaTUBHYIO,
JUCIUIUIMHAPHYIO U HMHYIO IMPEIyCMOTPEHHYIO 3aKoHOAaTensCcTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JeiictBytomee  3akoHojaTesnbcTBO P mo3BossieT  OpeabsABIAATH  TpEeOOBaHUSA IO
obecrnieyeHno Oe3zomacHOM paboThl ¢ 3amMuiaeMol uHQopManuedl M npeaycMaTpuUBaeT
OTBETCTBEHHOCTb 3a HAapyLIECHHE YCTAHOBJIEHHBIX IpaBuwi 3Kciulyatauuun OBM u cucrem,
HEeMpaBOMEPHBIM J1oCTyn K HMH(QOpPMALUM, €CIM 3TH JAEHCTBHS INPHUBEIU K YHHYTOXXEHHUIO,
0JIOKHPOBAHUIO, MOAM(PUKALIUN UHPOPMALIMH UK HapylleHuto padoTel OBM wiu ceteit (ctaTbu
272,273 u 274 YK PO).

Anmunuctparop UCIIAn un agmunuctpaTtop 6e3onacnocty UCII/IH HeCyT OTBETCTBEHHOCTD
3a BCcE JAEUCTBUS, COBEPILIEHHBbIE OT UMEHM HMX YUETHBIX 3allMCeH WJIM CHCTEMHBIX YYETHBIX
3arnuceil, eciu He JJoKa3aH (akT HECAHKIIMOHUPOBAHHOT'O MCIIOJIb30BaHMsl YUETHBIX 3aITUCEH.

[Ipu HapymeHusx coTpyAHuKamMu YupexaeHus — nonb3oBareneit HWCII/In mnpasuin,
CBsA3aHHBIX C Oe3omacHocThio II/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTaHOBIECHHYIO
JIEUCTBYIOLIUM 3aKOHOAATENLCTBOM Poccuiickoit denepanuu.

[IpuBeneHHble Bbllle TPeOOBaHUS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe HH(OpManuu
JIOJDKHBI OBITH OTpakeHbl B [0N0KEHUSAX O MOJpa3/esieHus X YUpexIeHHs], OCYIIEeCTBISIOMUX
o6pabotky I1/1n B UCII/IH 1 AOKHOCTHBIX HHCTPYKIUAX COTPYIHUKOB YupexaeHun.

HeobOxonumo BHectu B IlonokeHust o monpasfeneHusix YUpekIeHHs, OCYIIECTBISIOLINX
obpabotky I1/In B UCII/IH cBeneHuss 06 OTBETCTBEHHOCTH MX PYKOBOIMTEIEH U COTPYAHUKOB
3a pasrjalleHue W HECAaHKLIHOHUPOBAHHYIO MoJupUKalnuioo (MCKaxeHue, (aabCUPUKALUIO)
II/TH, a Takke 3a HENPaBOMEPHOE BMEIIATEILCTBO B IIPOLIECCHI UX aBTOMAaTU3MPOBAHHOU
00paboTKu.
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8 CnucoK HCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATUBHO-IIPABOBBIMH MW METOAUYCCKMMU JOKYMCHTaAMH, Ha KOTOPBIX
6a3preTc>1 HaCTOsICC ITonoxxeHue ABISFOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O mepcoHaNbHBIX NaHHBIX» (manee —
@3 «O mepcOHANBHBIX JAHHBIX»), YCTAHABIWBAIOIINNA OCHOBHBIC MPUHIUIIBI M YCIOBHS 00pa-
6otku [1/]H, npaBa, 0043aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX C 00-
pabotkoit I1J1H.

2 TlocranoBnenue [IpaBurenscTBa Poccuiickoit deneparuu ot 1Hos0ps 2012 . Ne 1119 «O6
YTBEPXKACHUH TPEOOBAHMIA K 3aIMTE MEPCOHAIBHBIX JIAHHBIX MPHU WX 00paboTke B nHMOpMAIIH-
OHHBIX CHCTEMaX MEePCOHANbHBIX TAHHBIX».

3 «llonmoxxenue 06 0COOEHHOCTIX 00PAOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIIEMON 0e3
MCIIOJIb30BaHUs CPEJICTB aBTOMAaTU3aLUNy, yTBepKaeHHoe [loctanoBnenuem [IpaButenscrea PO
o1 15.09.2008 r. Ne 687.

4 «TpebOoBaHUSI K MaTepUAIBHBIM HOCHUTEISIM OMOMETPUYECKUX MEPCOHANIBHBIX aHHBIX U
TEXHOJIOTHSM XPAHCHUS TaKWX JAHHBIX BHE MH()OPMAIIMOHHBIX CHCTEM NEPCOHAIBHBIX IaH-
HbIX», yTBepxAeHHbIe [locTanoBnenueM [lpaBurensctea PO ot 06.07.2008 1. Ne 512.

5 HopmaruBHO-MeToAMuecKre JOKYMEHThl DenepanbHOi CIIyKObl 110 TEXHUYECKOMY U IKC-
neptHoMy KoHTpono Poccuiickoit ®@enepanun (ganee - ®CTOK Poccun) mo obecrneueHuro
6e3omacuoctu [1/]x pu ux obpadortke B UCIT/IH:

6 Pexomenauu no obecnedeHnto 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe
B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAJIBHBIX MaHHBIX, YTB. 3aMm. nupekropa @CTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEpOIPUATHUS 10 OPraHU3ALUN U TEXHUYECKOMY 00€CIeUeHUI0 0€30MacHOCTH
MEPCOHAIBHBIX JaHHBIX, 00pabaThIBaeMbIX B MH(GOPMAIMOHHBIX CHCTEMax MEPCOHATBHBIX JaH-
HBIX, YTB. 3aM. nupektopa @CTIK Poccun 15.02.08 r. (ACII)

8 bazoBas mMonenb yrpo3 0€30MacHOCTH MEPCOHANbHBIX JAaHHBIX MpPU UX 00pabOTKe B WH-
(OpMaIMOHHBIX CUCTEMAaX NEPCOHAJIBHBIX AAaHHBIX, YTB. 3aM. nupektopa PCTIK Poccum
15.02.08 r.

9 MeToauka onpeseNieHus aKTYaJIbHBIX yIpo3 0€30MaCHOCTH MEePCOHATBHBIX TaHHBIX TPU MX
o0paboTke B WH(MOPMALMOHHBIX CHUCTEMaxX IEPCOHAJIbHBIX MaHHBIX, YTB. 3aM. IUPEKTOpa
OCTIK Poccum 15.02.08 r.
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Hpuiaoxenue 1

Ne [Tnan - nepevyeHb TEXHUYECKUX MeponpusaTHii mo odecnieuennn 6e3onacaoctu UCIT/ K3 K2 K1
| B noxcucreme ynpasieHHs JOCTYIIOM:
PeanuzoBaTh HAeHTH(UKALMIO U IPOBEPKY MOAIMHHOCTH CyOBEKTOB 10CTYyIA IIPU
1 BX0ji¢ B onepanmonnyto cuctemy MCII/IxH mo maponto ycIoBHO-TIOCTOSSHHOTO JIEHCT- + + +
BUS, JJINHOM HE MeHee 1EeCTH OyKBEHHO-LIM(PPOBBIX CUMBOJIOB;
PeanuzoBaTh neHTU(UKALMIO TEPMUHAIOB, TEXHUYECKUX cpeacTB o0paboTku I1/1H,
2 y3n0B UCIIJIH, KOMITbIOTEPOB, KaHAIOB CB3U, BHEIIHUX ycTpoiicTB MCIIIH mo nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 Peanu3oBaTh MIeHTU(UKALIUIO POTPAMM, TOMOB, KaTaloroB, (aiioB, 3aruce, 1mo- i + +
JIe# 3aImmceit 1o MMEeHaM;
4 PeannzoBaTh KOHTPOJIb 1OCTYIA CYOBEKTOB K 3aIIMILAEMBIM PECYPCaM B COOTBETCT- + +
BHUM C MAaTpULIEH JOCTYIA;
npu Hanmuuu noaxmoueHust UCII/IH k ceTsim o011ero nojib30BaHMs JOKHO MTPUMeE- He nmxe 5-ro He nwxe 4-ro He nmxe 3-ro
5 HATBHCS MEXKCETEBOE SKPAHUPOBAHNUE. YPOBHSI 3aIlH- YPOBHSI 3a1lH- YPOBHSI 3aIlH-
M ECHHOCTHU MCHHOCTHU MICHHOCTHU
Jlns obGecnieuenust 6e3onacHoro MexcereBoro B3aumoaencTsust B UCII /I ns pas- He nmxe 5-ro | He muxe 4-ro | He Huxe 3-ro
6 HBIX KJIACCOB HEOOXOMMO HCII0JIb30BaTh MO YPOBHS YpOBHS YpOBHS
3alUIIEHHOCTH | 3alUIIEHHOCTH | 3aIlUIIEHHOCTH

CpeacTBo 3alUThl OT IPOrpaMMHO MaTeMaTHdeckux Bozaeictauil (IIMB):
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PeanuzoBath uaeHTU(DUKALUIO U ayTEHTH(PHUKAIMIO CyOBEKTOB JI0CTYIIA IIPH BXOJE B
CPEJICTBO 3aIUTHI OT MPOTPAMMHO MaTeMaTudeckux Bosaercteuil (IIMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX ONEpaluii Mo YIpaBiIeHNIO (PYHKIMSAMU CPEACTBA 3alllH-
T 0T [IMB 1o naposnio (Miau ¢ UCroIb30BaHMEM MHOTO MEXaHH3Ma ayTeHTU(UKa-
LIMH1) YCIIOBHO-IIOCTOSIHHOTO JIEUCTBUS JUIMHOM HE MEHEE 1ECTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

Ocy1iecTBIATh KOHTPOJIb JIFOObIX AEHCTBUI CyOBEKTOB JOCTYIA 10 YIPABJICHUIO
bynkuusmMu cpenctsa 3amuThl oT [IIMB TonbKO Mocne npoBeeHNs ero yCenHon
ayTeHTU(UKAIIHH;

[TpenycMoTpeTh MexaHU3MBbl OJIIOKMPOBaHMS JOCTyIa K cpeAcTBaMm 3aiutel oT [IMB
IIPHU BBINOJHEHNN YCTAHABIMBAEMOI'O YMCJIA HEYAA4YHBbIX IIONBITOK BBOJIA ITAPOJIS;

HeoOxoaumo npoBoauTh uaeHTUUKaLKIO (HaiaoB, KaTajJoros, MPOrPaMMHBIX MO-
IyJneil, BHEITHUX YCTPOMCTB, UCIIOJIb3yeMbIX CpeacTB 3aimuThl oT [IMB;

B noacucreme perucTpanu U yuera:

OcymiecTBIATh PEruCcTpalnio BXoa (BbIXo1a) Cy0ObeKTa JOCTyIa B CUCTEMY (U3 CHC-
TEMBI), JINOO PETUCTPALIMIO 3aTPy3KU U MHULIMATIN3ALUU ONepallMOHHON CUCTEMBI U
€e IIPOrpaMMHOr0 OCTaHOBA. Perucrpamus BbIX0a U3 CUCTEMBI WIM OCTAaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro oTkiatouenust UCIIJH. B napamerpax peru-
CTpalMM yKa3bIBalOTCS J1aTa U BpeMs BXoJa (BbIX0Ja) CyObEKTa JOCTYIa B CUCTEMY
(M3 cuCTEeMBbI) WK 3arpy3KH (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3alUIaeMblX HocUTeNnel HH(POPMaIUN ¢ TOMOIIBIO HX JIF0OOH
MapKHUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KYpHAJ (YUETHYIO KapTOUKY);

Monntnka nHpopmaumoHHol 6esonacHoctu. CTpaHuua 26 13 34




[TpoBOIUTH pETUCTPAIMIO BX0/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
[IMB, peructpauuio 3arpy3kd 1 HHULHAINA3AIUU 3TOr0 CPEACTBA U €€ IPOrPaMMHO-
ro OCTaHoOBa. B mapameTrpax perucTpanu yKa3blBaeTCs BpeMs U JjaTa BXOAa/BbIX0/1a
cyOBeKTa I0CTyIa B CpelcTBO 3amuThl oT [IMB unu 3arpy3ku/octaHoBa 3Toro cpe-
CTBa, a TaK)Ke MAECHTU(UKATOP CYOBEKTa TOCTYIa, MHUIIMUPOBABIIETO JaHHBIC JCH-
CTBUS;

[IpoBoIUTH perucTpanuio cCoObITHI poBepkH 1 oOHapyxeHus [IMB. B nmapamerpax
pPErUCTpaLMY YKa3bIBAIOTCS BPEMsI U JjaTa IPOBEpKU Ui ooHapyxenus [IMB, unen-
TUUKATOP CyOBEKTa JOCTYIA, UHUIIMMPOBABLIETO JaHHbIE JEHCTBUS, XapaKTep Bbl-
MOJTHSEMBIX ACUCTBHH MO MPOBEPKE, THIT OOHAPYKEHHOW BPEIOHOCHOM MTPOrpaMMbI

(BII), pesynpTaT neicTBUi CpeacTBa 3alIUThI 110 OaokupoBanuio [IMB;

[IpoBOIUTH perucTpannio COOBITHI MO BHEAPEHHUIO B CpeACcTBO 3auuThl oT [IMB na-
KETOB OOHOBJICHUH. B mapameTpax perucrpanuu yKa3plBaroTCs BpeMs U AaTta 0OHOB-
JICHUS, HISHTHU(PUKATOP CYOBEKTa TOCTYIa, HHUIIMMPOBABIIIETO JAHHOE JICHCTBUE
BEpCHS U KOHTPOJIbHASI CyMMa TaKeTa OOHOBJICHUS;

[TpoBOaUTH perucTparuio cOObITHI 3aIyCKa/3aBepIlieHus padoThl MOAYJIEH CpeACTBa
3amuTel oT [IMB. B napamerpax perucrpanuy ykasblBatOTCs BpEMs U JjaTa 3aIyc-
Ka/3aBeplIeHus padoThl, UACHTUPHUKATOP MOIYJIS, UACHTU(UKATOP CyOBEKTa AOCTY-
1a, MTHULIMMPOBABILIETO JaHHOE JIEWCTBUE, Pe3y/bTaT 3allyCcKa/3aBepLIeHHs paOdoThI;

JIOJKHA MIPOBOAMTHCS PErUCTPaLlUs COOBITHI yIIpaBlieHUs! CyObEKTOM J0CTYIa
¢yHkusaMu cpeactsa 3amuTel oT [IMB. B nmapamerpax perucrpanuu ykazblBatoTCs
BpeMs U JlaTa COOBITUS YIpaBIeHUs KaKA0H QYHKIUEH, HASHTU(PHUKATOP U CIIeU-
¢ukanusa GyHKIUU, UIEHTUPUKATOP CyOBEKTa T0CTYIa, MHUIIMMPOBABIIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

+ + +
+ + +
+ + +
+ + +
+ + +
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[IpoBOIUTH pEerucTpannio COOBITHI MOMBITOK JOCTYIA IPOrPAMMHBIX CPEICTB K MO-
IyJsiM cpencTsa 3amuTthl oT [IMB wiu cnenmansHbeiM JoByHikaM. B mapamerpax pe-
TUCTPAIMU YKa3bIBAIOTCS BPEMs U JIaTa MOMBITKU JOCTYIIA, HIACHTU(DUKATOP MOTYIIS,
uaeHTudukaTop u crenudukanys Moayis cpenctsa 3amuTsl ot [IMB (cnenuansHoit
JIOBYIIKH), PE3yJIbTAT MOMBITKU OCTYIIA;

[TpoBoaMTH perucTpanmio coobITUI OTKaTa A cpeacTsa 3amuTsl oT IIMB. B napa-
MeTpax PEerucTpalyu yKa3blBalOTCs BpEMsl U AaTa COOBITHS OTKaTa, crielupUKarys
JeCcTBUI OTKaTa, MACHTU(PHUKATOP CyObEKTa JOCTyIa, MHUIIMUPOBABIIETO JAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

OObecneunTs 3alIUTY JaHHBIX PErMCTPALMH OT UX YHUUYTOXEHUS WM MOIU(PUKALIUN
HapyLIUTETIEM;

11

Peann3oBaTh MEXaHU3MBI COXpaHEHUS JaHHBIX PETUCTPALMU B CIIy4ae COKpALCHUS
OTBEJECHHBIX 10/l HUX PECYPCOB;

12

PeannzoBaTh MeXaHHU3MbI IPOCMOTPA U aHAIN3A JAHHBIX PErUCTPALUU U UX (QUIIBT-
panuu 1o 3aaHHOMY Habopy MapamMeTpoB;

13

[TpoBOAMTH aBTOMATHUECKUN HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUUHOM peanuzanun [IMB (co3znanue, penaktupoBaHue, 3alUCh, KOMITH-
JSMst 00BEKTOB, KOTOpPbIe MOTYT coaepkath BII).

14

Peanun3oBath MexaHI3M aBTOMAaTHYECKOTO aHAIHM3a JaHHBIX PETUCTPALIUU 1O 1abo-
HaM TUTIOBBIX nposiBieHuit [IMB ¢ aBToMaTnueckum ux OJIOKUPOBAHUEM U YBEIOM-
JIEHHUEM aJMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOIUTH HECKOJIBKO BUJIOB yueTa (AyOIMpYIOIINX) C pETUCTpalliel Bbl1aun
(mpuema) HocuTene HHPpOpMaLny;
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16

OcCyIIecTBISATh PETUCTPALHMIO BXOA (BBIX0/1a) CYOBEKTOB IOCTYIA B CHCTEMY (U3
CUCTEMBI), TMOO pEerucTpaIis 3arpy3Ki U MHUITHAIN3AIUH OTICPAITMOHHON CHCTEMBI.

17

Ocy1ecTBISITh PETUCTPALNIO BBIIA4YH MTeYaTHBIX (rpaduyecKux) JOKYMEHTOB Ha
«TBEpAYI0» KONHI0. B mapaMeTpax perucTpanuu yKa3bplBarOTCs (1aTa U Bpemsl Bbia-
4K (0OpalieHus K MojcucTeMe BbIBOA), Crielu(UKalMs YCTPOMCTBA BhIAAYN — JIOTHU-
YecKoe UMsl (HOMep) BHEIIIHET0 YCTPOUCTBA, KPAaTKOE CojiepKaHue (HaMMEHOBAaHHUE,
BUJI, KD, KOJI) ¥ YPOBEHb KOH(DHICHIIMATIBHOCTH JOKYMEHTA, UICHTU()UKATOD
CyOBeKTa I0CTYIa, 3aIIPOCUBIIETO IOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIUIO 3aITyCKa (3aBEPIIEHUS) IPOrPaMM U MPOIECCOB (3a7a-
HUM, 3a71a4), IpeJHa3HAYCHHbIX /11 00pabOTKH 3amuinaemMsix (aitnos. B mapamer-
pax perucTpanuy yKa3bIBalOTCs JaTa U BpeMs 3ammycka, uMs (MaeHTH(UKaTOp) Mpo-
rpamMMmsl (TIpouecca, 3a1aHus), UAeHTU(UKATOP CyOBbEeKTa JOCTYIa, 3alpOCHUBIIETO
nporpammy (IIpoLecc, 3alaHNe), pe3yJIbTaT 3aycka (yCHelHbIi, HeyCIeUIHbIA — He-
CaHKLMOHUPOBAHHBIN),

19

OcCy1ecTBISTh PETUCTPALIMIO MOMBITOK JOCTYIa MPOrPaMMHBIX CPEJICTB (Iporpamm,
IPOIIECCOB, 3ajiay, 3a/laHuil) K 3amuiaeMsiM (aiinaM. B mapamerpax perucrpanuu
YKa3bIBAIOTCS JaTa U BpeMsl MOIBITKHU I0CTYIA K 3aluiaeMomy ¢aiiny ¢ yKkazaHueM
ee pe3yibTara (ycleuHas, HeycrenHas — HeCAaHKIIMOHUPOBaHHAA ), UJCHTU(UKATOD
cyObeKkTa gocTyna, cnenndukanus 3amummuiaeMoro daina;

20

OcCy1IEeCTBISTh PETUCTPALMIO MOIBITOK JOCTYIA IPOTPAMMHBIX CPEACTB K CIEAYIO-
UM JOTIOJTHUTEIbHBIM 3aIUIIAEMbIM 00bEKTaM JIOCTyIa: TEPMUHAIAM, KOMIIBIOTE-
pam, y3nam cetu MCI1/IH, nuHuAM (KaHajgaMm) CBSI3U, BHELITHUM yCTPOIMCTBaM KOM-
NBIOTEPOB, IPOrpaMMaM, TOMaM, KaTajioraM, ¢aiiiam, 3anucsaM, Nojsm 3anuceil. B
napaMeTpax perucTpaluy yKa3bIBarOTCS 1aTa U BPeMs MOMNBITKH JOCTYIA K 3alllH-
1aeMoOMy OOBEKTY C YKa3aHHEM ee pe3yibTaTa (yclelHas, HeycrenHas — HeCaHK-
[IUOHUPOBAHHAA), UICHTU(UKATOP CYOBEKTa JOCTYIA, CIICHU(PUKALMS 3alIHIIAeMOT0
00BeKTa — TOTUYECKOe UMS (HOMED);
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21

[TpoBOIUTH yueT BCeX 3alUIaeMbIX HOCUTENEH HHPOPMAIIMU C TOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUETHBIX JIaHHBIX B )KypHaJl (YUETHYIO KapTOUKY);

22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBAaHNE) OCBOOOKTIaEMBIX 00IacTei
OTIEpATUBHOM MaMsATH KOMIIBIOTEPOB U BHEIIHUX Hakomurteneil. OYnCcTKa OCyIIecTB-
JSIETCsl OJTHOKPATHOM MPOU3BOJIBHOM 3aITUChI0 B OCBOOOXKIaeMYI0 00J1aCTh IaMSITH,
paHee KUCIOJIb30BAHHYIO JJIs XpaHEHUS 3allUINaeMbIX JaHHBIX ((ailioB, nHPpopMa-
LHH);

B noacucreme obecneueHus OCI0CTHOCTH:

ObecneunTh LETOCTHOCTD MPOrPaMMHBIX CpeACTB 3aiuThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTb IIPOrpaMMHOMN cpelibl. [Ipr 3TOM 11€I0CTHOCTD CPENICTB 3aALUTHI
HpOBEPSETCs MIPH 3arpy3Ke CUCTEMbI 110 HATMYHIO UMEH (MIeHTHU(PUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1enocTHOCTh MpOrpaMMHON Cpe/ibl 00ecrieunBaeTCs OTCYTCTBUEM B
NCIIH cpenctB pa3pabOTKU M OTJIAAKH [IPOrpamMM;

OcymectBsats pusudeckyro oxpany UCII/Iu (ycTpoicTB 1 HOcuTeneit nHpopma-
1IUK), IpelycMaTpuBaroias KoHTpoJib goctyna B nomemenuss MCI1/{x noctoponHux
JIMLL, HATMYKE HAJIC)KHBIX MPEISITCTBUN 111 HECAHKLIMOHUPOBAHHOIO ITPOHUKHOBE-
nus B nomenienus MCII/In u xpanunuiie Hocuteneid nHbopMaiuy;

[TpoBoauTh nepuonnveckoe rectupoanue pynkuuit C3I1AH npu u3MeHeHNH npo-
rpaMMHO# cpeabl U nnepconana MCII/IH ¢ momoluipio TeCT-nporpamMm, UMUTUPYIOILINX
noneiTku HCJI;

JIOJIKHBI OBITh B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromye
BEJICHHUE JIBYX KOMUI MPOTPaMMHBIX CPEJICTB 3aIUTHI HHPOPMALIUH, UX TTEpUOANYE-
CKO€ OOHOBIIEHHE M KOHTPOJIb pab0TOCIIOCOOHOCTH;

[TpoBOAMTH MPOBEPKY LIETOCTHOCTH MOAYJeH cpeacTBa 3amuThl oT [IMB, Heobxo-
JUMBIX ISl €10 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ UCIOJIb30Ba-
HUEM KOHTPOJIBHBIX CYMM,;
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ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS cpecTBa 3auThl oT [IMB, npexycmar-
pHUBaOIIas BEACHUE IBYX KOIUN MPOTPAMMHOTO CPEJICTB 3aIUTHI, €ro MepUoIuie-
CKO€ OOHOBJICHHE U KOHTPOJIb PaOOTOCIIOCOOHOCTH;

Peanu3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHUN CPEACTBA
3amuTsl OT [IMB ¢ ucnosb30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3zepBHOe konupoBanue [1J[H Ha oT4Yy)k1aeMble HOCUTENN HH(OPMALIUK;

B noacucreMe aHTUBUPYCHOM 3alIUTHI:

[IpoBOaMTH aBTOMATUYECKYIO MTPOBEpKY Ha Hannuue BII nnu nocneacteuii [IMB
npu ummnopre B UCII/IH Bcex mporpaMMHBIX MOJyJiel (MIPUKIAJAHBIX IPOrpaMM), KO-
TOpBIC MOTYT coiepxaTh BII, Mo ux THIIOBBIM I1a0JI0HAM U C TIOMOIIBIO BPUCTHYC-
CKOI'0 aHaJIn3a;

Peanu3oBaTh MeXaHU3MBI ABTOMATHYECKOI'O 6J'IOKI/IpOBaHI/I${ O6Hapy>KeHHLIX BII my-
TEM UX YHAJICHUA U3 IPOTPaMMHBIX MO,I[y.TIGﬁ HJIN YHUYTOKCHUA,

PerynspHo BeIMOAHATSH (IIpH iepBoM 3amycke cpeacts 3amuThl [11a ot IIMB u ¢ yc-
TaHaBJIMBAaeMON NEPUOAMYHOCTHIO) IPOBEPKA HA TpeAMET Haiauuus B Hux BII;

JlomxHa nHULIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus
BII npu BeisiBienun ¢akra [1IMB;

Peanu3oBarh MEXaHHU3M OTKaTa JJI YCTAaHABIMBAEMOI'O YUCIIA ONlepaluil yAaICHUs
BII u3 onepatnBHON WM TOCTOSIHHOW MTaMSITH, U3 POrPaMMHBIX MOJIYJIEN U MPH-
KJIAJJHBIX [TPOTrpaMM WJIM MPOrPaMMHBIX CPEJICTB, coaepxkanux BII.

JononaurensHo B UCII/IH nomkeH NpoBOAUTECS HENPEPBIBHBIN aBTOMAaTHUYECKHM
MOHHUTOPHHT HH(POPMAITMOHHOTO 0OMEHA C BHELITHEH CeThIO C LeNbio BbisiBieHUs BII.
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Vi

KonTpons orcyrcteus H/IB B 110 C3U

s mporpaMMHOT0o 00ecTieueH s, UCTIONBb3YEMOT0 P 3aIuTe HHOOPMAIIH B
NCTIdn (cpeacts 3amuthl nHGopmanuu — C3V, B TOM 4KCiie 1 BCTPOSHHBIX B 001IIe-
CHCTEMHOE U MPHUKIAJHOE porpammuoe obecniedenue — [10), nomken ObITh 0Oecrie-
YeH COOTBETCTBYIOUINI YPOBEHb KOHTPOJIsSl OTCYyTCTBUA B HeM H/IB (ne nexmnapupo-
BaHHBIX BO3MOXKHOCTEH).

VIl

O6napyxenue Bropxxeruit B UCII[In

OOGHapykeHue BTOPKCHHH TOHKHO 00€CTIeunBaThCs yTEM UCIIOIb30BAHUS B COCTa-
Be MCII/In nporpaMMHBIX WIIM IPOrpaMMHO-aINapaTHBIX CPEICTB (crucTeM) oOHa-
pyxenus srop>xkenuii (COB).

HeO6XOI[I/IMO 00513aTeNIbHOE UCIOJIL30BAHUE CHCTEMBI O6H3py>KCHI/IH CCTCBBIX aTak,
HCIOJIB3YIONINEC CUTHATYPHBIC METO/AbI aHAJIN3a

Heo6xonnMo 00s3aTenbHOE HCIOIB30BAHUE CHCTEMBI OOHAPYKEHHSI CETEBBIX aTaK,
HCIOJIb3YIOIINE CUTHATYPHBIE METOIbl aHAJIN3a U METO/IbI BBISIBJICHUS] aHOMAJIUH

Vil

3amura UCIT /1 ot [IDMUH

s 06paboTku nHGOpMauu HeodxoauMo ucnoiab3zoate CBT, ynoBnerBopstomye
TpeOoBaHuUsAM cTaHapToB Poccuiickoil @enepanuul Mo IeKTPOMarHuTHOW COBMeC-
TUMOCTH, 110 6€30MAaCHOCTH U H)PrOHOMUYECKHUM TpeOOBaHUSIM K CpeJCTBaM 0TOOpa-
YKEHUS] THPOPMAIIIH, [0 CAHUTAPHBIM HOpMaM, MPEAbIBISIEMbIM K BUI€OAUCTIICH-
HbIM TepMmuHaiaMm [I19BM (nanpumep, [OCT 29216 91, TOCT P 50948-2001, TOCT
P 50949-2001, T'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBust UCII/IH TpeboBanusam 6e3omacuoctu 1110

Monntnka nHbopmaumoHHom 6esonacHocTu. CtpaHuua 32 us 34




[TpoBectu 00s13aTeNbHYIO CepTU(HUKAILIUIO (aTTECTAINIO) 110 TpeOoBaHUSAM Oe30mac-
HOCTH MH(OpMaINH;

JlexiiapupoBaTh COOTBETCTBHE WIIA 0053aTEIIbHYIO CePTU(DUKALIUIO (aTTECTAIUIO) O
TpeOOBaHUAM O€301aCHOCTH MHGOPMAIIHMH (IO PEIICHUIO OIIepaTopa);

[pumeuanue: [Ins UCIIIn 4 knacca nepeueHb MeponpusaTuii o 3ammre [1/IH onpenensiercss B 3aBUCUMOCTH OT yiepOa KOTOPBIA MOXKET ObITh

HAaHECCH B CJICACTBHUH HCCAHKIMOHUPOBAHHOI'O MJIKM HEMPEAHAMECPEHHOI'O AOCTYIIA K HI[H

CornacoBaHo:.

Bocnourarenn

[TerpoBa Onbra I'epmanoBHa

Crapuuii BociuTaTeNb

[IpoxomnbeBa Okcana BanepbeBHa

3aBeyromui

MaraeBa OnbpBupa JIeoHn10BHA

Monntrnka nHpopmaumoHHol 6esonacHoctu. CtpaHuua 33 13 34



JIner o3nakomiienus ¢ IoanTukoit ”THPOPMANMOHHOI 0€30I1ACHOCTH

Ne OHUO JomxHocTh Hara Hoxnmucn
n/n
1 | IlerpoBa Onwra I'epmanoBHa Bocnurarens
2 | IIpokonbeBa Okcana BanepbeBHa Crapuuii BocnuTaTeinb
3 | Maraesa DnbBupa JleonngoBHa 3aBenyroumit

MNonntnKa nHpopmaumoHHol 6esonacHocTn. CtpaHuua 34 13 34




