[Tpunoxxenue Ne 2 x npukaszy

Ne 72-VY ot 25.08.2023 r.

MMOJIUTUKA TH®OPMAIIMOHHOM BE3OITACHOCTH
NHPOPMALHNOHHBIX CUCTEM INEPCOHAJIBHBIX TAHHBIX

MAJIOY «IETCKHI CAJl (3BE3JOUYKA» I'. KO3JIOBKA
YYBAIICKOM PECITYBJUKH

r. KoznoBka
2023r.



COJAEP)KAHUE

(010153 (331 (53 16 C TP UPP PP 4
2310 (=) 2 0 (I 10
O 1038007 (S 1 (0 X 07 (x50 6 CUURTTRR TR 11
AL 1333 - o u 01 (537 (o 1) %0 TR 12
3 Cucrtema 3a1UThl TEPCOHATBHBIX JTAHHBIX ....tveeiutrressreeessreeassreesssteeasssesassseesasseesasseessssessssseesssnsssnsees 13
4 Tpe6oBauus K TOACUCTEMAM C3ITJIH . ..ciiiiiiiiiiiiiiie it 15
4.1 TloncucTeMsl ynpaBiIeHUs JOCTYIIOM, PETUCTPALIMH U YUETA ..vvvvvevinrrisieesiisiesiessiesnssseesnens 15
4.2 Iloncucrema 00ecreyeHUs LETOCTHOCTH U JOCTYITHOCTH ...cuvvverereasreessreasneesnnessneessessnnessnessnnes 16
4.3 [ToacucTeMa AaHTUBUPYCHOM BAIIIHATDI ......vveiuveiestreessteeessteeessseeessseeesssesssssessssseessssesssssessnsseessnes 16
4.4 TloncuctemMa MEKCETEBOTO AKPAHUPOBAHMS ......vvvreerereasreessreasreessneaneessesaneessnesneessesassessnnesnes 16
4.5 TloacucTeMa aHATM3a 3AIUIIEHHOCTH «..o.vviveerissresiiesiesseesteessesssesieesressss e s snessnesbessre s s sneesne e 17
4.6 TloncuctemMa OOHAPYIKEHUS BTOPHKECHII . ....uveevreeieesireaieesieeasiessneasseesseeasseesseesneessseaseesnnesnnes 17
4.7 TloacuctemMa KPUTITOTPAPUICCKOM BATITHITBI «....vvesveeereasreesseeasseessreasessseessesssnssnsessssessesssesses 17
5 TTOAB30BATEIH MICTILIH ....eeiiiiie ittt ettt e et e s e e enneas 18
5.1 AnMUHHCTPATOP MCIIIH ...ovviiiiiiiii s 18
5.2 AIMUHUCTPATOP OCBOTTACHOCTH ... veereresreessreanreessreesseessneessesssneesseessneessesanneesnesssneessesanneennessnnes 18
5.3 0MEPATOP APM ..o s 19
5.4 AZIMIHHUCTPATOP CETH ..veiuviiiurieiiiiitiesiissstasssssabessbasssbessass b sbs s s b e sab e sb s ssa e sb e s s e e sb e s s n e e see s 19
5.5 TexHUYECKUH CIEHUAIUCT 10 00CTYKUBAHUIO EPUPEPUAHOTO O0OPYOBAHUS ..., 19
5.6 IIporpammucT-pazpabOTUUK MCTIIIH. ......cccciviiiiiiiiiii i 20
6 TpeboBaHus K IepCcOHATY MO 00ecTIeueHU IO 3AMUTBI [TIJIH ..oovviiviiic 21
7 HoimkHOCTHBIE 00513aHHOCTH MOTB30BATEICH MICTIJIH ..ovvvvvivee e 23
8 OTBETCTBEHHOCTD COTPYIHIKOB ... ..veeuereasreesreasneessseasseessseassesssneassesssseasessnneessesssneassesannessnessnneessnnns 23
9 CHHUCOK UCTIOMB30BAHHBIX MCTOUHHMKOB ... c.uvivvitiesriateeteassesssesseessesssesseenesseesssanesseesbeaneseeesressnesns 24

MNonntuKa nHpopmaunoHHol 6esonacHocTn. CTpaHuua 2 13 36



[Tpunosxxenue 1

MonntuKa nHpopmaunoHHol 6esonacHoctn. CtpaHuua 3 13 36



Onpenenenus

B HACTOAIEM OJOKYMECHTEC UCIIOJIB3YIOTCA CIICAYIOIIUEC TCPMUHBI U UX OIMPCACIICHUS.

ABTOMATHU3HUPOBAHHASL CHCTEMA — CHUCTEMa, COCTOAIIAs M3 IEpCOHANa M KOMILIEKCA
CPEICTB aBTOMATHU3AIMU €0 JIEATEIbHOCTH, pealn3yronas HHPOPMAIIMOHHYIO TEXHOJIOTHIO BbI-
MOJIHEHUS] YCTAHOBJIEHHBIX (QYHKIUH.

AyTeHTI/[(l)I/IKaIII/ISI OTHPABHUTEIA JAHHBIX — IIOATBEPKACHHUEC TOI'0, UYTO OTIPABUTEIID I1OTY-
YCHHBIX JAaHHBIX COOTBETCTBYCT 3as4BJICHHOMY.

be3onacHOCTh NEPCOHAIBHBIX JAHHBIX — COCTOSHHUE 3aIIUIIEHHOCTH IIEPCOHAIBHBIX J1aH-
HBIX, XapaKTEepPU3yeMOe CIIOCOOHOCTBIO IOJIb30BaTENEH, TEXHUUYECKUX CPEICTB U UH(POPMAIOH-
HBIX TEXHOJIOTMU 00eCreunTh KOH(HIECHIUATBHOCTD, LEJIOCTHOCTh U JIOCTYIHOCTb HEePCOHAIb-
HBIX JaHHBIX IPU UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMaX NEPCOHATBHBIX JAHHBIX.

Buomerpuyeckue mnepcoHajibHbIe JaHHbIE — CBEJICHUS, KOTOPbIE XapaKTepU3YIOT (pusmo-
JIOTUYECKHE OCOOCHHOCTH Y€JIOBEKAa U Ha OCHOBE KOTOPBIX MOXHO YCTAaHOBHUTH €r0 JIMYHOCTb U
KOTOPBIE UCHOJB3YIOTCS ATMUHUCTpALUEH N7 YCTAaHOBIICHUS JTHYHOCTH CyOBEKTa MEepCOHAb-
HBIX JaHHBIX, MOTYT 00pa0aThIBaThCS TOJIBKO MPU HAIWYUHM COTJIACHS B MHUCBMEHHOW (opme
CcyOBbeKTa MepcoHaIbHBIX JAaHHBIX (BKIIOYas (otorpaduu, OTHEYaTKHU MalblieB, 00pa3 ceTyaTKu
ria3a, 0COOCHHOCTH CTPOCHUS TeJla U APYIYIO MOI00HYI0 HH(POPMAIIHIO).

BiokupoBaHue MepCcOHAJBHBIX JAHHBIX — BPEMECHHOE IPEKpaileHue oO0paboTKH Tepco-
HAJIBbHBIX JAHHBIX (32 UCKJIIOYEHHEM CIllydaeB, eciu 00paboTka HeoOXoauma Ajsi YTOYHEHHS
MEPCOHAIBHBIX JaHHBIX).

Bupyc (koMnbHOTepHBI, IPOrPAMMHBIN) — UCIIOIHAEMbIN IPOIPaMMHBIN KOJ WM UHTEP-
peTHpyeMblii Ha0Op MHCTPYKIUHA, 001aJafoIuii CBOMCTBAMU HECAaHKIIMOHUPOBAHHOTO PacIpo-
CTpaHeHHs U camoBocInpousBeneHusi. Co3aaHHble NyOIUKaThl KOMIIBIOTEPHOTO BUpYyca HE BCEraa
COBIIAJAIOT C OPUTHMHAIIOM, HO COXPAHSIOT CHOCOOHOCTh K JAIbHEHIIEMY PaclpOCTPaHEHUIO U
CaMOBOCIPOHU3BECHHIO.

Bpenonocnas nporpaMmma — nporpaMma, npeJHa3sHa4eHHas Ui OCYLIECTBIECHUS HECAHKIIU-
OHHMPOBAHHOTO JOCTYIa U (WJIK) BO3AECUCTBUS HA NMEPCOHAIBHBIE JaHHBIE WM pecypchl HHPOP-
MallOHHOW CHCTEMBI IEPCOHAIBHBIX JTAHHBIX.

BcenmomorareibHbIe TEXHHYECKHE CpeacrBa U CUCTEMbI — TCXHUYCCKHUE CPEACTBA U CUCTE-
Mbl, HC MPECAHA3HAYCHHBIC JJId IICPCaaqu, O6pa6OTKI/I N XpaHCHUA NCPCOHAIIBHBIX JAHHBIX, YCTa-
HAaBJIMBACMBIC COBMCCTHO C TCXHUYCCKHUMU CPEACTBAMU U CUCTEMaMH, IPCAHAZHAYCHHBIMUA JJIA
06pa6OTKI/I NEPCOHAJIbHBIX JAHHBIX WJIM B IOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI I/IH(l)OpMa[II/IOHHI)Ie
CUCTEMBI IICPCOHATIbHBIX TaHHBIX.

Joctyn B onepanyoHHyI0 cpeay KoMmnbioTepa (MH(GOPMAIMOHHON cHCTeMbl NEPCOHATBHBIX
AAHHBIX) — MOTy4EeHHE BO3MOXKHOCTH 3aITyCKa Ha BBINOJIHEHHE IITaTHBIX KOMaH1, (DYHKIIMI, poLeyp
OTEPALMOHHON CUCTEMBI (YHUUTOXKEHMSI, KOITMPOBAHUS, TIEPEMEIIEHHS U T.II.), UCHIOJHIEMBIX (aiiioB
MPUKJIATHBIX [IPOrPAMM.

Joctyn k ungopManmm — BO3MOXKHOCTb TOTy4eHus] HH(POPMAIUH U €€ UCTIOJIb30BAHMUS.

3aki1a104HO€e YCTPOWCTBO — DIIEMEHT CPEZCTBAa CheMa MH(OpMAIUK, CKPHITHO BHEAPSEMBIN (3a-
KJIa/IbIBAaMbIi WM BHOCHIMBIN) B MECTa BO3MOXKHOTO CheMa MH(OpMAITHH (B TOM YHCIIE B OTPaKICHHE,
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KOHCTPYKIIMFO, 000pYIOBaHHUE, IIPEIMEThI HHTEPhEPa, TPAHCIIOPTHBIE CPEIICTBA, & TAKKE B TEXHUUYECKUC
CpeICTBAa M CUCTEMBI 00pabOTKH HH(POPMAIIHH ).

Zanmmaemast nHdopManus — MHPOPMAIS, SBISIOIIAACS TPESAMETOM COOCTBEHHOCTH M TIOZjIe-
JKalrast 3aIiTe B COOTBETCTBUH C TPEOOBAHMSIMH TPABOBBIX JOKYMEHTOB MM TPEOOBAHHUSMY, YCTAHAB-
JIMBAEMbIMH COOCTBEHHUKOM HH(OPMAITHH.

Nnentudpuramms— nprucBoeHre CyObeKTaM U 00bEKTaM JIOCTYIIa WeHTH(UKATOpa U (M) CpaBHE-
HHE MPETBSIBIIIEMOr0 UICHTU(UKATOPA C TIGPEYHEM TPUCBOCHHBIX HIICHTH()HUKATOPOB.

HNudopMaTUBHBII CUTHAT — JICKTPHYESCKHE CUTHATBI, aKyCTUYECKUE, IEKTPOMATHUTHBIC U JIPY-
rue (QUBIYECKUE OIS, 110 TIapaMeTpaM KOTOPhIX MOYKET ObITh PacKpbITa KOH(UICHIMATbHAS HH(pOpMAIs
(mepcoHaNTbHBIC TaHHBIE) 0OpadaTbiBacMasi B TH(MOPMAIIMOHHOM CUCTEME TIEPCOHATBHBIX JaHHBIX.

Nudopmanuonnas cucremMa nepcoHaidbHbIX AaHHbIX (MCIIAH) —COBOKYIHOCTb coAaep-
KaIMxcsl B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U 00ECIEeYHBAIONINX UX 00paboTKy MHPOP-
MAITMOHHBIX TEXHOJIOTHI U TEXHHYECKUX CPEJICTB.

HNudopmanmonHbie TEXHOJOTHH — TIPOLECChl, METOIbI TOWCKa, cOopa, XpaHeHWs, oOpaOoTKH,
NPEIOCTABIICHHS, PACIIPOCTPAHEHHsT UH(POPMAIMK M CIIOCOOBI OCYIIECTBIICHUSI TAKHX IPOIIECCOB U
METO/JIOB.

Hcnosb30BaHne nepcoHANbHBIX JaAHHBIX — JIEWCTBUS (ONepalnuy) ¢ NepCOHANbHBIMU JaH-
HBIMH, COBEpLIAEMBbIE OIEPATOPOM B LEJSAX NPUHATHS PEUICHUN WJIA COBEPLICHHS HWHBIX JIEH-
CTBH, MOPOXKIAIOIUX FOPUAMYECKUE IOCIEICTBUS B OTHOLICHMH CYOBEKTa MEPCOHAIBHBIX
JAHHBIX WJIM JPYTHX JIMI MO0 MHBIM 00pa3oM 3aTparvBaroOIIUX IpaBa U CBOOOIBI CyOBEKTa
IIEPCOHAIIBHBIX JTAHHBIX WX JPYIUX JIULL.

Hcrounuk yrposbl 0e3onacHOCTH MH(pOpMANUU — CyObEKT J0CTYyIa, MaTepUaIbHbI OObEKT WU
(U3HYECKOE SIBIICHHUE, SBIIFOLIMECS IPMYNHON BO3HUKHOBEHUS YIpO3bl 0€3011aCHOCTH MH(POpPMALUH.

KonTtposmpyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHS, 3aHKE, YaCTh 3/1aHHs, TIOMEIICHHUE), B KOTO-
POM HCKITFOYEHO HEKOHTPOIMPYEMOE MPeObIBaHUE TIOCTOPOHHUX JIMII, & TAKKE TPAHCTIOPTHBIX, TEXHUYE-
CKHX Y MHBIX MaTepHATBbHBIX CPE/ICTB.

KOH(l)I/II[eHHI/Ia.]IbHOCT b NMEPCOHAIBHBIX TAHHDBIX — o0s3aTeIbHOS JJIA CO6JIIOL[CHI/I$I OrepaTopoM
WY WHBIM IMOJTYYMBIIMM OOCTYII K NEPCOHAIIBHBIM JaHHBIM JIMIIOM Tpe60BaHI/Ie HE JIOITYCKaTh HUX pac-
MPOCTPAHCHHEC 0e3 cormacust CY6’[>CI(T8. MNEPCOHAIIBHBIX NAHHBIX MWW HAJIMYUA MHOI'O 3aKOHHOI'0 OCHOBA-
HUA.

Me:xceTeBoil IKpaH — JIOKATLHOE (OJHOKOMITOHEHTHOE) WM (PYHKIIMOHATIBHO-PACTPEICTICHHOS
MporpaMMHOE (IIPOrpaMMHO-AITIAPATHOE) CPEACTBO (KOMILIEKC), peali3yIoliee KOHTPOIb 3a HH(pOpMa-
IIMEH, TOCTYTAIOIIEH B MH(POPMAITOHHYIO CUCTEMY TEPCOHATBHBIX JTAHHBIX U (MJTH) BBIXOJIAIICH U3 UH-
(OpMaIMOHHOM CUCTEMBI.

Hapyumrenn 6e30acHOCTH NePCOHAIBHBIX JAHHBIX — (DH3MYEcKoe JIMIIO, CIy4aifHO WM MpEIHa-
MEPEHHO COBEPLIALOILEE IEHCTBYS, CIIEACTBIEM KOTOPBIX SIBIISIETCS HApyILIEHE 6€3011aCHOCTU EPCOHAIb-
HBIX JIAHHBIX TIPY X 00pabOTKe TEXHUYECKUMH CPEACTBAMU B MH(OPMAIMOHHBIX CUCTEMAX MEPCOHANb-
HBIX JaHHBbIX.

HeaBromaTu3upoBaHHasi 00pad0TKa MepPCOHATBHBIX JAAHHBIX — 00paboTKa TepCOHaNb-
HBIX JIaHHBIX, COJAEpKaIlUXCcsi B MH(GOPMALMOHHON CHCTEME MEepCOHANbHBIX JAHHBIX JHOO0 U3-
BJICYCHHBIX M3 TAKOM CHUCTEMBI, CYUUTAETCS OCYIIECTBICHHON 0€3 UCIONb30BaHUs CPEJCTB aBTO-
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MaTH3aluu (HeaBTOMaTU3WPOBAHHOMN), €CIM TaKue ACUCTBUS C MEPCOHATBHBIMU JAHHBIMHU, KaK
UCIIOJIb30BAaHUE, YTOUHEHUE, PACIIPOCTPAHEHUE, YHUUTOXEHNE NMEPCOHATIBHBIX JTaHHBIX B OTHO-
HIEHUH KaXKIOro U3 CyOBEKTOB IMEPCOHATBHBIX JIaHHBIX, OCYIIECTBIISIIOTCS MPU HEMOCPEICTBEH-
HOM Yy4YaCTHH YeJIOBeKa.

HenexiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAIILHBIE BO3MOYKHOCTH CPE/ICTB BBIUMCIUTEIb-
HOW TEXHHUKU, HE OIMCAHHBIE W HE COOTBETCTBYIOIIME OIMCAHHBIM B JIOKYMEHTALIUH, [IPU UCTIOJIb30Ba-
HHMU KOTOPBIX BO3MOYKHO HapylleHHe KOH(DUICHIMAILHOCTH, JOCTYITHOCTU MIIM LEJIOCTHOCTH 00pabda-
ThIBAEMOM HH(pOpMAIUH.

HecaHKIMOHMPOBAHHBII 10CTYN (HECAHKIMOHMPOBAHHbIE JIeICTBHS) — TOCTYI K MH(pOpMAIIN
WM JISUCTBHA ¢ MH(OpMAalMel, HapyIIaoIHe MpaBia pasrpaHuueHus JOCTYMa C UCTIOIb30BaHUEM
HITaTHBIX CPEJICTB, IPEIOCTABIISIEMbIX HHPOPMAIIHOHHBIMH CUCTEMaMH IEPCOHATIBHBIX TaHHBIX.

Hocurtesb unpopManuu — GuU3NYecKoe JIMIO WM MaTepuaibHbI OOBEKT, B TOM YUCIe (U3HIe-
CKOE I0J1€, B KOTOPOM MH(OpMAIMs HAXOJUT CBOE OTPaXKEHUE B BHJIE CHMBOJIOB, 0Opa30B, CUIHAJIOB,
TEXHUYECKHX PELICHHI U IPOLIECCOB, KOIMUECTBEHHBIX XAPAKTEPUCTUK (PU3MUECKUX BEJINYMH.

O0e31nunBaHue NMEPCOHATBHBIX JAHHBIX — JACHCTBHS, B PE3YyJIbTaTe KOTOPHIX CTAHOBUTCSA
HEBO3MOKHO 0€3 HCII0JIb30BAHUS IONOJHUTEIBHON HH(OPMALIUK ONIPEIEIUTh IPUHAIEKHOCTD
NEPCOHAIbHBIX JJAHHBIX KOHKPETHOMY CYOBEKTY IEPCOHAIbHBIX JTaHHBIX.

O0paboTKka NepcoHAIBHBIX JAHHBIX — JII000€ JeiicTBUe (Onepalus) Wik COBOKYIMHOCTh JIeH-
CTBHH (OmEpaluii), COBEpPIIAEMBIX C HCIOJIb30BAaHUEM CPEICTB aBTOMATH3ALMU WK Oe3 MCIOJIB30Ba-
HHS TaKUX CPEICTB C MEPCOHATBHBIMU JTAHHBIMH, BKIFOUYasi cOOp, 3aKCh, CUCTEMATHU3ALINIO, HAKOILIe-
HHUE, XpaHCHHE, yTOYHEeHHE (OOHOBJICHHE, U3MCHEHHE), U3BJICUCHHE, MCIIOIB30BaHue, repenady (pac-
MpOCTpaHEeHHe, PeOCTaBIeHNe, JOCTYII), 00e3TMYNBaHNe, OIOKUPOBaHKE, YIAICHUE, YHUUTOKEHHE
MEPCOHAITBHBIX IaHHBIX.

OO0men0ocTynHbIe MEPCOHAJNbHBIE JaHHbIE — TICPCOHATBHBIC JAaHHBIC, JHOCTYI HEOTPAHH-
YEHHOT'O Kpyra JIUI] K KOTOPHIM MTPEOCTABIICH C COTIachs CyOhEeKTa MEPCOHATBHBIX JAHHBIX WU
Ha KOTOPBIC B COOTBETCTBUU C ()eIepATbHBIMU 3aKOHAMH HE PACIPOCTPAHIETCS TPeOOBAHHE CO-
OyroieHUsT KOH (DU IEHIIMATLHOCTH.

Oneparop (mepCOHANBHBIX JAHHBIX) — TOCYJapCTBEHHBIM OpraH, MYHULMIAIBHBIA OpraH,
IOPHINYECKOE WIH (DH3MUIECKOE JIUI0, CAMOCTOSITEIIHHO M COBMECTHO C JAPYTMMH OPTaHH3YIOIIee U
(nM) ocyIecTBIstoIee 00paboTKy MEePCOHANBHBIX JTAHHBIX, a TAKKe ONPEACIIOIIME e 00paboTKH
MIEPCOHATBHBIX JTAHHBIX, COCTAB MIEPCOHAIBHBIX JAHHBIX, MOUISKAIIUX 00paboTKe, NeicTBUs (omepa-
IMH ), COBEPIIIAEMBIE C TIEPCOHATTEHBIMH TAHHBIMH.

Texnuueckue cpeacTsa HHPOPMAIUOHHON CHCTEMBI MEPCOHALHBIX TAHHBIX — CPE/ICTBA BbI-
YHUCTUTENFHOM TEXHHUKH, WH()OPMAIIOHHO-BBIYMCITUTENIHHBIE KOMIUIEKCH M CETH, CPEACTBA U CUCTEMBI
niepenaun, priema 1 00padotku /1 (cpencTBa u cucTeMbl 3BYKO3aIMCH, 3ByKOYCHIICHHS], 3BYKOBOCIIPO-
W3BEJICHUS, TIEPETOBOPHBIE U TEIICBU3HOHHBIE YCTPOKCTBA, CPENICTBA M3TOTOBJIECHHS, THPAKUPOBAHUS JI0-
KYMEHTOB M JIPyTH€ TEXHHUYECKUE CpPENICTBA 0OpabOTKU PEeueBOM, rpaduieckoii, BUIeo- U OYKBEHHO-
1rhpoBoii HH(OPMALINH), TPOrPaMMHBIE CPECTBA (OTMEPAlMOHHBIE CHCTEMBI, CHCTEMBI YIIpaBIeHHs Oa-
3aMU JJAHHBIX | T.I1.), CPEICTBA 3aIIThI MH(OPMAIHH, IPUMEHSIEMbIE B TH(POPMAIIMOHHBIX CUCTEMAX.

IlepexBar (MHopManUN) — HETPABOMEPHOE MOJTyUYeHHE WH(OPMAIIUU C MCIOJIb30BAaHUEM
TEXHUUYECKOTO CPEJICTBA, OCYIIECTBIISIONIET0 OOHApPYKEHUE, MPpUeM U 00paboTKy MHPOPMATUB-
HBIX CUTHAJIOB.
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IlepconanbHbIe JaHHBIE — JTF00ast MHPOPMAIHSI, OTHOCAIIASCS K MPSIMO MM KOCBEHHO OIpe-
JIETICHHOMY HUIH OTIpeiesieMoMy (hU3UYECKOMY JIMITY (CYOBEKTY IMepCOHAIBHBIX TaHHBIX ).

IMoGouHbIe JIEKTPOMATHUTHBIE H3JY4YeHHS] H HABOJAKH — JJICKTPOMArHUTHBIC M3ITyYCHUS
TEXHUYECKUX CPEICTB 00paOOTKH 3aluiaeMoi nH(popMaIiy, BOZHUKAIOIINE KaK M0O0YHOE SB-
JICHUE ¥ BBI3BAaHHBIC 3JICKTPHUYECKUMH CHTHAJIAMH, JACHCTBYIOIMMH B UX DJICKTPUYECKUX U Mar-
HUTHBIX IETMSIX, a TAKXKE JCKTPOMArHUTHBIE HABOJKU 3TUX CUTHAJIOB HAa TOKOIPOBOISIIHE JH-
HUH, KOHCTPYKIIMY ¥ LENH MUTaHUS.

IMoauTHKA «YMCTOTO CTOJIA» — KOMILUICKC OPTaHU3aIMOHHBIX MEPONPUSATHH, KOHTPOJIUPY-
IOIUX OTCYTCTBUE 3aMMCHIBAaHUS Ha OyMa)KHbIC HOCUTENH KJIFOUEH U aTpuOyTOB J0CTyMa (Tapo-
JIeil) 1 XpaHeHUs UX BOJM3H 0OBEKTOB JJOCTYIIA.

IHonb30BaTe b HHPOPMALMOHHOM CHCTEMbI NMEPCOHATIBHBIX JAHHBIX — JIUI0, YYaCTBYIO-
mee B (QYHKIMOHUPOBAHUH MH()OPMAIIHOHHON CHCTEMbI IEPCOHAIBHBIX JAaHHBIX MM UCIOJb3Y-
IOIIee PE3yNbTaThl ¢ (HYHKIIMOHUPOBAHMUS.

IIpaBusia pa3rpaHMyeHusi A0CTYNA — COBOKYITHOCTb MPABWI, PETIaMEHTUPYIOIIMUX IpaBa
JIOCTyTa CyOBEKTOB OCTYIA K 00BEKTaM JIOCTYTIA.

IIporpammHuasi 3akJiajiKka — KOJi MPOTrpPaMMBbl, IIPEJHAMEPEHHO BHECEHHBIH B MPOrpaMMy C
LEJIbI0 OCYIIECTBUTH YTEUKY, H3MEHUTh, OJJOKUPOBATh, YHUUYTOKUTH WH(DOPMAIUIO WU YHUUTO-
XKUTh U MOAU(PUIIMPOBATH MIPOrPAMMHOE oOecrieuyeHue HHPOPMAIIMOHHONW CUCTEMBI TIEPCOHAIb-
HBIX JAHHBIX U (UJ1) OJIOKUPOBATH allllapaTHbBIE CPEACTBA.

HporpaMMﬂoe (l'[pOI‘paMMHO-MaTeMaTI/I‘leCKoe) BO3/elicTBHE — HCCAaHKIIMOHUPOBAHHOC
BOSI[@IZCTBPIC Ha peCypChl aBTOMaTI/ISI/IpOBaHHOﬁ I/IH(i)OpMaI_[I/IOHHOI‘/‘I CHUCTEMBI, OCYHICCTBIISIEMOC C
HCII0JIb30BaHUEM BPCIOHOCHBIX ITPOI'paMM.

PaCKprTI/Ie MNEPCOHAJBHBIX TAHHBIX — YMBIIIJICHHOC WJIU CHy‘I&ﬁHOG HapyLICHUC KOHCI)I/I—
JACHIHAJIbHOCTH IICPCOHAJIbHBIX NAHHBIX.

PacnpocTpaHeHne NepCOHAJBHBIX JAAHHBIX — JCHCTBHs, HAIIPaBICHHBIE HA PACKPBITHE
IIEPCOHAIIBHBIX TaHHBIX HEOIIPEACIICHHOMY KPYTY JIUIL

Pecypc HH(l)OpMaHHOHHOﬁ CHCTEeMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOI'O, IMPUKIIAAHOTO
HJIN alrapaTHoro obecneueHust (I)YHKL[I/IOHI/IpOBaHI/IH HH(bOpMaHHOHHOﬁ CHUCTCMBI.

CrnenmnanbHble KATETOPUM NMEPCOHAIBHBIX JAHHBIX — IEPCOHAJIbHBIE JIaHHBIE, Kacarollye-
Csl pacoOBOM, HAIIMOHAIBHOW MPUHAJIEKHOCTH, TOJIUTUYECKUX B3TJISI0B, PEIMTHO3HBIX WIH (QU-
J0COPCKUX YOEKIEHHUH, COCTOSHUS 370POBbsi U MHTUMHON >KU3HH CyOBEKTa MEepCOHAIBHBIX
JTAHHBIX.

Cpe}ICTBa BbIYMCIUTEIbHOM TEXHUKH — COBOKYITHOCTb ITPOIrpaMMHBIX 1 TEXHUYCCKUX 3JICMCHTOB
CUCTEM O6pa6OTKI/I JaHHBbIX, CIOCOOHBIX Q)YHKHI/IOHI/IPOBaTb CaAMOCTOATCIIBHO UJIM B COCTABC APYIrux
CHUCTEM.

Cy0bekT nocryna (cy0obeKT) — JIMI0 WM TPOIIECC, JEHCTBHIS KOTOPOTO PErIaMeHTHPYIOTCS Tpa-
BHUJIaMU pa3rpaHUYCHHUA JOCTYyIIA.

TexHuyeckuii KaHaT yTedkd WH(OPMALMH — COBOKYITHOCTb HOCHTENS MH(pOPMALK (CPECTBa
00paboTKH), (hr3MUEeCcKOr Cpelbl PACIPOCTPaHEHHsT WH(POPMATUBHOTO CHTHAIA U CPEICTB, KOTOPHIMH
JOObIBaeTCs 3alpiaemMas HHpopMarus.

MonntuKa nHpopmaunoHHol 6esonacHoctn. CtpaHmua 7 13 36



TpancrpanuyHas nepeaaya MmepcoOHAJbHBIX JAHHBIX — Iepeavya MepCOHAIbHBIX JaHHBIX
onepaTopoM uepe3 ['ocynapcTBeHHyro rpanuny Poccuiickoit denepanuu oprany BJIaCTH HHO-
CTPAaHHOT'O TOCY/IapPCTBa, GPU3UIESCKOMY MU IOPUIMYECKOMY JIMIy HHOCTPAHHOTO TOCYAapCTBA.

Yrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM M (PaKTOpPOB, CO31at0-
IIMX OMAaCHOCTh HECAHKIIMOHMPOBAHHOT'O, B TOM YHMCJIE CITy4alHOr O, IOCTYIa K IIEPCOHATLHBIM TAHHBIM,
PE3yJIbTaTOM KOTOPOTO MOXKET CTaTh YHHUTOKEHHE, U3MEHEHHE, OJIOKMPOBAHHE, KOITMPOBAHKE, PACpo-
CTpaHEHHE TIEPCOHATBHBIX JAHHBIX, 4 TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBHIA MPU X 00paboTKe
B MH(POPMALIMOHHOM CHCTEME MEPCOHATLHBIX TAHHBIX.

YHnuToxXeHHne NMEPCOHAJIBLHBIX JAHHBIX — I[eﬁCTBHSI, B PE3YJILTATC KOTOPBIX HECBO3MOKHO BOCCTa-
HOBUTH COACPIKAHNEC ICPCOHAIIBHBIX JaHHBIX B PIH(bOpM&HHOHHOﬁ CUCTEME IIEPCOHAJIbHBIX TAHHBIX WU B
PEIYIBTATE KOTOPBIX YHUYTOXKAOTCA MAaTEPHUAJIBHBIC HOCUTEIN IICPCOHAIIBHBIX JaHHBIX.

Yreuka (GamuiaemMoit) UHGOpPMALMH M0 TEXHUYECKHUM KAHAJIAM — HEKOHTPOJIMPYEMOE pacIipo-
CTpaHeHue MH(OPMAIMK OT HOCHUTEIS 3allUIIaeMoi nHdopMaly yepe3 (pU3NUECKyIo Cpey A0 TeXHU-
YeCKOTO CPE/ICTBA, OCYLIECTBIIIOIETO MepexBaT HHPOPMAIIHIH.

YA3BUMOCTB — CITa00CTh B CPEICTBAX 3AIIUTHI, KOTOPYIO MOKHO UCTIONIB30BATh ISl HAPYIIEHUS CH-
CTEMBI WK CofiepKaItieiics B Hell nH(opMarym.

HenocTHocTh MHGOPMAIIUH — CIOCOOHOCTB CPEZCTBA BBIYUCIUTENHHON TEXHUKH WITM aBTOMATH3U-
POBaHHOM CHUCTEMBI 0OECIIEYMBATh HEM3MEHHOCTh MH(OPMAIIUH B YCIIOBHSX CITy4aifHOTO W/WIU TIpeiHa-
MEPEHHOT'0 HCKaKEHUS (pa3pyIeHus ).
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OBO3HAYEHUA U COKPAILIEHU A

ABC — QaHTUBHMPYCHBIE CPEICTBA

APM —aBTOMATH3HUPOBAHHOE pabouee MeCTo

BTCC — BCIIOMOTaTEJIbHbIE TEXHUYECKUE CPEICTBA U CUCTEMBI
NCIIx — nH(OpPMAIMOHHAS CHCTEMa ITEPCOHATTHHBIX TAHHBIX
K3 — KOHTpOJIUpYyeMast 30Ha

JIBC — JIOKaJIbHAsI BBIYUCIIUTENbHAS CETh

MD — MEKCETEBOM dKpaH

HCJ, — HECAHKLIMOHUPOBAHHBIN JOCTYII

OC — OIEpaIMOHHAs CHCTEMA

I1/1x — [IEPCOHAJILHBIE JTAHHBIC

IIMB — POrpaMMHO-MaTEMaTHYECKOE BO3/ICHCTBUE

1o — IIporpaMMHOE 00eCIICUCHHE

[IOMHH — OOOYHBIE AEKTPOMArHUTHBIE U3ITyYEHUs U HABOJKU
CA3 — CHCTEMa aHaJINM3a 3allUIIEHHOCTH

C31 — Cpe/CTBa 3aIIUThl UHPOPMALUH

C3I1 — cucreMa (MOJCUCTeMa) 3alUThl IEPCOHABHBIX JaHHBIX
COB — cuctemMa 0OHapy>KEeHUs! BTOPKEHUI

TKYU — TEXHUYECKHE KaHATbl yTeUKU HH(POPMAIIIH

YBII/IH — yrpo3bl 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIX
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BBEJIEHUE

Hacrostmasllonutuka wuHOpManmonHoii Oe3omacHocTr  (manee Ilomutmka) MAJIOY
«erckuit can «3Bé3m0uka» r. Koznoska Uysarmickoi PecniyOnuku(nanee — YupexaeHue) sBiis-
eTcsi o(hUIIUaTBHBIM JOKYMEHTOM.

[TonuTuka pazpaboTaHa B COOTBETCTBUHU ¢ TpeOoBaHUsIMU DeiepalibHOTO 3aKOHA OT 27 HUI0JIs
2006 1. Ne 152-03 «O nepcoHadbHBIX JaHHBIX» U NocTaHoBJIeHUs [IpaBurenscTBa Poccuiickoi
Oenepanun oT 1HOAOps 2012 1. Ne 1119 «OO6 yTBepkaeHUH TPeOOBAHHM K 3aIUTE IMEPCOHATH-
HBIX JaHHBIX NMPH UX 00paboTKe B MH(POPMALMOHHBIX CUCTEMax IMEPCOHAJBHBIX JAAHHBIX», HA
OCHOBAHUMU:

- «PexoMeHmaruii mo obecnedeHno 0€30MMacHOCTH MEPCOHANBHBIX JaHHBIX MPH MX 00paboTKe B
WH(POPMAITMOHHBIX CUCTEMAaX MEPCOHANBHBIX TAHHBIX», YTBEPKICHHBIX 3aMECTUTENIEM JTUPEKTO-
pa @CTOK Poccun ot 15.02.2008 T.,

- «TunoBbIX TpeOOBaHMIA [0 OpPraHU3aLUHU 1 00ecreueHHI0 PYHKIIMOHUPOBAHUS IUPPOBATIHLHBIX
(kpunTorpaMUecKnux) CpeNCTB, MPeAHA3HAYSHHBIX IS 3alUTHl HHPOPMAINH, HE coAepIKaieit
CBEJICHUI, COCTABIIONINX TOCYJapCTBEHHYIO TaliHy B Cllydae U3 UCIIOJIb30BaHMs Ul o0ecreue-
HUsl 0€30MaCHOCTH TMEePCOHANBHBIX JaHHBIX MPU HX 00pa0doTKe B MH(POPMAIMOHHBIX CHCTEMAax
MEPCOHANBHBIX TAHHBIX», YTBEPkKACHHbIX pykoBoAcTBoM & Llentpa @Cb Poccuu 21.02.2008 r.
Ne 149/6/6-662.

B Tlonutuke ompenenensl Tpeboanust k nepcoHany WCIIJIH, cTerneHb OTBETCTBEHHOCTU
MepCcoHalia, CTPYKTypa U HEOOXOIUMBIN YPOBEHb 3aIIUIIEHHOCTH, CTaTyC U JIOKHOCTHBIE 005-
3aHHOCTHU COTPYJHUKOB, OTBETCTBEHHBIX 3a o0OecreueHrne 0€30MacHOCTH MEPCOHANBHBIX TaHHBIX
B UCIIInYupexneHusl.
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1 O01me MoJI0KEHU A

Lenbro HacTosmen [Tonutuku sBasercs odecrneueHrne 0€301acHOCTH 00BEKTOB 3aIUThI

quemneHH;{ OT BCCX BUAOB YI'p0O3, BHCIHIHHUX WU BHYTPCHHHX, YMBINUICHHBIX WU HCIIPECAHAMC-

PEHHBIX, MUHUMH3alUsl yiiepbda OT BO3MOXKHON peanuszauuu yrpo3 OezomacHoctu [1/[H
(YBILOn).

be3onacHOCTh MepCOHANBHBIX JTAHHBIX JOCTHTAETCA MYTEM HCKIIOYEHHUS HECAHKIUOHUPO-
BaHHOTO, B TOM YHCJIE€ CIy4alfHOT0, JOCTYIA K MEePCOHATbHBIM JJAHHBIM, PE3YyJIbTaTOM KOTOPOTO
MOJKET CTaTh YHHUYTOXXKCHUE, U3MEHEHHUE, OJIOKMPOBAHKE, KOMTUPOBAHUE, PACTIPOCTPAHEHUE TIeP-
COHAJIbHBIX JTAHHBIX, & TAKKE UHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUM.

Wudopmanins u cBs3aHHBbIE C HEH pecypchbl TOJDKHBI ObITh AOCTYIHBI JJIs aBTOPHU30BAHHBIX
noJjbp30Barenei. JJoMKHO OCYIIeCTBISATHCS CBOCBPEMEHHOE OOHApYXKEHHE M pearupoBaHHE Ha
YBI1/n.

,Z[OJI)KHO OCYHWICCTBIIATHCA NMPCAOTBPALICHUC MMPECAHAMCPCHHBIX W CJIy‘-I&ﬁHbIX, YaCTUYHBbIX
HJIN TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/I(l)I/IKaHI/Iﬁ HJIM YHUUYTOXCHUS IICPCOHATIBHBIX JaHHBIX.

CocTaB 00BEKTOB 3alIUTHI IpecTaBieH B [lepeyHe mepcoHaIbHBIX JAHHBIX, YKa3aHHOMY B
[Tonoxxennn 06 06pabOTKE MEPCOHATBHBIX TaHHBIX.

Cocra MCII/IH, mouieskaniux 3ammure, MpeICTaBiIeH B AKTe 00CIeI0BaHUs TEKYIIETo CO-
CTOSIHUS TEXHUYECKOU 3alIMTHI ICPCOHAJIBHBIX JaHHBIX.
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2 O6aacTh aAelcTBUA

TpeboBanus Hactosel [TonuTUKN pacIpoOCTPaHAIOTCS HAa BCEX COTPYIHUKOB YUpPEKIECHUS
(IITAaTHBIX, BPEMEHHBIX, pa00OTAIOIIMX 110 KOHTPAKTY U T.II.), a TAK)XKE BCEX MPOYMX JHI (OI-
PAOYUKH, ayTUTOPHI U T.I1.).
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3 Cucrema 3alIMTHI EPCOHAJIBbHBIX JAHHBIX

Cucrema 3amurhl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTcs Ha OCHOBaHUU:!

- AxTa 00ci1en0BaHus TEKYLIETO COCTOSHUS TEXHUUECKOHN 3allUThI IEPCOHANBHBIX TaHHBIX;
- [lepeuns nepcoHaIbHBIX JAHHBIX, TOUICKAIINX 3AIIUTE;

- AxTOB KIaccupuKanuu HHOOPMAIIMOHHBIX CUCTEM NEPCOHATBHBIX JaHHBIX;

- YacTHBIX MofieNiell akTyalnbHbIX yrpo3 U BeposiTHoro Hapymutens UCIdH;

- [TonokeHus 0 pasrpaHUYEHUN IIPAB TOCTYIA K MIEPCOHAIBHBIM JaHHBIM;

- PykoBomsmux nokymentoB @CTOK u ®Cbh Poccun.

Hns  obecrieuenus 3amutel  MCIIJIH HeoOXomuMo coOMOEHHE OpPraHU3alMOHHO-
TEXHUYECKUX Mep.AJMUHUCTpanmerodecreynBaeTcs 0€30MacHOCTh MEPCOHATBHBIX JAHHBIX B
COOTBETCTBUM C HEOOXOAMMBIM YPOBHEM 3alLUIIEHHOCTH, KOTOpask onrcaHa B TeXHUYECKOM 3a-
JaHuM Ha co3zaHue cucteMbl 3auuThl Juist UCIT[AH. B Yupexnenuu onpezeneHsl akTyaabHbIE
yrpo3bl 6e3onacHocTH [1/1H, KoTOpbIe onucaHbl B YacTHONW MOJENN aKTyallbHBIX YTPO3 U BEepo-
arHoro Hapywmutess UCIT/IH.

[Tox akTyanbHBIMH Yrpo3aMu O€30MAaCHOCTH MEPCOHAIBHBIX JTAHHBIX MOHUMAETCS COBOKYII-
HOCTb YCJIOBUI M (haKTOpPOB, CO3/AIOUIMX AKTYaJbHYIO ONACHOCTb HECAHKIMOHUPOBAHHOTO, B
TOM YHCJIe CIY4ailHOTO, JOCTYIA K MEePCOHAIBHBIM JaHHBIM MPH WX 00paboTke B MH(pOpMAaIu-
OHHOM cucTeMe, pe3yJbTaTOM KOTOPOro MOT'YT CTaTh YHUUYTOXKEHUE, U3MEHEHHE, OJIOKUPOBAaHHUE,
KOIIMPOBaHUE, IIPEIOCTABIIEHUE, PACIIPOCTPAHEHNUE NEPCOHAIBHBIX JaHHBIX, @ TAKXKE MHBbIE He-
IIPaBOMEPHBIE JEHCTBHS.

Yrpo3sl 1-T0 THNA aKTyalbHBI AJ1s1 HHPOPMAITMOHHOW CHCTEMBI, €CIIM JUI HEE B TOM YHCIIE
aKTyaJbHbl YI'pO3bl, CBS3aHHBIE C HAJIWYMEM HEIOKYMEHTHUPOBAHHBIX (HEAEKJIapUPOBAaHHBIX)
BO3MOXXHOCTEH B CHCTEMHOM IIPOrpPaMMHOM 00€CII€YeHHH, UCTI0Ib3YEMOM B MH(OPMALIMOHHON
CUCTEME.

YTrpo3bl 2-T0 THUIMA aKTyalbHbI 175 HHPOPMAIIMOHHON CHCTEMBI, €CIIH ISl HE€ B TOM YHUCIIe
aKTyaJbHBl yTPO3bl, CBA3AHHBIC C HATMYUEM HEIOKYMEHTUPOBAHHBIX (HEIECKIApUPOBAHHBIX)
BO3MOXXHOCTEH B MPHUKJIAJHOM MPOTPAMMHOM OOECIEUEHUH, HCIOIb3yeMOM B MHGOpPMAIMOH-
HOI cucTeMe.

Yrpo3bl 3-r0 TUNA aKTyalbHbl ISl UHPOPMAILIMOHHOW CUCTEMBI, €CIM Ul HEe aKTyalbHbI
yrpo3bl, HE CBA3aHHBIE C HAJTMYUEM HEJIOKYMEHTHPOBAHHBIX (HEACKIAPUPOBAHHBIX) BO3MOMXKHO-
CTEeHl B CHCTEMHOM U MPHUKJIAJHOM MPOrpaMMHOM OOECIEUYEeHUH, UCIOIb3yEMOM B MH(OpMaIIU-
OHHOM cHucTeMe.

Ha ocHoBaHuM 53THUX JOKYMEHTOB ONpeaeniseTcs HeOoOXOIMMBIHYPOBEHb 3alllUIIIEHHOCTH
[MakaxnoiUCIIInYupexxnenus.Ha ocHoBaHMM aHanM3a akTyaJbHBIX YIpo3 0€30MacHOCTH
I1/In, onrcanHoro B YacTHOM MOJENHN aKTyalIbHBIX yrpo3 U BepoaTHoro HapymmTens UCITIH u
OTueta 0 pe3ynbTaTax NMPOBEJACHUS BHYTPEHHEH MpOBEpKe, JeaeTcs 3aK/II0UYeHre 0 He0OX0Iu-
MOCTH HCHOJIb30BAHUATEXHUUYECKUX CPEICTB M OPraHU3ALMOHHBIX MEPONIPUATHI JUIs o0Oecreye-
Hus 6e3omacHoctu [1/[H. BeiOpanHbie HEOOX0UMBIE MEPOTIPUATHSI OTpaxkatotcs B [lmane mepo-
MPUATUHI 1O 3aLIUTE MEPCOHANBHBIX JAHHBIX.
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Jost kaxnoit UCIT{s nomxeH ObITh COCTaBJICH CITUCOK MUCIOJIB3YEMBIX TEXHUYECKUX CPEICTB
3alUTHI, @ TaK K€ MPOrpaMMHOI0 oOecredyeHus, ydactBytomiero B oopadorke I1/[H, Ha Bcex
anementax UCIIx:

- APM nons3oBarenei;
- CepBepa MPUIOKEHHUIA;
- CYB/J;

- I'panuna JIBC;

- Kananos nepemaun B ceTu 00IIEro mois30BaHUs M (WIHM) MEXIyHAPOIHOTO OOMEHa, €ClIi T
HuM nepenarorcs 11J1H.

B 3aBucumoctn ot ypoBHs 3amuiieHHoctd VICII[AH u axtyansHbix yrpo3, C3I1[dH Moxer
BKJII0YATh CJIEAYIOIINE TEXHUUECKUE CPEICTBA:

- aHTUBUPYCHBIE CPEACTBA JJIs PaOOYUX CTaHIIMI MOJIL30BATEIICH U CEPBEPOB;
- CpPEJICTBA MEIKCETEBOTO SKPAHUPOBAHUS;

- CpelcTBa KpUINTOrpadmuecKor 3auThl HH(GOPMAIUH, TIPH Tiepeaade 3aIuiaeMoi ul- - gpop-
Malliy 110 KaHajlaM CBSI3H.

Tak >ke B CIHUCOK JOJIKHBI OBITH BKIIOUEHBI (DYHKIIMH 3aIUThI, 00€CTIeUNBAEMbI€ IITATHHIMU
cpeactBamu o6padotku [1JIn onepanumonnsiMu cuctemamu (OC), npuxnagaeiM [10 u cnenu-
ATBHBIMU KOMILUIEKCAMH, PEATU3YIOIMIMMH CPeCTBa 3amUThl. CIIUCOK (YHKIMHA 3aIUTBI MOXKET
BKJIFOYATh:

yIpaBJIeHHE U pa3srpaHUYEeHUE JOCTYIa M10JIb30BaTENEH;
PETHUCTPALIMIO U YUET JefcTBUl ¢ HH(popManreH;

- o0ecreYnBaTh HEJIOCTHOCTh JaHHBIX;

- IPOM3BOJUTH OOHAPYKEHUIT BTOPIKEHUIA.

CHHCOK HCIONIb3YEMBIX TEXHUUECKHUX CPEJCTB OTpaxaercs B [InaHe MeponpusaTHil 1o 3aiiu-
T€ MEePCOHAIBHBIX JAaHHBIX. CIUCOK HUCMOIB3YEMBIX CPEICTB JIOJDKEH IMOJIEPKUBATHCS B AKTY-
aJIbHOM COCTOSHMM. IIpy M3MEHEHMHM CcOCTaBa TEXHUYECKUX CPEACTB 3aLUTHI WM DJIEMEHTOB
UCIIH, cOOTBETCTBYIOIINE U3MEHEHUS TOJKHBI OBbITh BHECEHBI B CITUCOK M yTBEPKIEHBI 3aBe-
TYIOIITUM Y UpEKICHUSUIIN JTUIIOM, OTBETCTBEHHBIM 3a o0ecreueHue 3amuthl [1J[H.
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4 TpeooBanus k noacucremamC3I1/In

C3I11u BKTFOYAET B ceOs CIACAYIOIHNE MOACUCTEMBI:

- yOopaBJICHUA JOCTYIIOM, PETUCTPAlUN 1 YUCTaA,

- obecrieueHus LEJIOCTHOCTU U JOCTYITHOCTH,

- aHTHBHPYCHOfI 3allHThI;

- MCIKCCTCBOI'O 3KPAHUPOBAHUS,

- aHaJIN3a 3alIUIINCHHOCTH,

- OOHapyXEeHUS BTOPKCHUH;

- KpUNTOrpaMueCKON 3aIIUTHI.

[Moncucremsr C3I1/IH mmeroT paznuunblii (yHKIMOHaN B 3aBUcHMocTH oT kiacca MCII/H,
oIpesielIeHHOro B AKTe Kiaccu(ukauuu HH(OPMALMOHHBIX CHCTEM HEPCOHAIbHBIX JIAHHBIX.
Cnucok coorBerctBust pynkiuii nmoacucreM C3IIIH kiaccy 3amMiEeHHOCTH MPEICTaBIEH B
[Tpunoxxenuu Ne 1.

4.1 MoncucremMbl ynpap/enus 10CTYIIOM, PerHCTPALMHA H yUeTa

[Toacuctema ynpaBiaeHHUs TOCTYIIOM, PETUCTPAIIMHN U y4YeTa MpeJHa3HaueHa ISl pean3alun
CIenyIOIUX (YHKITHI:

- WIGHTU(UKALIMY U TIPOBEPKA MOUIMHHOCTH CyObeKTOB AocTyna npu Bxoxae B MCIIIH;

- UACHTU(UKAIUKA TCPMUHAJIOB, y3JIOB CETH, KAHAJIOB CBS3HM, BHEIIHUX YCTPOMCTB IO JIOTHYE-
CKHUM UMEHaM;

- uAeHTU(UKALIMK TTPOrPaMM, TOMOB, KaTaJIOroB, (DaiijIoB, 3alUCeH, MOJIcH 3amuceli 10 UMEHaM;

- peructpanuy Bxojia (BbIX0Ja) CyObEKTOB AOCTYIIA B CUCTEMY (M3 CUCTEMBI), THOO perucTparus
3arpy3KH U MHAIMATN3AIHUU OTIEPAIIMOHHON CUCTEMBI U €€ OCTaHOBA.

- perucTpanuy MOIBITOK JOCTYIa MPOrPaMMHBIX CPEACTB (IIPOrpaMM, MPOLIECCOB, 3a/1ad, 3aja-
HUIT) K 3aI0uInaeMbeIM daiinam;

- perucTpaIuy MOMBITOK JOCTYIa MPOrPaMMHBIX CPEACTB K TEPMHUHAJIaM, KaHajdaM CBSI3H, - TIPO-
rpaMMam, TOMaMm, Karajoram, (hainam, 3aIUCsM, TTOJISIM 3aITUCEH.

[Toncucrema ympaBieHHsS HOCTYIIOM MOXET OBITh peaqu30BaHa C MOMOIIBIO IITATHBIX
cpenct oOpadotku [1/]n (onepanmonnsix cuctem, npuwioxenuit u CYBJI). Tak sxe MoxxeT ObITh
BHEJIPEHO CHELUATbHOE TEXHUYECKOE CPEICTBO WIIM UX KOMILJIEKC, OCYIIECTBISIOIINE TOMOIHU-
TEIbHBIE MEPHI MO ayTeHTH(UKAIMK U KOHTPOIt0. Hanmpumep, mpuMeHEHNE €TMHBIX XPaHWIIHIIL
YUETHBIX 3alKCel MOIbh30BaTeNeH U PerucTpallMoOHHONW MH(OpPMAIINH, UCIIOIb30BaHUE OMOMET-
PUYECKUX U TEXHUUYECKHX (C MTOMOIIIBIO 3JIEKTPOHHBIX MPOMYCKOB) MEp ayTeHTU(DUKAIIUU U JPY-
THUX.
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42 IMoacucrema odecneyeHus HEJTOCTHOCTH H AOCTYIIHOCTH

[Moncucrema obecrieueHus EIOCTHOCTH U JIOCTYITHOCTH IpeJHa3HaueHa IJisi oOecreueHus
1enocTHOCTH U JoctynHocTH [1JIH, mporpamMmMusbix u anmapatHbix cpenactBUCIInYupexnenus,
a TaK K€ CPEJICTB 3alIUThI, IPU CIyYalHON WJIM HAMEPEHHOU MOAU(HUKAIIUH.

IMoncucrema peanu3syeTcs ¢ MOMOIIbIO OPraHU3aAlMU PE3EPBHOTO KOMUPOBaHUS 00pabaThIBa-
€MBIX JIaHHBIX, a TaK K€ pe3epBUPOBaHUEM KIItoueBbIX 1eMeHToB MCIT/IH.

4.3 MoxcucremMa aHTHBHPYCHOI 3AIIHTHI

[loncucrema aHTUBUPYCHOM 3alUTHI MpeIHa3HaueHa s 00ecreueHus] aHTUBUPYCHOM 3a-
muThl cepBepoB 1 APM nonw3oBareneit UCIIInY upexnenus.

CpencTBa aHTUBUPYCHOM 3aIIUTHI MIPETHA3HAUCHBI IS PEATU3AUU CICTYOIINX (yHKITHI:
- PE3UJICHTHBIN AaHTUBUPYCHBIM MOHUTOPUHT;
- aHTUBUPYCHOE CKaHNPOBAHHE;
- CKpUNT-0JIOKHPOBAHUE;

- UEHTPaTU30BaHHYIO/yANCHHYIOYyCTAaHOBKY/IEUHCTAUISIIAIO ~ aHTUBUPYCHOTO  MPOAYKTA,
HACTPOHKY, aIMUHUCTPUPOBAHUE, IPOCMOTP OTYETOB M CTATHCTHUECKON HH(OpManuu 1o padbote
MIPOAYKTA;

- aBTOMAaTH3UPOBAHHOE OOHOBJICHHE aHTHUBUPYCHBIX 0a3;

- OrpaHMYEHHE MPaB MOJIH30BATENS HA OCTAHOBKY MCHOIHIEMBIX 337a4 U U3MEHEHHUS - HaCTPOEK
AHTHBUPYCHOTO [IPOrPaMMHOTO 00ECTICUEHUS;

- aBTOMAaTHYECKHH 3aIyCK Cpa3y I0CIIe 3arPpy3KH ONEePAIlMOHHON CUCTEMBI.

IToncucrema peanusyercst NyTeEM BHEAPEHUS CIELUAIBHOIO aHTUBUPYCHOI'O IPOrPAMMHOIO
obecrieuenus Ha Bce aneMeHnTh UCII/IH.

44 IMoacucremMa MesKCeTEBOI0 IKPaAaHUPOBAaHUA

[Toncucrema MeXceTeBOro SKpaHHWPOBAHMS IpeJHa3HaueHa Ul pealu3alldd CIeAYHOIUX
byHKIMI:

- punbTpanuu OTKpBITOrO W 3ammdpoBaHHOro (3akpeiroro) IP-rpaduka mo crnemyromum mnapa-
MeTpam;

- (ukcanmy BO BHYTPEHHMX JKypHAJIaX MHPOPMAIUH O MPOXOISIIEM OTKPBITOM H 3aKpBITOM [P-
Tpaduke;

- HACHTU(HUKALNY U ayTEeHTUPHUKALNIO aIMUHUCTPATOPa MEKCETEBOTr0 3KpaHa IIPH €ro - JIOKaJb-
HBIX 3aIpocax Ha JOCTYTI,

- perucrpanuu Bxoaa (BLIXO,I[a) AJIMUHUCTPATOPA MEIKCETCBOI'O0 3KpaHa B CUCTEMY (I/I3 CI/ICTCMBI)
100 3arpys3Ky 1 MHUIUAJIU3all CUCTEMBI U €€ IIPOTrpaMMHOI'0 OCTaHOBA,

- KOHTPOJIA HCJIOCTHOCTH cBOCH HpOFpaMMHOﬁ nu HH(i)OpMaHHOHHOfI qaCTH,
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- (UIBTpalM TaKeTOB CIY)KEOHBIX MPOTOKOJIOB, CIyXKAIIUX AJS JUArHOCTHKHU M YIPaBICHHUS
paboToii ceTeBBIX YCTPONCTB;

- GUIBTpAK C YYETOM BXOJHOTO M BBIXOAHOTO CETEBOro MHTEp(eiica Kak cpeacTBO MPOBEPKU
HOJUIMHHOCTH CETEBBIX aJPECOB;

- pEruCTpanuy 1 y4ucTa 3arnpainmnBacMbIX CEPBUCOB NPUKIIAJHOI'O YPOBHS;

- OJIOKMPOBaHMS TOCTyIa HEHCHTH(PUIIMPOBAHHOTO O0BEKTA WITH CyOBEKTa, MOMTUHHOCTh KOTO-
pOTo MpH ayTeHTU(UKAIIUU HE TIOJITBEPINIACH, METOIaMHU, YCTOWYMBBIMU K TICPEXBATY;

- KOHTPOJIA 3a CETEeBOM aKTUBHOCTBIO HpI/IJ'IO)KeHI/Iﬁ u 06Hapy>1<eH1/m CCTCBBIX aTak.

[Toncucrema peanusyercs BHEIPEHUEM IIPOrPAMMHO-ANIapPaTHBIX KOMIUIEKCOB MEXCETEBOIO
sKpaHupoBaHus Ha rpanuue JICB, kinaccom He Huxe 4.

45 IMoacucTemMa aHaIM3a 3AIIMIEHHOCTH

[Toncucrema ananM3a 3alllMIIEHHOCTH, JOJDKHA OOECIHEUMBATh BBIABICHUS YA3BUMOCTEH,
cBsi3aHHBIX ¢ omnOkamu B KoHpurypauuu [10 UCIIAH, KoTOpble MOTYT OBITH MCIIOJIB30BaHbI
HapyLIUTEIeM Ul pealu3aliy aTaku Ha CUCTEMY.

CDYHKHI/IOHaJI IOACHUCTEMBI MOXKET OBITH p€ain3oBaH IIPOrpaMMHBIMA H MIPOTrpaMMHO-
arrapaTHbIMU CPEACTBAMU.

4.6 Moncucrema oGHAPY:KEHHUsI BTOPKEHMi

[Toxcucrema oOHAPYKCHHSI BTOPKCHHIM, TOJKHA 00SCTICUNBAThH BBISBIICHHE CETEBBIX aTaK Ha
anemenTsl UCII/IH, moakitoueHHbIE K CETSIM OOIIEro MOJIb30BaHUS U (MJIU) MEXIYHAPOIHOTO
oOmeHa.

CDYHKHI/IOHaJI IOACHUCTEMBI MOKET OBITH p€ain3oBaH IPOrpaMMHBIMA H MPOTrpaMMHO-
armapaTHbIMU CPEACTBAMU.

4.7 Monacuerema KpUNTOrpaduUecKoii 3aMHTHI

[Toacucrema xkpunrorpaduueckoi 3amuThl peaHazHaueHa s uckimouenus HC/L k 3amm-
maemoi nHpopmanuu B UCIIInYupexnenus, npu ee nepegadu Mo KaHaldaM CBS3M ceTeil 00-
IIETr0 MOJIb30BAHUSA U (WIIN) MEXYHapOAHOIO OOMEHa.

[Toncucrema peanusyercs BHEAPEHHUEM KPUOTOrpadUUECKUX MpOrpaMMHO-alNapaTHbIX
KOMIUIEKCOB.

Monntruka nHpopmaumoHHoM 6esonacHocTu. CtpaHuua 17 13 36



5 IoasbsoBarenn UCHan

B UCIIAnYupexaeHuss MOXKHO BBIJICIUTh CICAYIONIUE IPYIIbl MOJIb30BaTENICH, y4acTBYIO-
X B o0pabotke u xpanenuu [1/1H:

- Anmunnctparopa UCIdH;

- Anmunnctparopa 6e3onacHoctuICIH;

- Omrepatopa APM;

- AIMHHHCTpaTOpa CETH;

- Texarueckoro crnenuaiicTa no 00CIyKuBaHHIO epuPepruitHOro 000pyI0BaHMS;
- [Iporpammuct-pazpadorank UCIT/IH.

JlanHble 0 rpymnmnax Mojb30BaTelsiX, YPOBHE HX JOCTYNa U MHOOPMHUPOBAHHOCTH JIOJIKEH
ObITh OTpaxkeH B [1oyi0)keHNH 0 pa3rpaHUYeHHH MIpaB I0CTYIA K NEPCOHAIBHBIM JIaHHBIM.

5.1 Aamunucrparop UCIIIn

Anmunuctparop UCIIIH, coTpyaHUK YupeKaeHus], OTBETCTBEHHBII 32 HACTPOUKY, BHEApe-
Hue u conpoBoxkaeHue MCII/IH, obecnieunBaeT (GyHKIMOHUPOBAHUE IOJCUCTEMBI YIIPaBICHUS
noctynoM MCII/IH 1 ynoaHOMOYEH OCYIIECTBIATh NPEJOCTABICHUE U pa3rpaHUYEHUE J10CTyna
KOHE4HOro nojs3oBateins (Oneparopa APM) k asieMeHTaM, XpaHsIUM IE€pCOHAJIbHBIE JAHHBIE.

Anmvunuctparop UCIIIx obnagaet cneayromuM YpoBHEM AOCTYIA U 3HAHUM:

- obmamaer moysHOW WH(MOpPMAIMEl O CHCTEMHOM U TPUKIAJTHOM IPOTPAMMHOM OOECTICUeHUH
UCIIH;

- oOagaet noHOM UH(popMaIMel 0 TeXHHIeCKUX cpeacTBax U konpuryparmu UCIT/H;
MMeEET JI0CTYI KO BCEM TEXHHYECKUM cpelcTBaM 00paboTku nHpopmarmu u naaaeiM UCI/IH;

- obOmagaer mpaBaMH KOH(DHUTYPHUpPOBaHUS ¥ aJIMUHUCTPATHBHONW HACTPOWKH TEXHHUYECKHUX
cpeacts UCIIH.

5.2 Aamunuctparop 6ezonacHocTuACII/In

Anmunuctpatop 6e3onacHocTUMCII/IH, coTpyiHUK YupexkeHus, OTBeTCTBEHHBIN 3a (QyHK-
nunonuposanue C3I1/IH, BKIOYas 00CTyKMBaHUE U HACTPOUKY aIMUHUCTPATUBHOMN, CEPBEPHOM
Y KJIINEHTCKOW KOMITOHEHT.

Anmvunnctparop 6ezonacHoctTuICIIIH o0namaer cneayommuM YpoBHEM AOCTYIA U 3HAHUMA:

- o6nanaer npaBamu Anmunuctpatopa UCI/IH;
- obmagaet nonHoi uudopmanmet 06 UCIAH;

- UMEeT JOCTYIl K CPEJICTBaM 3alllUThl HHPOPMAIIMH ¥ IPOTOKOJIMPOBAHMS U K YaCTU KITFOUEBBIX
anementoB MCII/IH;
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- HC UMCCT IIpaB AOCTyIa K KOH(l)I/II‘ypI/IpOBaHI/IIO TCXHUYCCKUX CPCACTB CCTU 3a MCKIIFOUCHUCM
KOHTPOJIbHBIX (I/IHCHCKI_II/IOHHI:IX).

Anmunuctpatop 6e3onacHocti MCII/nynomHoMoueH:

- peal30BBIBATh MOJUTUKY Oe3omacHOCTH B yacTu HacTpoiku CK3U, MekceTeBbIX SKpaHOB U
CUCTEM OOHapy)KEHUS aTak, B COOTBETCTBUU C KOTOPBIMU MMOJIb30BaTelb (Onepatop APM) nomy-
gaeT BO3MOXKHOCTE padoTaTh ¢ anemeHTaMuICII/H;

- OCYILICCTBJIATH ayAUT CPCACTB 3alIUThI;

- YCTaHABJIMBAThH IOBEPUTEIbHBIC OTHOIICHUS CBOCH 3allIUIEHHON ceTu ¢ ceTsamu apyrux Opra-
HUBAIUH.
5.3 Oneparop APM

Onepatop APM, coTpynHuk YupexaeHus,ocymecTBistonuii oopadorky [1/Jn. O6paboTka
[T1a BxIIOYaeT: BO3MOKHOCTH mpocmotpa [1JIH, pyunoit BBox [1du B cucremy UCII/IH, dop-
MHUPOBaHUE CIIPaBOK U OTYETOB 1o uHpopmanuu, nonydennoi u3z UCIIIn. OnepaTtop He umeeT
MOJTHOMOYHIL JIJIs1 yIpaBlieHus mojicucteMamu 0opadbotku qaHusix uC3I1/1H.

Omneparop UCII/Ix ob6namaeT crieayromuM YPOBHEM IOCTYTIA H 3HAHHIA:

- obnamaer BceMr HEOOXOMUMBIMH aTpUOyTaMu (HampuMmep, MaposieM), 00ecTieUnBaIONINMU J10-
CTyN K HEKOTOpOMY NOAMHOXECTBY I1/IH;

- pacnoJsaract KOH(I)I/IILGHHI/IZUILHBIMI/I JaHHBIMH, K KOTOPBIM UMECT NJOCTYII.

5.4 Aamunucrparop cern

AJMUHUCTPATOp CETH, COTPYIHUK YUpPEKICHHS, OTBETCTBEHHBIN 3a (PYHKIIMOHUPOBAaHUE Te-
JneKoMMyHUKannoHHOU noacuctemsl MCIIJIH. AaMUHHCTpATOp CETH HE UMEET MTOJIHOMOYUH IS
yIpaBJIEHUS MOACUCTEMAaMU 00paOOTKU JaHHBIX U O€30MaCHOCTH.

AJIMMHHCTpATOpP CETH 00Ja/1aeT CIEAYIOLUUM YPOBHEM JOCTYIA U 3HAHUIL:

- o0JiafaeT 4acThio MHGOPMAIMK O CUCTEMHOM U MPHUKIIAIHOM MPOrpaMMHOM obecrieueHuu MC-
[1]1H;

- o0yazaeT 4acThio HHPOPMALIMK O TEXHUUYECKHUX cpeacTBax U kKoHpurypamuu UCI/IH;

uMeeT (PU3MYSCKUH JTOCTYN K TEXHUYECKHM CPEJCTBaAM 00pabOTKM MH(OPMALMU U CPEJCTBAM
3aIUTHI;

- 3HACT, 110 MEHBIIICH MEpPEC, OJJHO JICTAJIbHOC UM JOCTYIIA.

5.5 Texunuecknii cnenmanuet no oGc1y:kuBaHmIo nepudepuiinoro 06opy0BaHus

TexHUYeCcKui crienuanucT no o0CIyKUBAaHUIO, COTPYAHUK YUpPEXKACHUS], OCYIIECTBISET 00-
CIIy’)KMBaHUE U HacTpoiKy nepugepuiinoro odbopynosanuss MCIIJIxn. TexHudyeckuii crienuanuct
Mo o0CTy)XUBaHHUIO HE mMeeT noctyna K [1/IH, He uMeeT MoTHOMOYUMN JJI YIPABJICHHS TIOJICH-
cTeMaMu 00pabOTKM JaHHBIX U O€30MaCHOCTH.
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TexHUYEeCKUH CHEeIUaIiCT MO OOCTY)KMBAHHUIO 00JaacT CISAYIONIMM YPOBHEM JOCTyHa M
3HAHWUU:

- O6J'I3I[3€T YaCThbHO I/IH(I)OpMaLII/II/I O CUCTCMHOM U HpI/IKJ'IaI[HOM HpOI’paMMHOM 066CHC‘I€HI/II/I I/IC-
IT/TH;

- o0MagaeT 4acThio MHPOPMAIMK O TEXHHUECKHUX cpeacTBax U kKoHdurypamun UCI/IH;
3HAET, 110 MEHBIIEH Mepe, OJTHO JIeralbHOE UM JJOCTYTIA.

5.6 Mporpammucr-pazpadorunk UCIIn

IIporpaMMHCTHI-pa3padOTUMKX (TTOCTABIINKH) ITPUKIATHOTO TPOrPaMMHOT0 O0ecTieueHns, obecte-
YHBAIOIINE €r0 COMPOBOXJICHUE HA 3aluinaeMoM oObekte. K naHHOM rpymie MOTYyT OTHOCHTBCS Kak
COTPYIHUKHU YUPEKIACHUS, TAK ¥ COTPYTHUKN CTOPOHHUX OPTaHU3AINH.

dusnyeckoe JTUIO 3TONU KaTeTOpHH:
- obnamaer nH(OpManuei 00 anropuTMax U mporpammax oopadotku napopmarwm Ha UCI/H;

- o0sagaeT BO3MOXHOCTSMH BHECEHHs OIIMOOK, HEAEKIApUPOBAHHBIX BO3MOXHOCTEH, HpO-
TPaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX TTporpamM B porpammuoe obecnedenue UCII/IH Ha cTagun
ee pa3paboTKH, BHEIPECHHUS H COITPOBOKICHMUS,;

- MOXeET pacroJjiarath Jito0biMu (pparmMenTamu MHGOpManuu o tornonorun MCIIJIH u TexHuue-
CKHX cpencTBax o0paboTku u 3amuThl [1/1H, oOpadaTeiBaembix B MCII/IH.
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6 TpeGoBanus k nepcoHanay no odecnedeHnio 3amuthl [

Bce corpyanuku Yupexnaenus, spigtomuecs noiab3oBarensmu MCIIIH, T0MKHBI YeTKO
3HATh M CTPOTO BBIMOJIHATH YCTAHOBJICHHBIE MPAaBWJIA U OOSI3aHHOCTHU IO JIOCTYIY K 3allUIac-
MBIM 00BEKTaM M COOIIOICHUIO PUHATOTO pexkuma Oezonacnoctu [1/1H.

[Ipu BCcTyIIeHUU B TOJDKHOCTH HOBOT'O COTPYIHHMKA HETIOCPEACTBEHHBIN HAaYaJIbHUK MOJIpa3-
JIeJICHUS, B KOTOPOE OH IOCTYIIaeT, 00s3aH OPTaHM30BaTh €r0 O3HAKOMJICHHE C JOJKHOCTHOM
WHCTPYKIMEH U HEOOXOJUMBIMU JOKYMEHTaMH, PErJaMEHTUPYIOIMIMMHU TPeOOBaHUS 1O 3alIUTE
I1/11, a Takxe oOydeHHE HaBbIKaM BBITIOJHEHUS MPOLEIYp, HEOOXOAUMBIX ISl CAHKIIMOHHUPO-
BaHHOro rncnoab3oBanus UCIIH.

COTpyIHUK JIOJKEH OBITh O3HAKOMIIEH CO CBEACHMUSIMHU HacCTOSIIECHIlONUTHKYM, MPUHSATHIX
npouenyp padotsr ¢ anemeHTaMuCIT/{x u C3I1/1H.

CoTpyaHUKH YUpeXJEeHHUS, HCIOJB3YIOIME TEXHUYECKUE CpPEJCTBA ayTeHTU(UKAIIUHU,
JIOJDKHBI 00ECTIeYMBAaTh COXPAHHOCTh MACHTH(HKATOPOB (3JEKTPOHHBIX KIIOUEH) M HE JOIyC-
katb HCJ] k HUM, a Tak k€ BO3MOYKHOCTb MX YT€PU WJIM HCIOJb30BaHUS TPETbUMH JIMLIAMH.
[Tonb30BaTeny HECYT MEPCOHATBHYIO OTBETCTBEHHOCTh 32 COXPAHHOCTh UICHTH(PUKATOPOB.

CoTpyIHUKH YUpexaAeHHUs AOJKHBI CIEA0BATh YCTAHOBIECHHBIM MPOLEAypaM MOAJIepKaHUS
pexxuma 6e3onacuoctu [1/[H npu BbIOOpE M MCHOIB30BAHUM MApPOJIEH (€CIM HE HCIIONB3YIOTCS
TEXHUYECKUE CPEICTBA AyTEHTU(PHUKALIUHN).

CoTpynHUKH YUpexIeHUAJODKHBI 00ecreunBaTh HaIUICKAIIYI0 3aIlUTy O00OpYyIOBaHUS,
OCTaBJIsIEeMOro 0e3 MPUCMOTpPa, OCOOCHHO B TEX CIyYasx, KOTJa B MOMEIICHHE MMEIOT JOCTYIl
NIOCTOPOHHHE JMIa. Bce monb3oBaTeny JODKHBI 3HaTh TpeOoBaHus mo Oe3omacHoctu [1/IH u
IpOLEAYpPHI 3alIUTH 000PYA0BaHNUs, OCTABICHHOIO 0€3 MPUCMOTPA, a TAK)KE CBOU O0S3aHHOCTH
110 00ECTICYCHHIO TaKOH 3alHTHI.

CoTpyaHuKaM 3ampeniaeTcs ycTaHaBINBaTh MOCTOPOHHEE MPOTrpaMMHOE oOecrieueHue, mo-
KJIFOYaTh JINYHBIE MOOWIbHBIE YCTpOﬁCTBa 1 HOCUTCIIN I/IH(bOpMaIII/II/I, a TakK XK€ 3alluChIBaAaTh Ha
HUX 3alUIIaeMyr0 HHHOPMAITHIO.

CoTpyaHuKaM 3ampeliaercs pasriamaTh 3alldiiaeMylo HHQOpMaIHio, KoTopas craja UM
W3BECTHA IIPH paboTe ¢ MHPOPMAITMOHHBIMHU CUCTEMaMH Y UPEKICHHUS, TPETHUM JIUIIaM.

[Tpu pabote ¢ I1/In B UCII/IHcoTpyaHukHu YupexeHus o0s3aHbl 00€CIeYuTh OTCYTCTBUE
BO3MO>XHOCTH npocMmoTpa IT/IH TpeTbrumu nmunamu ¢ MOHUTOpoB APM mnu TepMuHaios.

[Tpu 3aBepmennn pabotel ¢ UCIIIu coTpyaauku 00s3anbl 3amuTuth APM min TepMuHAITBI
C MOMOIIBI0 OIOKUPOBKH KIFOYOM WJIM SKBUBAJEHTHOTO CPEACTBA KOHTPOJIS, HApUMeEp, AOCTY-
MIOM 10 TIAPOJII0, €CIIM He UCTIONIB3YIOTCs 00Jiee CUIIbHBIE CPECTBA 3aIlUTHI.

CoTpyaHUKH Y4UpexIeHUAI0JKHBI ObITh TPOMH(GOPMHUPOBAHBI 00 Yrpo3ax HapylIeHUs pe-
xuma Oe3zonacHocTy IT/IH 1 OTBETCTBEHHOCTH 3a ero HapylieHue. OHM TOJDKHBI ObITh 03HAKOM-
JIEHBI C YTBEP)KIAEHHOUN (PopMaIbHOM MPOIEAYPO HAJOKEHUS TUCITUTIIIMHAPHBIX B3BICKAHHUH Ha
COTPYAHUKOB, KOTOpble Hapyumwin [lonutuky mHpOpManrOHHON 6€30MacHOCTH M MPOLETyPHI
oe3onacHocTH [1]1H.

CoTpynHukH 00s13aHbI 06€3 MpoMeIeHns: coo0maTh 000 BceX HaOI0JaeMbIX WM TOJ03pHU-
TenbHBIX ciaydasx padotsl MCII/IH, Morymmx nosieys 3a coboit yrpossl 6e3onacHoctu [1/1H, a
TaKXe O BBIIBIEHHBIX UMHU COOBITHSX, 3aTparuBaroiiux Oe3onacHocTsh [1/IH, pyKoBOACTBY moj-
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paszieliecHus W JIUIy, OTBEYAIOIIEMY 3a HEMEJUICHHOE pearnpoBaHHE Ha yrpo3bl 0e30MacHOCTH
I1]1H.
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7 JoaxxHocTHBIE 00513aHHOCTH NoJb30oBaTe el UCII/In

JomxHoctHbIe 00s13aHHOCTH TTonb30Baresei MCII/H onrcanbl B CNEAYIOMNX JOKYMEHTAX:
- Unctpyxmus ammuauctpatopa UCI/IH;
- UncTpykius anmuauctpaTtopa 6ezonacaocta UCI/IH;
- Unctpyxkuus nons3osarens MCITH.
OtBetcTBeHHOCTH coTpyanukoB UCIIIunYupexaenus.

B cootBerctBuu co ct. 24 denepanbHoro 3akoHa Poccuiickoit ®enepanuu ot 27 urons 2006
r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX)» JIMIAa, BAHOBHBIC B HAPYIIEHUU TPEOOBAaHUH TAaHHOTO
®enepalibHOTO 3aKOHA, HECYT IPAKIAHCKYI0, YTOJOBHYIO, aIMUHUCTPATUBHYIO, JUCLMILIMHAD-
HYI0 M HHYIO IMPEAyCMOTPEHHYIO 3aKOHOJaTeslbcTBOM Poccuiickoii depepanui OTBETCTBEH-
HOCTb.

JleiicTByromee 3aKkOHOAATEIHCTBO P®D MO3BOMSET MpEbsBIATh TpeOOBaHUs MO obecreve-
HUIO 0e30MacHOi paboThl ¢ 3amuinaeMoil nHpopmanuen U MpeaycMaTpuBaeT OTBETCTBEHHOCTh
3a HapyllleHUuE YCTaHOBJIEHHBIX MpaBui 3KcIutyarauuu 9BM u cuctem, HellpaBOMEpHBIN JOCTYI
K MH(OpMALIUY, €CIIU ITU JCHCTBHS MPUBEIH K YHUUTOXKEHUIO, OJIOKUPOBAHUIO, MOAU(DUKAIIH
uH(pOpMallMK WK HapylIeHuo padotel DBM unu cereit (crateu 272,273 u 274 YK PO).

Anmunuctparop UCIT/In u anmunuctparop 6ezonacHoctu MUCII/IHHECYT OTBETCTBEHHOCTD
3a BCE JEUCTBUS, COBEPIICHHBIE OT UMEHHM UX YYETHBIX 3aIMCEN WM CUCTEMHBIX YUETHBIX 3aIHU-
cel, eciii He ToKa3aH (aKT HECAHKIIMOHUPOBAHHOT'O UCTIOIB30BAHMS YUETHBIX 3aIHCEei.

[Ipu HapymeHusAx coTpyaHUKamu YupexaeHus — nonb3oBareneil UCII/In npaBui, cBs3aH-
HbIX ¢ Oe3omacHoCThiO [1/IH, OHM HECYT OTBETCTBEHHOCTH, YCTAHOBIECHHYIO JEHCTBYIOIIUM 3a-
KoHozaTesnbcTBOM Poccuniickoint denepanun.

[TpuBenenHble Bblle TpeOOBaHHWS HOPMATHUBHBIX JIOKYMEHTOB IO 3aliuTe HH(OpMaIUH
JOJKHBI OBITH OTpakeHbl B [losojkeHusAX o mojpasnieneHusX YUpekIeHHs], OCYILECTBISIOMINX
o0pabotky I1/In B UCII/IH 1 1OMKHOCTHBIX MHCTPYKIUAX COTPYIHUKOB Yupexxnenuu.

Heo6xonumo BHecTH B Ilo0xkeHns 0 moApasaeneHusx Y UpexIeHns, OCYILECTBISIONINX 00-
pabotky 1/l B UCII/IH cBeneHust 06 OTBETCTBEHHOCTU MX PYKOBOAMTEJEH M COTPYIHUKOB 3a
pasriameHie 1 HeCaHKIIMOHUPOBAaHHYIO MoupuKaluio (MckaxeHnue, ganscuduxanuio) I1/1x, a
TaKXe 32 HEMPaBOMEPHOE BMELIATEIbCTBO B ITPOLIECCHI UX aBTOMATU3UPOBAHHON 00pabOTKH.
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8 CnucoK HCIOJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATUBHO-IIPAaBOBEIMU U MCTOANYCCKUMH JOKYMCHTaAMH, Ha KOTOPBIX 0a3u-
PYETCA HACTOALICC Ilonosxenue SABAAIOTCA:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O mepcoHaNbHBIX IaHHBIX» (anee —
@3 «O mepcOHANBHBIX JAHHBIX»), YCTAHABIWBAIOIINNA OCHOBHBIC MPUHIUIIBI M YCIOBHS 00pa-
6otku [1/]H, nmpaBa, 0043aHHOCTH U OTBETCTBEHHOCTbh YYaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX C 00-
pabotkoit I1J1H.

2 TlocranoBnenue [IpaBurenscTBa Poccuiickoit deneparuu ot 1Hos0ps 2012 . Ne 1119 «O6
YTBEPXKACHUH TPEOOBAHMIA K 3aIMTE MEPCOHAIBHBIX JIAHHBIX MPHU WX 00paboTke B nHMOpMAIIH-
OHHBIX CHCTEMaX MEePCOHATbHBIX TAHHBIX .

3 «IlomoxxeHne 00 0COOEHHOCTIX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIsIEMON 0e3
HCIIOJIb30BaHUs CPEJICTB aBTOMAaTU3alUNy, yTBepkaeHHoe [loctanosnenuem IlpaBurensctBa PO
o1 15.09.2008 r. Ne 687.

4 «TpeOoBaHUSI K MaTepUAIbHBIM HOCHUTEISIM OMOMETPHUYECKHUX IMEPCOHANbHBIX JAHHBIX U
TEXHOJIOTHSM XPAHCHUS TaKWX JAHHBIX BHE MH()OPMAIIMOHHBIX CHCTEM NEPCOHAIBHBIX IaH-
HbIX», yTBepxkAeHHbIe [locTanoBnenueM [IpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmaruBHO-MeToAMuEcKrEe JOKYMEHThl DenepanbHON CIIyKObl 110 TEXHUYECKOMY U JKC-
neptHoMy KoHTpodto Poccuiickoit @enepaunu (nanee - ®CTOK Poccun) no obecneueHuto 6e3-
omacHoctH [1/]x pu ux obpadotke B UCTI/IH:

6 Pexomenauu no odecnedeHnto 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX MIPHU UX 00paboTKe
B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAJIBHBIX MaHHBIX, yTB. 3aMm. aupektopa PCTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEpOIPUATHUS 10 OPraHU3ALUN U TEXHUYECKOMY 00€CIeUeHUI0 0€30MacHOCTH
MEPCOHAIBHBIX JaHHBIX, 00pabaThIBaeMbIX B MH(GOPMAIMOHHBIX CHCTEMaX MEPCOHANIbHBIX JIaH-
HBIX, YTB. 3aM. nupekropa @CTIK Poccun 15.02.08 r. (ACII)

8 ba3zoBas mMonenb yrpo3 0e30MacHOCTH MEPCOHANbHBIX JIaHHBIX MpPU UX 00pabOTKe B WH-
(OpMalMOHHBIX CUCTEMAX INEPCOHAJIBHBIX AAaHHBIX, YTB. 3aM. nupektopa PCTIK Poccun
15.02.08 r.

9 MeToauka onpeeNieHus aKTYalIbHBIX yIpo3 0€30MaCHOCTH MEePCOHATBHBIX TaHHBIX TPH MX
o0paboTke B WH(MOPMALMOHHBIX CHUCTEMaX IEPCOHATBHBIX MaHHBIX, YTB. 3aM. JTUpPEKTOpa
OCTIK Poccum 15.02.08 r.
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Hpuiaoxenue 1

Ne [Tnan - nepeyeHb TEXHUYECKUX MEpOnpusaTHii o obecnieuernn 6e3onacHoctr UCIT/] K3 K2 K1

| B noxcucreme ynpasieHHs JOCTYIIOM:
PeanuzoBaTh naeHTH(UKALMIO U IPOBEPKY MOATUHHOCTH CyOBEKTOB 10CTYyIA IIPU

1 Bxojie B onepanmonnyto cuctemy MCII/{x mo maposro ycnoBHO-TIOCTOSIHHOTO JIei- + + +
CTBUS, IJIMHOW HE MEHEE IeCTU OYKBEHHO-LU(POBBIX CUMBOJIOB;
PeanuzoBaTh neHTU(UKALMIO TEPMUHAIOB, TEXHUYECKUX cpeacTB o0paboTku I1/1H,

2 y3n0B UCIIJIH, KOMITbIOTEPOB, KaHAIOB CB3U, BHEIIHUX ycTpoiicTB MCIIIH mo nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);

3 Peanu3oBaTh IeHTU(UKALIUIO POTPAMM, TOMOB, KaTajaoros, (haiijioB, 3ammcei, mo- i + +
JICH 3aImmceit 1o MMEHaM;

4 PeannzoBaTh KOHTPOJIb 1OCTYIA CYyOBEKTOB K 3aIIMILIAEMBIM PECYPCAM B COOTBET- + +
CTBHH C MaTpHULEH AOCTYyNa;
npu Hanmuuu noaxmoueHust UCII/IH k ceTsim o011ero nojib30BaHMs JOKHO MTPUMeE- He nmxe 5-ro He nmxe 4-ro He nmxe 3-ro

5 HATBHCS MEXKCETEBOE YKPAHUPOBAHHUE. YPOBHSI 3aIlH- YPOBHSI 3a11H- YPOBHSI 3a1lH-

M ECHHOCTHU IICHHOCTHU MICHHOCTHU

Jlns obecnieyenus 6e3onacHoro MexcereBoro B3aumoaeicteust B UCIIAn s pas- He nuxe 5-ro | He nuxe 4-ro | He Huxe 3-ro

6 HBIX KJIACCOB HEOOXOMMO HCII0JIb30BaTh MO YPOBHS YpOBHS YpOBHS

3alUIIEHHOCTH | 3alUIIEHHOCTH | 3aIllUIIEHHOCTH

CpeacTBo 3alUThl OT IPOrpaMMHO MaTeMaTHdeckux Bozaeictauil (IIMB):
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PeanuzoBaTh naeHTU(UKAIIUIO U ayTeHTH(PHUKAINIO CYyOBEKTOB IOCTYIIAa IPU BXOJIE B
CPEJICTBO 3aIlUTHI OT MPOTPAMMHO MaTeMaTtndeckux Bosaeicteuii (IIMB) u nepen
BBINOJIHEHUEM UMM JIFOOBIX ONEpaluii Mo YIpaBiIeHNIO (PYHKIMSAMU CPEACTBA 3alllH-
T 0T [IMB 1o naposnio (Wiau ¢ UCIoIb30BaHMEM MHOTO MEXaHH3Ma ayTeHTH(pUKA-
LIMH1) YCIIOBHO-IIOCTOSIHHOTO JIEUCTBUS JUINHOM HE MEHEE 1ECTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

Ocy1iecTBIATh KOHTPOJIb JIFOObIX AEHCTBUI CyOBEKTOB JOCTYIA 10 YIPABJICHUIO
bynkuusmMu cpenctsa 3amuThl oT [IIMB TonbKO Mocne npoBeeHNs ero yCenHon
ayTeHTU(UKAIIHH;

[TpenycMoTpeTh MexaHU3MBbl OJIIOKMPOBaHMS JOCTyIa K cpeAcTBaMm 3aiutel oT [IMB
IIPU BBIINIOJHEHNN YCTAHABIMBAEMOI'O YMCJIA HEYAAYHBbIX IIONBITOK BBOJIA ITAPOJIS;

Heo6xoaumMo mpoBoauTh HACHTH(GUKALHIO (aliIoB, KATAJIOTOB, MPOrPAMMHBIX MO-
JlyJiel, BHEIIHUX YCTPOMCTB, UCIOJIb3YEMbIX CpeJICTB 3auThl oT [IMB;

B noacucreme perucTpanu U yuera:

OcymiecTBIATh perucTpalnio BXxoa (BbIxo/1a) Cy0ObeKTa J0CTyna B CUCTeMy (U3 CH-
CTEMBI), TUOO PETUCTPALIMIO 3arpy3KU U MHULMATU3AIMH ONEPAllMOHHON CUCTEMBI U
€e IIPOrpaMMHOr0 OCTaHOBA. Perucrpamus BbIX0Ja U3 CUCTEMBI WIM OCTAaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro oTkiatouenust ICII/In. B mapamerpax peru-
CTpalMM yKa3bIBalOTCS J1aTa U BpeMs BXoJa (BbIX0Ja) CyObEKTa JOCTYIa B CUCTEMY
(M3 cucTeMbl) WK 3arpy3KHu (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3alUIaeMblX HocUTeNnel HH(POPMaIUN ¢ TOMOIIBIO HX JIF0OOH
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KypHaJ (YUETHYIO KapTOUKY);
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[TpoBOIUTH pETUCTPAIMIO BX0/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
[IMB, peructpanuio 3arpy3ki 1 HHUIUAIU3AIIHA 3TOTO CPEICTBA U €€ MPOTrPaMMHO-
ro ocTaHoBa. B mapaMeTrpax perucTpaiiy yKa3plBaeTCsl BpeMs U JaTa BX0Aa/BbIX0/1a
cyOBeKTa I0CTyIa B CpelcTBO 3amuThl oT [IMB unu 3arpy3ku/octaHoBa 3Toro cpe-
CTBa, a TaK)Ke MACHTU(UKATOP CYOBEKTa TOCTYIA, MHUIIMUPOBABIIETO JaHHBIC JICH-
CTBUS;

[IpoBOIUTH perucTpanuio CoObITHI MpoBepku u 0OHapyxeHuss [IMB. B mapamerpax
pPErUCTpaLMY YKa3bIBAIOTCS BPEMsI U JjaTa IPOBEpKU Ui ooHapyxenus [IMB, unen-
TUUKATOP CyOBEKTa JOCTYIa, UHUIIMMPOBABLIETO JaHHbIE JEHCTBUS, XapaKTep Bbl-
MOJTHSEMBIX ACUCTBHH MO MPOBEPKE, THIT OOHAPYKEHHOW BPEIOHOCHOM MTPOrpaMMbI

(BII), pesynpTaT neicTBUil CpeacTBa 3alMThI 10 OiokupoBanuto [IMB;

[IpoBOIUTH perucTpannio COOBITHI MO BHEAPEHHUIO B CpeACcTBO 3auuThl oT [IMB na-
KEeTOB OOHOBJICHUH. B mapameTpax perucrpanuu yka3bplBalOTCs BpeMs U 1aTa OOHOB-
JICHUS, HISHTH(PHUKATOP CYOBEKTa OCTyIa, MHUIIMUPOBABIIETO JJAHHOE JICHCTBUE
BEpCHS U KOHTPOJIbHASI CyMMa TaKeTa OOHOBJICHUS;

[TpoBoANTH perucTpaIio COOBITHI 3aITyCcKa/3aBepIICHUs pPaOOThl MOTyJIeH CpeICTBa
3amuTel oT [IMB. B napamerpax perncrpanuu ykasbIBatOTCs BpEMsI U JjaTa 3aIryc-
Ka/3aBeplueHus padoThl, UACHTUPHUKATOP MOIYJIS, UACHTU(DUKATOP CyOBEKTa JOCTY-
1a, MTHULIMMPOBABILIETO JaHHOE JIEWCTBUE, Pe3y/bTaT 3allyCcKa/3aBepLIeHHs paOdoThI;

JIOJKHA MIPOBOAMTHCS PErUCTPaLlUs COOBITHI yIpaBlieHHs CyOBEKTOM JI0CTyIa
¢yHkusaMu cpeactsa 3amuTel oT [IMB. B nmapamerpax perucrpanuu ykazblBatoTCs
BpeMs U JlaTa COOBITUS YITpaBIEHUs KaXKA0H (QYHKIUEH, HASHTU(PHUKATOP U CIIeU-
¢ukanusa GyHKIUU, UIEHTUPUKATOP CyOBEKTa T0CTYIa, MHUIIMMPOBABIIETO JaHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

+ + +
+ + +
+ + +
+ + +
+ + +
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[IpoBOIUTH pEerucTpannio COOBITHI MOMBITOK JOCTYIA IPOrPAMMHBIX CPEICTB K MO-
IyJsiM cpeacTsa 3amuThl oT [IMB winu cnenanbHbeiM JoBymikaM. B nmapamerpax pe-
TUCTPAIMU YKa3bIBAIOTCS BPEMs U JIaTa MOMBITKU JOCTYIIA, HIACHTU(DUKATOP MOTYIIS,
uaeHTudukaTop u crenudukanms Moayis cpenctsa 3aumTsl ot [IMB (cnenuansHoi
JIOBYIIKH), PE3yJIbTAT MOMBITKU OCTYIIA;

[TpoBoaMTH perucTpanmio coobITUI OTKaTa A cpeacTsa 3amuTsl oT IIMB. B napa-
MeTpax PEerucTpalyu yKa3blBalOTCs BpEMsl U AaTa COOBITHS OTKaTa, crielupUKarys
JeCcTBUH OTKaTa, UACHTHU(PHUKATOP CyObEKTa JOCTYIa, MHUIIMUPOBABIIETO JAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

OObecneunTs 3alIUTY JaHHBIX PErMCTPALMH OT UX YHUUYTOXEHUS WM MOIU(PUKALIUN
HapyLIUTETIEM;

11

Peann3oBaTh MEXaHU3MBI COXpPaHEHUS JaHHBIX PETUCTPALMU B CIIy4ae COKPAILCHUS
OTBEJECHHBIX 10/l HUX PECYPCOB;

12

Peanu3zoBaTh MEXaHU3MBI MMPpOCMOTpAa U aHaJIM3a AAHHBIX PETUCTpALlUU U UX (I)I/IJ'IB-
Tpaluuu 1o 3aJaHHOMY Ha60py mapaMeETpoOB;

13

[TpoBOAMTH aBTOMATHUECKUN HENPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPBIE MOTYT
ABIATHCS NpUUUHON peanuzanun [IMB (co3nanue, penaktupoBaHue, 3aUCh, KOMITH-
JSMsE 00BEKTOB, KOTOpPbIe MOTYT coepkath BIT).

14

Peanun3oBath MexaHI3M aBTOMAaTHYECKOTO aHAIHM3a JaHHBIX PETUCTPALIUU 1O 1abo-
HaM TUTIOBBIX nposiBieHuit [IMB ¢ aBToMaTnueckum ux OJIOKUPOBAHUEM U YBEIOM-
JIEHHUEM aJMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOIUTH HECKOJIBKO BUJIOB yueTa (AyOIMpYIOIIKX) ¢ perucTpanueil Bbriaun (mpu-
ema) HocuTesnel nHpopmanuu;
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16

OcCyIIecTBISITh PETUCTPAIMIO BXOa (BBIX0/a) CYOBEKTOB IOCTYIA B CHCTEMY (U3 CH-
CTEMBI), THOO PETUCTPAIUS 3arPY3KH U MHUITUATU3AINH OTICPAIMOHHON CHCTEMBI.

17

Ocy1ecTBISATh PErUCTPALIMIO BbIJAUH MTeYaTHBIX (rpaduyecKux) JOKYMEHTOB Ha
«TBEpAYI0» KONHI0. B mapaMeTpax perucTpanuu yKa3bplBarOTCs (1aTa U Bpemsl Bbia-
4K (0OpalieHus K MojcucTeMe BbIBOA), crielu(uKalns yCTPOCTBa BbIIaYU — JIOTHU-
YecKoe UMsl (HOMep) BHEIIIHET0 YCTPOUCTBA, KPAaTKOE CojiepKaHue (HaMMEHOBAaHHUE,
BUJI, KD, KOJI) ¥ YPOBEHb KOH(DHICHIIMATIBHOCTH JOKYMEHTA, UICHTU()UKATOD
cyOBeKTa I0CTYIIa, 3aIIPOCUBIIETO IOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIIUIO 3aITycKa (3aBEpIICHHS ) POrPaMM U MPOIECCOB (3aa-
HUH, 3a71a4), IpeJHa3HAYCHHbIX /11 00pabOTKH 3amuinaemMsix (aiinos. B mapamer-
pax perucTpanuy yKa3bIBalOTCs JaTa U BpeMs 3ammycka, uMs (MaeHTH(UKaTOp) Mpo-
rpamMMmsl (IIporecca, 3a1aHus), HACHTU(DHUKATOP CyObEeKTa JOCTYIA, 3alIPOCUBILIETO
nporpammy (IIpoLecc, 3alaHNe), pe3yJIbTaT 3aycka (yCHelHbIi, HeyCIeUIHbIA — He-
CaHKLMOHUPOBAHHBIN),

19

OcCy1ecTBISATh PETUCTPALIMIO MOMBITOK JOCTYIa IPOrPaMMHBIX CPEJICTB (Iporpamm,
MIPOLIECCOB, 3aj1a4, 3aJJaHui) K 3auIacMbIM (aiiaam. B mapamerpax perucrpamnuu
YKa3bIBAIOTCS JaTa U BpeMsl MOIBITKHU I0CTYIA K 3aluiaeMomy ¢aiiny ¢ yKkazaHueM
ee pe3yibTara (ycleuHas, HeycrenHas — HeCAaHKIIMOHUPOBaHHAA ), UJCHTU(UKATOD
cyObeKkTa gocTyna, cnenndukanus 3amummuiaeMoro daina;

20

OcCy1IEeCTBISTh PETUCTPALMIO MOIBITOK JOCTYIA IPOTPAMMHBIX CPENCTB K CIENYIO-
UM JOTIOJTHUTEIbHBIM 3aIUIIAEMbIM 00bEKTaM JIOCTyIa: TEPMUHAIAM, KOMIIBIOTE-
pam, y3nam cetu UCII/IH, muHusaM (kaHajiaM) CBSI3U, BHEIIHUM YCTPOMCTBAM KOM-
MBIOTEPOB, IIpOrpaMMaM, ToMaMm, KaTajoram, ¢aiaam, 3amucam, Mmojsm 3anucei. B
napaMeTpax perucTpaluy yKa3bIBarOTCS 1aTa U BpeMs MONBITKH JOCTYIA K 3allXIIa-
eMoMYy OOBEKTY C yKa3aHUEM ee pe3yJibTara (yCIellHas, HeyCIeIHas — HECAaHKIUO-
HUPOBaHHAs), UIACHTU(DHUKATOP CYyOBEKTa JOCTYMA, CHIEIUPHUKAINS 3aIHIAeMOT0
00BeKTa — TOTUYECKOe UMS (HOMED);
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21

[TpoBOIUTH yueT BceX 3alUIaeMbIX HOCUTENEH HHPOPMAITUN ¢ TOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUETHBIX JIaHHBIX B XKypHaJl (YUYETHYIO KapTOUKY);

22

OcymiecTBISITh OYUCTKY (OOHYJICHHE, 00E3TUIMBAaHNE) OCBOOOKTIaEMBIX 00IacTei
OTIEPATUBHOM MaMsATH KOMIIBIOTEPOB U BHEIIHUX HaKomuTene. O4rcTKa OCymecTB-
JSIETCsl OJTHOKPATHOM MPOU3BOJIBHOM 3aITUChI0 B OCBOOOXKIaeMYI0 00J1aCTh IaMSITH,
paHee KUCIOJIb30BAHHYIO IS XpaHEHUs 3alUINaeMbIX JaHHBIX ((aitios, nHpopMma-
LHH);

B noacucreme obecneueHus OCI0CTHOCTH:

ObecneunTh 1IET0CTHOCTD IPOrPaMMHBIX CpeCTB 3auuThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTb IIPOrpaMMHOMN cpelibl. [Ipr 3TOM 11€I0CTHOCTD CPENICTB 3aALUTHI
HpOBEPSETCs MIPH 3arpy3Ke CUCTEMbI 110 HATMYHIO UMEH (MIeHTHU(PUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1en0CTHOCTh MPOrpaMMHON Cpe/bl 00ECIIEUMBAETCS OTCYTCTBUEM B
NCIIH cpenctB pa3pabOTKU M OTJIAAKH [IPOrpamMM;

OcymectBsats pusudeckyro oxpany UCIT/Iu (ycTpoiicTB u HocuTenel napopma-
1IUK), IpelycMaTpuBaroias KOHTpoJib goctyna B nomemienuss MCII/Ix noctoponHux
JIMLL, HATMYKE HAJIC)KHBIX MPEISITCTBUN 111 HECAHKIIMOHUPOBAHHOT'O IIPOHUKHOBE-
nus B nomenienus MCII/In u xpanunuiie Hocuteneid nHbopMaiuy;

[TpoBoauTh nepuonnveckoe rectupoanue pynkuuit C3I1AH npu u3MeHeHNH npo-
rpaMMHO# cpeabl U nnepconana MCII/IH ¢ momoluipio TeCT-nporpamMm, UMUTUPYIOILINX
noneiTku HCJI;

JIOJIKHBI OBITh B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromye
BE€JICHHUE JIBYX KOMUIA MPOrpaMMHBIX CPEJICTB 3aIIUThHI HHPOPMALIUHU, UX TTEpHOANYE-
CKOe OOHOBJIEHHE U KOHTPOJIb PaOOTOCTIOCOOHOCTH;

[TpoBOAMTH MPOBEPKY LIETOCTHOCTH MOAYJeH cpeacTra 3amuThl oT [IMB, HeoOxo-
JUMBIX ISl €10 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ UCIOJIb30Ba-
HUEM KOHTPOJIBHBIX CYMM,;
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ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS cpecTBa 3auThl oT [IMB, npexycmar-
pUBaOIIas BEACHUE IBYX KON MPOTPAMMHOTO CPEJICTB 3aIUTHI, €ro MepUOIHYe-
CKO€ OOHOBJICHHE U KOHTPOJIb PaOOTOCIIOCOOHOCTH;

PeannzoBaTh MeEXaHU3MBI IPOBEPKH LIETIOCTHOCTH [1AKETOB OOHOBJIEHUH CPEJICTBA
3amuTsl OT [IMB ¢ ucnosb30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pezepBHOE konupoBanue [1/[H Ha oTuykaaeMble HOCUTENU HH(OPMALINN;

B noacucreMe aHTUBUPYCHOM 3alIUTHI:

[IpoBOaMTH aBTOMATUYECKYIO MTPOBEpKY Ha Hannuue BII nnu nocneacteuii [IMB
npu ummnopre B UCII/IH Bcex mporpaMMHBIX MOJyJiel (MIPUKIAJAHBIX IPOrpaMM), KO-
TOpBIC MOTYT cojiepxaTh BII, Mo ux THIIOBBIM I1a0JI0HAM U C IIOMOIILIO IBPUCTHY -
CKOI'0 aHaJIn3a;

Peanu3zoBaTh MeXaHU3MBI aBTOMATHUECKOT'O 6J'IOKI/IpOBaHI/I$I O6H8.py>KeHHBIX BII my-
TEM UX YHAJICHUA U3 IPOTrPpaMMHBIX Moz[yneﬁ HJIN YHUYTOKCHUA,

Perynspuo BeIMONHATH (IIpy nepBoM 3amycke cpeacts 3auuTsl [1[n ot [IMB u ¢
yCTaHaBJIMBAaEMOM NMEPUOJIUYHOCTHIO) MPOBEPKa Ha IpeaMeT Hanuus B HUX BIL;

JlomxHa nHULIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus
BII npu BeisiBienun ¢akra [1IMB;

Peanu3oBarh MEXaHU3M OTKaTa JJI1 YCTaHABIMBAEMOI'O YUCIA ONepalui yAalIeHUs
BII u3 onepatuBHOI WM TOCTOSIHHOW MTAMSITH, U3 IIPOIPAMMHBIX MOIYJIEN U MPH-
KJIAJIHBIX ITPOTpaMM WJIM MPOrPaMMHBIX CPEJICTB, coaepxkanux BII.

JononaurensHo B UCII/IH nomkeH NpoBOAUTECS HENPEPBIBHBIN aBTOMAaTHUYECKHM
MOHUTOPHUHT HH()OPMAITMOHHOTO 0OMEHA C BHELITHEH CeThIO ¢ 1ieNbio BhisBneHus BII.
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Vi

KonTpons orcyrcteus H/IB B 110 C3U

s mporpaMMHOTo 00ecTiedeH s, UCTIONIb3YeMOro Ipu 3amuTe napopmarmu B UC-
I11a (cpencts 3amuthl nHGopMaruu — C3M, B TOM 4KClIe U BCTPOSHHBIX B 00IIIECH-
CTEeMHOE U TMPUKJIaIHOE porpaMMHoe obecriedenne — [10), nomkeH ObITh 0OecredeH
COOTBETCTBYIOIIUN YPOBEHb KOHTPOJIs OTCyTcTBUS B HeM H/IB (He nexknapupoBan-
HBIX BO3MOKHOCTEH).

VIl

O6napyxenue Bropxxeruit B UCII[In

OOGHapykeHue BTOPKCHHH TOHKHO 00€CTIeunBaThCs yTEM UCIIOIb30BAHUS B COCTa-
Be MCII/In nporpaMMHBIX WJIM IPOrpaMMHO-aINapaTHBIX CPEICTB (crucTeM) oOHa-
pyxenus srop>xenuii (COB).

HeO6XOI[I/IMO 00513aTeNIbHOE UCIOJIL30BAHUE CHCTEMBI O6H3py>KCHI/I$I CCTCBBIX aTak,
HCIOJIB3YIONINEC CUTHATYPHBIC METO/AbI aHAJIN3a

Heo6xoanMo 00s3aTenbHOE HCIIOIb30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTaK,
MCIOJIb3YIOIINE CUTHATYPHBIE METO/Ibl aHAJIW3a U METO/IbI BBISBIICHUSI aHOMAJIUI

Vil

3amura UCIT /1 ot [IDMUH

s 06paboTku nHGOpMauu HeodxoauMo ucnoiab3zoate CBT, ynoBnerBopstomye
TpeOoBaHUAM cTaHapToB Poccuiickoil Peneparuu o 31eKTPOMarHUTHON COBMe-
CTMMOCTH, 0 6€30IaCHOCTH U SPrOHOMHUYECKUM TPEOOBaHUSM K CPEJCTBAM OTOO-
pakeHust UHGOpPMAaLIUU, IO CAHUTAPHBIM HOPMaM, IPEIbSABISEMbIM K BUJICOIUC-
wieitHbIM TepmuHaniaM [19BM (nanpumep, TOCT 29216 91, TOCT P 50948-2001,
['OCT P 50949-2001, I'OCT P 50923 96, CaunlluH 2.2.2.542 96).

Onenka cootBerctBust UCIIIH TpeboBanusm 6e3omacuoctu 110

Monntrnka nHpopmaumoHHol 6esonacHoctu. CtpaHuua 32 13 36




[TpoBectu 00s13aTeNbHYIO CepTU(HUKAILIUIO (aTTECTAINIO) 110 TpeOoBaHUSAM Oe30mac-
HOCTH MH(OpMaINH;

JlexiiapupoBaTh COOTBETCTBHE WIIH 0053aTEIIbHYIO CEPTUDHUKAIIO (ATTECTAIHIO) TIO
TpeOOBaHUAM O€30MaCHOCTH MHGOPMAIINH (TI0 PEIICHUIO OTIEPaTopa);

[pumeuanue: [Ins UCIIIn 4 knacca nepeueHb MeponpusaTuii o 3ammre [1/IH onpenensiercss B 3aBUCUMOCTH OT yiepOa KOTOPBIA MOXKET ObITh

HAaHECCH B CJICACTBHMH HCCAHKIMOHUPOBAHHOT'O MK HCIIPEAHAMEPEHHOI'O JOCTYIIAa K H,HH

CornacoBaHo:.

3aBEYIOLINIM

[ToranmoBa Haranbsa AsiekcaHIpoBHA

3aBEIYIOIIHNI X031CTBOM

Boiikosa Onsra Hukosaesua

CTapI_HI/Iﬁ BOCIIUTATCIIb

SxosneBa Oxcana HukomaeBHa

Monntnka nHpopmaumoHHol 6esonacHoctu. CtpaHuua 33 13 36



[IpoBecTr 00A3aTENBLHYIO CePTU(UKALMIO (ATTECTALNO) O TpeboBaHuAM Oe3omac-

1
HOCTH MH(pOpMALIUY;
5 JleksiapupoBaTh COOTBETCTBUE WM 00sI3aTENbHYIO cepTHGUKALMIO (ATTECTALUIO) IO 5
TpeboBanusM Oe30MacHOCTH HH(OPMALUK (110 PEUICHHUIO ONlepaTopa);
Ipumeuanue: s UCIT/In 4 kiacca nepedens MeponpusTuii 1o 3amure [1JH onpejensieTcs B 3aBUCUMOCTH OT YIEpOa KOTOPbIH MOXKET ObITh

HAHECEH B CJIeJICTBUU HECAHKIMOHUPOBAHHOTO WJIN HENMPEHAMEPEHHOTO AJOCTYIIa K HIIH

CornacoBaHo:
o ol ,3/5 (=7
3aBeIyIOLIHI s ? IMTorarmosa Haramnbst AnekcaHpoBHa
/ ) B e L,
3aBe/IyIOLIHH X03JHCTBOM A I Boiixoa Onbra Huxonaesna
CTapInuii BOCIUTATENb Aot / SlxosneBa Oxcana HukonaeBHa

MonuTtuka nHdopmaumoHHon besonacHoctu. Crpannua 33 us 34

a34un336



Ne 107 (0) HosxHOCTH Hara IMoanucek
n/n
1 | TloranoBa Haranes AnekcanipoBHa | 3aBEAYIOLINAN
2 | BoiikoBa Onbra HukosnaeBHa 3aBEAYIOLINI X035HCTBOM
3 | AxoBneBa Okxcana HukonaeBHa CTapUIMi BOCIUTATEIb

JIncer o3nakomienus ¢ Ilosmmrukoi nHpOpManoOHHOH 0€30I1aCHOCTH

Monntuka nHpopmaumoHHoM 6esonacHocTu. CtpaHuua 35 13 36




Jluer o3naxkomienus ¢ IonuTukoii unpopManuOHHOIT Ge30nacHoCTH

Ne oo JoJnkHOCTH Jara HNoamucs
n/m
1 | Tloraroa Haraibst AnekcaHapoBHa | 3aBeLyIOIuit I LF A 7}2{ 5
4 ;
2 | Boiikosa Ospra HuxonaepHa 3aBE/YIOLIUN XO35HCTBOM =00 Jnrs bk
4504 4 D U /s
3 | SxoBneBa Oxcana HukonaepHa CTapIIXi BOCIIUTATEIb

25 of 1)

Jsedt/

MNonnTnka nHpopmaumnoHHoit 6esonacHocTu. Ctpanuya 34 n3 34

MNonntuKa nHpopmaumnoHHol 6esonacHoctn. CTpaHuua 36 13 36



