NHPOPMALIMOHHAA NMAMATKA
ANnA OBYHAIKOLWINXCA

C kakabIM roqom MOSOAEXN B UHTEPHETE CTaHOBUTLCA 60nblue, a LWKOMNbHUKMA OOHN U3
caMblIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay Tem, MOMUMO OrpOMHOIO KONn4ecTsa
BO3MOXXHOCTEWN, MHTEPHET HeceT 1 Npobnembl. ATa NamsaTKa OOMMKHA NoMoYb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.

KOMI'IbI'OTepH bleé BUPYCbI

KoMnbOTEpPHBINM BUPYC - 9TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX NporpamMm,
OTNNYUTENBHON OCOBEHHOCTBLIO KOTOPOK SIBMSIETCHA CMNOCOBHOCTL K padMHOXeHUIo. B
AOMNOSTHEHME K 3TOMY, BUPYCbl MOTYT MOBPEANTb NN NOMHOCTBIO YHUYTOXUTb BCE
dansibl U JaHHble, MOAKOHTPOSIbHbBIE NMOSb30BaTEND, OT MMEHU KOTOPOro bbina
3anyLieHa 3apaxeHHasi nporpamMmmMa, a Takke noBpeauTb UMK Jaxe YHUUTOXUTb
onepaumoHHy0 CUCTEMY CO BCEMU dharnamm B Lenom. B 6onbLlInHCTBE cnyyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aWnTbI OT BpedOHOCHbIX nporpamMm.

1. icnonb3yi coBpeMeHHbIe OrnepaLMOHHbIE CUCTEMbI, UMEIOLLIME CEPLE3HbIV YPOBEHb
3alUMTbI OT BPEAOHOCHLIX NPOorpamMm;

2. [oCTOsAHHO yCcTaHaBnNMBam nadTu (LMgpPoBbIE 3annaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBMBaOTCA C LeNbio JopaboTkn nporpaMmmel) 1 apyrme o6HOBNEHUSI CBOEN
onepaumoHHon cuctemMbl. CkaumBam nx TONbKO C oduuUManbHOro canrta paspaboTynka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYU €r0;

3. PaboTalt Ha cBOEM KOMMbIOTEPE MO NpaBaMu Nonb3oBaTens, a He
agMUHMCTpaTopa. ATO He NO3BONUT BOMbLUMHCTBY BPEAOHOCHbLIX NpOorpamm
MHCTanNNMpoBaTbCs Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX NPON3BOAUTENEN, C
aBTOMaTM4YeCcKUM OOHOBNEeHnemM 0as;

5. Orpaqub (1)[43VIHGCKVIIZ OOCTYMN K KOMMNbOTEPY ONA NMOCTOPOHHUX JLL;

6. cnonb3yn BHeLWHWEe HocUTeNu nHopmaLmm, Takme Kak doneLuka, AUCK unu amn na
WHTEPHETA, TOSbKO U3 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpbiBan KOMMNbOTEPHbIE ddanribl, MONyYEeHHbIE N3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te dansbl, KOTOpPbIE NpUcnasn TBOM 3HAaKOMbIW. Jlyylle yTOYHW Yy Hero, OTnpasnsan
nn oH Tebe ux.

Cetun WI-FI

Wi-Fi - aTO He BMA nepegayn gaHHbIX, He TEXHOMNOMS, a BCEro nuwb 6peHa, mapka.
Ewe B 1991 rogy Hugepnanackas komnaHus sapermctpmposana opexHg "WECA", uyto



obo3Havano cnosoco4yeTaHue "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpeMeHu gowwna apyras abbpesunartypa, kotopas SBrsieTCa Takom Xe
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHWe ObINO 4aHO C HAMEKOM Ha
cTaHdapT Bbiclwen 3BykoBoW TexHukn Hi-Fi, 4yTo B nepeBoae o3HavaeT "BbicoKkas
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTENsX U aspornopTax ABMsSeTCA OTSIMYHON
BO3MOXHOCTbIO BbIX0[a B MHTEPHET. HO MHOrMe akcnepTbl CYMTAalOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcst 6e3onacHbIMN.

CoBeTbl No 6e3onacHOCcTN paboTbl B 0bwenocTynHbix cetax Wi-fi:

1. He nepepnasai cBoto nu4yHyto nHdopmaumo Yyepes obwenoctynHole Wi-Fi ceTtw.
PaboTtas B HUX, )xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbI U Kakue-To HOMepa,;

2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmmbl U BpaHamayep. Tem cambiM Tbl
obe3onacuub cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpwu ncnonb3oBanumn Wi-Fi oTkntoum pyHkumto "O6wmmr goctyn Kk doannam um
npuHTepamM". [laHHas pyHKUMUA 3aKpbiTa MO yMOMYaHUIO, OOHAaKO HEKOTOPbIE
nonb3oBaTeNM akTMBUPYIOT ee Anga ygobcTea ncnonb3oBaHnsa B pabote nnm yyebe;

4. He ncnonbayn nybnuyHbin WI-FI onga nepegayn nuyHbIX AaHHbIX, HAanpuvep ans
BbIX04a B coumnarnbHble CETU UMK B ANIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKko 3awueHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHo "https://";

6. B MmobunbHoM TenedoHe oTkntoumn yHkumio "lMogkntoveHme k Wi-Fi
aBTomatmyeckun". He gonyckam aBToMaTUYECKOro NOAKMYEHNA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouunanbHble ceTu

CoumanbHble CeTU akTUBHO BXOASAT B HaLy XXW3Hb, MHOTME ntoav paboTaroT U XUBYT
TaM NOCTOSAHHO, a B Facebook yxxe 3apernctpupoBaH Munnunapg 4enoBek, 4To
ABMSETCA OQHOW CeabMOW BCeX Xuterneun nnaHetol. MHOrne nonb3oBaTenu He
MOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHaa MU B CouMarbHbIX CETAX, MOXET ObITb
HangeHa n ncnonb3oBaHa KeM YrogHo, B TOM Yucrie He obasaTensHo ¢ brnarumum
HaMepeHNaMU.

OcHOBHbIe coBeTbl N0 6€30NacHOCTU B COLMaNnbHbIX CeTAX:

1. OrpaHnyb cnncok gpysen. Y 1ebs B Apy3bsxX HEe OOMKHO ObiTb CryvyarHbIX 1
HEe3HaKoMbIX Noaen;

2. 3awumuian cBOK YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0O POXAEHUS U APYTYIO NIUYHYI0 MHOPMaLUIO. 3r0YMbILLNIEHHMKA MOTYT



MCMNonb30BaTb Aaxe Mchopmaumo O TOM, KaK Tbl U TBOU pOOUTESIN NJIAHUPYETE
NpoBECTU KaHUKYIbI;

3. 3awwmiuan ceoto penyTauuio - AepXn ee B YNCTOTe 1 3aaaBaii cebe Bonpoc: xoTen
Obl Tbl, YTOOLI Apyr1e Nonb3oBaTeny BUAENN, YTO Thl 3arpyxkaelwb? MNoayman, npexae
4yeM YTO-TO onybnmKoBaTb, HanNMcaTb U 3arpy3unThb;

4. Ecnu Tbl rOBOpULLb C NOABMU, KOTOPbIX HE 3HaeLLb, HE UCMONb3YI CBOE pearibHoe
UMSI U OPYrYO NTIMYHYI0 MHAOPMALIMK: UMsI, MECTO XXMTENbCTBA, MECTO y4elbl 1 NPoYeE;

5. N3bBeran pasmelyeHus doTtorpaduin B IHTepHeTe, rae Tbl M300paXKeH Ha MECTHOCTN,
Mo KOTOPOW MOXHO onpeaennTb TBOe MeCTOMONOXEHNUE;

6. Mpu perncTtpauum B coumarnbHON ceTu Heo6XoANMO MCNONb30BaTh CIOXHbLIE MAPOnK,
cocTosiLme n3 Byks 1 Undp 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. lnsa coumanbHON CeTn, NOYTbl U APYrMX CauTOB HEOHXOAMMO MCMNONb30BaTh pa3Hble
naponu. Torga ecnv 1eb64 B3NomMaroT, TO 3fI0YMbILUNIEHHMKX NOMyYaT JOCTYN TOMbKO K
OQHOMY MECTY, a He BO BCe cpaay.

ONEeKTPOHHbIEe AEeHbIU

ONEKTPOHHbIE AEHbBIN - 3TO OYEHb YA0OHLIN CNOocob NnaTexen, 0gHaKo CyLLECTBYIOT
MOLLUEHHUWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

OneKTPOHHbIE AEHbMN NOSBUNINCH COBCEM HEAABHO Y UMEHHO N3-3a 3TOr0 BO MHOIMX
rocyaapcTBax 4O CMX MOp He NPONUcaHo Npo HUX B 3aKOHaXx.

B Poccum e oHU OyHKUMOHUPYIOT 1 O HUX YXKe NPOMUCaHO B 3aKOHe, rae ux
pa3faensitoT Ha HECKONbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHuua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs NpoBoAnTb onepauun 6es
NaeHTUdUKaLMKN Nonb3oBaTens, a B HEaHOHUMHbIX MAEHTUMKaALNS NoNb3oBaTens
aBnseTca obsa3aTenbHOMN.

Takxke cnegyeT pasnuyaTb 3NEKTPOHHbIE hnaTHbIE AeHblM (paBHbI FOCYAapCTBEHHbLIM
BantoTam) 1 3NeKTPOHHbIE HednaTHbIE AeHbIM (HEe paBHbl FOCY4apPCTBEHHbIM
BantTam).

OcHoBHbIle coBeTbl N0 6e3onacHom paboTe C 3NeKTPOHHbIMU AeHbraMu:

1. MpumBsXM K cHETY MOBUITbHBIN TenedoH. 3TO camMblt yOOOHbIN 1 BbICTPBIA cnocob
BOCCTaAHOBUTb JOCTYN K cyeTy. [1puBA3aHHbIN TenedoH NOMOXeT, ecnv 3abyaellb CBOW
nraTeXHbl Naposb NN 3angellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Nicnonbayi ogHopa3soBble Naponu. MNocne nepexofa Ha yCUNEHHY0 aBTopU3aLmio
Tebe yke He ByaeT yrpoxaTb ONacHOCTb KpaXu Unu nepexearta NnaTexHoro napons;

3. Buibepu cnoxHbir naponb. MNMpectynHukam BygeT He NPOCTO yragaTbh CrOXHbIN
naponb. HagexxHble naponu - 3To Naponun, KoTopble coaepXaT He meHee 8 3HaKOB
BKIOYaOT B ce0s1 CTPOYHbIE N MPONUCHbIE BYKBbI, LMPbI N HECKONBLKO CUMBOJIOB,
TaKMe Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NMMYHblE AaHHble Ha canTax, KOTOPbIM HE AOBEpPAELUb.



AneKTpoHHasA no4Ta

ONeKTPOHHas noYTa - 3TO TEXHONOrMA U NpeaocTaBnsaeMble et YCryrn No nepechbinke u
NONYYEHMIO ANEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpenenanTca B KOMNbIOTEPHOWN
ceTn. OBbI4HO 3NEKTPOHHbIV MOYTOBBIN AWK BbIrMAANT Crieayowmnm obpasom:
UMS_nonb3oBaTend@ums_aomMeHa. Takke KpoMe nepegayun NpocToro TekcTa, UMeeTcs
BO3MOXHOCTb nepeaasatb ansibl.

OcHOBHbIe coBeTbl N0 6e3onacHon paboTe ¢ 3NIeKTPOHHOMN NOYTOMN:

1. Hapo BbibpaTb NpaBuibHbIA NOYTOBLIN cepBUC. B MHTEpHETE eCTb OrPOMHbIV BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSTb TEM, KOro 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasbiBay B NMMYHOM NOYTE NUYHYIO MHGOopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIi_haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopM3aumo. ITo Koraa NOMMMO Napons Hy>KHO BBOAUTb
Kog, npucbinaembii no SMS;

4. Bblbepu cnoxHbii naponb. [Ans Kaxaoro noYToBOro silMka AomkeH ObiTb CBOM
HaOeXHbIN, YCTONYMBLIN K B3ITOMY Napofb;

5. Ecnun ecTb BO3MOXXHOCTb HanmcaTb camMomy CBOW NNYHbIN BOIMpPOC, I/ICI'IOJ'Ib3yI7I Ty
BO3MOXHOCTb;,

6. cnonb3yn HECKONBbKO MOYTOBbLIX AWMKOB. NepBbl 451 YAaCTHOW Nepenncku ¢
agpecartamu, KOTOpbIM Thl AOBEPSELLb. OTO 3NEKTPOHHbIN agpec He Hago
MCcnonb3oBaTh NPU perncTpauumn Ha oopymMmax u camrtax;

7. He oTkpblBan hansnbl U Apyrue BriOXeHUs B NMCbMax, AaXke eCrnv OHU NpuLu oT
TBOMX ApYy3en. Jlyylie yToOYHM y H1X, OTNPaBnsann niv oHn Tebe atn hannsi;

8. Nocne okoH4YaHMA paboTbl HA NOYTOBOM CEPBUCE NEepes 3akpbITUEM BKIAAKM C
canTom He 3abyab HaxaTb Ha "Bbintn".

KnbepOynnuHr nnu supTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecrnegoBaHne coobLleHnsamMu, cogepxawmmMmm ockoponeHuns,
arpeccuto, 3anyrmBaHue; XynuraHcTBo; counanbHoe 60MKOTMPOBaHME C NMOMOLLbHO
pasfNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opb6e ¢ kKMbepOynNMMHrom:

1. He 6pocaiicsa B 6o1. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BeCTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTuUTbCS, TO BHavane ycrnokontbcs. Ecnun Tl HaYHelb
oTBeYaTb ocKopbneHnsamMn Ha ockopbneHusi, To TONbKO eLle 6oMnblue pasoxKeLlb
KOHQOINKT;

2. YnpaBnsu cBoen kubeppenytaumnen;



3. AHOHMMHOCTb B CETU MHMMas. CyLLecTBYIOT cnocobbl BbIICHUTb, KTO CTOUT 3a
AHOHUMHbLIM aKKayHTOM;

4. He cTouT BECTU XynuUraHcknin obpas BUPTYarnbHOW XXMU3HW. VIHTEpHET oUKCUpyeT BCe
TBOM AENCTBUS U COXpaHSET nx. Yaanutb nx yget kpanHe 3aTpyaHUTENBbHO;

5. Cobntogan cBo BUPTYyarbHY YECTb CMOSIOAY;

6. rHopupyn eamHnyHbin Heratme. O4HOPa30Bblie OCKOPOUTENbHbLIE COOBLLEHMS
nyywe nrHopuposatb. OBGbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. Ban arpeccopa. B nporpamMmax o6mMeHa MrHOBEHHbIMW COOBLLEHUSIMU, B
coumanbHbIX CETSIX €CTb BO3MOXHOCTb O/IOKMPOBKM OTNPaBKM COOBLLEHWMI C
onpeneneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepobynnuHra. TBou 4eNCTBUS: BbICTYNUTb NPOTUB
npecnenoBaTens, NokasaTb eMy, YTO ero AeNCTBMS OLEHMBAIOTCS HEraTUBHO,
noaaepkatb XXepTBY, KOTOPOMN HY)KHa NCUXONOrMYyeckasi MOMOLLb, COOOLLNTL B3POCHbIM
0 hakTe arpeccuBHOro NOBEAEHMUS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTOHbl U NaHwWeTbl coaepXkaT B cebe BnosiHe B3pOoChbii
byHKUMOHAN, 1 Tenepb OHW MOrYT KOHKYPUPOBATb CO CTaLMOHapPHLIMU KOMMbIOTEPaAMM.
OpHako, cpefcTB 3alUmMTbl ANs NoA0OHbLIX YCTPOWCTB Noka o4eHb Mano. TecTupoBaHue
1 NOWUCK YSI3BUMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcsi U MOBUMbHBLIX MPUIOXEHWUN.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NpakTUYECKN OOrHann HacTonbHbIE
aHanoru, ogHako pacwmpeHue pyHKLMoHana BrieveT 3a cobom 60mbLUY CROXHOCTb U
MEHbLUYIO 3aLUULLIEHHOCTb.

[laneko He Bce NpON3BOAUTENN BbIMyCKaloT OGHOBMNEHUS, 3aKpbiBaOLLME KPUTUYECKUE
ySI3BUMOCTU A151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedoHa:

Huyero He siBnsieTcs no-HacTosieMy 6ecnnatHbiM. Byab ocTopoxeH, Beap korga tTebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT OblTb CKPbITbI KAKMe-TO MiaTHble
ycnyru;

Hdyman, npexage 4em otnpaButb SMS, ¢boTo nnun Bngeo. Thl TOYHO 3HaeLb, rAe OHU
OyayT B KOHEYHOM nUTore?

Heo6xoanMo 06HOBNSATL ONepaLMoHHY0 CUCTEMY TBOEFO cCMapTAOHa;
Ncnonb3yin aHTUBUPYCHbIE NpOorpamMMbl Anst MOBUIbHBLIX TENEdOHOB;

He 3arpy>|<a|7| NPUINOXXeHna OT HEN3BECTHOIO NCTOYHUKA, BE€b OHUN MOTYT COOEepKaTb
BpeOdoOHOCHOE MnporpamMmmMmHoe obecneyeHue;

Mocne Toro Kak Tbl BbINAELLD C CanTa, rae BBOAWUIT NUYHYIO MHOpMaLMIo, 3anaun B
HacTpownku bpaysepa n yganm cookies;

rlepI/IOLI,I/I‘-IeCKVI I'IpOBepFII7I, Kakune nnaTtHble YCInyrn aktTuBupoBaHbl Ha TBOEM HOMEPE,



[aBan ceon HoMmep MOBUITbHOIo TenedoHa TOMbKO NAAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepsieLlb;

Bluetooth gomxeH 6bITb BbIKNIOYEH, KOr4a Thl UM HE NoNb3yelbes. He 3abbiBan nHorga
NpoBeEPATb 3TO.

Online urpbl

CoBpeMeHHbIe OHMaMH-UrPbl - 3TO KPACOYHbIE, 3aXBaTbiBalOLLNE pa3BeyeHus,
ob6beauHALWME COTHU ThICAY YENOBEK NO BCEMY MUPY. MIFPOKM UCCreayoT AaHHbIA UM
Mup, obLaTCcsa Apyr ¢ APYroMm, BbIMOMHAKT 3a4aHunsl, CpaXatoTCsi C MOHCTPaMU U
nony4atoT onbIT. 3a yAOBONbCTBME OHM NNATAT: NOKYNatoT AMCK, OnnayvnsatoT
aboHeMeHT nnun npuobpeTaroT Kakme-To Onunn.

Bce aTn cpeacTBa nayT Ha nogaepKaHue v pasBuTUe Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYIOTCSH CUCTEMbI aBTOPU3ALIMK, BbIMYCKaOTCS HOBbIE NaTyu
(umcbpoBble 3annaTtky 4ns NporpamMM), 3aKpbiBalOTCS YSI3BUMOCTM CEpPBEPOB.

B nogoOHbIx nrpax CTout ornacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa cuctemMa aBTopuU3aLnn OonbLINHCTBA urp.

OcHoBHbIe coBeTbI N0 6E30NacHOCTN TBOErO MrpoBOro akkayHTta:

1. Ecnn gpyron urpok BegeT cebsa nnoxo nnu cosgaet Tebe HeNpUATHOCTU, 3abnNokupym
€ro B CNu1cke Urpokos;

2. Moxanynca agMMHUCTpaTopam Urpbl Ha MOXoe NoBedeHne 3TOro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan nMyHy0 MHpopmaumio B npodansie urpbl;
4. YBaxan gpyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumarnbHble naTin n Mogbl;

6. Micnonb3yn crnoxHble 1 pasHble naponu;

7. [laxxe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oka Tbl Urpaellb, TBOM
KOMMNbIOTEP MOTYT 3apasuThb.

PULIKHT UnNun KpaXxa JINYHbIX AaHHbIX

O6bl4yHOM Kpaxken geHer U AOKYMEHTOB CErofHs y>Ke HUKOro He yaMBULLb, HO C
pa3BUTUEM NHTEPHET-TEXHOMNOIMI 31T0YMbILLSNIEHHUKN NEPEMECTUNNCE B UHTEPHET, U
NPOAOKaKT 3aHMMaTbCs "NodMbIM" genom.

Tak nogBmnack HoBas yrpo3a: UHTePHET-MOLLUEHHMYECTBa UM OULLKHT, rNaBHas Lenb
KOTOPOro COCTOUT B NOSTy4EHMM KOH(PMAEHUMAnNbHbIX AaHHbIX NOfb3oBaTenen -
NorvHOB 1 naponen. Ha aHrnuiickom asbike phishing yntaetcs kak mwuHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:



1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl NoAo3peBaeLlb, YTO TBOSA aHKeTa bbina
B3rioOMaHa, To Heo6xoaumo 3abnokmpoBaTh ee 1 coobLWMTb agMMHMCTpaTopamM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-calThbl, B TOM YMCIE, MHTEPHET-MarasnHoB U
NMOWUCKOBbLIX CUCTEM;

3. Vicnonb3yi cnoxHble 1 pa3Hble naponu. Takum obpasom, ecnv Tebst B3nomatoT, TO
310YMBbILLMEHHMKN NoflydaT JOCTYN TOMbKO K OAHOMY TBOEMY NMPOdUIIo B CETU, @ HE KO
BCEM;

4. Ecnu Tebsa B3nomanu, To Heob6xoaMmMo NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebs B Apy3bsX, O TOM, YTO TebsA B3noManu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCa Cnam M CCbIfIKM Ha ULLMHIOBbIE CalTbl;

5. YcraHoBu HagexHbi naponb (PIN) Ha MoBunbHbIN TenedoH;
6. OTKNOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan hansbl U Apyrue BroXeHUs B NMCbMax, AaXke ecrnv OHU NpuLv ot
TBOMX Apy3en. Jlyyle yTOYHM Yy HUX, OTNPaBAsanu i oHn Tebe atn hannbl.

LUndpoBas penyrauus

Lindbposas penytaumsa - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopMauma B ceTu o Tebe.
KomMmnpomeTupytowaa nHpopmMmauusi, pasMmeLLleHHasa B UHTEPHETE, MOXET cepbe3HbIM
obpasom 0TpasnTbCAa Ha TBOEW pearbHoM Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMUK, KOTOPbIN dopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHeTE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOe (PMHAHCOBOE NOSIOXEHNE, OCODEHHOCTU
Xapakrepa 1 pacckasbl 0 65IM3KnX - BCe 3TO HaKanMBaeTCs B CETU.

MHorvne nogpoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGrvkauum nMyHon nHdpopmauumn B
NHTepHeTe, He NOHMMAasi BO3MOXHbIX NOCNeacTBUA. Thl faxe HE CMOXeELLUb JoraaaTbCs
0 TOM, 4YTO hoTorpadus, pasmeLleHHast 5 neT Ha3ag, cTana NPUYNHON OTKa3a NPUHSATb
Tebsa Ha paborTy.

KommeHTapumn, pasmelleHne TBomx potorpadum n gpyrme 4encTBus MoryT He
NCYE3HYTb Aaxke Nocne Toro, Kak Tbl UX yaanuib. Tbl HE 3HAELLb, KTO COXPaHWUN 3Ty
NMHpopmauuio, nonana nm oHa B NOUCKOBbLIE CUCTEMbI U COXpaHMnach v OHa, a
rmaBHOE: YTO NoayMatoT 0 Tebe oKkpyKatoLme Noan, KOTopble HanayT 1 yBUOAT 3TO.
Hantn nHdpopmaunio MHOro neT CnycTsi CMOXET Nobon - kak 3 Aobpbix NOdyaeHun,
Tak U C HAMEPEHMEM MPUYUHUTL Bpen. OTO MOXET ObiTb KTO YrogHo.

OCHOBHbIe COBETbI MO 3aLUMTe LMGPOBON penyTauum:

1. Moayman, npexae 4em 4YTo-To NybrnvkoBaTh U Nnepegasath y cebsi B 6rore unum B
counanbHoOu ceTu;

2. B HacTpoukax npodunsa yCTaHOBU OrpaHUYeHus Ha NpoCMOTpP TBOEro npodmnsa n ero
CcOOEepXMUMOro, caenan ero Tonbko "ona gpysen';

3. He pa3meLlan u He ykasbiBan MHGOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTb
nnNn obmxaThb.

ABTOpCKOE npaBo



CoBpeMeHHbIe LLKOMNBbHUKM - aKTUBHbIE NOMb30BaTENN LMEMPOBOro NPOCTPaHCTBA.
OpHako Janeko He BCe 3HatoT, YTO NOSIb30BaHME MHOTMMW BO3MOXHOCTAMU LMAPOBOro
Mupa TpebyeT cobnogeHns NpaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "nHTENNeKTyanbHaa COOCTBEHHOCTL" OTHOCUTCS K pasfinyHbIM TBOPEHUSIM
4YeNoBEYECKOro yMma, HaumHas ¢ HOBbIX M306peTeHUI 1 3HaKoB, 0603HaYaoLLNX
COBCTBEHHOCTb Ha NPOAYKThI U YCIyru, U 3aKaH4MBas KHUramu, potorpausamu,
KWHO(UITIbMaMu 1 My3blKasibHbIMU MPOU3BEAEHUAMM.

ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTENNEKTYyanbHYy0 COBCTBEHHOCTb Ha NPOM3BEaEHUSA
HayKn, nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B Ka4eCTBE rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKMI TPYA aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBefsiMBble BO3MOXHOCTW 3apaboTaTth Ha pe3ynbTaTtax CBOero Tpyaa, nonyyntb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelueHns aBTopa He MOXXeT BOCMPOM3BOAUTb
ero npounsseaeHne, pacnpocTpaHaTb, Ny6MYHO AeMOHCTpMpoBaTh, NpoaaBaThb,
MMNOPTUPOBATb, MycKaTb B NPOKaT, NyOrMYHO NCMOMHATL, NOKa3bIBaTb/UCNONHATL B
adupe unu pasmeLllaTtb B MIHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmMHOro obecneyeHms MoXXeT NPUBECTU K MHOTUM
puckam: OT NoTepu AaHHbIX K TBOMM akkayHTam 0 6NMOKMPOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBMeHa HeneranbHasa nporpamMmma. He ctont Takke 3abbiBaTh, YTO CyLLECTBYIOT
nerasnbHble 1 BecnnaTHble NPorpaMmbl, KOTOPbIE MOXXHO HAaWUTU B CETU.

O nopTane

CeTeBUYOK.p - TBOM rMaBHbIM COBETHMK B CETU. 34eCb Thbl MOXELLb Y3HATb O

6e30nacHOCTM B CETU NOHATHBIM M AOCTYMHbLIM A3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKON cUTyaumm obpaTUTbCa 3a COBETOM. A TakKe NPUHATb y4yacTue B

KOHKypCax 1 ctaTb caMbIiM LUPPOBLIM rpaxgaHHOM!



