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KOMMbIOTEPHbIX BUPYCOB

KOMMbIOTEPHbIN BUPYC - 570 nporpamma, KOTopasi MOXeT CO3AaBaTh CBOM KONMUK.
Bupycbl NOBPEXAAI0T UM YHUYTOXAIKOT (annbl Ha 3apaxeHHOM KOMNbIOTEPE U BCIO onepa-
LUMOHHYIO CUCTEMY B LIENIOM. YaLLie BCero pacnpoCcTpaHATCA BUPYCbl YEPEe3 UHTEPHET.

3arpy3u COBpeMeHHYI0 OnepaLuoHHYIo cucTemy. Micnonbsyin coBpemMeHHbie onepa-
LUMOHHbIE CUCTEMbI C BBICOKMM YPOBHEM 3aLLMUTbI OT BPEAOHOCHbLIX MPOrpamm.

O6HoBAAK ONEepaLMOHHYI0 cucTemy. Bknoun pexum asTomaTuyeckoro obHosneHns
onepaunoHHOM cucTemsl. ECNM B CUCTEME HET TAKOro PeXuma, perynsipHo ycTaHasnu-
Bav 06HOBAEGHWUA CAMOCTOATENbHO. 3arpyai ux coduymanpHorocantapaspaborumka.

Ucnonb3yh npasa nonb3osarens. Paboran Ha komnbloTEpPE NOA Npasamm Nosb-
30BaTens, a He aAMUHUCTPATOpa. ITO He NO3BONAUT BONBLUMHCTBY BPEAOHOCHbIX
Nporpamm aBTOMaTU4EeCKU YCTaHOBUTHLCA.

He pucky#. Micnonb3yit aHTUBMPYCHbIE NPOrpamMMHbIe NPOAYKTbI NPOBEPEHHbIX
npou3BoAUTENeNn C aBTOMaTU4Yeckum obHosneHnem Has.

Orpannub A0CTYN K CBOEMY KOMMNbIoTepy. He paspeluai NOCTOPOHHUM NoNb30BaTh-
CA CBOMM KOMIMbIOTEPOM.

Bbi6upai TwarenbHo uctouHnku. Konupyi u 3arpyxain ¢ainbl TONbKO C NpoBepeH-
HbIX CbEMHbIX HOCUTENEN UK MHTEPHET-pecypcoB. He oTkpbiBai daiinbl, KoTopbie
NONYYUN U3 HEHAAEXKHbIX MCTOYHUKOB. Jlaxxe Te, KOTopble NPUCAan TBON 3HAKOMbIN.
YTO4YHU Y HEro, oTnpasnan nu oH Tebe ux.
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Wi-Fi - 310 6ecnposogHoii cnocob nepegaym gaHHbIX C NOMOLLBIO pagnocurHanos. B kade,
OTENAX, a3PONopPTax YacTo MoxHO becnnaTHo BoiiTK B nHTepHeT Yepes Wi-Fi. Ho obuwepo-
ctynHble cetn Wi-Fi HebezonacHbl.

o He nepegasai nuunyio nidopmaymo yepes obwegocrtynubie cetn Wi-Fi. XXena-
TeNbHO He BBOAWUTbL Napo/an A0CTyNa, I0rMHbI U HOMEpa.

e Mcnonbayn u 06HOBAK aHTUBUPYCHbIE Nporpammbl ¥ 6panamayap. Tak Tl
obezonacuiub ceba OoT 3aKkauku BUpyca Ha YCTPOMCTBO.

e Otknoun dpyukumio « O6wmn goctyn K dpaiwnam u npuHTEpam» NpPU KCNONb30Ba-
Hum Wi-Fi. 31a dpyHKuMa 3aKpbiTa NO yMONYAHMIO, OAHAKO HEKOTOPbIE NONb30BaTeNU
aKTUBUPYIOT ee Ans yaobcrea ucnonbaosauua B pabore unum yyebe.

o He ucnonbayn ny6anunbin Wi-Fi gna nepepaum nnunbix ganubix. Hanpumep, ana
BbIX0AA B COLMANbHbIE CETU WU B 3/IEKTPOHHYIO MOYTY.

Mcnonbayk Tonbko sawmuerHoe coeguHeHue yepes HTTPS, a e HTTP. To ectb
npu Habope Beb-agpeca BBoaAU UMeHHO «https:/».

e Otknwoun dpyukymo «lMogknwuenune k Wi-Fi aBTomaTnueckn» B mobunbHom Tene-
$one. He aonyckait aBTomaTuyeckoro nogknoueHuns yctponcrsa k cetam Wi-Fi 6e3
TBOEro corsacus.
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B COLMA/NIbHbIX CETAX

c Orpanunub cnUcok Agpy3en. Y Teba B Apy3bax He A40/KHO BbiTb CAyYalHbIX U HE3HA-
KOMbIX /II0AEN.

9 3awmLan cBOK0 YACTHYIO XU3Hb. He ykasbisan naponu, TenedoHbl, agpeca, AaTy
POXAEHUA 1 APYYIO NNYHYIO MHDOPMALMIO. 310YMbILLNEHHUKM MOTYT UCMONL30BaTb
Aaxke MHPOPMALMIO O TOM, KaK Tbl M TBOW POAVUTENU NNAHUPYETE NPOBECTU KAHUKYbI.

e 3awmwyan ceoo penyTtaumio. Jepxu ee B yucToTe 1 3agasan cebe sonpoc: xoten bbl

P 3 ? Y g
Tbl, 4TOGbI APyrute NObIRATANM, 40T Ton3arpyxaews? Moaymati, npex
A€ YeM YTO-TO OHY6HMKOBaTb, HanucaTb U 3arpy3nTb.

e He ncnonb3yi peanbHoe ums. Koraa B cetu pasrosapvsaellb C HE3HaKOMbIMMU
NOAbMMU, HE Ha3biBal U HE UCNONb3yN peanbHoe umsa. He packpbiBait uHdopmaumio
0 cebe: MeCcTo XUTenbcTea, MecTo yuebol 1 npoyee.

6 He coobwai cBoe mecTononoxenue. M3beran pasmeuwieHns dotorpadui 8 HTEpHETE,
rae Tbl u306paxkeH Ha MECTHOCTH, NO KOTOPOM MOXHO ONPeaenuTb MeCTOMNONOXKEHHUE.

e Wcnonb3yit cnoxubie naponu. [Npu peructpaumuy nuum choxHslie naponu. OHM A0MKHBI
COAepXaTb He MeHee BOCbMU 3HaKOB M BKAKOYaTb B ce6a CTPOYHbIe 1 NponucHbie Bykebl,
uMdpbl M HECKONLKO CUMBO/IOB, TaKUE Kak 3HaK Aonnapa, PyHTa, BOCKNULATE/IbHbIV 3HaK.

o Ucnonb3yi pasHblie naponu. JAns coumanbHom CETH, NOYTLI M APYrnX CAWTOB Co3Aa-
Baw pa3Hble naponu. Torga ecnv Teba B3NOMAIOT, TO 3/10YMbILLNEHHUKW NOYyYaT
AOCTYN TO/IbKO K OAHOMY MECTY, @ HE KO BCEM Cpasy.
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3JIEKTPOHHbIE AEHbI'U - 570 ya06HbI cnocob naaTexel, oAHaKo 3a HUMM YacTo OXOTAT-
cA MoWweHHUKK. B Poccuu 3aKoH pasaensaeT anekKTPoHHbIE JeHbri Ha ABa BUAA - aHOHUMHbIE
1 nepcoHuduLMpoBaHHbie. PasHuua B TOM, 4TO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTcs
NpoBOAUTL onepaunu bes naeHTUbUKaLMu Noab3oeaTens, a B NepCoHUPUUUPOBAHHbIX UAEH-
TUpUKaLMs nonb3osaTens obgsaresnbHa.

MpuBesxu K cueTy Mo6UAbHBIN TenedoH. TO camblil Ya06HbIN crocob BoccTaHo-
BUTb K HeMy AocTyn. [puasaHHbii TenedoH NOMOXET, ecun 3abyaellb NaaTeXHbl
napoJib UK 3aiZeLlb Ha CalT C HE3HAKOMOro YCTPOMCTBaA.

WUcnonbayit ogHopasoBble Nnaponu. [locne nepexoaa Ha yCUAEHHYH aBTOpU3aLMIO
Tebe yxe He ByaeT yrpoXxaTb 0NacHOCTb KPaXku UK NepeXBaTa NaaTeXxXHoro naposs.

e Mpuaymaii c10XHbIK Nnapob. [TpecTynHukam ByaeT He MPoCTo yraaaTh C0XHbIN

naposb, CioXHbIe Naposuv - 3TO Naposiv, KOTOPbIE COAEPXKAT HE MeHee BOCbMU 3Ha-
KOB U BK/IIOMAIOT B cebs1 CTPOYHbIE U NPONUCHbIe BYKBbI, Ldpbl U HECKOIBKO CUMBO-
J10B, Takue Kak 3Hak gonnapa, GyHTa, BockauuaTenbHbiv 3Hak. Hanpumep, StROng!l;;

e Beperu nuuHble gaHHble. He BBOAW UX Ha calTax, KOTOPbIM HE A0BepseLLb.,
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o BbiGepu npaBuAbHbIN NOYTOBbIN CepBMC. B uHTepHeTe MHOro 6ecnnatHblx. OgHako nouyTy
Nnyylie 3aBoAUTb Ha NONYASAPHOM CepBUCE, KOTOPbIM YXKe NO/b3YIOTCA TBOWU 3HaKOMbIe,

9 He nuwm o cebe B agpece nouTbl. He ykasbiBaii B NOYTOBOM aApece NMUHYI0 MHbOp-
Mauuio. Hanpumep, nyudiue sbibpaTth «My3bikansHbivi_daHat@» unm «pok2018@»
BMecTO «aHapen2005@».

e Ucnonb3yi gByx3TanHyio aBTopusayuio. Jna AByx3TanHom aBTopusauum NOMUMmMo
napons HY>XHO BBOAWUTb KoA, KOTopbI npuckinatT no CMC.

Bbi6epu cnoxHbin naponb. 8 KaX40ro NOYTOBOro ALMKa A0/KEH BbiTb CBOM
CNOXHbIA, YCTOWYMBBIN K B3/IOMY Napo/b.

e Ucnonb3yit npoBepouHbli Bonpoc. [puayman cam CBOW NNYHBIN BONPOC ANS UAEH-
TudUKaumum, ecnu CepBmC AaeT TaKyl BO3MOXHOCTb.

G 3aBeaun HECKO/IbKO NOYTOBbIX AWMKOB. [epBbiit 4Ns YacTHOW Nepenucku
C aapecaTtamu, KOTOPbIM Tbl AOBEPAELUb. 3TOT 3NEKTPOHHbIN aAPEC HE HYXKHO
MUCNoNb30BaTh NpU perncTpaumnm Ha popymax u cantax.

He oTkpbiBai BnoxeHuns nucem. He oTkpbiBai dbaitnibl v Apyrue BNOXEHUS B NUCbMAX,
A2Xe eC/IM OHU NPULLNK OT APY3ei. YTOUHU Y HUX, OTNPABAAAU v OHM Tebe 3Tu daiinbi.

e BoixoguTe u3 noutbl. He 3a6bisait HaxxumaTb «BbinTu» nocne okoHYaHus paboTbl Ha
NOYTOBOM CEPBUCE, Nepes TeM Kak 3aKpbiTb BKNAAKY C CANTOM.
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Kak 3awuTuTbCA
OT KWbepOynnuHra

KUBEPBYJIIUHT - cuTyaums, koraa Yenoseka B CeTu npecsieaytoT COOBLLEHWNAMM, KOTOpble
cofiepxaT ockopbeHus, arpeccuto, 3anyrmBaHune; XyIMraHcTBo; coluanibHoe 6oMKoTMPOBaHNE.

He 6pocaiica B 6o#. /lyuunii cnocob: nocoseToBaTbCs, Kak cebs BECTU, U €C/IN HET
TOro, K KOMY MOXHO 06paTuUTbCSs, TO BHa4asie HYXKHO yCrnokouTbes. Ecam Tbl HauHewb
oTBeYaTb 0CKOPHAEHMAMM HA OCKOPBIEHUS, TO TOJIbKO eLle 6onbLUe Pa3oX KeLLb
KOHDINKT.

YnpaBnsi cBoei kubeppenyTtaumen. Mwm cnocobbl BbISCHATD, KTO CTOUT 3a aHO-
HUMHbBIM aKKayHTOM obuaumnka. AHOHUMHOCTb B CeTn MHUMas.

XU3HU. IHTEepHET PpUKCUPYET BCE AENCTBUS U COXPAHSET UX. YAanuTb ux byaet
CNOXHO.

UrHopupyi eamHUUHbIA Heratui. OaHOpa3oBble 0CKOPOUTE/IbHBIE COOBLLIEHMA Yy~
we urHopuposaTb. OBbIYHO arpeccusa nNpekpaLlaeTca Ha HavyaabHOW CTaguu.

Bnokupyi arpeccopa. B nporpammax o6meHa MrHOBeHHbIMM COOBLLIEHUAMMU, B COLU-
aNIbHbIX CETAX MOXKHO 3aMNpeTUTb KOHKPETHbIM agpecam npucbiiaTh COObLLEHNUS.

Moaaepu xepTBy KMbepbynnunra. Mokaxkv npecses0BaTeNto, YTO OLLEHMUBAELLIb €r0
Aencteus HeratueHo. CoobLum B3poc/ibim 0 dakTe arpeccuBHoro nosegeHuns B Cetu.

e Beperu BupTyanbHylo YyecTb cmonogy. He Bean xynuraHckuii ob6pas BUpTyanbHoOM
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G Byab ocropoxen. Korga Tebe npeanaraior 6eCnNaTHbIA KOHTEHT, B HEM MOryT BbiTs
CKPbITbl NNATHBIE YCNYI.

Ayman, npexae yem ornpaente CMC, doTo nnn Bnaeo. Tol TONHO 3HACLWS, MAE OHK
OKaXYTCH B KOHEYHOM utore?

e O6HOBNAH ONEPAUMOHHYIO CHCTEMY CMAPTHOHA. 3T0 AONCAHUTENLHARA 33LUMNTA.

e Mcnonb3ayi aHTMBMPYCHbIE NPorpammbt 4na cmaprdoHos. PerynapHo o6HoBNAR KX,

He 3arpyxai npuaoXXeHua 0T HEU3BECTHOr0 MCTOYHMKA, OHu MOryT Cogepxars
BPEAOHOCHOE Nporpammyce obecnevexue.

3anaw B HacTponkn 6pay3epa v yaanu cookies. Caenan ato cpasy nocne Toro, Kak
Thi BbIAAELWb CCANTa, rAe BBOAWA IMYHYI0 MHPOPpMaLMIO.

e Mpoeepsai nnaTHbIE YCAYIM HA TBOEM HoMepe. MIHOraa MOryT akTUBMpPOBaTL HOBbIE,

He Bcem pgasai Homep Tenedona. [asan ceoi Homep mobunsHoro tenedoxa Tons-
KO NI0AAM, KOTOPBIX Thl 3HAELWb U KOMY AOBEPAELUb,

e Buikniouai Bluetooth, koraa He ucnons3ayews ero, MiHoraa npoeepsi, He 3abein nu
BLIKAONUTD.
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ONLINE-UIPbI obveaunsaioT nogen no scemy mupy. Mrpoku nokynaoT AUCK, onnaymsaiot abo-
HEeMEHT UK A0NONHUTENbHbIE ONUMK. Ha 3TK CpeaCcTBa COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU-
3aUumK, 3aKPbIBAOTCA YA3BUMOCTU. B Urpax CTOMT onacaTbCs Kpaxu Napons.

o Bnokupy# HeagekBaToB. 3ab610KMpYI B CIUCKE UIPOKOB TOro, KTO BeAeT cebs arpec-
CMBHO MO OTHOLUEHWUIO K Tebe unaun co3aaeT HeNpPUATHOCTM.

Moxanyincsa agMUHUCTPaTOPam Mrpbl Ha NOBeAeHWe arpeccMBHOro urpoka. Xena-
TENbHO NPUNOXKMUTb A0KA3aTeNbCTBA B BUAE CKPUHOB.

e Byab ocTopoxeH. He ykasbiBan anmuHyio uHpopmaumio 8 npodaine urpobl.
o Cnepam 3a cBOMM noBeAeHUEeM. YBaxxan 4pyrux y4aCTHUKOB Urpbl.
e YcranasnuBai nposepeHHbie yTuauTbl. M3berait HeodpuumanbHbix naTyen u Moagos.

e Beperuco or B3noma. Micnonb3yi CNoXHbIE U pa3Hble Naponu.

o He oTknouan aHTuBMpyc Bo Bpems urpbl. [1oka Tbl Urpaelub, TBOM KOMNbIOTEP
MOrYT 3apasuTb.
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OULLMHT (ot aHmuniickoro cnoea fishing - peibHas noBNS) - BUA MHTEPHET-MOLLIEHHNYECTBa.
Ero rnaBHas uenb - nony4nTb KOHGUAEHUMANbHbIE AaHHbIE NO/Ib30BATENEN - IOTMHbI U NapOsIN.

Cneau 3a cBoMM akkayHToM. Eciiv nogo3peBaellb, YTO akkayHT B3/IOMasN, HY>XXHO
3a6/10kMpPOBaTb €ro M COOBLUUTL AZMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO
cKopee.

Mocewait Tonbko 6e3onacHble Be6-canTbl. B x uncne - canTbl UHTEPHET-MArasnHoB
M MOUCKOBbIX CUCTEM.

Wcnonb3yii cnoxHbie u pasHble naponu. Ecam teba B3/10MatoT, TO 3/10yMbILLIEHHU-
KW nonyyaT 4OCTYM TONbKO K 04HOMY TBoemMy npodusio B CeTH, a He Ko BCEM.

Mpeaynpeau Bcex cBOMX 3HAKOMbIX, KOTOpble Ao6aBeHbl y Te6s B A4py3bs, ec/im Tebs
B3nomanun. OT TBOEro UMeHU MOryT paccbinaTb CMam M CCbISIKU Ha GULLIMHIOBbIE CaNTbl.

e Cnpsub gaHHble. YCTaHOBM HageXHbivi naponb (PIN) Ha mobunbHbin TenedoH.

e OTK/I0uM coXpaHeHue napons B 6paysepe. CoxpaHEHHbIE MAPOAN KpaayT YaLle.

o He oTkpbiBai ¢paisibl 1 gpyrue BIoXkKeHUs1 B nucbMax. Jlaxke ecnm oHu npuwinm
OT TBOMX ApY3€il. YTOUHU Y HUX, OTMPABAAAN N OHU Tebe 3Tu daiinbl.
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LUDPOBAS PENYTALUA - 570 TBON MMUAX, KOTOpPbI dopmMupyeTcsa n3 nidopmaumm

o Tebe B uHTepHeTe. KomnpomeTupytoLlas MHbopmMaLms B UHTEPHETE MOXET CEPbe3HO OTpa-
3UTbCS Ha peanbHOM XM3HW. TBOE MECTO XUTENbCTBA, yuebbl, TBOe GUHAHCOBOE NMONOXEHUE,
0C0HEeHHOCTU XapakTepa v pacckasbl 0 61M3KMX - BCe 3TO HakanaueaeTcsa B CeTu.

MHorve noapoCTKM NErkOMbIC/IEHHO OTHOCATCS K Ny6AMKALUU TMYHON MHPOPMALIMK B UH-
TepHeTe, He MOHNMAas BO3MOXHbIX MOCAeACTBUI. Tbl AaXe He 3a4yMbIBaELLbCA O TOM, YTO
doTorpadus, pasmeLlieHHas NaTb €T Ha3ad, MOXEeT CTaTb NPUYMHON 0TKasa NpUHATL Tebs Ha
paborTy.

KommeHTapuu, doTorpacdum n TBov AeMCTBMSA MOTYT He MCYE3HYTb Aaxe Moc/Ie TOro, Kak Tbl
WX yaanuib. Tbl HE 3HaeLLIb, KTO COXpaHUa 3Ty MHOPMaLMIo, Monana v OHa B MOUCKOBbIE
CUCTEMbI V1 COXpaHMIach 1 oHa. HanTun nHdpopmaLmio MHOMO IET CyCTA CMOXET Nt06oi - Kak
13 A06pbIX NOBYXAEHWI, Tak U C HAMEPEHUEM MPUUYNHUTD Bpes.

COBETbI NO 3ALMUTE LLUDPOBOM PENY TALIUM:

0 He ny6nukyu cpasy. Mogymai, npexae 4em 4to-To nybimkoBaTb y cebsa B 610re unm
B COLMasIbHOM CETK, NEPECHINATh B IMYHOM COOBLLEHUN.

9 YcTaHoBM orpaHuMueHus B HacTpoukax npodunsa. OrpaHunyb npocmoTp npoduns
nero coaepxumoro. Caenan ero To/Ibko «ANa Apy3eny.

e Beperuncb uckoB 3a ockop6aeHue MM4HOCTH B UHTepHeTe (cT. 282 YK). He pasme-
Wwam nHdopmMaLmio, KOTopas MOXET KOro-To 06UXaTb, U HE CCbINANCs Ha Hee.
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Uro Takoe aBTOpPCKOE NpaBo

YT106bI MCM0/1b30BaTb BO3MOXHOCTM LI,IAd)pOBOFO MUpa, HY>XHO CO6I'IIO£I,aTb npaBa Ha NHTEN-
NeKTyanbHyr CcOBCTBEHHOCTb. TepMVIH MHTENNEeKTyalbHasa CcobCTBEHHOCTb OTHOCUTCH K pas-
JINYHBbIM TBOPEHNAM YENOBEYECKOIo yMa, Ha4nHasa C HOBbIX V|306peTEHMl;1  3HaKoB, 0603Ha-
Yyaroumx CcobCTBEHHOCTb Ha npoAyKTbl U YCNYrn, U 3aKkaH4nBas KHUramu, KMHOd)VU'IbMaMVl

N MY3blKa/ZIbHbIMW NMPON3BEAEHNAMMN.

ABTOpCKMe NpaBa - 3TO NpaBa Ha MHTENNEKTYanbHY0 CODCTBEHHOCTb - Ha MPOU3BEAEHNS
HayKu, IMTepaTypbl M UCKycCTBa. ABTOPCKME NpaBa BbICTYNatoT Kak rapaHTis BO3MOXHOCTEN
aBTOpa 3apaboTaTb Ha pe3y/ibTaTax CBOEro TpyAa, moay4nuTb M3BECTHOCTb U Npu3HaHue. Hukto
6e3 paspeLleHns aBTopa He MOXET BOCMPOWU3BOAMTb €ro NPOU3BeeHE, PacnpoCTPaHATb,
ny6AMYHO AEMOHCTPUPOBATb, NPOAABaTh UV pa3MeLLaTh B UHTEPHETE.

«MupaTckoey nporpammHoe obecrneyeHune HeceT B cebe MHOTME pUCKU: OT NOTEPU AaHHbIX
£10 610KMPOBKM YCTPONCTBA, A€ YCTaHOB/IEHA HeneranbHas nporpamma. He 3abbiBainTe, 4To
B CeT MOXHO HalTW NneranbHble 1 becnaaTHble MPOrpamMMbl CO CXOAHbBIM GYHKLIMOHANOM.



