MEJATOT'AM Ob UH®OPMAIIMOHHOM BE3ONMACHOCTH

Korma peur 3axomutr 00 wuHGOpMAIMOHHON O€30MACHOCTH, OOBIYHO MBI
HAaYMHAeM JyMaTh O KOMITBIOTEpax, CETAX, MHTEpHETE W Xakepax. Ho s
o0pa3oBaTeNnpbHONM cpenbl mpoljemMa CTOUT IIUpPE: B OTPAXKICHUU YYallerocs OT
uHPOpMAIIMK, KOTOpass MOXET HETaTHBHO MOBJIHATh Ha €ro (OpMHUPOBAHHE
U pa3BUTHE, TO €CTh O MPOIaraH/ie Pa3IMIyHON HATIPABICHHOCTH.

IonsitTue uHGOPMANIUOHHO 0€30MMACHOCTH

[Ton wHbopManmoHHON  O€30MACHOCTHIO  TMOHUMAETCS  3allUIICHHOCTh
UHPOPMAIIMOHHOM  CHUCTEMBl ~ OT  CIOy4YalHOrO WM  MPEeIHAMEPEHHOTO
BMEIIATENIbCTBA, HAHOCSIIEro yuepd BiafenplaM MWIM  I0JIb30BaTEIsIM
uHbOpMaIUu.

Ha mpakTtuke BaXKHEHIIUMHU SBIAIOTCS TPH aclekra HHPOPMaIMOHHOM
0€30MacHOCTH:
e JIOCTYIHOCTh (BO3MOXHOCTh 3a Pa3yMHO€ BpeMs MOJYYHUTh TpPeOyeMylo
UH(OPMAITMOHHYIO YCIIYTY);
e IEJOCTHOCTh (AKTyaJIbHOCTh M HEMPOTUBOPEUMBOCTh HMH(POpMAIUU, €€
3aIUANIEHHOCTH OT Pa3pyIICHUS U HECAHKITMOHUPOBAHHOTO U3MCHCHHS );
e KOHQUICHIHAIBHOCTH (3al[UTa OT HECAHKIIMOHUPOBAHHOTO MPOYTEHUS).

HapymeHI/m AOCTYIIHOCTH, OCJIOCTHOCTHU U KOH(i)HI[GHI.IHEUII)HOCTH I/IH(i)OpMa]_II/II/I
MOI'yT OBITH BbI3BaHbI Pa3IN9YHbIMHU OITaCHbBIMH BO3I[€ﬁCTBHHMH Ha
I/IH(bOpMaI_[HOHHI)IG KOMIIBIOTCPHBIC CUCTCMBI.

OcHoBHBIE YTPO3bl HHPOPMALMOHHON 0€30ITACHOCTH

CoBpemeHHass WH(OpMAIIMOHHAsT CHUCTEMa MPEJCTaBISIET CO0O0M CIIOXKHYIO
CUCTEMY, COCTOSIIIYIO M3 OOJIBILIOTO YHMCJIa KOMIIOHEHTOB pa3JIMYHON CTENeHU
aBTOHOMHOCTH, KOTOpPBIE CBSI3aHBI MEXIYy COOOH M OOMEHHBAIOTCS JTaHHBIMHU.
[IpakTHyeckn  KaKIblii KOMIIOHEHT MOKET MOJBEPrHYTHCS  BHEIIHEMY
BO3JCUCTBUIO WM BBINTM U3 CTpos. KOMIOHEHTBI aBTOMAaTU3MPOBAHHOM
UH(POPMAILIMOHHON CUCTEMBI MOXHO Pa30UTh Ha CIEIYIOIINE IPYTIIbL:

Annapamusie cpedcmea. IT0 KOMIBIOTEPbI M HUX COCTABHBIE YacTH
(mpo1tieccopbl, MOHUTOPBI, TEPMUHAIBI, IEpUPEPUIHBIE YCTPOHCTBA — MIPUHTEPHI,
KOHTPOJIIEPHI, KaOeu, TUHUU CBSI3U U T.11.);

Ilpozpammnoe obecneuenue. 10 TPUOOPETCHHBIE MPOTPAMMBbI, HCXOIHBIC,
OOBEKTHBIC, 3arpy30YHble MOJYJM; OMNEPALMOHHBIE CHCTEMbl U CHCTEMHBIC
nporpaMmbl (KOMOWISTOPbI, KOMIOHOBIIUKU U JIP.), YTUIUTHI, TUATHOCTUYECKUE
IpOrpamMmbl U T.J1.;

/Jlannvle, XpaHUMbIE BPEMEHHO U MOCTOSIHHO, HA JAUCKaX, (DIAIIKAX, eYaTHbIE,
apXUBbI, CACTEMHBIE KYpPHAJIbI U T.1.;

Ilepconan. Ilonb3oBatenu, CHCTEMHbIE AIMUHUCTPATOPBI, TPOTPAMMUCTHI U JP.

OmnacHble BO3/IEHCTBUS HA KOMITBIOTEPHYIO0 HHPOPMAIIMOHHYIO CUCTEMY MOKHO
NoApa3AeINuTh Ha  Cly4allHble M TNpeJHaMEpeHHble. AHanu3  OmbITa



IPOEKTUPOBAHUSA, HM3rOTOBJIECHUS M OKCILIyaTallud HMH()OPMALMOHHBIX CHCTEM
MOKa3bIBaeT, YTO HWHGOpMAIUs TOJBEPraeTcs PpPa3IUYHbIM  CIy4alHbIM
BO3JICMCTBHSIM HA BCEX JTanax LHUKJIA XU3HU CUCTEMBI. [IpuumHaMu CiaydaiHbIX
BO3JICHCTBHI MPH IKCILTyaTallud MOTYT OBITh:

¢ ABApUIHBIE CHUTyallUM U3-32 CTUXUHHBIX O€ICTBUM W OTKIIOYECHH

AIEKTPONIUTAHNS;

¢ OTKa3bI U COOH ammaparypsbl;

o OIIMOKU B IIPOrPaMMHOM OO€ECIICUEHUH;

« OIIMOKM B paboTe MepcoHana;

o [IOMEXH B JIMHUSAX CBSI3U U3-3a BO3JCHCTBUN BHEIIHEHU CPEBI.

[IpennaMepeHHble  BO3AEHUCTBUA — O3TO  LEJIICHAINIPABICHHBIE  JCUCTBUS
HapymuTens. B kauecTBe HapyIIuTeIsl MOTYT BBICTYIIATh CITY>KalllUid, TIOCETUTEIb,
KOHKYPEHT, HAeMHHK. J[eiCTBHS HAPYIIUTEIISI MOTYT OBITh 00YCIIOBJICHBI Pa3HBIMHU
MOTHBaMU:

e HEJTOBOJILCTBOM CITY>KaIllETO CBOEU Kapbepou;

e B3STKOI;

e IFOOOIBITCTBOM,;

¢ KOHKYPEHTHOM 00pbOOii;

o CTPEMJICHHEM CaMOYTBEPAUTHCS JTHOOON LIEHOM.

MO3KHO COCTaBUTH TUIIOTETUYECKYIO MOJIENb MTOTCHIIMAIFHOTO HAPYIITUTEIIS:
o KBATH(PHUKAIUS HAPYIIUTENS Ha yPOBHE pa3pabOTUHKa JaHHOW CHCTEMBI;
¢ HAPYIIIUTEIIEM MOXKET OBITh KaK IOCTOPOHHEE JHIO, TaK M 3aKOHHBIN
MOJIb30BaTEIh CUCTEMBI,
¢ HAPYIIIUTEIIO U3BECTHA HH(OPMALIHS O TPUHIIUTIAX PAOOTHI CUCTEMBI;
o HAPYIIUTEIb BBIOMpPAET Hanboiee c1adboe 3BEHO B 3alIUTE.

Haubonee pacmpocTpaHeHHBIM W MHOTOOOpa3HBIM BHUIOM KOMIIBIOTEPHBIX
HApYLICHUH SIBIIIETCS HECAHKIMOHUPOBAHHBIN JOCTYI. HecaHKIMOHMpPOBaHHBIN
JIOCTYIl HCIOJB3yeT 00y OMIMOKY B CHCTEME 3allliThl M BO3MOXKEH MpH
HEpaIMOHAJILHOM BBIOOpE CPEJCTB 3allUThl, WX HEKOPPEKTHOM YCTAaHOBKE U
HaCTpOMKE.

[IpoBenem kiaccu(ukanuio KaHaJOB HECAHKIIMOHHUPOBAHHOIO JIOCTyMa, IO
KOTOPBIM MOXHO OCYIIECTBUTh XWIIEHHE, HM3MEHEHUE WU YHUYTOXEHUE
uH(popmaIum:

Yepe3 uenosexa:

* XUIIEHUE HOCUTENEH nHpopmanuy;
e UTEHUE UHPOPMAIIIH C HKpaHa WU KJIaBHATYPbI;
o UTEHUE UH(POPMAIINH U3 PACIICUATKH.
Yepes npozpammy:
o IIEPEXBAT MMAPOJIEH;
o Aemm@poBka 3amudppoBaHHON HHPOPMALIUK;
¢ KOITMPOBaHUE MHPOPMALIMKM C HOCUTEISL.



Yepes annapamypy:
o TOJKIIOUCHHUE CICIHATBHO pa3pabOTaHHBIX  alMapaTHBIX  CPENCTB,
00eCIeunBaOIINX JOCTYI K HH(DOpMAITNH;
¢ TIEpeXxBaT MOOOYHBIX JIEKTPOMArHUTHBIX U3TyUYCHUHN OT anmnapaTypbl, TMHUM
CBSI3H, CETEU JICKTPONIUTAHUS U T.I.

Oco00 cnenyeT OCTaHOBHUTHCS Ha yrpo3ax, KOTOPBIM MOTYT IOABEPraThCs
KOMIBIOTEpHbIE CceTH. OCHOBHasi OCOOEHHOCTb JIIOOOM KOMIIBIOTEPHOM CETH
COCTOUT B TOM, 4YTO €€ KOMIIOHEHTHI PaCIIPEACIICHBI B IPOCTPaHCTBE. CBA3b MEXIY
y3JaMH CETH OCYILIECTBIAETCA (PU3UYECKHM C TIOMOIUBIO CETEBBIX JIMHUU U
OporpaMM ¢ TIOMOIIBI0 MeXaHu3Ma cooOuieHuid. [Ipy »TOM ympaBistomme
COOOIIIEHUS U JJaHHBIE, TIEPEeChIaeMbIe MEXKIY Y3JIaMU CETH, IEPEIAIOTCS B BUC
naketoB oOMeHa. KoMIbIOTEpHBIE CETH XapakTEepHbl TEM, YTO MPOTHB HHX
IPEANPUHUMAIOT TaK Ha3blBa€Mble YIAJNCHHbIE aTaku. Hapymmrenp MoXeT
HAXOJUTHCA 32 THICSYU KHJIIOMETPOB OT aTaKyeMOro 00beKTa, IPH 3TOM HalaJIeHHUIO
MOKET TOJIBEpraThCsi HE TOJIBKO KOHKPETHBI KOMIIBIOTEp, HO M MH(pOpManus,
MIEPEAOIIASCS IO CETEBBIM KaHAJIAM CBSI3H.

Obecneyenne NHPOPMANUOHHON 0€30MACHOCTH

®dopMupoBaHue pexuMa UHGOPMAIMOHHOW Oe3omacHOCTH — Tmpodiema
KOMILJIEKCHAs. Mephl 10 €€ peleHnI0 MOXKHO MOAPA3ACIIUTh Ha MATh YPOBHEM:
1. 3axonooamenvuwiit . ITO 3aKOHBI, HOPMATUBHBIEC AKThI, CTAHAAPTHI U T.II.

HopwmatuBHo-1paBoBast 0a3za ornpeaensonas NopsaoK 3aluThl HHPOPMaIIUU:

2. Mopanbvho-Imuueckuii. BceBo3MOXKHbIE HOPMBI TIOBEJICHUS, HECOOIII0ICHNE
KOTOPBIX BEJET K TMAJCHUI0 TPECTHKa KOHKPETHOTO YeJIOBeKa WM IIeJION
OpraHU3alluu.

3. Aomunucmpamuegnutil. JIevicTBusi 0o0IIero xapakrepa, MpeAIpUHUMAEMbIC
PYKOBOJICTBOM OpraHu3ariu. TaKuMu JOKYMEHTaMH MOTYT OBITh:

o PUKA3 PYKOBOAWTENS O HA3HAYCHWH OTBETCTBEHHOTO 3a oOecIeueHue
nH(pOpMAITMOHHON 0€30MaCHOCTH;

o IOJDKHOCTHBIC ~ OOS3aHHOCTH  OTBETCTBEHHOTO  3a  oOecredyeHue
nH(pOpMaIIMOHHON 0€30MaCHOCTH;

o IEPEUYCHB 3AIUIIAEMBIX HH()OPMAITMOHHBIX PECYPCOB U 0a3 JaHHBIX;

e HHCTPYKIIMIO, OMPEACISIONIYIO TOPSAIOK NPEIOoCTaBiIeHUsT WHOOpMAIUU
CTOPOHHUM OpTaHU3AIUSAM 0 MX 3alpocaM, a TakKe IO MpaBaM JOCTYyIa K
HEW COTPYIHHUKOB OpraHU3aIUU.

4. @u3uyeckuii. MexaHUYECKUE, DJIJIEKTPO- U AJIEKTPOHHO-MEXAHUYECKHUE
NPENSTCTBAS HAa  BO3MOXHBIX TYTSX TMPOHUKHOBEHHS  MOTCHITMATBHBIX
HapYIIUTEIEH.

5. Annapammno-npozpammuulil (3JEKTPOHHBIE YCTPONCTBA W CIEUUAJIbHbBIC
POrpaMMBbl 3aIUThl HH(OPMAITUH).

[IpunsiTEIE MeEphl MO CO3JaHUI0 Oe30macHOM WMH(OPMAIMOHHOW CHUCTEMBI B
LIKOJIE:



« O0ecrnieueHa 3amUTa KOMIBIOTEPOB OT BHEIIHUX HECAHKIMOHUPOBAHHBIX
BO3JICUCTBHM (KOMIBIOTEPHBIE BUPYCHI, TOTHIECKHE OOMOBI, aTAKH XaKEPOB
UT. I.)

e YCTAQHOBJIEH CTPOTUH KOHTPOJIb 3a DJIEKTPOHHOW TOUYTOM, oOOecleueH
MOCTOSIHHBIA KOHTPOJIb 332 BXOISIIEN U UCXOIAIIECH KOPPECTIOHICHIIUEN.

 YCTaHOBJIEHBI COOTBETCTBYIOIIME MapoJik Ha iepcoHabHbIe [1K.

o cnionb30BaHbl KOHTEHT-QUIBTPHL, ISl (PUIbTpalMu CaUTOB MO UX
COZIEP)KUMOMY.

EnvHas COBOKYIMHOCTB BCEX 3THUX MEp, HAINPABJICHHBIX Ha MPOTHBOJICHCTBHE
yrpo3aM O€30MaCHOCTH C IICNIbI0 CBEJCHHUS K MUHMMYMY BO3MOKHOCTH yinepOa,
00pa3yIoT CUCTEMY 3allUTHI.

CHGHI/IaHI/ICTBI, HUMCIOINIMEC OTHOIMICHUEC K CUCTEMC 3alllUThl JOJIXKHBI IIOJTHOCTBIO
NpCaACTaBIATb cebe IIPHUHIOUIIBI €€ (1)YHKI_[I/IOHI/IpOBaHI/I$I " B CJIyda€ BOSHUKHOBCHUA
3aTPYAHUTCIIbHBIX CI/ITyaHI/Iﬁ 4JICKBATHO Ha HHX pCarupoBaThb. HOI[ 3aHIHTOfI
JOJIDKHA HaXOJUTBCA BCA CHUCTCMaA O6pa6OTKH I/IH(I)OpMaIJ;I/II/I.

Jluna, 3aHuMarommecss oOecreyeHueM UHOOPMAIMOHHOW 0€30MacHOCTH,
JTIOJKHBI HECTH JINYHYIO OTBETCTBEHHOCTb.

HanexHast cuctema 3aIMTHl JTOJDKHA OBITH IOJIHOCTHIO TMPOTECTHPOBAHA H
corjlacoBaHa. 3amura cTaHOBHUTCS Oojee »(ddexkTuBHON M THUOKOM, eciu OHa
JOTYCKaeT M3MEHEHNE CBOMX TTApaMETPOB CO CTOPOHBI aIMHHHUCTPATOPA.



