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OmnpenesieHus

B Hacrosiem 10KyMeHTe HCIOIb3YIOTCS CIEAYIOUINE TEPMUHBI U UX OIPEAEICHMSL.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOALIAs U3 IEpCOHala U KOMIUIEKca
CPEACTB aBTOMAaTHU3ALMUHU €ro AEATE]IbHOCTH, pealu3ylollas HH(POPMALMOHHYIO TEXHOJIOTHIO
BBITTOJIHEHUS YCTAaHOBJICHHBIX (DYHKITHIA.

AyTeHTH(UKaANMs OTHPABHUTENs [JAHHBIX — IOATBEPKICHUE TOIO, 4YTO OTIPABUTEIb
IIOJIyUYEHHBIX JIAHHBIX COOTBETCTBYET 3asBIICHHOMY.

Be3onacHoCcTh MNMEPCOHAJIBHBIX JAHHBIX — COCTOSIHME 3alUILEHHOCTH IEPCOHATIBbHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTHIO  TOJb30BaTeNeH, TEXHUYECKUX CPEICTB |
MH(QOPMALMOHHBIX TEXHOJIOTHH 0OecnednTs KOH(UACHINATBHOCTb, LIEJIOCTHOCTh U JOCTYIHOCTb
NEePCOHATBHBIX JAaHHBIX MpPU UX 00paboTke B HH(POPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JTAHHBIX.

Buomerpunueckne mnepcoHaNbHbIE [aHHbIE — CBEICHMS, KOTOPHIE XapaKTEpU3YIOT
(GU3MOJIOrMUeCKue OCOOCHHOCTH YEJIOBEKAa M Ha OCHOBE KOTOPBIX MOYKHO YCTaHOBUTb €ro
JMYHOCTh M KOTOPbIE MCTIOIB3YIOTCS AJIMUHHUCTpaLUEH ISl YCTAaHOBICHUS JIMYHOCTH CyOBEKTa
IEPCOHANBHBIX JIaHHBIX, MOT'YT 00pa0aThIBaThCs TOJIBKO MPU HAIUYMM COTJIACHsl B MMCbMEHHOMN
dopme cyOBeKTa MepCcOHANBHBIX JMAHHBIX (BKIOYas (hoTorpaduu, OTIEYATKH HaJbIEB, 00pa3
CETYaTKH IJ1a3a, 0COOCHHOCTU CTPOCHHS Tea U JAPYTYIO MOI00HYI0 HH)OPMALIHIO).

BiokupoBaHue TmepCcOHANBbHBIX JAAHHBIX — BpPEMEHHOE IIpeKpalleHue o0pabdoTKu
HEPCOHANbHBIX JaHHBIX (32 MCKIIOYEHHEM CclydaeB, ecliu o0paboTka HeoOXxoauma s
YTOYHEHMSI IEPCOHATIBHBIX JTAHHBIX).

Bupyc (KOMNBIOTEpHBI, NPOrPAMMHBIN) — HCIHOJHAEMbIH MPOrPAMMHBIA KOJA WU
UHTEPIIPETUPYEMbI HA0Op MHCTPYKIMH, OONAJaroIIuii CBOWCTBAMH HECAHKIIMOHHMPOBAHHOTO
pacrpocTpaHeHus 1 camoBocnpousBeeHus. Co3nanHble AyOIMKaThl KOMIIBIOTEPHOIO BUpYca He
BCErJla COBIAJAOT C OpPUTMHAJIOM, HO COXPAHSIT CHOCOOHOCTh K  JalbHEHIIEMY
PacIpOCTPaHEHUIO U CAMOBOCIIPOM3BEICHUIO.

BpexonocHasi mporpamma — nOporpamma, IpeJHa3HayeHHas JJii  OCYLIECTBJICHUS
HECAaHKLMOHUPOBAHHOTO JI0CTYNA U (UJIM) BO3JEHCTBUS Ha NEPCOHAIbHBIE JAHHBIE WM PECYpPChI
UH(POPMAITMOHHON CUCTEMBI IEPCOHAIBHBIX TAHHBIX.

BcnomoraresibHbIe TeXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUYECKHE CPEACTBA H
CHCTEMBI, HE TpeJHa3HAauYEHHbIE JJIs Iepeaadn, oOpabOTKU M XpaHEHUs MEPCOHAIBHBIX JaHHbIX,
YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKMMM CPEACTBAMU M CUCTEMAMH, MPEIHA3HAYEHHBIMU
JUisi  00pabOTKM MEpPCOHANbHBIX JAHHBIX WIM B IIOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTynl B ONEpalMOHHYIO cpely KOMIbIoTepa (MH(OPMALMOHHON cHCTEeMbl MePCOHAILHBIX
JAAHHBIX) — TIOJTy4eHHE BO3MOYKHOCTH 3aIlyCKa Ha BBIIOJIHEHHUE IITATHBIX KOMAH/, (PyHKLIMHA, TPOLIEAYp
OIEPALIMOHHON CUCTEMBI (YHUUTOXKEHUSI, KOITMPOBAHUS, MEPEMEIIEHNS U T.I1.), UCIOIHIEMbIX (DaiyioB
NPUKJIATHBIX [IPOrPAMM.

JlocTyn K uH(popMamm — BO3MOXKHOCTb ITOTy4eHHs MTHPOPMAIIMK U €€ UCII0JIb30BaHuUs.

3akyIaiouHOe YCTPOWCTBO — SJIEMEHT CPEACTBA CheMa HH(OPMAIMH, CKPBITHO BHEIPSEMbINA
(3aKyanpIBacMblii WM BHOCHMBIM) B MeCTa BO3MOXKHOIO CheMa HHGpOpMaluu (B TOM YHCIE B
OrpaxeHue, KOHCTPYKIIMIO, 000pyI0BaHKE, TIPEAMETHI HHTEPhEpa, TPAHCIIOPTHBIE CPENICTBA, A TAKXKE B
TEXHAYECKUE CPEJICTBA M CUCTEMBI 00pabOTKH HH(POPMAIIHH ).

3anmmaemass uHpopmaumsi — uHPOpPMAIMS, SBISIOMIASCS MPEAMETOM COOCTBEHHOCTH U
MO/IeKaIasl 3allliTe B COOTBETCTBUM C TPeOOBAaHMSIMU TPABOBBIX JOKYMEHTOB WM TpeOOBaHHSMU,
yCTaHaBJIMBaEMbIMU COOCTBEHHMKOM MH(OPMALIHH.

HNnentuduxanuss — mprCBOeHHWE CYOBEKTaM M OOBEKTaM JIOCTyNa HaeHTHU(HKaTopa U (MIN)
CpaBHEHHE NMPEABSBIIIEMOr0 HICHTU(HKATOpa C IIepeuHeM IPHUCBOSHHBIX UACHTU(PHUKATOPOB.

HNudopmaTuBHBIA CHUIHAT — DJIEKTPUYECKHE CUTHAJIBI, AKyCTUYECKHE, AJICKTPOMAarHWUTHBIE W
Jpyrue (usnueckue Mois, MO MapaMerpaM KOTOPhIX MOXET ObIThb PAcKpblTa KOH(HICHIMATbHASL
uHpopMarys (MepcoHabHble JaHHbIe) oOpabaTbiBaeMasi B MH(OPMALIIOHHONW CHCTEME MEPCOHATBHBIX
JTaHHBIX.
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Nudopmanuonnas cucrema mnepcoHadabHbIX gaHHbIX (MCII/IH) —coBOKynHOCTH
colepxamuxcs B 0a3ax MaHHBIX MEPCOHATBHBIX JAHHBIX M O0ECIEUMBAIOIINX HX 00pabOTKy
MH(POPMALMOHHBIX TEXHOJIOTUN ¥ TEXHUYECKHX CPEJICTB.

HndopmaionHbie TEXHOJIOTMM — TPOIIECCHI, METO/BI TOMCKA, cOOpa, XpaHeHUs, O0O0pabOTKH,
NPEIOCTABIICHHS, PACIPOCTPAHEHHsT MH(POPMAIMK M CLIOCOOBI OCYIIECTBICHUS! TaKHX IPOIECCOB U
METO/JIOB.

Hcnosb30BaHne NepPCOHATBHBIX JAHHBIX — JCHCTBHS (ONEpaluu) C TMEepPCOHATbLHBIMU
JTAHHBIMH, COBEpILAEMbIE OMEpPATOPOM B IIEJIAX MPUHATUS PEHICHUH WJIM COBEPIICHHS] HWHBIX
JeMCTBUH, TTOPOXKIAIOIINX FOPUANYECKHIE MOCIEICTBUS B OTHOLICHUN CyObEKTa MEepCOHATbHBIX
JaHHBIX WM APYTUX JUI JUO0 MHBIM O00pa3oM 3aTparuBarollMX IpaBa U CBOOOABI CyOBEKTa
NEPCOHATBHBIX JAHHBIX UM JPYTUX JIHII.

Hcrounux yrpo3sl 6€30NMacHOCTH HH(OPMAIMH — CYOBEKT JIOCTYIIA, MAaTEPUATIBHBIN OOBEKT WIIH
(u3HIUecKoe sIBIEHKE, SIBISIOIINECS IIPUYUHON BOSHUKHOBEHHS YTPO3bl 0€3011acHOCTH HH(OPMAIUH.

KonTtposmpyemasi 30Ha — TMpOCTPaHCTBO (TEPpUTOpUS, 3[aHUE, YacTh 3[aHUS, IMOMEICHHE), B
KOTOPOM HCKJIIOUYEHO HEKOHTPOJMpPYEMOe IMpeObIBaHHE MOCTOPOHHMX JIWIL, a TAKKEe TPAHCIIOPTHBIX,
TEXHUYECKHX 1 UHBIX MaTePUATTbHBIX CPEJICTB.

Kon¢puneHIMaIbHOCTh MePCOHAIBHBIX JAHHBIX — 0053aTeIbHOE Ul COOMIOACHUS OIEPATOPOM
WM WHBIM TIOMYYHMBIIMM JOCTYIl K TEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE JIOMYCKaTh WX
pacnpocTpaHeHre Oe3 cornacusi CyObeKTa MEPCOHAIbHBIX JAHHBIX WM HAIWYMS MHOTO 3aKOHHOIO
OCHOBaHHSL.

Me:xceTeBoil IKpaH — JIOKATLHOE (OJHOKOMITIOHEHTHOE) WM (PYHKIIMOHAIBHO-PACIPEICTICHHOE
nporpaMMHoe  (TIPOrpaMMHO-aMIapaTHOE) CPEACTBO  (KOMIUIEKC), pealu3ylollee KOHTPOJIb  3a
uHpOpMALFel, MOCTyHaomeld B WHPOPMALMOHHYIO CHCTEMY IEPCOHANBHBIX JAHHBIX W (WJIH)
BBIXOJIAIIEH U3 MH(DOPMAIIMOHHON CHCTEMBI.

Hapyummrens 06e30macHOCTH NEPCOHAIBHBIX JAHHBIX — (U3MUYECKOE JIMIIO, CIy4aiHO WU
NpETHAMEPEHHO COBEPIIAIOIIEE JICHUCTBUS, CIEACTBHEM KOTOPBIX SIBISIETCS HapylleHue Oe30MacHOCTH
NIEPCOHATBHBIX JIAHHBIX NP MX 00pabOTKe TEXHUYECKHMMH CPEICTBAMU B MH(OPMAIMOHHBIX CHCTEMAaXx
MEPCOHATBHBIX ITAHHBIX.

HeaBTromaTtusnpoBanHas o0pa0oTKa  mNepcOHAJTBbHBIX  JaHHBIX —  00paboTka
NEPCOHANBHBIX JaHHBIX, COJEPKALIMXCSA B MH(OPMAIIMOHHON CHCTEME MEPCOHAIBHBIX JAHHBIX
aM00 W3BJICUEHHBIX W3 TaKOM CHUCTEMBI, CUMTAETCS OCYILECTBICHHOW O€3 HCIOJb30BaHUs
CpeACTB aBTOMAaTH3allUU (HEaBTOMATU3UPOBAHHOMN), €CIM Takhe JEHCTBHS C MEePCOHAIbHBIMU
JAHHBIMHU, KaK HCIOJIb30BaHUE, YTOUHEHHE, PACHpPOCTPAHEHUE, YHHUUTOXKEHHE MEepCOHAIbHBIX
JAHHBIX B OTHOIIEHMM KaXXKJOT0 M3 CyOBEKTOB NMEPCOHAIBHBIX JAHHBIX, OCYLIECTBISIOTCS NpU
HEINOCPEJICTBEHHOM YYacTHH YeJIOBEKa.

HenexsiapupoBaHHble  BO3MOKHOCTH —  (DYHKIIMOHAQJIbHBIE  BO3MOXHOCTH  CpPEJICTB
BBIUMCITUTEILHON TEXHUKH, HE ONMCAHHBIE WM HE COOTBETCTBYIOILME ONMCAHHBIM B IOKYMEHTAIUH, TIPU
UCTIOJIb30BaHUM  KOTOPBIX BO3MOXKHO —HApyIIeHWE KOH(UAEHIMAIBHOCTH, JIOCTYTHOCTH  WIIH
LIEJIOCTHOCTH 00pabaTeiBaeMoii HH(OpMaLIUK.

HecaHKIMOHMPOBAHHBIH 10CTYN (HECAHKIMOHMPOBAHHbIE IeHCTBHSI) — IOCTYI K MH(pOpMaIIU
WM JIEUCTBHS ¢ MH(OpMAalMel, HapyIIalolMe NpaBuia pasrpaHuueHus JOCTyNa C HUCTOIb30BaHUEM
IITATHBIX CPEJICTB, IPEAOCTABIISIEMBIX MH(POPMAIIMOHHBIMU CUCTEMAMU TIEPCOHANIBHBIX JTaHHBIX.

Hocurens undopmanuu — Quspueckoe JMIO WIM MaTepuaibHbIi OOBEKT, B TOM YHCIIE
¢uzmdeckoe mose, B KOTOpOM HMH(OpMAIMsl HaXOIUT CBOE OTPAKEHHE B BHJE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHWYECKUX DEILICHUA U TMPOLIECCOB, KOIMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKHUX
BEJIMYMH.

O0e3IMuMBaHNe NMEPCOHATBbHBIX JAHHBIX — JIEHCTBUS, B pPe3y/bTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXKHO 0€3 UCIIOJIb30BaHUs JONOIHUTEIBHOM HH(DOPMAIIUK ONIpeIeUTh MPUHAIIEKHOCTD
MEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEePCOHATbHBIX TAHHBIX.

O0pa0oTka NepCOHANBLHBIX JAHHBIX — JF00O€ JeiicTBUE (Omepanus) WM COBOKYITHOCTh
NedcTBU  (omepalyii), COBEpIIAeMbIX C HCIOJIb30BAHMEM CPEACTB aBTOMaTH3alMd WM 0e3
UCIIOJIb30BAHMS TAKMX CPEJICTB C MEPCOHATBHBIMU JAHHBIMU, BKJTFOYasi COOp, 3aIich, CHCTEMaTH3ALHIO,
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HAKOIJICHUE, XpaHEeHUe, YTouHeHHe (OOHOBJIEHHE, M3MEHEHHE), U3BIICYEHNE, HCIIOIb30BaHKE, TIepeady
(pactipoctpaHeHre, TMPEIOCTaBICHUE, JOCTYI), OO€3MuYMBaHWE, OJOKMPOBAaHHE, yIalCHHUE,
YHUUTOXKEHHE I1EPCOHATIbHBIX JaHHbIX.

OO01enocTynHble  MepCOHANbHbIE  JaHHbIEe — TEPCOHAIbHBIE  JAaHHBIE,  JIOCTYI
HEOTPAaHMUYEHHOTO Kpyra JIMI[ K KOTOPBIM IMPEJOCTaBJICH C COIIacUsl CyOBEeKTa MEepCOHAIBHBIX
JAHHBIX WJIM Ha KOTOpPbIE B COOTBETCTBUU C (efepalbHbIMU 3aKOHAMU HE PaCHpOCTPAHSIETCS
TpeboBaHue cOOMIOACHNS KOHPUICHIINATHHOCTH.

Oneparop (mepcoHAJBHBIX JAHHBIX) — TOCYJAPCTBEHHBIN OpraH, MYHHMIMIIAIbHBIA Opras,
IOPUIIMYECKOE WM (PU3MIECKOE JIMIIO, CAMOCTOSATEIBHO WM COBMECTHO C JIPYTMMH OpPraHHU3YIOIee
(n1) ocyIIeCTRIISIONIEE 0OPAOOTKY IMEePCOHATIBHBIX TAHHBIX, a TAKKE ONMPEISIIIONIME eI 00padOTKH
MEPCOHATIBHBIX JTAHHBIX, COCTaB IEPCOHABHBIX JIAHHBIX, MOJJICKANMX 00padOTKe, NEHUCTBUS
(omepariin), CoBepIaeMble C ePCOHATLHBIMU JaHHBIMH.

Texnuyeckne cpencrsa MH(POPMALMOHHON CHCTEMBbI NEPCOHAJIBHBIX JAHHBIX — CPEACTBA
BBIYUCITUTEIILHON TEXHUKU, MH(OPMAIIMOHHO-BHIUMCIIUTENIbHBIE KOMILIEKCHI U CETH, CPEACTBA M CUCTEMBI
nepeqaur, npuemMa U o0pabotku IIJIH (cpemcTtBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHHS, TEPETOBOPHbIE W TEJIEBU3MOHHBIE YCTPOWCTBA, CPEICTBA HW3TOTOBJICHMUS,
TUPKUPOBAHUS JIOKYMEHTOB M JIPyrMi€ TEXHUYECKHUE CPEACTBA 00pabOTKM PEueBOM, TpadyecKoid,
BUICO- U OyKBeHHO-IIM(poBOM HH(OpPMALINK), MPOrPaMMHBIE CpPEICTBA (OINMEPAIMOHHBIC CUCTEMBI,
CHCTEMBI YNpaBJeHWsI 0a3aMH JIAHHBIX W T.I.), CPEICTBA 3alATHI MH(POPMALMH, TPUMEHSIEMbIC B
MH(MOPMAIMOHHBIX CUCTEMAX.

IMepexBaT (MHpOpMaNUN) — HEITPABOMEPHOE MOITYICHHE MHPOPMAIUHU C HCIIOJIE30BAHUEM
TEXHUYECKOTO  CpEACTBA, OCYLIECTBIAIONIET0 OOHapyKeHue, TmpueM Hu  00paboTKy
MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHbIE — T00as MH(OpMaLUs, OTHOCAMIAICS K HPSIMO WM KOCBEHHO
OTIpeICIIEHHOMY HJIM ONpeAesieMoMy (PH3NUECKOMY JIHIY (CyOBEKTY epCOHANBHBIX TAHHBIX ).

[To6ouHbIe JIeKTPOMATHUTHBIE M3JIYYeHHS] U HABOIKHU — DJIEKTPOMATHUTHBIC U3TyYCHUS
TEXHUYECKUX CpeICTB O0pabOTKM 3aluiiaeMoil MHpOpMaluy, BO3ZHUKAOLIUME KaK M0OOYHOE
SBIICHUE W BBI3BAHHBIC DJIEKTPUUYECKHUMH CHUTHAJIAMU, JCUCTBYIOINIMMH B MX JJIEKTPUUYECKUX U
MarHUTHBIX LIEMSX, @ TAK)KE 3JEKTPOMAarHUTHBIE HABOJKU 3TUX CUTHAJIOB Ha TOKOIPOBOSIINE
JUHUH, KOHCTPYKIIMH U IIeTH MTUTaHUS.

[MosmTHKAa  «YUCTOTO  CTOJMA» —  KOMIUIEKC  OPraHMU3allMOHHBIX  MEPOIpPHITHH,
KOHTPOJMPYIOIMX OTCYTCTBHE 3alMChIBAaHUA HAa OyMaXKHble HOCHUTENU KIO4Yed M aTpuOyToB
nocTyrna (maposei) U XpaHeHus UX BOJIM3U 00bEKTOB JIOCTYTIA.

IHonb3oBaTenr HMHGOPMALMOHHONM CHCTEMbl NEPCOHAJBHBIX [JaHHBIX — JHIIO,
yyacTBymolllee B (DyHKIIMOHUPOBAHUU HH(OPMALMOHHON CHUCTEMBI NEPCOHANBHBIX JAAHHBIX WIN
UCTIOJIB3YIOLIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuyeHusi A0CTYNAa — COBOKYITHOCTb NPAaBUJI, PErJIaMEHTUPYIOIIMX IpaBa
JIOCTYIa CYOBEKTOB JOCTYIA K 00BbEKTaM J0CTYyIIA.

IIporpammuasi 3akJjaaKa — KoJ MPOrpaMMbl, IPEJHAMEPEHHO BHECEHHBIH B MpOrpaMMy C
LENBI0 OCYIIECTBUTh YTEUKY, H3MEHUThb, OJOKUPOBaTh, YHUUTOXUTb HH(YOPMALUIO WIH
YHUUYTOXXUTh M MOAU(UIHMpOBATh IporpaMMHOE oOecredyeHrne HHPOPMAIMOHHOM CHCTEMBI
NEePCOHAIbHBIX JAHHBIX U (MJIK) OJIOKUPOBATh anmnapaTHBIE CPEJICTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4YecKoe) BO3JelCTBHE — HECAaHKLIMOHHUPOBAHHOE
BO3/ICHCTBUE HA PECYpPChl aBTOMATU3HUPOBAHHON MH(POPMALIMOHHOMN CHCTEMBI, OCYIIECTBIISIEMOE C
UCIOJIb30BaHUEM BPEIOHOCHBIX IPOTrpamMM.

PackpbiTHe NepCcOHANBHBIX JAAaHHBIX — YMBIIUICHHOE WIH CIy4alHOe HapylleHue
KOH(UICHIIMATLHOCTH NEPCOHANIbHBIX JaHHbBIX.

PacnpocTpaHeHue TNepCcOHANBHBIX JAHHBIX — JCHWCTBUS, HalpaBIEHHbIE HA PAaCKpBITHE
MEPCOHAIBHBIX JAaHHBIX HEONPEEIEHHOMY KPYTY JIUI]

Pecypc mHpopManmoHHoil cucTeMbl — UMEHOBAaHHBIN 3JIEMEHT CHCTEMHOIO, MPUKJIATHOTO
WM almnapaTHoro obecrneueHus: GyHKIIMOHUPOBaHUS HH()OPMAILIOHHON CUCTEMBL.
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CnennajbHble KATeropuM MEPCOHANBHBIX JAHHBIX — T[EPCOHATBHBIC  JIaHHBIC,
Kacalollluecsi  pacoBOM, HAlMOHAJILHOM  NPUHAMJIEKHOCTH, TOJUTUYECKUX  B3IJIAJIOB,
PENMUTHO3HBIX WKW (UIOCOPCKUX YOEKICHHIA, COCTOSHUS 370POBbS M HMHTUMHOW IKU3HU
CyOBbEeKTa MePCOHATBHBIX JAHHBIX.

CpencrBa BEIYHC/IUTETBLHONH TEXHUKH — COBOKYITHOCTh TIPOTPAMMHBIX U TEXHHYECKUX 3JIEMEHTOB
cucTeM 00pabOTKU JAaHHBIX, CIOCOOHBIX (DYHKIIMOHMPOBATH CAMOCTOSITENILHO MM B COCTaBE JPYTHX
CHCTEM.

CyobekT mocryna (Cy0beKT)— JIMIO WIM IpPOLECC, ACUCTBUS KOTOPOrO PErIAMEHTUPYIOTCS
MpaBUJIaMU pa3TPaHUYCHUS JOCTYIIA.

TexHuuyeckuii KaHa yredkd MHGOPMALMU — COBOKYITHOCTh HOCUTEIS MH(OpMAIU (CPeaCcTBa
00paboTKH), (hM3UIECKON Cpelbl pacipocTpaHeHHss WH()OPMATUBHOTO CHTHAIA M CPEACTB, KOTOPHIMU
JOObIBaeTCs 3alpiaemMas UHpopMalus.

TpaHcrpanu4yHasi nepeaavya MepcoHAJBHBIX JAHHBIX — Mepe/iada MePCOHATBHBIX JAHHBIX
onepatopoMm uyepe3 [ocymapcrBeHHyro rpanunly Poccuiickoit ®eaepanuud opraHy BJacTH
WHOCTPAHHOTO TOCYJapcTBa, (U3MUECKOMY WIH OPUAHYECKOMY JIMIy HHOCTPAHHOTO
rocyaapcTaa.

Yrpo3bl 0€30IaCHOCTH TEPCOHAIBHBIX [JAHHBIX — COBOKYIIHOCTh YCIOBHH U (aKTOpOB,
CO3JIAIONIUX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM YHCIIE CITYy4aifHOro, JOCTYNA K MEePCOHAILHBIM
JIAaHHBIM, PE3YJBTaTOM KOTOPOTO MOYKET CTaTh YHHUTOKEHHE, H3MEHEHHE, OJIOKUPOBaHNE, KOMMMPOBAHHE,
pacIpoCTpaHeHHe TEPCOHANBHBIX JAHHBIX, a TaKkKe WHBIX HECAHKIIMOHUPOBAHHBIX NEHCTBUI NPH HX
00paboTKe B MHPOPMAIIOHHON CUCTEME ITEPCOHATTBHBIX TAHHBIX.

YHUYTOKeHHE TEPCOHAILHBIX MAHHBIX — JICUCTBHUS, B pe3yJbTaTe KOTOPHIX HEBO3MOKHO
BOCCTaHOBUTH COZICP)KaHWE MEPCOHATBHBIX JAaHHBIX B HWH(OPMALMOHHOW CHCTEME IePCOHATBHBIX
JMAaHHBIX WIM B pe3y/bTaTe KOTOPBIX YHUUYTOXKAIOTCSI MaTepHalbHble HOCUTENIN MEePCOHAIBHBIX
JAHHBIX.

Yreuka (GammmaeMoil) HHGOPMAIMM 10 TeXHHYECKHMM KAHAJIAM — HEKOHTPOIMPYEMOE
pacrpocTpaneHre HHPOPMAIUKA OT HOCHTEIIS 3allIHIaeMOi HH(OPMAIIK Yepe3 PU3UUECKYIO CPEeIy 10
TEXHUYECKOTO CPEJICTBA, OCYILLECTBISIONIETO IEpeXBaT HHGOPMAIUH.

Ys3BUMOCTB — €11a00CTh B CPEJICTBAX 3aIlUTHI, KOTOPYIO MOYKHO HCIIONB30BATH I HAPYIICHHS
CHCTEMBbI MJTM COZIEprKallieiicsl B Hel nH(opMalum.

LesnoctHOCTh  MH(pOPMALMHM — CHOCOOHOCTH  CPE/ICTBA  BBIYHCIUTENIFHOM TEXHUKH WA
ABTOMATU3UPOBAHHOW CHCTEMBI 00ECTIeUMBATh HEM3MEHHOCTh MH(OpPMAIMKM B YCIOBHSX CIYYaifHOTO
W/WJTY TIPEIHAMEPEHHOTO MCKaYKEHUS (pa3pyLLeHus ).
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OBO3HAYEHMUSA U COKPALLEHUSA
— aHTUBUPYCHBIE CPEICTBA
— aBTOMATHU3MPOBAHHOE pabodee MeCTo
— BCIIOMOTaTEIIbHBIC TEXHUYECKHE CPEJICTBA M CUCTEMBI
— MH(OPMAIMOHHAS CHCTEMa NEPCOHATBHBIX JAHHBIX
— KOHTPOJIMpyeMasi 30Ha
— JIOKaJIbHAs! BBIYMCIIUTENbHAS CETh
— MEKCETEBOM dKpaH
— HECAHKLIMOHUPOBAHHBIN JOCTYII
— OTlepaIMOHHAs cUCTeEMa
— IIePCOHAILHBIC TAaHHbIE
— IIPOrPaMMHO-MaTEMaTHYECKOE BO3ICHCTBHE
— IporpaMMHOE OOecTIieYeHHE
— IOOOYHBIE AEKTPOMArHUTHBIE U3ITyYEHUs U HABOJKU
— cHUCTeMa aHaii3a 3alIUIICHHOCTH
— CpeICTBA 3aIUThl HHPOPMAIHH
— cucrema (TIOACUCTEMA) 3alIUThI IEPCOHATBHBIX JAHHBIX
— cuctemMa 0OHapyKEHUS! BTOPKEHHI
— TeXHUYECKHUE KaHAJIbI YTeUKH UH(OpMAIIIN

— YI'pO3blI 0e30macHOCTH MNCPCOHAIIbHBIX TaHHBIX
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BBEJIEHHUE

Hacrostmas ITlonutuka wuHOpMmanuonHoi Oe3omacHoctu (manee Ilomurmka) MBJIOY
«erckuii cax Ne 2» r. Kanam (manee — YupexaeHnue) siBisieTcss OQUITUAITBHBIM IOKYMEHTOM.

[TonuTuka pazpaboTaHa B COOTBETCTBUH ¢ TpeOoBaHUsIMU DeiepalibHOTO 3aKOHA OT 27 UI0JIs
2006 1. Ne 152-03 «O nepcoHaIbHBIX JAHHBIX» U NocTaHoBJIeHus [IpaBurenscTBa Poccuiickoi
Oenepannu ot 1HOOps 2012 1. Ne 1119 «OO6 yTBepkAcHHMH TPeOOBAHWN K 3aIlIUTe
MEPCOHAIBHBIX JAHHBIX TpH UX 00paboTke B HHPOPMAIIMOHHBIX CHCTEMax IEePCOHATBHBIX
JAHHBIX», HA OCHOBaHHH:

- «PexoMenmanmii mo odecrnedeHno 6€30MacHOCTH MePCOHATBHBIX JAHHBIX MPH X 00pa-
00Tke B MH(OPMALIMOHHBIX CHCTEMax IMEPCOHAIBHBIX JAaHHBIX», YTBEPKICHHBIX 3ame-
ctuteneM aupexkropa PCTIK Poccum ot 15.02.2008 r.,

- «TunoBbIX TpeOOBaHMI MO OpraHU3aluu U obecredeHHo QYHKIIMOHUPOBAHUS MU (PPO-
BaJIbHBIX (KpUNTOrpaUuecKux) CPeaCTB, MPEeIHASHAUCHHBIX ISl 3alIUTHI HHPOPMAIUH,
HE cojeprKalllell CBEJCHHI, COCTABIAIOIIMX TOCYJAapCTBEHHYIO TaliHy B Cllydyae U3 HC-
[10JIb30BaHUsA AJIsl oOecrieueHus: 0€30aCHOCTH MEPCOHAIbHBIX JaHHBIX MPU UX 00paboT-
K€ B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX)», YTBEP>KICHHBIX PYKOBOI-
ctBoM 8 Llearpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke ompexneneHsl TpeboBanus k nepcoHany WCIIJIH, crerneHb OTBETCTBEHHOCTU
HepcoHalla, CTPYKTypa U HEOOXOAMMBIH YPOBEHb 3alIUIIEHHOCTH, CTATyC U JIOJKHOCTHBIE
00s13aHHOCTH COTPYIAHHKOB, OTBETCTBEHHBIX 3a obecredyeHue Oe30MacHOCTH MePCOHATBHBIX
nauubix B UCIIn Yupexnenusi.
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1 O01me MoJI0KEHU A

Llenbto Hacrosimeii [lonutiku siBisiercst obecrieueHue 6e30nacHOCTH 00BEKTOB 3aIUTHI

quexc,ueﬂml OT BCCX BHJAOB YIrpo3, BHCHIHUX HW BHYTPCHHHUX, YMBINIJICHHBIX U
HeTpeJHAMEPEHHBIX, MUHUMU3AIKs yIIepOda OT BO3MOXHOH peann3aliu yrpo3 0e30macHOCTH
[T1u (YBIIdH).

be3omacHocTh HEepCOHATBHBIX TaHHBIX JTOCTUTACTCS yTeM VCKITIOYEHUSI
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHUCIIC cnyqaﬁHoro, A0CTyIla K TIMCPCOHAIBHBIM JaHHBIM,
PE3yJIbTATOM KOTOPOTO MOXKET CTaTh YHHUTOXKEHHUE, U3MEHEHHE, OJIOKMPOBAaHHE, KOMMPOBAHHE,
pacinpoCTpaHCHUC NMEPCOHAIBHBIX JAHHBIX, @ TAKKC MHBIX HCCAHKIIMOHUPOBAHHBIX HeﬁCTBHﬁ.

Nudopmanus u cBI3aHHBIE ¢ HEH PeCypChl TOJDKHBI OBITH JOCTYIIHBI JJISi aBTOPU30BAHHBIX
nosib3oBaTeneh. JIOKHO OCYIIECTBISATHCS CBOEBPEMEHHOE OOHAPY)KEHHE U pearupoBaHHE Ha
VBI/H.

,Z[OJ’DKHO OCYHICCTBIIATHCA MPCAOTBPALICHUC MMPECAHAMCPCHHBIX HJIN cnyqaﬁHHx, YaCTUYHBIX
HJIU TMOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/I(I)I/IKaI_[I/Iﬁ WM YHUUYTOKCHUSA IICPCOHATIBHBIX TAHHBIX.

CoctaB 00BEKTOB 3alUTHI NpejacTaBieH B [lepeune nepcoHambHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxennn 06 00pabOTKE MEPCOHATBHBIX TAHHBIX.

Cocras UCII/[IH, nojnexamux 3aliuTe, MpeAcTaBieH B AKTe 0OC/IeIOBaHUS TEKYILEro
COCTOSTHUSI TEXHUYECKOH 3aIIUTHI HICPCOHAJIBHBIX JAHHBIX.
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2 O6aacTh aelcTBUA

TpeboBanus Hactosied [ToMUTUKN pacIpOCTPAHSIOTCS HA BCEX COTPYAHUKOB YUpPEKICHUS
(ITaTHBIX, BPEMEHHBIX, PAOOTAIONIMX IO KOHTPAKTy M T.I.), @ TAKXKE BCEX MNPOYHMX JIHII
(MOIPSAAYUKH, Ay TUTOPHI H T.I1.).
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3 Cucrema 3alIMTHI NEPCOHAIBHBIX TAaHHBIX

Cuctema 3anuThl nepcoHabHbIX JaHHBIX (C3I1/IH), cTpoUTCS Ha OCHOBAaHUH:

- AkTa 00cCiIeJOBaHMs TEKYILLEr0 COCTOSHUS TEXHUYECKOM 3aIMTHI EPCOHAIBHBIX JaH-
HBIX;

- [lepeunst nepcoHaNbHBIX JaHHBIX, OJIEKAILNX 3AIINUTE;

- AKTOB KJ1accU(UKaUU HHPOPMALMOHHBIX CUCTEM NEPCOHATIbHBIX JAHHBIX;

- YacTHbIX MoJienel akTyanbHbIX yrpo3 U BeposiTHoro Hapymurens UCI/IH;

- [TonoxxeHus o pasrpaHUYEHUN MPaB JOCTYIA K IEPCOHAIBHBIM JAHHBIM;

- PykoBonsamux gfokymentoB ®CTIK u ®Ch Poccun.

Hns  obecnieuenus 3amutel  MCIIJIH HeoOXxomumo coOJ0IeHHE OpraHM3alMOHHO-
TEXHUYECKUX Mep. AIMHHHUCTpaLUeil obecreunBaeTcst 6€30MacHOCTh MEPCOHANBHBIX JIaHHBIX B
COOTBETCTBUM C HEOOXOIMMBIM YPOBHEM 3alllMIIEHHOCTH, KOTOpas omucaHa B TeXHHYECKOM
3a/laHuu Ha co3aanue cucreMsl 3amuThl A UCIIAH. B Yupexnenuu onpeseneHsl akTyaabHbIe
yrpo3bl 6e3omacHoctu I1/[H, koTopwie ommcanbl B YacTHOW MOAENH aKTyalbHBIX YIpo3 W
BepositHoro Hapymmtens MCIT/Ih.

[Ton akTyanpHbIMM yrpo3amMu O€30IIaCHOCTH IMEPCOHAJNBHBIX JAHHBIX IOHMMAETCS
COBOKYITHOCTb yCIIOBUI u (bakTopos, CO3/1aI0IINX aKTyaJbHYIO OIIACHOCTh
HECaHKIMOHMPOBAHHOI'O, B TOM YHUCJIE€ CIIy4allHOI'0, JOCTyNa K MEPCOHAIbHBIM JIaHHBIM IIPH UX
00paboTke B MH(OPMAIMOHHOW CHCTEME, Pe3ylIbTaTOM KOTOPOIO MOTYT CTaTh YHUYTOKEHHE,
U3MEHEHUe, OJIOKUpOBaHHUE, KOMMPOBAHUE, IPEIOCTABICHUE, PACIIPOCTPAHEHUE IEPCOHAIBHBIX
JIaHHBIX, a TAKXKE UHbIE HETIPABOMEPHBIEC JEHCTBUS.

Yrpo3sl 1-T0 TUNA aKTyalbHBI AJ11 HHPOPMAITMOHHOW CHCTEMBI, €CIIH JUI HEE B TOM YHCIIe
aKTyaJbHbl YI'pO3bl, CBA3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIapUPOBAaHHBIX)
BO3MOXKHOCTEH B CHCTEMHOM NPOTPAMMHOM 00€CIEUYEeHUH, UCIIOIb3YEMOM B WH(OPMAIIMOHHON
CUCTEME.

YTpo3sl 2-TO TUMA aKTYyaJIbHBI JJ1s1 HHPOPMAIIMOHHOW CHCTEMBI, €CIIH JUIS HEe B TOM YHCIIe
aKTyaJbHbl YI'pO3bl, CB3aHHBIE C HAJIWYMEM HEIOKYMEHTHUPOBAHHBIX (HEAEKJIapUPOBAHHbIX)
BO3MOXKHOCTEM B NPUKJIAJHOM  INPOrpaMMHOM  OOECHEYEHHMM,  HUCIOJIb3YyEMOM B
UH(POPMALIMOHHOM cUCTEeME.

Yrpo3bl 3-T0 TUNA aKTyalbHbI IS UHMOPMALIMOHHOW CUCTEMBI, €CIM Ul HEe aKTyalbHbI
yrpo3bl, HE CBS3aHHBIE C HAIWYMEM HEJOKYMEHTHUPOBAaHHBIX (HEIEKIApUPOBAHHBIX)
BO3MOXXHOCTEH B CHCTEMHOM M MNPUKJIAJHOM MPOTPaMMHOM OOECIEUEHUH, HCIIOJIb3yEMOM B
UH(POPMALIMOHHOM cucTeMe.

Ha ocHOBaHuM 3THX JOKYMEHTOB ONpEIeNseTcs HEOOXOIMMBIN YpOBEHb 3alllUIIEHHOCTH
IT1x xaxnoit UCIT[AH Yupexnenus. Ha ocHOBaHMM aHanM3a akTyalbHbIX Yrpo3 0€30MacHOCTH
[T/11, onucanHoro B YacTHOM MoJe/n akTyalbHbIX yrpo3 U BepositTHoro Hapymutens UCIIAH u
Otuera o0 pe3yiabTaTax NPOBENEHUS BHYTPEHHEH NIPOBEPKE, MAENAETCS 3aKIIOYEHHE O
HEO0OXOJJUMOCTH UCMOJIb30BaHUSI TEXHUYECKUX CPEJCTB M OpraHU3allMOHHBIX MEPONPUITUN AJIs
obecnieuenus OezomnacHocTy I1JIH. BpiOpaHHBIE HEOOXOIMMBbIE MEPONPHUATHS OTPAXKAIOTCA B
[Tnane MeponpusTHIi 110 3aIIUTE NEPCOHAIBHBIX JaHHbBIX.

Jns xaxnoit UCII/IH nomkeH ObITh COCTaBIIEH CIMCOK MCTIOJIb3YEMbIX TEXHUYECKUX CPENICTB
3alUTHI, @ TaK K€ MPOrpaMMHOT0 oOecredeHus, ydacTByromiero B oopaborke I1JIH, Ha Bcex
anementax UCII/IH:

- APM nionb3oBartene;

- CepBepa NpUII0KEHN;

- CYB/;

- I'panuna JIBC;

- KananoB mepemaun B ceTu oOIIETO MOJB30BaHUS M (MJIM) MEKIyHAPOJAHOTO OOMEHa,
ecnu 1o HuM nepenarorces [1/1H.

B 3aBucumocTt ot ypoBHs 3amuiieHHoctd MCIIIH u aktyanbbix yrpos, C3I1[n moxer
BKJIIOUYATh CIIEAYIOIINE TEXHUYECKUE CPEACTBA:
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- aHTUBUPYCHBIC CPENICTBA I pabOUMX CTAHIIUN MOJIb30BATENCH U CEPBEPOB;

- CPEACTBA MEXCETEBOI0 SKPAHUPOBAHNS;

- cpeAcTBa KpunTorpaduueckoit 3aumThl HHPOPMAIIMH, TIPU TIepenade 3aliuinaeMoi nH-
- (hopmanuu 1o kaHasaM CBSI3H.

Tax e B CIIHCOK JTOJDKHBI OBITH BKIFOYCHBI (DYHKIIUU 3aIIUThI, 00CCIICYNBAEMbBIC I TATHBIMU
cpeanctBamu  o6pabotku II[lH onepamumonasiMu cuctemamu (OC), npuxmamaeiM 10 u
CHEIMAIbHBIMU KOMIUICKCAMH, PEATM3YIONUMHU CpeAcTBa 3amuThl. CIUCOK (PYHKIMA 3alTUTHI
MOKET BKJIFOUATh:

YIpaBJICHUE U pa3rpaHUUYCHUE JIOCTYIIa MOJIb30BaTelIeH;
PETHCTPALIUIO U YUET NCUCTBUH C MHPOPMAIIUCH;

- obecrnieunBaTh 1EIOCTHOCTh JaHHBIX;

- IPOU3BOJIUTH OOHAPYKEHHUI BTOPKEHUH.

CHuCcoK HCHONb3YEeMBbIX TEXHHUYECKHX CPEJCTB oTpaxaercss B Ilmane meponpusatuii mo
3alATE MEPCOHANBHBIX JAaHHBIX. CIUCOK HMCHOJBb3YyEMBIX CPEACTB JOJDKEH MOAIEPKHBATHCS B
aKTyaJlbHOM cocCTOssHMM. [lpu H3MeHeHMH cocTaBa TEXHHMYECKUX CPEJCTB 3allUThl WU
anemenToB MCIIJIH, COOTBETCTBYIOIIHME H3MEHEHHS IOJKHBI ObITh BHeCEeHbI B CIHCOK H
YTBEPKJICHBI 3aBEIYIOIIUM Y UPEKICHUS WITU JIMIIOM, OTBETCTBEHHBIM 32 00ECIeYeHHUE 3aIUThI
I11n.
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4 TpedoBanus k nmogcucremam C3I1n

C3I1/Ix BKIrOYaeT B ceOsl CICTYIONTUE TIOICUCTEMBI:

- YOpaBjeHUs JOCTYIIOM, PETUCTPALIMH U YUETa;

- obecrieyeH sl LIeIOCTHOCTH U JOCTYIHOCTH;

- AHTUBUPYCHOM 3aIUTHI;

- MEXCETEBOI'0 SKPaHUPOBAHUS;

- aHaJM3a 3alIUIICHHOCTH;

- 0OHapyKeHUs! BTOPKECHHUI;

- KpUITOTpapHUECKON 3aIHTHI.
[Toacuctemsr C3IIJIH mMmeroT pas3nuyHblid (QyHKIIMOHAN B 3aBUcUMOCTH OT kiacca MCII/H,
OTpeNieNIeHHOro B AKTe Kiaccuukanuu UH(OPMAIMOHHBIX CHCTEM IMEPCOHAJBHBIX JAaHHBIX.
Cnucok cootBerctBus (pyHkuii moacucrem C3II/[H kimaccy 3amMIEHHOCTH MPEICTABICH B
[Tpunoxxennn Ne 1.

4.1 MoacucreMbl ynpaBJeHHs1 JOCTYIIOM, PETHCTPALMM U y4era

[loacucrema ynpaBiaeHHUs! TOCTYIIOM, PECUCTPALIMM U y4yeTa MpeJHa3HaueHa Uil pean3aluu

CIICTYIOIINX (PYHKITHI:
- UASHTU(UKAIIUY U IPOBEPKA MOATUHHOCTU CyOBeKTOB octyna npu Bxoae B MCIIH;
- HACHTU(DUKAUY TEPMHUHAJIOB, y3JIOB CETH, KAHAJIOB CBSI3U, BHEIIHUX YCTPOUCTB TIO JIO-
TUYECKUM UMEHaM;
- UIeHTH(HUKAIUU TPOTPaMM, TOMOB, KaTaJloroB, (aiyioB, 3amucei, monei 3ammceit mo
MMEHaM;
- perucTpanuy BXojaa (BBIXOAa) CyOBEKTOB JOCTYIa B CHCTEMY (M3 CHCTEMBI), INOO pe-
TUCTpALMS 3arpy3KU U MHULMAJIU3ALMH ONIEPAllMOHHON CUCTEMBI U €€ OCTAHOBA.
- perucTpanum NomnbITOK J0CTYIa IPOrPaMMHBIX CPEACTB (MIpOrpaMm, MPOLIECCOB, 3a1ad,
3aJIaHMi ) K 3alUIIaeMbiM (paitiam;
- PErUCTPALMH MOIBITOK AOCTYIA IIPOrPAMMHBIX CPEACTB K TEPMUHAIAM, KaHajlaM CBS3H,
- IporpaMMaM, ToMaM, Karajioram, (aiaam, 3amucsiM, MOJISM 3aIHCen.

[Toncucrema ympaBieHHsS JOCTYIIOM MOXET OBbITh peaJu30BaHa C IOMOINBIO IITATHBIX
cpenctB obpabotku [1/]x (onepanuonnsix cuctem, npunoxeHuii 1 CYBJ]). Tak xe MoxeT ObITh
BHEJIPEHO CHELUAIbHOE TEXHUYECKOE CpPEACTBO WM HX KOMIUIEKC, OCYLIECTBISIOIINE
JIOTIOJTHUTEIbHBIE MEphl M0 ayTEHTHU(HUKALMU U KOHTpoito. Hampumep, mpuMeHEHHE €IMHbBIX
XpaHWIMIL  yYETHBIX 3amuceil  monb3oBaTeNedl M PEerucTpallMOHHON  MH(OpMaIuH,
UCTIOJIb30BaHUE OMOMETPUUYECKUX U TEXHUYECKUX (C TMOMOIIBIO IEKTPOHHBIX MPOITYCKOB) Mep
ayTeHTU(UKALUU U APYTHUX.

4.2 Toacucrema odecnedeHusi HeJOCTHOCTH U 0CTYIIHOCTH

[Toncucrema obecrnieyeHHsl LIETOCTHOCTH M JJOCTYIHOCTH IpeIHa3HauyeHa sl oOecreueHus
nenoctHocty U nocrynHoctu [1/1H, mporpammubix u anmapatHbix cpeacts UCITAH Yupexne-
HUS, @ TaK XK€ CPEJICTB 3aILUTHI, PH CIYyYalHON WM HAMEPEHHON MOoAN(UKALIUY.

[loncucrema peamusyeTcss ¢ IMOMOIIBIO  OPTaHU3ALMM  PE3EPBHOTO  KOIMPOBAHUSA
0o0pabaTbIBaeMbIX JAHHBIX, a TAK )K€ pe3epBUPOBaHUEM KiItoueBbIX 31eMeHToB UCII/IH.

4.3 ToacucreMa aHTUBUPYCHOM 3AIATHI

[Toncucrema aHTHBHPYCHOM 3allMThl MpeJHA3HAYeHa s oOecnedeHUs aHTHUBUPYCHOM
3amuThl cepBepoB U APM nonb3oBareneit UCII[In Yupexaenus.
CpencTBa aHTUBUPYCHOM 3alIUTHI IPEeIHA3HAYEHBI AJIS pealIn3allii CIeAYIOMUX (QyHKIII:
- PE3UICHTHBIN aHTUBUPYCHBI MOHUTOPHHT
- aHTUBUPYCHOE CKaHUPOBAHUE;
- CKpUIIT-O0JIOKUPOBAHUE;
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- IEHTPATU30BAHHYIO/yIAICHHYIO YCTaHOBKY/JIEUHCTAIUIALUIO aHTUBUPYCHOTO MPOAYK-
Ta, HACTPOHKY, aMUHHCTPUPOBAHUE, TPOCMOTP OTYETOB M CTATHCTUYCCKOW HMH(MOpMa-
IIUU TI0 PabOTe MPOIYKTA;
- aBTOMAaTH3UPOBAHHOEC OOHOBJICHHE aHTUBHUPYCHBIX 0a3;
- OIrpaHU4YCHHUC IIpaB IMOJIB30BATCIIA Ha OCTAHOBKY MCIIOJIHACMBIX 3ajla4 U U3MCHCHUS -
HACTPOCK aHTHBUPYCHOT'O IMTPOTrPAMMHOI'0 O0ECIICUCHHUS,
- aBTOMATHYECKHI 3aITyCK Cpa3y MOCIe 3arpy3KH ONEePAIMOHHON CUCTEMBI.

[ToxcucTema peanu3yercs MyTeM BHEIPEHHS CIICIHATBHOIO aHTHBUPYCHOTO MPOrPaMMHOIO

obecnieuenus Ha Bce dneMeHTsl CIT/IH.

4.4 TloxcncreMa MesKCeTEBOro IKPAHUPOBAHUS

[Toncucrema MeEKCETEBOrO SKpaHUPOBAHUS IpeJHA3HAYeHa Ul peayli3alliM CIEeIYIOIIHUX
byHKIMHA:
- GWIBTPALMU OTKPHITOTO U 3aIM(PPOBAaHHOTO (3aKpbIToro) IP-tpaduka no cnexyrommm
napameTpam;
- (hukcaruy BO BHYTPEHHUX KYypHaTaxX HHPOPMAIIUU O IPOXOISAIIEM OTKPBITOM U 3aKpbI-
toMm IP-tpaduke;
- HICHTH(DUKAINY U ayTEHTH(PHUKAINIO aIMUHICTPATOPA MEKCETEBOTO SKpaHa MPH €ro -
JIOKaJIbHBIX 3alpocax Ha JTOCTYII,
- perucTpanuy Bxoja (BbIXOJa) aJMHHHCTpATOpa MEXCETEBOrO0 JKpaHa B cucTeMy (U3
CUCTEMBbI) TUOO0 3arpy3KH U WHUIIUAIHU3AINHA CUCTEMBI U €€ MPOTPAMMHOI0 OCTaHOBA;
- KOHTPOJIS LIEIOCTHOCTH CBOEH MPOTrpaMMHON U MHPOPMALIMOHHOMN 4acTu;
- GUIbTPAIIUU MTAKETOB CIYKEOHBIX MPOTOKOJIOB, CIYKAIIUX 7S TUATHOCTUKU U YIIpaB-
JIeHUs1 pPabOTON CETEBBIX YCTPOUCTB;
- (bUIBTpalMK C Y4ETOM BXOJHOTO M BBIXOJHOTO CETEBOr0 MHTepdeiica Kak CpeicTBO
IIPOBEPKHU MOJIJIMHHOCTH CETEBBIX aJJPECOB;
- PETUCTPALMK U YY€Ta 3alpaliuBacMbIX CEPBUCOB IPUKIIATHOTO YPOBHS;
- OJIOKMpOBaHUS JOCTyNa HEUJIECHTU(PHUIIMPOBAHHOTO OOBEKTa WM CyOBEKTa, MOIJIUH-
HOCTb KOTOPOTO MPHU ayTeHTU(UKAIUU HE MOATBEPANIACh, METO/IaMH, YCTOMYUBBIMU K
nepexBaTy;
- KOHTPOJIS 32 CETEBON aKTUBHOCTBIO MPUIIOKEHUH U OOHAPYKEHUS CETEBbIX aTak.
[Toncucrema peanusyercs BHEIPEHUEM IIPOTrPAMMHO-aNNapaTHBIX KOMIUIEKCOB MEXCETEBOIO
sKpaHupoBanus Ha rpanuue JICB, kinaccom He Huxe 4.

45 Iloacucrema aHajIM3a 3alUIIEHHOCTH

[Toacucrema anHanu3a 3alIMINEHHOCTH, JODKHA OOECIeUMBATh BBIABICHUS YSI3BUMOCTEH,
cBs3aHHBIX ¢ omuOKkamMu B KoH¢urypamuu [10 UCII[IH, koTopble MOTYT OBITH HCIIOJIB30BAHbI
HapyIIUTEIEM JIJIS peaIn3allii aTakKu Ha CUCTEMY.

OYHKIMOHAT TMOACUCTEMBI MOXXET OBITh pPEaTu30BaH MPOTPAMMHBIMU U MPOTPAMMHO-
armnapaTHbIMU CPEACTBAMU.

4.6 MoxcucremMa 0OHAPY/KEHUSI BTOP/KEHMI

[Toacuctema oOHapy>XKeHUST BTOPKEHUH, JOJKHA 00€CTIeUunBaTh BHISIBIEHHE CETEBBIX aTak Ha
anemenTsl CII/IH, moaK/IIOUeHHBIE K CETSM OOIIEro MOJIb30BaHUS U (MIH) MEXIYHAPOIHOTO
obMeHa.

OYHKIMOHAT TOACUCTEMBI MOXXET OBITh pPeaTu30BaH MPOTPAMMHBIMU U TPOTPAMMHO-
aHHapaTHI)IMI/I CpeHCTBaMI/I.

4.7 TMoacucrema KpuNTOrpagpuyecKoii 3auThI

[Toncucrema kpunrtorpaduueckoil 3amuThl TpeAHazHaueHa s uckimoueHus HCJ[ k
sammmaemort nHpopmarmu B CII I Yupexaenus, mpu ee nepeaaqn Mo KaHallaM CBSI3H ceTei
00I1ero Moab30BaHUs U (WJIH) MEXITYHAPOIHOTO OOMEHA.
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[Toncucrema peanusyercs BHEAPEHHEM KpUOTOrpapUyUecKuX IMPOrpaMMHO-ANNapaTHBIX
KOMIIJIEKCOB.
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5 Ioab3oBarenn UCHan

B MUCII[Jn VYupexaeHus MOXKHO BBIICIUTh CJIEAYIOIIME TPYHIbl M0JIb30BATEIICH,
y4acTBYIOUIMX B 00paboTke u xpanenuu 11/[n:
- Aapmunuctpatopa UCII/IH;
- Aamunuctpatopa 6e3onacHocta MCI1/IH;
- Onepatopa APM;
- AIMUHHUCTpATOpa CETH;
- TeXxHMYEeCKOTO CIEeNHUAaIUCTa [0 00CITYKUBaHUIO TepudepUitHOro 000py10BaHNUS;
- [Iporpammuct-pazpadorunk UCII/IH.
JlanHble 0 rpymnmnax Mojb30BaTeliiX, YPOBHE HUX JOCTyNa U WH(OOPMHPOBAHHOCTH JIOJIKEH
OBITH OTpakeH B [lofi0’keHUM O pa3rpaHMueHUH MPaB JOCTYIA K MEPCOHAIBHBIM JIaHHbBIM.

5.1 Aaxmunucrparop UCIIIn

Anmunuctparop HWCIIIH, coTpynHuK Y4UpexaeHus, OTBETCTBEHHBIM 3a HACTPOUKY,
BHenperne U comnpoBoxaeHne MCIIIH, obOecrieunBaeT (QyHKIMOHMPOBAHHE IOJCHCTEMBI
yopasinenuss jgoctynom HCII/IH u ynmoaHOMOYEH OCYLIECTBIATH MPEAOCTaBICHUE U
pasrpaHuyeHHe AOCTyIa KOHeYHOro nojs3oBateins (Oneparopa APM) k aneMeHTam, XpaHSAIUM
MIEPCOHAIIbHBIE TAHHBIE.

Anvunuctparop UCII/H obmagaeT cieayonM YpOBHEM JOCTYIIA U 3HAHHNA:

- obnmagaer monHOM MHpOpMaLMel 0 CUCTEMHOM W MPUKIAHOM MPOTPAaMMHOM oOectie-
yenun UCIIdH;

- 0bnagaet monHOM uH(popManuel o TexHUYeCcKuX cpeacTBax u KoHpurypauuu UCII/IH;
UMeeT JOCTYN KO BCEM TEXHHYECKHM CpelcTBaM 00paboTkKu MH(GOpMAIMK U JaHHBIM
NCIIn;

- o0naaeT npaBamMu KOH(GUTYPUPOBAHHS U QJIMUHUCTPATHBHON HACTPONHKN TEXHUYECKUX
cpeacts UCII/IH.

5.2 Agmunucrparop 6esonacnocrn UCII/In

Anmunuctpatop 6Oe3omacHoctu MCII[AH, coTpynHuk VYupexaeHHs, OTBETCTBEHHBIH 3a
¢ynkunonupoanue C3II/IH, Bxmrouas oOCIy)XHBaHHE M HACTPONKY aJMHUHHUCTPAaTUBHOMH,
CEpPBEPHOM U KJIMEHTCKON KOMIIOHEHT.

Anmunuctpatop 6ezonacHoctd MICITJIH o6nagaer cienyromuM ypoBHEM JIOCTYTIa U 3HAHUI:

- obnanaer npaBamu Anmunuctparopa UCII/Ix;

- o0namaer nosHoi nHdGopmarmeit 06 UCIIT/IH;

- UMEEeT JOCTYINl K CPEeJCTBaM 3allUThl MHGOPMAIMU U MPOTOKOJIMPOBAHUS M K YacTu
KiroueBbIx emenToB UCIIH;

- HE UMEEeT IpaB J0CTyNa K KOHPUTIypUPOBAHUIO TEXHUUECKUX CPEACTB CETH 3a MCKIIIO-
YEHHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

Anmunuctpatop 6e3onacHoctu UCIIJIH ynonHoMoueH:

- peanu3oBBIBaTh MOJMTUKY Oe3zomacHocTH B yactu HacTpoiiku CK3U, mexcereBbix
9KpaHOB M CHCTEM OOHApyXXEHHUS aTak, B COOTBETCTBUM C KOTOPHIMHU IIOJIb30BaTENb
(Onepatop APM) monydaeT BO3MOKHOCTh paboTath ¢ anementamu UCIT/IH;

- OCYILECTBIIATh AYJUT CPEJICTB 3aIIMTHI;

- YCTaHAaBIIMBATh IOBEPUTEIIbHBIE OTHOILIECHNS CBOCH 3aLUILICHHOW CETH C CETAMHU IPYTUX
Opranuzanui.

5.3 Oneparop APM

Onepatop APM, cotpyauuk YupexaeHus, ocymecTBistomuii oopadborky I1/1n. O6pabdoTka
[I/Tn Bxmrowaer: Bo3MOkHOCTh mpocmotrpa II/IH, pyunoit BBox IIJIlH B cucremy UCII[H,
(dbopMupoBaHUE CHPaBOK M OT4YETOB Mo MH(popMauuu, norydeHHor u3z MCII/In. Oneparop He
UMeeT OJTHOMOYMM JUIs yIpaBieHHs oicucTeMaMu 00paboTku nanHbix 1 C3I1/1H.
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Omneparop UCII/Ix obnanaer cieayronmM ypoBHEM AOCTYIIA U 3HAHUI:
- o0mamaeT BceMU HEOOXOAMMBIMH aTpuOyTamMu (HampuMmep, mapojieM), o0ecreunBaro-
LIMMU JOCTYI K HEKOTOPOMY IOAMHOXKeCTBY I1/1H;
- pacrnosiaraeT KOH(pUACHINAIBHBIMU JaHHBIMHU, K KOTOPBIM UMEET JIOCTYII.

5.4 ApmunucTparop ceru

AJIMMHHCTpPATOp CETH, COTPYIHHUK YUpEKAEHUS, OTBETCTBEHHBIH 3a (DYHKIIMOHHpPOBAHUE
TenekoMMyHuKannoHHon noacucreMsl UCII/IH. AaMuHHCTpaTOp CETH HE MMEET MOJIHOMOYUN
JUIs yIIpaBJIeHUs TOICUCTEMaMH 00pabOTKH TaHHBIX U 0€30IaCHOCTH.

AJIMUHHCTPATOpP CETH 00Ja/1aeT CIEAYIONIM YPOBHEM JIOCTYIIA U 3HAHUI:

- 0051a/1a€T 4acTh0 NH(POPMALMK O CUCTEMHOM U MPHUKIIAJHOM IIPOrpaMMHOM olOecriede-
nuu UCITH;

- 001a1aeT 4acThi0 HHPOPMALIUU O TEXHUUECKUX cpeacTBax U KoHpurypauuu UCII/1H;
uMeeT QU3HYECKUN TOCTYN K TEXHUYECKUM CPeCTBaM 00paboTKH MH(POPMAIIH U CPEJI-
CTBaM 3allUTHI;

- 3HAET, 110 MEHBIIIEH Mepe, OJIHO JIETAIbHOE UM IOCTYTIA.

5.5 Texnuveckuii cnenquaNNCT 110 06CaYKHBAHKIO NepudepuiiHOro 000py10BaAHMS

TexHuyeckuil creuuainucT Mmo OOCTYKMBAaHUIO, COTPYOHHUK YUPEKIEHUS, OCYIIECTBISICT
oOcinyxuBaHue u HacTpoiiky mnepudepuiinoro obopymoBanus WCII[n. TexHuueckuit
CHEIHMAMCT MO OOCIYy)KMBaHHIO He uMeeT noctyma kK I[IJ[H, He uMeeT HOTHOMOYMM IS
yIpaBieHUs NOJCUCTEMAMU 00paOOTKU JaHHBIX U 0€30IIaCHOCTH.

TexHUYecKui crenuaiiucT mo oOCTyKUBAHUIO 00NalaeT CIEAYIOIUM yPOBHEM IOCTyMa U
3HAHUM:

- o0nagaeT yacThio HHGOPMAIMU O CUCTEMHOM U MPUKIAAHOM MIPOTrPpaMMHOM obecriede-
nuu UCITH;

- 00naaeT yacTbio MHPOPMAIIMH O TEXHUYECKUX cpeacTBax U KoHpurypamuu UCIIdH;
3HAET, 110 MEHBIIEH Mepe, OJTHO JIETAIbHOE UM IOCTYTIA.

5.6 Mporpammucr-paspadorunk UCIIn

[TporpamMmmMucTbI-pa3paboTunuky (MOCTaBIIMKK) MPUKIAJTHOTO MPOrPaMMHOIO OOecreyeHus,
o0ecreuynBaroIue ero CONpOBOXKJICHHE Ha 3aluinaeMoM oObekre. K maHHON rpymnme Moryt
OTHOCHUTBCS KaK COTPYIHUKH Y UPEXKIECHUS, TaK U COTPYAHUKU CTOPOHHUX OpraHU3aLui.

du3nvecKoe JUIO0 ITON KaTErOpHUH:
- o0nanaer uHopmaleit 00 anrropuTMax M mnporpaMmax oopaboTku MHGPOpPMalUU HA
NCIIn;
- o0nazaeT BO3MOXKHOCTSIMH BHECEHHUS OIIMOOK, HEIEKJIapUPOBAHHBIX BO3MOXKHOCTEH,
IPOTPaMMHBIX 3aKJaJ0K, BPEAOHOCHBIX MPOrpaMM B IporpammHoe obecneuenue MC-
[T/11 Ha cTaauu ee pa3pabOTKH, BHEJPEHUS U COTIPOBOXKACHMUS;
- MOXET pacroJyiarate J0bMH ¢parmMeHTamu uHpopmanuu o tonojorun MCIIIH u
TEXHUYECKUX CpelicTBax 00paboTku u 3amuThl [1/1H, o6pabaTeiBaembix B MCIT/IH.
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6 TpeGoBanus k nmepcoHanay no odecnedeHnio 3amuthl [1{n

Bce corpyanuku Yupexnaenus, spigtomuecs noiab3oBarensmu MCIIIH, M0KHBI 4eTKO
3HaTh W CTPOTO BBINOJHATH YCTAHOBJICHHBbIC TMpaBWia MU OOA3aHHOCTH IO JOCTYNYy K
3alUIIaeMbIM 00bEKTaM U COOIIOICHUIO MPUHATOrO pexkuma 6ezonacHoctu [1/1H.

[Ipu BcTyruieHMM B JOJDKHOCTH HOBOTO COTPYAHMKAa HEMOCPEACTBEHHBIM HayalbHUK
nojpas3fielieHusi, B KOTOPOE€ OH TIOCTyMaeT, 00s3aH OpraHU30BaThb €ro O3HAKOMJICHHE C
JTOJDKHOCTHOM  MHCTPYKIMEH W  HEOOXOAMMBIMU JIOKYMEHTAMH, PETIaMEHTUPYIOIIUMU
TpeboBanusi mo 3ammre I[I/[H, a Takke oOydyeHue HAaBBIKAM BBIIOJHEHHUS MPOLEIYP,
HEOOXOIMMBIX JUIS CAaHKIIMOHUPOBAaHHOTO ucnonb3zoBanus UCII/H.

CoTpyaHUK JOJDKEH OBITh O3HAKOMJIEH CO CBeACHHSIMH Hactosiieid [lonuTuku, mpUHSTHIX
nporenyp padotsl ¢ anementamu UCIn u C3I11H.

CoTpyaHuKH YUpeXJIeHHUs, HCIOJB3YIOIME TEXHUYECKUE CpPEICTBA ayTeHTU(UKAIINHU,
JOJDKHBI  O0ECIIeUrMBaTh COXPAHHOCTh HJACHTU(PUKATOPOB (DIEKTPOHHBIX KIIOYEH) W HE
nonyckath HCJ[ xk HUM, a Tak k€ BO3MOXXHOCTb HMX YT€pU WJIM HUCIOJIb30BAHUS TPETHUMU
munamu.  [lonb3oBarenu  HECyT  MEpPCOHANBHYIO  OTBETCTBEHHOCTH 33  COXPaHHOCTh
UIEHTU(DUKATOPOB.

CoTtpyaHuku YupexxIeHHs TOJDKHBI CIe0BaTh YCTAHOBIECHHBIM MPOLEAYpaM MOAIEpKaHus
pexxuma 6e3onacHoctr [1JIH mpu BEIOOpE M MCIONB30BAHUU IMAPOJICH (€CIU HE HCIIOJIBb3YIOTCS
TEXHUUYECKUE CPEJCTBA ayTCHTU(UKALIUN).

CotpynHuku YupexaeHHus JODKHBI 00€CleurBaTh HAJJICKAIIYIO0 3allIUTy OO0OpYIOBaHUS,
OCTaBIIsieMOro 0e3 MPUCMOTPa, OCOOCHHO B TeX CIydasix, KOTJa B MOMEIIEHUE UMEIOT JIOCTYI
MOCTOpPOHHUE JUIa. Bce mosib3oBaTeny TOJDKHBI 3HATH TpeOoBaHus 1Mo OezonmacHoctu [1JH u
IpOLEAYpPHI 3alUTH 000pyA0BaHNUs, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAK)KE CBOU O0S3aHHOCTH
110 00ECTICYCHHIO TaKOH 3aIUTHI.

CoTpyaHHMKaM 3ampeniaercs YCTaHaBIMBATh IOCTOPOHHEE MporpaMMHOe obecredyeHue,
MOJIKJTIOYATh JINYHBIE MOOWMIIBHBIC YCTPOWCTBA M HOCUTENH WH(OPMAIIMH, a TaK e 3aIHChIBATh
Ha HUX 3al[UIIaeMyI0 HHPOPMAIHIO.

CoTpyHHKAM 3alpeniaeTcs pasriamaTh 3alluiaeMylo HHPOPMAIUI0, KOTopas craja UM
U3BECTHA MpH paboTe ¢ NH(OOPMALIMOHHBIMU CUCTEMAMU Y UPEKACHUSI, TPETHUM JIUIIaM.

ITpu pab6ote c I1/In B UCII[IH cotpynHuku YupexaeHus o0si3aHbl 00€CTIeYUTh OTCYTCTBUE
BO3MOKHOCTH nipocMoTpa [1/IH TpeTbumu numamu ¢ MOHUTOPOB APM uiu TepMUHATIOB.

[Tpu 3aBepmennn padbotsl ¢ UCIIIH coTpynuuku 00s3aHbl 3aUTUTE APM mnu TepMuHaibl
C TOMOIIBIO OJOKUPOBKM KIIOYOM HIIM JKBUBAJICHTHOTO CpEACTBA KOHTPOJS, HaIlpHMep,
JIOCTYTIOM IO MapoJIk0, €CJIM HE MCTIONb3YIOTCs 00J1ee CUIIbHBIE CPEICTBA 3aIlIUTHI.

CoTpyaHuKH Y4UpexJeHUS JODKHBI OBITh MPOMH(YOPMHUPOBAHBI 00 yrpo3ax HapylIeHUS
pexuma Oe3omacHocTH IIJIH M oTBeTCTBEHHOCTM 3a ero HapyueHue. OHU JOJKHBI OBITH
O3HAKOMJICHBI C YTBEPKICHHOW (OpMaIbHON MPOLEAYypOl HANOXKEHUS IUCIUIUITMHAPHBIX
B3BICKAHUU HA COTPYAHHUKOB, KOTOpbie Hapymim [lonmutuky nHpopMannoHHOM 6€30MacHOCTH U
npoueaypsl 6ezomacuoctu [1/H.

CotpynHuku o00s3aHbl  0€3 MPOMEICHHs Coo0marh 000 BCeX HAOMIOJAEMBIX WIH
MOIO3PUTENBHBIX ciaydasx padotsl UCII/IH, MOrymux mnoBieys 3a co00il yrpo3sl 6€30MacHOCTH
[1/ln, a Takke O BBISBICHHBIX HWMH COOBITHSX, 3aTparuBapImmX Oe3omacHoCcTh [1/]H,
PYKOBOJICTBY MOJIpa3JI€ieHUs U JIMIlY, OTBEUAIOIIEMY 332 HEMEIJIEHHOE pearupoBaHUE HA YIPO3bl
6e3onacunoctu [1]1H.
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7 JoaxHocTHBIE 00s13aHHOCTH NoJb3oBaTesneid UCIIAn

JoimkHocTHBIE 00s13aHHOCTH TTosTb30oBaTenet MCII/IH onucanbl B ClIeyONIUX TOKYMEHTAX:
- Uncrpykuus agmunuctpartopa UCIH;
- Uactpykuumst anmuarcTparopa 6e3omacaoctu UCIIdH;
- Uncrpykuus nonb3osarens UCI/IH.
OtBercTBeHHOCTH cOoTpyaAHUKOB UCIT[IH Yupexaenus.

B cootBerctBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit ®enepanuu ot 27 urons 2006
r. Ne 152-®3 «O nepcoHaNbHBIX JAaHHBIX)» JIMIAa, BAHOBHBIC B HAPYIICHUH TPEOOBAHUM JAHHOTO
@®enepalibHOIO  3aKOHA,  HECYT  TIPaXKIAHCKYI0,  YrOJOBHYI,  aJIMUHUCTPAaTUBHYIO,
JUCLUHUITIMHAPHYIO M HHYKO MPEIyCMOTPEHHYIO 3akoHoAarelbcTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCTb.

JeiictBytomee  3akoHonaTenbcTBO P®d  mo3Bosisier  mpeabsABIAATH  TpeOOBaHUS 1O
obecrieyeHnto Oe3omacHO paboOTHl € 3amMIIaeMorl HH(pOpPMaluell © mpeaycMaTpUBaeT
OTBETCTBEHHOCTh 32 HApYILIEHHE YCTAHOBJICHHBIX MpaBWi JKciulyataiuu OBM u cucrem,
HENPAaBOMEPHBIA JOCTyn K HH(OpMalMM, €ClAH 3TU JEHCTBUS MPHUBEIU K YHUUYTONKEHHIO,
OJIOKMPOBAHHIO, MOAM(PHUKAITUN HHPOPMAIIH WK HApYIICHUIO padoTel DBM wmim cereit (craTthu
272,273 u 274 YK PO).

Anmunuctparop UCIIAxH u agmunuctpatop 6e3onacnocty UCII/IH HeCyT OTBETCTBEHHOCTD
3a BCE JEHCTBUS, COBEPUICHHBIE OT MMEHM MX YYETHBIX 3allMCed WJIM CHUCTEMHBIX YYETHBIX
3aruceil, eciim He JJ0Ka3aH (akT HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BaHUS YUETHBIX 3aIUCEH.

[Ipn HapymeHusx coTpyaHUKamMu YupexnaeHus — mnoisb3oBatenedt WCII[AH npaswui,
CBSI3aHHBIX C Oe3omacHocThio [IJIH, OHM HECyT OTBETCTBEHHOCTh, YCTAaHOBJICHHYIO
JIEMCTBYIOLIMM 3aKoHOAaTenbcTBOM Poccuiickoit denepanuu.

[TpuBeneHHbIC BBINIC TPEOOBAHWS HOPMATHUBHBIX JOKYMEHTOB IO 3amiuTe HH(pOpMammu
JOJKHBI OBITH OTpakeHbl B [lonoskeHUsAX 0 mojpa3ieieHusIX YUpeskIeHHs, OCYIIECTBISIOIINX
o6pabotky I1/1n B UCII/IH 1 AOIDKHOCTHBIX HHCTPYKIUAX COTPYTHUKOB YupexneHun.

HeoOxomumo BHectu B IlonoxeHuss o moapasieieHHsX YUpexJAeHHUS, OCYIIECTBISIOUINX
obpadotky I1/In B UCII/IH cBenenusi 00 OTBETCTBEHHOCTH MX PYKOBOIHTEICH U COTPYAHUKOB
3a pasrjaiieHue W HECaHKIHOHUPOBaHHYIO Moaupukanuio (MckaxkeHue, (aabCHUPUKALUIO)
[1/11, a Takke 3a HEMPaBOMEPHOE BMEMIATEIILCTBO B TMPOIECCHl UX ABTOMATH3MPOBAHHOU
00paboTKu.
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8 CnucoK HCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-TIPABOBHIMH M METOJMYECKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
6azupyercs Hactosuiee [lonoxkeHne ABISIOTCS:

1 ®enepanbubiii 3akon ot 27.07.2006 1. No 152-D3 «O mepcoHaNbHBIX JaHHBIX» (nanee —
@3 «O nepcoHaNbHBIX JaHHBIX»), YCTAHABIIUBAIOUIMNA OCHOBHBIC MPUHIIMIIBI U YCIOBUS 00pa-
6otku [1/]H, npaBa, 0043aHHOCTH U OTBETCTBEHHOCTh YYAaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX C 00-
pabotkoit I1J1H.

2 TlocranoBnenue [IpaBurenscTBa Poccuiickoit deneparuu ot 1Hog6pst 2012 1. Ne 1119 «O6
YTBEP)KJICHUH TPEOOBAHMIA K 3alIUTE MEPCOHAIBHBIX JaHHBIX MPH UX 00paboTke B nH(OpMaIu-
OHHBIX CHCTEMAaX MEePCOHANbHBIX TAHHBIX.

3 «llomoxxeHnue 06 0CoOOEHHOCTSIX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIsIEMON 0e3
UCIIOJIb30BaHUs CPEJICTB aBTOMAaTU3aluny, yTBepkaeHHoe [locranoBnenuem [IpaButensctea PO
o1 15.09.2008 r. Ne 687.

4 «TpeOoBaHMs K MaTepHaIbHBIM HOCUTEIISIM OMOMETPHUYECKUX IMEPCOHAIBHBIX JAaHHBIX H
TEXHOJOTHSM XPAaHEHHUS TaKUX JAHHBIX BHE HMH(OPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JaH-
HBIX», yTBepkaeHHbIe [locTanoBeHueM [IpaBurtenscrBa PO ot 06.07.2008 r. Ne 512.

5 HopmaruBHO-MeTOIMUECKHEe TOKyMEHThl DefepanbHON CIIy:KObI 10 TEXHUYECKOMY U JKC-
neptHoMy KoHTpoito Poccuiickoit @enepaunu (nanee - ®CTIK Poccun) no obecneuenuto 6e3-
onacHoctH [1JIH nmpu ux o6padotke B MCII/H:

6 PexomeHmanuu mo obecredeHno 0€30aCHOCTH TIEPCOHATBHBIX JAHHBIX MTPH UX 00paboTKe
B MH(OPMAIIMOHHBIX CHUCTEMax MEPCOHAIBHBIX NaHHBIX, YTB. 3aM. qupektopa ®CTOK Poccun
15.02.08 r.

7 OCHOBHBIE MEPOTIPUATHUS [0 OPTaHHU3AIMH U TEXHUYECKOMY 00€CIeYeHUI0 0e30MacHOCTH
NIEPCOHANBHBIX JAHHBIX, 00pabaThIBaeMbIX B MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TaH-
HBIX, YTB. 3aM. nupektopa @PCTIK Poccuu 15.02.08 r. (ACII)

8 bazoBas Mozens yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JAaHHBIX MPH UX 00paboTKe B WH-
(bopMaIMOHHBIX CHUCTEMaX MEPCOHANBHBIX AaHHBIX, YTB. 3aM. nupektopa PCTIK Poccum
15.02.08 r.

9 Metoauka onpezeneH s aKTyallbHBIX yIpo3 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX IPU UX
0o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX [aHHBIX, YTB. 3aM. JIUpPEKTOpa
OCTIK Poccun 15.02.08 r.
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Hpuiaoxenue 1

[Inan - mepeyeHb TEXHUYECKUX MEpONpusATUi 1o ooecnieuennu 6e3omacHoctu UCIT

K3

B nopcucreme ynpasieHus JOCTYIIOM:

Peanu3oBaTh uIeHTU(PUKALINIO U TPOBEPKY MOITUHHOCTHA CYyOBEKTOB IOCTYIIA TIPH
BXoJi¢ B onepaunonnyto cucremy MCII/IH no naposito ycIoBHO-MIOCTOSHHOTO JEH-
CTBUS, IJIMHON HE MEHEE MIECTH OYKBEHHO-IIU(POBBIX CHMBOJIOB;

Peanu3oBath HIeHTUHUKAIINIO TEPMUHAIIOB, TEXHUYECKHUX CpeacTB 00padoTku [1/]H,
y310B UCII/IH, KOMIIbIOTEPOB, KaHATIOB CBsI3U, BHETHUX ycTporcTB MCII/IH mo ux
JIOTUYECKUM MMEHaM (azipecam, HOMEPaM);

PeanuzoBath naeHTHUKALMIO TPOrpaMM, TOMOB, KaTaJloToOB, (haiyIoB, 3aIUCEH, 10-
JIeH 3amuceit Mo MMeHaMm;

Peamm3oBath KOHTPOJIb JOCTYIIa CY6"I)€KTOB K 3alllMIIacMbIM peCypCaM B COOTBCT-
CTBHH C ManHI.Ieﬁ JA0CTYyIIa,

npu Hammauu noakiroueHus MCIIH k ceTsiM 0011ero moap30BaHust JOJDKHO IPUMe-
HATHCSI MEXKCETEBOE SKPAHUPOBAHHE.

He auxe 5-ro
YpOBHS 3alIH-
IIEHHOCTHA

Jlst oGecniedeHust 6e3onmacHOro MexceTeBoro B3aumoaeicteus B UCIIIn s pas-
HBIX KJIACCOB HEOOXOIMMO WCIIOJIB30BaTh MDD

He amxe 5-ro
YPOBHS
3AIUIIEHHOCTU

CpencTBo 3alUThl OT IPOrpaMMHO MaTeMaTHueckux Bozaeiictauii (IIMB):

PeannzoBaTh HaeHTU(UKALMIO U ayTeHTU(PUKALNIO CYOBbEKTOB JI0CTYIIAa IPU BXOE B
CPEICTBO 3alllUThl OT IPOrpaMMHO MaTemMaTuyeckux Bo3aercteuil (IIMB) u nepen
BBINOJIHEHUEM UM JIOOBIX Olepanuii 0 yIpaBIeHUIO (PYHKIUSAMH CPEICTBA 3alH-
11 0T IIMB 10 napo:to (U ¢ UCIoJIb30BaHUEM MHOTO MEXaHU3Ma ayTeHTU(UKa-
IIUH) YCIOBHO-IIOCTOSIHHOTO JICHCTBUS JJIMHON HE MeHee I1eCTH OyKBEHHO-

11 (POBBIX CUMBOJIOB;

OcyiecTBIATh KOHTPOJIb JIFOOBIX AEUCTBUN CyOBEKTOB I0CTYIA MO YIPABIECHUIO
¢byHkuusaMu cpeactsa 3amuThl oT [IIMB Tonbko nocine npoBeeHns ero ycnemHon
ayTeHTU(UKALINH;

Hpe,[[YCMOTpCTB MCXAaHU3MBbI 6HOKI/Ip0BaHI/IH AOCTYIIa K CPEACTBAM 3alIUTHI OT IIMB
IIPH BBIITOJTHCHHUHU YCTAHABJIMBACMOI'0 YK CJIa HCYJAUYHBIX ITOIIBITOK BBOAA MAPOJIA;

HeoOxoaumo npoBoauTh uieHTUGUKaLKIO (DaiioB, KaTajaoros, MIPOrpaMMHBIX MO-
ZyJIed, BHEIIHUX YCTPOUCTB, UCIIOJIB3yEMBIX CPEACTB 3aluuThl oT [IMB;

B noacucreme perucTpanv U y4ucTa:

Ocy1iecTBIATh PErMCTPALNIO BX0/a (BbIX0a) CyObEeKTa JOCTyIa B CUCTEMY (U3 CH-
CTEMBI), TUOO PErUCTPALIUIO 3arpy3KH M MHUILMATU3AINH ONePalluOHHON CHCTEMBI U
€€ IIPOrpaMMHOr0 OCTaHOBA. Perucrpanus BbIX04a U3 CUCTEMBI WIIM OCTAaHOBA HE
IIPOBOJIUTCS B MOMEHTHI annapaTtypHoro otkinrouenuss MCII/IH. B napamerpax peru-
CTpallMM yKa3bIBAIOTCS JlaTa U BpeMs BXoza (BbIX0Ja) CyObeKTa JOCTYyIa B CUCTEMY
(M3 cUCTEeMBbI) UIIH 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT BcexX 3allMIIaeMbIX HOCUTENEeH HHPOPMALIUHU C TOMOILBIO UX JTI000i
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHaJ (Y4ETHYIO KapTOUKY);
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[TpoBOAUTH perucTpalmio BXoAa/BbIxoa CyObEKTOB JOCTYMA B CPEACTBO 3aLIUTHI OT
IIMB, peructpauuio 3arpy3ki U FHULHAINU3ALUHU 3TOr0 CPEACTBA U €€ IIPOIPAMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JjaTa BX0/1a/BbIX0a
CyOBeKTa IOCTYIA B CPECTBO 3amuThl OT [IMB miu 3arpy3ku/ocTaHoBa 3TOTO cpeji-
CTBA, a TaKXKe UIEHTU(UKATOP CYyOBEKTa AOCTYIA, MHUIMUPOBABIIETO TaHHBIE JCH-
CTBUS;

[IpoBoIUTH perucTpanmio cCoObITHI poBepku 1 oOHapyxeHus [IMB. B mapamerpax
pEeruCTpaly yKa3bIBAIOTCS BpPEeMs H JjaTa NpoBepku win oOHapyxeHus [IMB, unen-
Tu(dUKaTop cyObeKTa AOCTYyINa, MHUIIMUPOBABIIETO TAHHBIE JCHCTBUS, XapaKTep BbI-
MOJTHSEMBIX JAEHCTBHI 1O MPOBEPKE, THIT 0OHAPYKEHHOW BPEJOHOCHOM MPOrpaMMbl
(BIT), pe3ynbTat AeiCTBUI CpeACTBa 3alUTHI 110 OsiokupoBanuio [IMB;

[TpoBOAKTH pErUCTpAIMIO COOBITHH O BHEAPEHUIO B CpecTBO 3ammuThl oT [IMB ma-
KEeTOB OOHOBJIEHUH. B mapameTpax perucrpanuu yka3plBaroTCsl BpeMs U gaTta 0OHOB-
JICHUS], UJCHTHU(PUKATOP CYOBEKTa TOCTYIa, HHUIIMMPOBABILIETO JAHHOE JICHCTBUE
BepCHsl U KOHTPOJIbHAS CyMMa MaKeTa OOHOBJICHUS;

[TpoBoAMTH perucTpanuio coObITUH 3amycka/3aBepiieHus paboThl MOIyJIel CpeacTBa
3ammtsl oT [IMB. B mapamerpax perucrpanny yKasplBarOTCsS BpeMs M J1aTa 3aIryc-
Ka/3aBepieHus paboThl, UASHTHUPUKATOP MOIYIIS, HACHTU(UKATOP CyOBEKTa JOCTY-
11a, MHUIIMAPOBABIIETO JAHHOE JICHCTBUE, PE3yJIbTAT 3ayCKa/3aBepIIeHUs] pabOTHI;

JIOJDKHA MPOBOAMTHCS PErUCTpaLius COOBITHI yIIpaBiieHHUs CyOBEKTOM J0CTYyIa
¢yHKIMAME cpeacTBa 3amuTel oT [IIMB. B nmapamerpax perucrpauuu yKazblBaroTCs
BpeMs U JlaTa cOOBITUS yIIpaBlIeHUs KaKA0H (yHKLUEH, HACHTU(PHUKATODP U CIIELU-
dukanmst GyHKIHHA, ©IEHTHPHUKATOP CYObEKTa JOCTYIa, MHUIIMAPOBABIIETO JAHHOE
JICUCTBUE, PE3YyJbTAT IEUCTBUSI;

[IpoBOUTH perucTpanuio COOBITHI MOMBITOK JOCTYIA IPOrPAMMHBIX CPEACTB K MO-
IyJiaM cpeacTsa 3amuThl oT [IMB unm cnenunansabiM J0ByIIKaM. B napameTpax pe-
TUCTPAIUU YKa3bIBAIOTCS BPEMs U JIaTa MOIBITKU JOCTYIA, UACHTU(DHUKATOP MOTYIIS,
uaeHTudukaTop u crenudukanus Moayis cpenctsa 3aumTsl or [IMB (cnenuansHoit
JIOBYIIIKH), PE3YJIHTAT MOMBITKHA JOCTYIIA;

[TpoBoaMTH perucTpanmio coobITUI OTKaTa AJis cpeacTa 3amuTsl or [IMB. B napa-
MeTpax PerucTpaluu YKa3blBAalOTCs BpeMsl M JjaTa COOBITUS OTKaTa, crenudukanus
NeicTBUI OTKaTa, UIeHTU(PUKATOp CyOBEKTa T0CTYIa, HHUIIMMPOBABLIETO JaHHOE
JIECTBHE, PE3YJILTAT IECHUCTBUS;

10

OO6ecneunTs 3alMTY JAHHBIX PETUCTPALlMU OT UX YHUUYTOXKEHUS WIK MOAU(DUKAITUN
HapyILIUTEIeM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALMU B CIIy4ae COKpaIllCHUS
OTBEJECHHBIX 10J] HUX PECYPCOB;

12

PeanuzoBath MexaHU3MBbI IPOCMOTPA U aHATTU3a JAHHBIX PETUCTPALNU U UX (DUITb-
TpaluH o 33JaHHOMY HabOpy napaMeTpos;

13

[TpoBoAMTH aBTOMATHUECKUN HENIPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPbIE MOTYT
SABIATHCS NpUUUHON peanuzanun [IMB (coznanue, penaktupoBaHue, 3alUCh, KOMITH-
TSt 00BEKTOB, KOTOpPbIe MOTYT cofepxarh BII).

14

Peann3oBaTh MEXaHU3M aBTOMATUUYECKOTO aHAN3a JAHHBIX PETHCTPAIINH IO 1MadIio-
HaM TUTIOBBIX nposiBieHuit [IMB ¢ aBTomarrdeckuM ux OJOKHPOBAHUEM U YBEIOM-
JICHHEM aIMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOAMTH HECKOIBKO BUJIOB yUeTa (AyOIHpPYIOIINX) ¢ peTUCTpalueit Bblauu (Ipu-
ema) HocuTesnel nHpopmanuu;
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16

OcymiecTBIATh PErUCTPAINIO BXOAA (BBIX0/1a) CYOBEKTOB JIOCTYIA B CUCTEMY (U3 CH-
CTEMBI), THOO perucTpaus 3arpy3ki 1 HTHULIUAIU3ALUU ONEPAIIHOHHON CHCTEMBI.

17

OcCyIecTBIATh PErUCTPALNIO BbIIAYX NEUaTHBIX (TpaduuecKnx) TOKyMEHTOB Ha
«TBEpIyI0» KoNUi0. B mapamerpax perucrpanuu ykasbBaroTcs (1ara U BpeMsl Bblia-
yn (0OpalieHus K MOJCUCTEME BBIBO/A), CIEHU(UKAINS YCTPOUCTBA BBIIAYH — JIOTHU-
4yeckoe UM (HOMep) BHELIHETO YCTPOICTBA, KPaTKOe CoAep)kaHue (HauMEHOBaHME,
BU/I, U }p, KOI) U YpOBEHb KOH(PUACHIIUATEHOCTH TOKYMEHTA, HICHTH(PHUKATOP
CyOBEeKTa I0CTyIa, 3aIPOCUBILETO TOKYMEHT;

18

OcyIecTBIATh PETUCTPAIUIO 3alycKa (3aBEpIICHUS ) MPOrpaMM U MPOIECCOB (3aa-
HUH, 33a71a4), IpeHa3HAUYCHHBIX 11 00pa0bOTKH 3aIuIinaeMbix (aiiios. B mapamer-
pax perucTpanuy yKasbIBarOTCs JaTa U BpeMs 3arycka, uMs (MIeHTU(UKaTop) mpo-
rpammel (IIporecca, 3a/1anus), HACHTUPUKATOP CyOBEKTa JOCTYIIA, 3alPOCUBIIETO
IporpaMMmy (IIpolecc, 3aJjaHue), pe3ynbTar 3anycka (YCIelIHbli, HeyCIEeIHbIN — He-
CaHKIIMOHHPOBAHHBII),

19

OcCyIecTBIATh PETUCTPALIMIO ITONBITOK JOCTYIAa IPOrPaMMHBIX CPEICTB (Iporpamm,
MPOIIECCOB, 3a/1a4, 3a/IaHui) K 3anuiaemMbIM (aiinam. B mapamerpax perucrpanuu
YKa3bIBAIOTCS J]aTa U BPEMsI TIOTBITKH JIOCTYIIA K 3alTuiiaeMomMy (haiily ¢ yKkazaHueM
ee pe3ysbTara (yCIeniHas, HeyCIelHas — HeCAaHKIIMOHUPOBaHHAs ), UICHTU(DUKATOP
cyOBeKTa JTOCTYyIA, crienu(uKaIys 3amumaemMoro (daiina;

20

Ocy1ecTBIATh PETUCTPALMIO MOIBITOK JOCTYIA IPOTPAMMHBIX CPEJICTB K CIEYIO-
IIMM JONOJHUTEIbHBIM 3aLIUIAeMbIM 0OBEKTaM JI0CTYTIa: TepMUHATIAM, KOMIIbIOTE-
pam, y3nam cetu UCII/IH, nuHusM (kaHaiaM) CBSI3U, BHELTHUM YCTPOMCTBaM KOM-
IBIOTEPOB, ITPpOrpaMMaM, ToMaMm, Katajioram, (aitinam, 3anucsm, NojsiM 3anuceit. B
rapaMeTpax perucTpalry yKa3bIBalOTCS JAaTa U BPEMsI MONBITKY JTOCTYyNA K 3aIlUIla-
eMOMy O0BEKTY C YKa3aHUEM ee pe3yJibTaTa (yCHeliHas, HeyCHelHas — HECaHKIHO-
HUPOBaHHAsA), UICHTU(UKATOP CYOBEKTa JOCTYIA, CIICHU(PUKAIHS 3alIHIAeMOTO
00BbeKTa — JJOTHYECKOe UMs (HOMED);

21

[IpoBoauTh yuer Bcex 3alllMiIaeMblX HOCUTENEH HHPOPMAIUH C TOMOIIBIO UX Map-
KHPOBKH U C 3aHECEHHEM YUYETHBIX JaHHBIX B KYpHaJ (YUYETHYIO KapTOUKY);

22

OcymiecTBIATh OYUCTKY (OOHYJICHHE, 00€3TUYNBAaHNE) OCBOO0XKIaeMbIX 001acTei
OTIepaTHUBHOM MaMsATH KOMIIBIOTEPOB U BHEIIHUX HaKomuTesae. OYncTKa ocyIecTB-
JSIeTCST OTHOKPATHOM IMPOU3BOJIBHOM 3aMKChI0 B 0CBOOOKIAEMYO 00J1aCTh MaMSITH,
paHee UCIIOIb30BAHHYIO IS XpaHEHUs 3allUIaeMbIX JaHHbIX ((aitinoB, nuHbopMa-
wwin);

B noxpcucreme obecrieueHus 1eTOCTHOCTH

ObecneunTh LETOCTHOCTh MPOrPaMMHBIX CpeACTB 3auuThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTbh ITPOTPaMMHOM cpebl. [Ipru 3TOM IEOCTHOCT CPEICTB 3aIMThHI
MIPOBEPSAETCS MPH 3arpy3Ke CUCTEMBI 10 HAINYMIO UMEH (MAECHTU(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1enT0CTHOCTh MPOrpaMMHOMN Cpeibl 00ECIIEYBAECTCSI OTCYTCTBUEM B
NCIIJIH cpencTs pa3pabOTKU M OTJIAAKH IPOrpam;

OcymectBiarh ¢pusznueckyro oxpany UCIIIH (ycTpoiicTB 1 Hocutenei napopma-
LIUH), IpeycMaTpuBaroasi KOHTpousb goctyna B nomenienus UCIIH nocTopoHHUX
JIUL, HAJIMYXAE HAJIEKHBIX IPENATCTBAN JUIs1 HECAHKIIMOHUPOBAHHOTO ITIPOHUKHOBE-
Hus B nomenenus ICIIJIH u xpanunuie Hocurtenel nHdopmanmu,

[TpoBoauTth nepuoguueckoe TectupoBanue Gpynkuuii C3I1IH npu u3sMEHEHUH MIPO-
rpammHoOM cpensl U nepcoHana UCII/IH ¢ moMonipio TecT-porpaMmm, UMUTHPYIOIIMX
nonbITku HCJL;

JIOJDKHBI OBITH B HANMM4YKMK cpecTBa BocctaHoBneHust C3I1/IH, npenycMarpuBatomiye
BeJICHHUE JIBYX KOIUI MPOTPaMMHBIX CPEACTB 3alIUThl HHQOPMAIINH, UX TEpHOIUYe-
CKO€ OOHOBJIEHHE U KOHTPOJIb pa00TOCIIOCOOHOCTH;
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[IpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJYJIeH cpeacTBa 3amuThl oT [IMB, Heo6xo-
JUMBIX JJIs1 €r0 KOPPEKTHOTO (PYHKLIMOHUPOBAHUS, IIPU €T0 3arpy3Ke ¢ UCIOJIb30Ba-
HUEM KOHTPOJIbHBIX CYMM;

O6ecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS CpecTBa 3aiuThl oT IIMB, npexycmar-
pHUBaronias BEICHUE ABYX KOIMI IPOrpaMMHOI0 CPEICTB 3aIIMTHI, €r0 NeprUoJude-
CKO€ OOHOBIICHUE ¥ KOHTPOJIb pad0TOCTIOCOOHOCTH;

Peann3oBaTh MeXaHU3MbI IPOBEPKH LIEIOCTHOCTU TAKETOB OOHOBJIEHUH Cpe/ICTBa
3amuTsl OT [IMB ¢ ucnosnb30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3zepBHOe konupoBanue [1/[H Ha oTuykAaeMble HOCUTENIU HH(POPMALINH;

B nojcucreme aHTUBUPYCHOM 3aIUTHI:

[IpoBoaMTH aBTOMaTUUECKYIO MTPOBEepKY Ha Hanuuue BII unu nocneacteuii [IMB
npu umnopre B MCII/IH Bcex nporpaMMHBIX MOJTyJiel (IPUKIIaJAHBIX IPOrpaMM), KO-
TOpble MOTYT cofepxaTh BII, mo ux TunoBsIM 11abjaoHaM U C IOMOIIBIO 3BPUCTHYE-
CKOI'0 aHaJln3a;

Peann3oBaTh MEXaHW3MBI aBTOMAaTHYECKOTO OJIOKHPOBaHUs 0OHapykeHHBIX BII my-
TEM UX yJaJICHHs U3 IPOrPaMMHBIX MOAYJIEH MM YHUUYTOXKCHUS;

PerymnspHo BeInonHATH (Tipu niepBoM 3amycke cpeacTs 3amuthl [1J{n ot [IMB u ¢
yCTaHaBJIMBAEMOM NEPUOIMYHOCTHIO) IPOBEPKA HA MTpeAMET Hanuuus B HuX BII;

JlomxHa nHuIMupoBathes aBTomarnyeckas nposepka MCII/IH Ha npenMer Hanuuus
BII npu BeisiBiennn ¢akra [IMB;

PeanusoBaTh MEXaHU3M OTKaTa [yl YCTAHABIMBAEMOTI'0 YNCIIA ONEPALUN yIaTICHUS
BII u3 onepatuBHOM WK TOCTOSIHHOW ITAMSTH, U3 IIPOTPAMMHBIX MOAYJIEH U IIPU-
KJIQJHBIX IPOTrPAMM HJIM IPOrPaAMMHBIX CPEACTB, coaepkamux BII.

JononuurensHo B UCII/IH nomkeH NpoBOAUTHCS HENPEPBIBHBIN aBTOMAaTUUECKHIM
MOHUTOPHHT MH()OPMAIIMOHHOTO 0OMEHA C BHELTHEH CEThIO ¢ 11ebIo BhsgBieHus BIl.

KonTpons orcyrcteus HIIB B I10 C31

Jlns mporpaMMHOro o0ecnedeHus, UCIOAb3yeMOro pH 3amure nHpopmaruu B M1C-
ITH (cpencts 3amuTsl HHGOpMaruu — C3H, B TOM yuciie ¥ BCTPOSHHBIX B 00ILECH-
CTEMHOE U NMpUKJIaIHOe IporpamMmmHoe obecrieuenue — [10), nomkeH ObITh oOecrieyeH
COOTBETCTBYIOLIUI YpOBEHb KOHTPOJIs OTCYTCTBHs B HeM H/IB (He nexknapupoBaH-
HBIX BO3MOKHOCTEN).

VIl

O6napy>xenue Bropxkennii B UCT1JIn

OOHapyxeHue BTOP>KEHHUH JOIKHO 00eceuyrBaThesl IyTeM UCIOIb30BAHUS B COCTa-
Be MCII/IH nporpaMMHBIX WJIM IPOrpaMMHO-aIapaTHBIX CPEJCTB (cucteM) oOHa-
pyxeHnus Bropkenuit (COB).

HCO6XO,I[I/IMO 00s13aTeNIbHOE UCITOIb30BAaHUE CHCTEMBI O6H8.py>KeHI/I${ CCTCBLBIX aTak,
HCITOJIB3YIOMIUC CUTHATYPHBIC METO/IbI aHAJIN3a

HCO6XOI[I/IMO 00s13aTeNIbHOC UCITOIb30BAaHNUE CHCTEMBI O6Hap}/')KCHI/I${ CCTCBLBIX aTak,
HCITOJIB3YIOUEC CUTHATYPHBIC MCTObI aHaJIn3a U MCTOAbI BBIABIICHHUA aHOMAaJIUH

VIl

3amurta UCIT/In ot [IDMUH
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Jlnst o6paboTku nHGOpManuu HeoOxoauMo ucnosb3oBaTh CBT, ynosierBopsronime
TpeboBaHUAM cTaHAapToB Poccuiickoit denepariu mo 31eKTpPOMarHuTHON CoOBMe-
CTHUMOCTH, 110 6€30M1aCHOCTH U H)PrOHOMUYECKIM TPEOOBAaHUSAM K Cpe/ICTBaM OTOO-
paskeHust UH(HOPMAIMH, IO CAHUTAPHBIM HOPMaM, IPEABSIBISIEMBIM K BUICOIHC-
meiabM TepMuHasiaM [19BM (manpumep, 'OCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, TOCT P 50923 96, CaunlluH 2.2.2.542 96).

IX Onenka cootBerctBusi MCIT/IH TpeboBanmsm 6e3onacHoctu [1/]H

[TpoBectu 00s3aTeNbHYIO CepTU(HUKALUIO (aTTECTAINIO) [0 TpeOoBaHUSAM Oe3omac-
HOCTH MH(OPMALIUH;

JleknapupoBaTh COOTBETCTBHE WM 0053aTEIIbHYIO CEPTUDUKAIHIO (ATTECTAIHIO) TIO
TpeboBaHMsAM Oe30macHoCcT HHGOpMAIUH (0 PEHICHUIO ONepaTopa);

[Ipumeuanue: [Jna WCIAn 4 xnacca nepeueHb wmeponpusatuii no 3amure [1/1x
OIlpeNiesIAeTCsl B 3aBUCUMOCTH OT YyiiepOa KOTOpPBIH MOXET ObITb HAHECEH B CIEACTBUM

HCCaHKIIMOHHUPOBAHHOI'O WJIN HEIIPCAHAMEPCHHOI'O JOCTYIIA K HI[H
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