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Onpenesnenus

B Hacrosem 10KyMeHTe HCIOIb3YIOTCS CIEAYIOLINE TEPMUHBI U UX ONPEAEICHMS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOAILAs U3 IEpCOHala U KOMIUIEKca
CPEACTB aBTOMAaTHU3ALMUHM €ro JAEATE]IbHOCTH, pealu3ylollas HHPOPMALMOHHYIO TEXHOJIOTUIO
BBITOJIHEHUS YCTAHOBJICHHBIX ()YHKIIUHA.

AyTeHTH(UKANHUA OTHPABUTENA JAHHBIX — IOATBEPKICHUE TOrO, YTO OTIPABUTEIb
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBJIICHHOMY.

Be3onacHOCTh NEPCOHAJIBHBIX JAHHBIX — COCTOSIHME 3alUILIEHHOCTH IE€PCOHAIBHBIX
JAHHBIX, XapaKTepu3yemoe CIIOCOOHOCTBIO  TIOJIb30BATENICH, TEXHUYECKUX CPEICTB H
MH(QOPMALIMOHHBIX TEXHOJOTHH 0b6ecnednTs KOH(UACHINAIBLHOCTb, LIEJIOCTHOCTh U I0OCTYITHOCTD
NEePCOHATBHBIX JAHHBIX MpU UX 00paboTKe B HMH(GOPMALMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JTAHHBIX.

Buomerpunuyeckne mnepcoHabHbIC aHHbIE — CBEICHUS, KOTOPbIE XapaKTEPU3YIOT
(GU3NOJIOrMUECKUE OCOOCHHOCTH YEJIOBEKAa M HAa OCHOBE KOTOPBIX MOXHO YCTaHOBHUTH €ro
JMYHOCTh M KOTOPbIE UCTIOIB3YIOTCS AJIMUHHUCTpALUEH ISl YCTAaHOBICHHS JIMYHOCTH CyOBEKTa
IEPCOHANBHBIX JIAaHHBIX, MOT'YT 00pa0aThIBaThCs TOJIBKO MPU HATMYUM COIVIACHS B MMCbMEHHOMN
dopme cyOBeKTa MepCcOHATBHBIX JNAaHHBIX (BKIIOYas (otorpaduu, OTHEUATKH MaibIeB, oOpa3
CETYaTKH IJ1a3a, 0COOCHHOCTU CTPOCHHS TENa U APYTYIO MOI00HYI0 HH)OPMAIIHIO).

BiokupoBanue TmepcOHANBbHBIX JAHHBIX — BpPEMEHHOE IIpeKpalleHue o0paboTKu
HNEpCOHANbHBIX JAaHHBIX (32 MCKJIIOYEHMEM CllyyaeB, eciu o0paboTka HeoOXoauma Juis
YTOYHEHMSI IEPCOHAIBHBIX JIaHHBIX ).

Bupyc (KOMNBIOTEpPHBIA, NPOrPAMMHBIN) — HCHOJHAEMbIH MPOrPaMMHBIA KOJA WIH
UHTEPIIPETUPYEMbI HA0Op MHCTPYKIMH, OONAJaroIIfii CBOWCTBAMU HECAHKIIMOHHMPOBAHHOTO
pacrpocTpaHeHus 1 camoBocrpousBeieHus. Co3aaHHble TyOJUKaThl KOMIIBIOTEPHOI'O BUpYca He
BCETJa COBIQJAIOT C OPUTHHAIOM, HO COXPAHSAIOT CIHOCOOHOCTh K JIajbHEHIIEMY
PacIpOCTPaHEHUIO U CAMOBOCIIPOM3BEICHUIO.

BpenonocHasi mporpamma — nOporpamma, IpeJHa3HayeHHas JJii  OCYIIECTBJICHUSA
HECAaHKLMOHUPOBAHHOTO JI0CTYNA U (UJIM) BO3JCHCTBUS Ha MEPCOHATbHBIE JaHHBIC WA PECYPCHI
UH(POPMAITMOHHON CUCTEMBI IEPCOHANBHBIX TAHHBIX.

BcenomorarenbHble TeXHMYeCKMe CpeIcTBAa M CHCTeMbl — TEXHHYECKHE CpPEICTBa U
CHCTEMBI, HE TpeJHa3HauYeHHbIE JJIs Iepeaad, oOpabOTKU M XpaHEHUs! MEPCOHAIBHBIX JaHHbIX,
YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKMMM CPENCTBAMU M CUCTEMAMH, IIPEIHA3HAYEHHBIMU
JUisi  00pabOTKM MEpPCOHANbHBIX JAHHBIX WIM B IIOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTynl B ONEpalMOHHYIO cpely KOMIbIoTepa (MH(OPMALMOHHON cHCTEeMbl MePCOHAILHBIX
JAAHHBIX) — MIOJTyYeHHE BO3MOXKHOCTH 3aITyCKa Ha BBIMIOJIHEHHE IITATHBIX KOMaH 1, (YHKIIMI, IpoLieyp
OIEPALIMOHHON CUCTEMBI (YHUUTOXKEHUSI, KOITUPOBAHUS, MEPEMEIIECHNS U T.I1.), UCTIOIHIEMbIX (DaiyioB
NPUKJIATHBIX [IPOrPAMM.

JlocTyn K uH(popMamm — BO3MOXKHOCTb ITOTy4eHHs MTHPOPMAIIMK U €€ UCII0JIb30BaHNU.

3aksIaouHOe YCTPOWCTBO — SJIEMEHT CPEICTBA CheMa HH(OPMAIMH, CKPBITHO BHEAPSEMbINA
(3aKanpIBacMblii WJIM BHOCHMBIM) B MECTa BO3MOKHOTO CheMa HMHQpoOpMaimu (B TOM YHClIE B
OrpaxeHue, KOHCTPYKIIMIO, 000pyJ0BaHKE, IIPEAMETHI MHTEPhEpa, TPAHCIIOPTHBIE CPEJICTBA, a TAKXKE B
TEXHUYECKHE CPEJICTBA M CUCTEMBI 00pabOTKH HH(POPMAIIHH).

3anmmaemass uHpopmaumsi — UHPOpPMAIMS, SBISIOMIASCS MPEAMETOM COOCTBEHHOCTH U
MO/IeKaIlasl 3allliTe B COOTBETCTBUM C TPeOOBAaHMSMHU IPABOBBIX JOKYMEHTOB WM TPeOOBaHUSAMY,
yCTaHaBJIMBaEMbIMU COOCTBEHHMKOM MH(OPMALINH.

HUnentuduxanuss — mprCBOeHHWE CYOBEKTaM W OOBEKTaM JIOCTyNa HieHTHU(HKaTopa U (MiN)
CpaBHEHHE NMPEABSBIIIEMOr0 HICHTU(HKATOpa C IIepeuHeM IPHUCBOSHHBIX WACHTU(PHUKATOPOB.

HNudopmaTuBHBIN CHTHAJX — DSJIEKTPUYECKHE CUTHAIBI, aKYCTUYECKHE, JJIEKTPOMAarHUTHBIE W
Jpyrue (usnueckue Mois, MO MapamerpaM KOTOPhIX MOXET ObITh PacKpblTa KOH(HICHIMATbHASL
uHdopMarys (nepcoHabHble JaHHbIe) oOpabaTbiBaeMasi B MH(OPMALIIOHHONW CHCTEME MEPCOHATBHBIX
JIAHHBIX.
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Nudopmanuonnas cucrema mnepcoHadbHbIX JgaHHbIX (MCIIIH) —COBOKYIHOCTb
cojepxkammxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX M 00ECIEUMBAIOIINX HX 00pabOTKy
UH(POPMALMOHHBIX TEXHOJIOTUN M TEXHUYECKHX CPEJICTB.

HndopmanmonHbie TEXHOJIONMM — TPOIIECCHI, METO/ABI TOMCKA, cOOpa, XpaHeHUs, O00pabOTKH,
NPEIOCTABIICHHS, PACIPOCTPAHEHHsT MH(POPMALMK M CIIOCOOBI OCYIIECTBJICHUS! TaKMX MPOIECCOB H
METO/JIOB.

Hcnosib30BaHne NMepPCOHATBHBIX JAHHBIX — JCHCTBHUS (ONEpaluu) C TEePCOHATBHBIMU
JAaHHBIMU, COBEpILAEMbIE OMEPATOPOM B HENSX MPUHATUS PEHICHUH WJIM COBEPIICHHS] HWHBIX
JeHCTBUH, MTOPOXKIAIOIINX FOPUANYECKHIE MOCIEICTBUS B OTHOLICHUN CyObEKTa MEepCOHAIBHBIX
JAHHBIX WM APYTUX JUI JUO0 MHBIM O0pa3oM 3aTparuBarollUX IpaBa U CBOOOABI CyOBEKTa
NEPCOHATBHBIX JAHHBIX WM JPYTUX JIHII.

Hcrounux yrpo3nl 6€30NMacHOCTH HH(OPMAIMH — CYOBEKT JIOCTYIIA, MATCPUATIbHBIN OOBEKT WIIH
(r3HIUecKoe SIBIEHKE, SIBISOIINECS IIPUYUHON BOSHUKHOBEHHS YTPO3bl 0€3011acHOCTH HH(OPMAIUH.

KonTpo/mpyemasi 30Ha — MpOCTpaHCTBO (TEPPUTOpHS, 3[0aHME, YacTh 3[aHWs, MOMEIICHHE), B
KOTOPOM HCKJIIOUYEHO HEKOHTPOJMpYEeMOe IMpeObIBaHKE MOCTOPOHHMX JIMIl, a TAKKEe TPAHCIIOPTHBIX,
TEXHUYECKHUX M MHBIX MaTePUANTbHBIX CPEJICTB.

KonduaeHmaabHOCTh MEePCOHAIBHBIX TAHHBIX — 00s3aTeNbHOE IS COOMIOZICHHST OTIEPaTOPOM
WM MHBIM TIOMYYMBIIMM JOCTYIl K TEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE JIOMYCKaTh WX
pacnpocTpaHeHre 0Oe3 cornacusi CyObeKTa MEPCOHABbHBIX JAHHBIX WM HAIMYMS MHOTO 3aKOHHOIO
OCHOBAHWUSL.

Me:xceTeBoil IKpaH — JIOKUILHOE (OJHOKOMITOHEHTHOE) WM (PYHKIIMOHATIBHO-pACIIpeIeNIeHHOE
nporpaMMHoe — (IIPOrpaMMHO-AMIapaTHOE) CPEACTBO  (KOMIUIEKC), pealu3yloliee KOHTPOIb 34
uHpOpMALHel, TMOCTyHaromeld B WHPOPMALMIOHHYIO CHCTEMY MEpPCOHANBHBIX JaHHBIX M (VJIN)
BBIXOJIAIIEH U3 MH(POPMAIIMOHHON CHCTEMBI.

Hapyumrens 0e30MaCHOCTH TEPCOHAJIBHBIX JIAHHBIX — (H3MYECKOE JMIO, CIy4ailHO WIH
MPEHAMEPEHHO COBEPIIAIOIIEE JICHCTBUS, CIEACTBHEM KOTOPBIX SIBISIETCS HapylleHue Oe30MacHOCTH
NIEPCOHATBHBIX JIAHHBIX NP MX 00pabOTKe TEXHUYECKHMMH CPEICTBAMU B MH(OPMAIMOHHBIX CHCTEMAaXx
MIEPCOHATBHBIX TAHHBIX.

HeaBTomMaTu3upoBaHHasi o0padoTka  mNepcOHAJNBbHBIX  JaHHBIX —  00paboTka
MEPCOHANBHBIX JaHHBIX, COJIEPKAIINXCA B MH(GOPMAIMOHHON CHUCTEME MEPCOHAIBHBIX JTaHHBIX
7100 W3BJICYCHHBIX M3 TAaKOW CHUCTEMBI, CUMTAETCS OCYIIECTBIEHHOW O€3 HCIOIb30BaHUS
CpeACTB aBTOMATH3alMU (HEaBTOMATU3UPOBAHHOMN), €CIM TaKhe JIEHCTBHS C MEPCOHAIbHBIMU
JAHHBIMH, KaK HCIIOJb30BaHME, YTOUYHEHHE, PACIpOCTPAHEHUE, YHUYTOKEHUE MEePCOHATBHBIX
JTAHHBIX B OTHOIIEHHM KaXXJOT0 M3 CyOBEKTOB MEPCOHAIBHBIX JAAHHBIX, OCYLIECTBISIOTCS MpPU
HETIOCPEJCTBEHHOM yYacTHUHU YeJI0BEKa.

HenexsiapupoBaHHble  BO3MOKHOCTH —  (DYHKIMOHAJIbHBIE  BO3MOXHOCTH  CpPEJICTB
BBIUHCITUTETLHOM TEXHHUKH, HE OIFICAHHBIC WITH HE COOTBETCTBYIOIIHE ONMCAHHBIM B JIOKYMEHTAIIUH, TIPH
UCTOJIb30BaHUM ~ KOTOPBIX BO3MOXKHO —HApyIIEHHWE KOH(UIEHIMATbHOCTH, JOCTYITHOCTH WIIH
LIEJIOCTHOCTH 00pabaTeiBaeMoii HH(OpMaLIUK.

HecaHKIMOHMPOBAHHBII A0CTYN (HECAHKIIMOHMPOBAHHbIE IeCTBHSA) — JJOCTYI K MH(pOpMALIN
WIH JEHCTBHS ¢ MH(POpPMAIMEH, HapyIIAOIIMe MpaBUiia Pa3rpaHUueHHs JTOCTYNA C MCIOJB30BaHUEM
IITATHBIX CPEJICTB, IPEAOCTABIISIEMBIX MH(POPMAIIMOHHBIMU CUCTEMAMHU IIEPCOHANBHBIX JAHHBIX.

Hocuteapr wunpopManuu — (U3MYECKOe JWII0 WIM MarepualbHbIi OOBEKT, B TOM YHCIC
¢uzmdeckoe mose, B KOTOpoM HMH(OpMAIMs HaXOIUT CBOE OTPHKEHHE B BHIE CHMBOJIOB, 00pa3oB,
CHUTHAJIOB, TEXHUYECKHX DEIICHUI W TIPOIECCOB, KOIMUYECTBEHHBIX XapaKTEPUCTHK (PU3HUECKUX
BEJIMYMH.

O0e31uunBaHNe MEPCOHANBHBIX JAHHBIX — JICHCTBUS, B PE3YJIbTaTe KOTOPBIX CTAHOBHUTCS
HEBO3MOXXHO 0€3 MCIOJIb30BaHUs JONOJHUTEIBHON MH(POPMAIIUN ONPENEIUTh TPUHAIICKHOCTD
NIEPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHAIBHBIX JaHHBIX.

O0pa0oTka NepCOHANBLHBIX JAHHBIX — JF00O€ JeiicTBHE (omepanus) WIH COBOKYITHOCTb
NeWcTBU  (omepalyii), COBEpIIAeMbIX C HCIIOJIb30BAHMEM CPEACTB aBTOMATH3alMUd WM 0e3
UCTIOJIb30BAHMS TAKHX CPEJICTB C MEPCOHATBHBIMU JAHHBIMU, BKJTFOYasi cOOp, 3aIich, CHCTEMaTH3ALIHIO,
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HAKOIJICHUE, XpaHEeHUe, YTOuHeHHe (OOHOBJIEHHE, M3MEHEHHE), U3BIICYEHNE, HCIIOIb30BaHKE, TIepeady
(pactipocTpaHeHre, TMPEIOCTaBICHUE, JOCTYI), OO€3MuUMBaHHE, OJOKMPOBaHHE, YyIaJCHHUE,
YHUUTOXKEHHE MEPCOHATIBHBIX TAHHBIX.

OO01enocTynHble  MepCOHANbHbIE  JaHHbIEe — TEPCOHAIbHBIE  JAaHHBIE,  JIOCTYI
HEOTrPaHMYEHHOT0 Kpyra JIUL K KOTOPBIM IPEJOCTaBJIEH C COIIacus CyOBbEKTa MEpCOHAIbHBIX
JaHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C (efepalbHbIMU 3aKOHAMHU HE PaCHpOCTpPaHSAETCS
TpeboBaHue cOOMIOACHUS KOHPUICHIINATHHOCTH.

Oneparop (mepcoHAJBHBIX JAHHBIX) — TOCYJAPCTBEHHBIN OpraH, MYHHIIMIIAIbHBIN Opras,
IOPUIIMYECKOE WM (PU3MIECKOE JIMIIO0, CAMOCTOSATEIBHO WM COBMECTHO C JIPYTMMH OpPraHHM3YIOIee
(MM) ocyIIeCTRIISIONIEE 00PaOOTKY IMEePCOHATIBHBIX TAHHBIX, a TAKKE ONPEISIIONINE 11T 00paOOTKH
MICPCOHATIBPHBIX JTAHHBIX, COCTaB IEPCOHAIBHBIX JIAHHBIX, MOICKANMX O00paboTKe, JelCTBUS
(omepariin), CoBepIIaeMble C MIePCOHATBLHBIMU JaHHBIMH.

Texunyeckune cpeacrBa MHGOPMALMOHHONH CHCTEMBbI MEPCOHAJIBHBIX JAHHBIX — CPEICTBA
BBIYUCITUTEIILHON TEXHUKU, MHOPMAIIMOHHO-BHIUMCIIUTEIbHBIE KOMILIEKCHI U CETH, CPEACTBA M CUCTEMBI
neperaur, npuemMa U oOpabotkum IIJIH (cpemcTtBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHWS,
3BYKOBOCIIPOM3BE/ICHHS, TEPETOBOPHbIE U TEJIEBU3MOHHBIC YCTPOWCTBA, CPEICTBA HW3TOTOBJICHMS,
TUPOKUPOBAHKS JOKYMEHTOB W JIPyrM€ TEXHMYECKUE CpelCcTBa OOpabOTKH pedeBOM, rpaduuecKoi,
BUICO- U OyKBeHHO-IIM(poBOH HH(OpPMALINK), MPOrpaMMHBIE CPENICTBA (OIMEPAIMOHHBIC CUCTEMBI,
CHCTEMBI YNpaBJeHWsI 0a3aMH JIAHHBIX W T.IL), CPEICTBA 3alATHI MH(POPMALMH, TPUMEHSIEMbIC B
MH(MOPMAIMOHHBIX CUCTEMAX.

IMepexBaT (MHpOpMaNUN) — HEITPABOMEPHOE MOITYICHHE MHPOPMAIUU C HCIIOJIE30BAHUEM
TEXHUUYECKOTO  CpEeACTBa, OCYHIECTBISIIOIIETO OOHapyKeHue, TMpueM ©u  00paboTKy
MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHbIE — Tt00as MH(OpMaIUs, OTHOCAMIAICS K HPSAMO WM KOCBEHHO
OTIpeICIIEHHOMY HJIM OIpeAesieMoMY (PH3UUECKOMY JIHIY (CyOBEKTY epCOHANBHBIX TAHHBIX).

[To6ouHbIe JIeKTPOMATHUTHBIE M3JIYUeHHS U HABOAKHU — DJIEKTPOMATrHUTHBIC U3TYyYCHUS
TEXHUYECKUX CpEICTB O0pabOTKM 3aliuiiaeMod MHQOpMalMy, BO3HUKAIOIIME KaK MOOOYHOE
SBIICHUE W BBI3BAHHBIC DJIEKTPUYECKUMH CHTHAIAMU, ACUCTBYIOUIMMH B HX AJIEKTPUUYECKUX U
MarHUTHBIX IETSIX, a TaK)KE AIIEKTPOMArHUTHBIC HABOAKH 3TUX CUTHAJIOB HAa TOKOIPOBOJISIINE
JUHUH, KOHCTPYKIIMH U IIeTIH MTUTaHUSI.

IMosmTKa  «YUCTOTO  CTOJMA» —  KOMIUIEKC  OpPraHM3allMOHHBIX  MEpOIpPHUATHI,
KOHTPOJIMPYIOIMX OTCYTCTBHE 3alMChIBaHUA Ha OyMakKHble HOCHUTENU KIO4Yed M aTpuOyToB
nocTyrna (maposei) U XpaHeHus UX BOJIM3U 00bEKTOB JIOCTYTIA.

IHonb3oBaTens HMHGOPMALMOHHON CHCTEMbl NEPCOHAJBHBLIX JAAHHBIX —  JHIO,
ydJacTByroIIee B (YHKIIMOHUPOBAHUN WH(GOPMAIMOHHOW CHCTEMBI TIEPCOHAIBHBIX JTaHHBIX WIIH
UCTIOJIB3YIOLIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuyeHusi A0CTYNAa — COBOKYIHOCTh MPABUJI, PErJIaMEHTHPYIOIINX IpaBa
JIOCTYIa CyOBEKTOB JJOCTYIA K 00bEKTaM JI0CTYyIA.

IIporpammuasi 3akJjaaKa — KoJ MPOrpaMMbl, IPEJHAMEPEHHO BHECEHHBIH B MpPOrpaMMy C
LEJIbI0  OCYIIECTBUTh YTEUKY, H3MEHUTh, OJOKMPOBaTh, YHUYTOXUTh HWH(POPMALHUIO HIH
YHUUYTOXUTh M MOAM(ULIMPOBATh HpOrpaMMHOE oOecrieueHne HHGPOPMAIMOHHON CHUCTEMBI
NEePCOHANbHBIX JAHHBIX U (MJIM) OJIOKUPOBATh almapaTHBIE CPEJICTBA.

IIporpammHoe (mMporpaMMHoO-MaTeMaTH4YecKoe) BO3JeHCTBHE — HECAaHKIIMOHHUPOBAHHOE
BO3/ICHCTBUE HA PECYpPChl aBTOMATU3HUPOBAHHON MH(POPMALIMOHHON CUCTEMBI, OCYILIECTBIISIEMOE C
WCIOJIb30BaHUEM BPEIOHOCHBIX IPOTrpamMM.

PackpbiTHe NepPCOHANBHBIX JAAaHHBIX — YMBIIUICHHOE WIH CIy4alHOe HapylleHue
KOH(HICHIIHATHFHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue NepCOHAJBHBIX JAHHBIX — JCWCTBUS, HalpaBlIEHHbIE HA PAaCKpBITHE
MEPCOHAIbHBIX JAHHBIX HEOMPEEIIEHHOMY KPYTY JIUI]

Pecypc nngopManuoHHOI cuCTeMbl — UMEHOBAHHBIM 3JIEMEHT CHCTEMHOTO, MPHUKIJIAIHOTO
WM almnapaTHoro obecrneueHus: GyHKIIMOHUPOBaHUS HH()OPMALIMOHHOM CUCTEMBL.
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CnennajbHble KATeropuM MEPCOHAIBHBIX JAHHBIX — T[EPCOHATBHBIC JIaHHBIC,
Kacalolluecsi  pPacoBOM, HAalUMOHAIBHOM  MPUHAMJICKHOCTH, TMOJUTHUYECKUX  B3TJISAOB,
PENUTHO3HBIX WU (GUIOCOPCKUX YOEKIACHHA, COCTOSHHUS 370POBbS M WHTUMHOW IKU3HU
CyOBbEeKTa MePCOHANBHBIX JAHHBIX.

CpencrBa BbIMHCIUTEILHON TEXHUKH — COBOKYTHOCTh IMPOTPAMMHBIX U TEXHUYECKUX 3JIEMEHTOB
cucTeM 00pabOTKU JAaHHBIX, CIOCOOHBIX (PYHKIIMOHHPOBATh CAMOCTOSITEIBHO MIIM B COCTaBE IPYTHX
CUCTEM.

CyObekT mocryna (Cy0beKT)— JIMIO WIM TpOLECC, JACHUCTBUS KOTOPOrO PEeriaMeHTHPYIOTCS
MpaBUJIaMU Pa3rpaHUUuCHUs JOCTYIIA.

TexHuuyeckuii KaHa1 yredkd MHGOPMALMU — COBOKYITHOCTh HOCUTEIS MH(pOpMAaIMu (CpeacTBa
00paboTKH), (hM3UIECKON Cpelbl pacipocTpaHeHusT WH(MOPMATUBHOTO CHTHAIA M CPEICTB, KOTOPHIMU
JOOBIBACTCS 3aIUInacMast HHQOpMaIlrs.

TpaHncrpanu4yHasi nepeaavya MepcoOHAJbLHBIX JAHHBIX — Mepe/iada MePCOHATBHBIX JaHHBIX
onepatopoMm uyepe3 [ocymapcrBeHHyro rpanuily Poccuiickoii ®enepanuu OpraHy BIAacTH
WHOCTPAHHOTO TOCYIapcTBa, (U3MUECKOMY WIH IOPUAMYECKOMY JIHIy HMHOCTPAHHOTO
rocyaapcTBna.

Yrpo3bl 0€30MacCHOCTH TEPCOHAIBHBIX [JAHHBIX — COBOKYIIHOCTh YCIOBHH U (aKTOpOB,
CO3JIAIOIIUX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM YHCIIE CITy4aiHOro, JOCTYNA K MEePCOHATLHBIM
JTAHHBIM, PE3YJBTATOM KOTOPOTO MOJKET CTaTh YHHYTOKEHUE, N3MEHEHHE, OJIOKUPOBAHKE, KOIMPOBAHUE,
pacrpocTpaHeHne MEePCOHANBHBIX JaHHBIX, 4 TakKe MHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUI MPH HX
00paboTKe B MHPOPMAIMOHHOM CUCTEME ITEPCOHATTBHBIX TAHHBIX.

YHUYTOKeHHE TEePCOHAILHBIX MAAHHBIX — JICHCTBUS, B peE3yJbTare KOTOPHIX HEBO3MOXKHO
BOCCTaHOBUThH COJICPYKAHHE TIEPCOHATGHBIX JIAHHBIX B HMH(OPMAIMOHHONW CHCTEME ITePCOHATBHBIX
JMAaHHBIX WIA B pe3yjbTaTe KOTOPBIX YHUUYTOXKAIOTCSI MaTepHallbHble HOCUTENIN MEepCOHAIbHBIX
JAHHBIX.

Yreuka (GammmaeMoil) MHGOPMAIMM 110 TEXHHYECKMM KAHAJIAM — HEKOHTPOIMPYEMOE
pacrpocTpanenie HHPOPMALIM OT HOCHTENS 3aIlMIIaeMOi MH(POPMALK Yepe3 (PU3HIECKYIO Cpemy 110
TEXHUUYECKOTO CPEJICTBA, OCYILLECTBISIOIIETO IEpeXBaT HHPOPMAIUH.

VYs3BUMOCTB — €l1a00CTh B CPE/ICTBAX 3AIUTHI, KOTOPYIO MOXKHO KCIIOJIL30BaTh ISl HAPYILICHUS
CHCTEMBbI WJTM COZIEprKalleicsl B Hel nH(opMalum.

HenoctHoct  uHGOpManuM —  CHOCOOHOCTh — CPENICTBA  BBIYMCIUTEIIPHOM — TEXHUKH WA
ABTOMATU3UPOBAHHOW CHUCTEMBI 00ECTICUMBATh HEM3MEHHOCTh MH(OpPMAlMKA B YCIOBUSIX CIY4alfHOTO
W/WJTY TIPEIHAMEPEHHOTO MCKaXKEHUS (pa3pyLLeHus).
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OBO3HAYEHMUSA U COKPALLEHUSA
— aHTUBUPYCHBIE CPEICTBA
— aBTOMAaTHU3UPOBAHHOE pabovee MECTO
— BCIIOMOTaTeJIbHbIC TEXHUYECKUE CPECTBA U CHCTEMBI
— MH(OPMAIMOHHAS CHCTEMa EPCOHATBHBIX TAHHBIX
— KOHTPOJIMpyeMasi 30Ha
— JIOKaJIbHASI BBIYKCITUTEIIBHAS CETh
— MEKCETEBOM dKpaH
— HECAHKLIMOHUPOBAHHBIN JOCTYII
— OTlepaIMOHHAs cUCTeEMa
— HIEPCOHAITBHBIC JIaHHBIC
— POTrPaMMHO-MaTeMaTHIECKOE BO3/ICHCTBHE
— IporpaMMHOE OOecTIieYeHHE
— MOOOYHBIE ANIEKTPOMArHUTHBIC U3ITyIEHUS K HABOJIKH
— CHCTEMa aHalln3a 3allUIICHHOCTH
— CpeJICTBA 3aIIUTHl THPOPMALIUU
— cucrema (TIOACUCTEMA) 3aIIUTHI IEPCOHATBHBIX JAHHBIX
— cuctemMa 0OHapyKEHUST BTOPKEHHI
— TEXHUYECKUE KaHAJIbI YTEUKH HH(OpMaIin

— YI'pO3blI 0e30macHOCTH MCPCOHAIIbHBIX TaHHBIX
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BBEJIEHUE

Hacrosmas Ilonmutuka uHbopmanmonnon 6e3onacHoctr (nanee [lomutuka) MBOY «Ywuu-
kaHckast OOIL» sBnseTcst OpUIMATBHBIM JOKYMEHTOM.

[TonuTuka pazpaboTana B COOTBETCTBUHU ¢ TpeOoBaHUsAMU DeiepaqbHOro 3aKoHa OT 27 U0
2006 r. Ne 152-03 «O nepcoHambHBIX JaHHBIX» U MocTaHoBIeHUs [IpaButenscTBa Poccuiickoit
Oenepannu ot 1HOOps 2012 1. Ne 1119 «OO6 yTBepkaeHUU TpeOOBAaHUN K 3aIlIUTE
NEPCOHANBHBIX JAaHHBIX NpU HMX 00paboTke B HMH(OPMAIIMOHHBIX CHCTEMaxX IEePCOHAIBHBIX
JTAHHBIX», HA OCHOBAHUH:

- «Pexomenaanmii mo obecneveHno 6€30MacHOCTH MePCOHATBHBIX JaHHBIX MPH UX 00pa-
00Tke B MH(OPMALMOHHBIX CHCTEMax IMEPCOHAJIbHBIX JAaHHBIX», YTBEPKICHHBIX 3ame-
ctuteneM aupexkropa PCTIK Poccum ot 15.02.2008 r.,

- «TunoBbIX TpeOOBaHMI MO OpraHU3aluu U obecredeHnI0 QYHKIIMOHUPOBAHUS U (PPO-
BAIBHBIX (KPUNTOTPAPUUECKUX) CPEICTB, NPEAHA3HAYCHHBIX JUIS 3alIUThl HHPOPMALIUH,
HE CoJIepXKalleil CBEJAEHUM, COCTaBIIAIOIINX IOCYAapCTBEHHYIO TallHy B Cily4ae M3 HC-
NOJIb30BaHUs JUIs o0ecriedeHns: 0€30IacHOCTH MEePCOHATBHBIX JAHHBIX MPH UX 00paboT-
K€ B MH(OPMALMOHHBIX CHCTEMax IMEPCOHAJbHBIX JAHHBIX», YTBEPKICHHBIX PYKOBOJI-
ctBoM 8 Lleatpa @CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B TIlonutuke ompeneneHsl TpeboBanus k nepcoHany WCIIJIH, crerneHb OTBETCTBEHHOCTHU
NepcoHasa, CTPYKTypa U HEOOXOAMMBIH YPOBEHb 3alIUIIEHHOCTH, CTAaTyC U JIOJKHOCTHBIE
00513aHHOCTH COTPYJHHKOB, OTBETCTBEHHBIX 3a oOecredyeHue Oe30MacHOCTH MEePCOHATBHBIX
nauubix B UCITJn MBOY «Uuukanckas OOy .
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1 O01mme MoJI0KEeHU A

Ilenbto HacTosued [lonutuku sBisercs odbecreyeHne 0e30MacHOCTH 0OBEKTOB 3aIUThI

MBOY «Ynukanckas OOILl» oT Bcex BUAOB Yrpo3, BHEUIHUX U BHYTPEHHHUX, YMBIIIJIEHHBIX
U HeIpeJHaMEepEeHHbIX, MUHMMHU3aLus yiepoa oT BO3MOXKHOHN peanu3anuu yrpo3 6e301acHOCTH
[T1u (YBIIdH).

bezonacHocth HEPCOHAIBHBIX JAHHBIX JOCTUTAeTCsI yTeM UCKITIOUEHUS
HECaHKLMOHMPOBAHHOI'O, B TOM YHCJE CIy4yallHOro, JIOCTyla K II€PCOHAJIbHBIM JaHHbIM,
pe3yabTaTOM KOTOPOIO MOXKET CTaTh YHHUUYTOKEHHE, U3MEHEHUE, OJIOKUpOBaHKUE, KOIIMPOBAaHHE,
pacrnpocTpaHEHHUE NIEPCOHAIBHBIX IaHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUI.

WNudopmanus u cBsi3aHHbIE C HEH Pecypchl JOJKHBI OBITh JOCTYIHBI JJIs1 aBTOPU30BAaHHBIX
nosnb3oBaTeneh. JIOKHO OCYIIECTBISATHCS CBOEBPEMEHHOE OOHApY)KEHHE U pearupoBaHHE Ha
VBIT/IH.

JIOJKHO OCYIIECTBIATHCS IPENOTBPALCHUE ITPEIHAMEPEHHBIX WJIM CIIyYalHbIX, YaCTUYHBIX
WJIY TIOJTHBIX HECAHKIIMOHUPOBAHHBIX MOAN(DUKAIIUI UM YHUUYTOXKCHHUS NIEPCOHATBHBIX JaHHBIX.

CoctaB 00BEKTOB 3alUTHI NpejcTaBieH B [lepeuHe nepcoHanabHBIX JAHHBIX, YKa3aHHOMY B
[Tonoxennn 06 00pabOTKE MEPCOHATBHBIX JaHHBIX.

Cocras UCII/[IH, nmojnexamux 3aliuTe, MpeAcTaBieH B AKTe 00C/Ie€IOBaHUS TEKYILEro
COCTOSIHUSI TEXHUYECKOU 3aIUThI IEPCOHAIBHBIX JaHHbBIX.
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2 O6aacTh aelcTBUA

TpeboBanusi Hactosmed IloMUTUKM pacnpoOCTpaHsIOTCA Ha BceX COTpyaHUKoB MBOY
«Uwnukanckas OOIl» (mTaTHbIX, BpeMEHHBIX, PA00OTAIOIINX 110 KOHTPAKTY | T.I1.), & TAKXKE BCEX
MPOYMX JIHIL (OJIPSIAYUKHY, ayJAUTOPHI U T.I1.).
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3 Cucrema 3alIUTHI MIEPCOHAJIBHBIX TaHHBIX

Cuctema 3anuThl nepcoHaibHbIX JaHHBIX (C3I1/IH), cTpouTCS HA OCHOBAaHUH:

- AxTta 00CieIoBaHUs TEKYIIETO COCTOSHUS TEXHUYECKOM 3alIUThl MEPCOHATBHBIX JTaH-
HBIX;

- [lepeunst nepcOHANBHBIX TaHHBIX, MOJUICKALIUX 3AIUTE;

- AKTOB KJ1accupukanuu HHHOPMAITMOHHBIX CUCTEM MEPCOHATIBHBIX TaHHBIX;

- YacTHBIX MoJiesIel akTyanbHbIX YIpo3 U BeposiTHoro Hapymmtens UCII/IH;

- [TonoxxeHust 0 pa3rpaHUYEHUH MIPaB JOCTYIA K IEPCOHAIBHBIM JaHHBIM;

- PykoBonsamux gokymentoB ®CTIK u ®Ch Poccun.

Hns  ob6ecrieuenus 3amutel  MCIIJIH HeoOxomumMo coO0IeHHE OpraHU3alliOHHO-
TEXHUYECKUX Mep. AJMHUHHCTpAIe oOecreunBaeTcsi 6€30MacHOCTh MEPCOHATBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOAMMBIM YpPOBHEM 3alllMIICHHOCTH, KOTOpas omucaHa B TexHUYecKoM
3aganuu Ha cosaanue cuctembl 3amuThl s UCIHAa. B MBOY «Ywuukanckas OOII»
OTpesieNieHbl aKTyallbHbIe yTrpo3bl Oe3omacHocT [1/1H, koTophie ommcanbl B YacTHOW Momenu
aKTyaJIbHBIX YIpo3 U BepositHoro Hapymurest MCIT/Ix.

[log axkTyasbHBIMH yrpo3amMu O€30MACHOCTH TEPCOHAJIBHBIX JAHHBIX TTOHUMAETCs
COBOKYITHOCTb YCIIOBUM u (bakTopoB, CO3JAI0LIUX aKTyaJbHYIO OMacHOCTh
HECAaHKI[MOHHUPOBAHHOT'O, B TOM YHUCJIE CIy4alHOTO, JOCTyIa K MEPCOHAIBHBIM JaHHBIM IIPH UX
00paboTke B MH(POPMAIIMOHHON cHCTEME, PE3yJIbTaTOM KOTOPOrO MOTYT CTaThb YHHUTOXKEHUE,
U3MEHEHUe, OJOKMPOBaHUE, KOMUPOBAHUE, MPEIOCTABICHUE, PACTIPOCTPAaHEHUE MEPCOHATBHBIX
JTAHHBIX, & TAK)KE UHbIE HEIIPABOMEPHBIE ICHCTBUS.

Yrpo3bl 1-T0 THITA aKTyaJIbHBI I HHPOPMAIIMOHHON CHCTEMBI, €CIIH ISl HE€ B TOM YHUCIIC
aKTyaJlbHbl YIpO3bl, CBSA3aHHBIE C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEICKIapUPOBAHHBIX)
BO3MOXXHOCTEH B CHCTEMHOM IIPOrPaMMHOM OOECIICUCHHH, UCTIONB3YEeMOM B MH(POPMAITMOHHOMN
cucTeMe.

YTpo3bl 2-T0 THITA aKTYyaJIbHBI I HHPOPMAIIMOHHON CHCTEMBI, €CIIH ISl HEE B TOM YHUCIIC
aKTyaJlbHbl YIpO3bl, CBSA3aHHBIE C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEICKIapUPOBAHHBIX)
BO3MOXKHOCTEH B  NIPHUKIAAHOM  IPOrPaMMHOM  OOECIICUCHHMH,  HCIOJb3yeMOM B
UH(POPMALIMOHHOM cuCTEeME.

VYrpo3sl 3-r0 TUMA aKTyadbHBI 711 HHOOPMAIIMOHHONW CHUCTEMBI, €CIU JJII Hee aKTyalbHBI
yrpo3bl, HE CBS3aHHbIE C HaTU4YMEeM HEIOKYMEHTHPOBAaHHBIX (HEIEKIapHUPOBAHHBIX)
BO3MOKHOCTEH B CHUCTEMHOM M MPHUKIATHOM MPOrPaMMHOM OOECTICUCHHH, HCIOIb3YEMOM B
WH(OPMAIIMOHHON CHCTEME.

Ha ocHoBanuM 5THUX JOKYMEHTOB OIpeAeNseTcss HEOOXOIUMBIA YPOBEHb 3alUIIEHHOCTH
[ xaxgoit UCIIAx MBOY «Unukanckas OOIL» . Ha ocHoBaHMM aHanu3a akTyalbHBIX
yrpo3 6e3onacHoctu [1JIH, omucanHoro B YacTHOW MOjenu akTyadbHBIX YIpo3 M BEPOSTHOTO
Hapymutens UCIIJJn u Otuera o pe3ynbrarax NpOBEACHHS BHYTPEHHEHW NMpOBEpKE, AENIaeTcs
3aKJTIOUYEHHE O HEOOXOJUMOCTH HCIIOIh30BAHUS TEXHMUYECKHX CPEJICTB M OpPTraHU3AIlMOHHBIX
MeponpusaTHii 1 obecrieuenust 6e3onacHoct [1/]H. BriOpanHble HEOOXOAMMBIE MEPOTIPUSATHUS
oTpaxkatorcs B [mane MepornpusiTuii o 3aiuTe MepCoOHATBHBIX JaHHBIX.

Jns xaxnoit UCITJIH qomkeH ObITh COCTAaBIEH CIMCOK UCIIOIb3yEeMbIX TEXHUUECKUX CPEICTB
3alllMThl, @ TaK K€ NMPOrpaMMHOr0 oOecrnedeHus, ydacTByromiero B oopabdorke IIJIH, Ha Bcex
anementax UCII/IH:

- APM nionb30Barenen;

- CepBepa NpUII0KEHN;

- CYB/;

- I'panuna JIBC;

- KananoB mepemgaun B ceTu oOIIEro MOJb30BaHUS M (MJIM) MEXKIYHApPOJIHOTO OOMEHa,
ecnu 1o HuM nepenarores [1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHOCTH VCII[H u aktyansHbix yrpo3, C3I1[a moxer
BKJIIOYATh CJIEIYIOLIUE TEXHUUECKUE CPEJICTBA:
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- aHTUBUPYCHBIC CPENICTBA i pabOUMX CTAHIIUN TOJIL30BATENCH U CEPBEPOB;

- CPEACTBA MEXKCETEBOI0 SKPAHUPOBAHNS;

- cpeAcTBa KpunTorpadguueckoit 3amuTsel nHGOpPMAIMK, IPU TIepeave 3alUIacMOol HH-
- (hopmanuu 1o kaHaaM CBSI3H.

Tax e B CIIHCOK JIOJDKHBI OBITH BKIIFOYCHBI (DYHKIIUU 3aIIUThI, 00CCIICYNBAEMbBIC IITATHBIMU
cpeactBamu  o6pabotku II[ln onepamumonnsiMu cuctemamu (OC), npuxnagaeiMm [10 u
CIEIMAIbHBIMI KOMITICKCAMU, PEATM3YIONUMHU CpeAcTBa 3amuThl. CIUCOK (PYHKIMA 3alUThI
MOKET BKJIFOUATh:

YIpaBJICHUE U pa3rpaHUUYCHUE JIOCTYIIa MOJIb30BaTeleH;
PETHCTPALIUIO U YUET NeUCTBUH C MHPOPMAIIUCH;

- o0ecrnieunBaTh 1EIOCTHOCTh JaHHBIX;

- IPOU3BOJIUTH OOHAPYKEHUI BTOP>KEHUH.

CHnucoK HCIHONb3YeMBbIX TEXHUYECKHX CpEACTB OTpakaercs B Ilmane meponpusatuii mo
3aIUTE MEPCOHANBHBIX JAaHHBIX. CIUCOK HMCIOJB3YEMBIX CPEICTB JOJDKEH MOAIEPKUBATHCS B
aKTyaJdbHOM COCTOSHMM. [Ipu H3MEeHEeHMH cocTaBa TEXHUYECKUX CPEJCTB 3allUThl WU
anemenToB MCII/IH, cooTBeTCTByIOIIME H3MEHEHUs IOJKHBI OBbITh BHeceHbl B CHHCOK U
yrBepxaeHbl aupekropoM MBOVY «Uwnukanckas OOIl»  wam aunom, OTBETCTBEHHBIM 3a
obecneuenue 3amuThl [1/]H.
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4 Tpe6oBanus k noacucremam C3I11n

C3I1/Ix BKIrOYaeT B ceOsl CICTYIOITUE TIOICHCTEMBI:

- YOpaBJIeHUs JOCTYIIOM, PETUCTPALIMH U YUETa;

- obecrieyeHusl LIeTIOCTHOCTH U JOCTYITHOCTH;

- AHTUBUPYCHOM 3aIUTHI;

- MEXCETEBOI'0 HIKPaHHUPOBAHUS;

- aHaJM3a 3alIUIICHHOCTH;

- 0OHapyKeHUs! BTOPKECHHUI;

- KpUITOTpapHUECKON 3aIHTHI.
[Toacuctemsr C3IIJIH wMerOT pa3nuyHbBIM (YHKIIMOHANT B 3aBUCUMOCTH oT kiacca WCII/IH,
OTpeNieNieHHOro B AKTe Kiaccuukanuu HH(OPMAIMOHHBIX CHCTEM NEPCOHAIBHBIX TAaHHBIX.
Crucok cootBerctBusl pyHkrui noxcucrem C3II/[H kimaccy 3alMIEHHOCTH TPEICTaBICH B
[Tpunoxxennn Ne 1.

41 IToacucremsl YupaBJicHUA JOCTYIIOM, PETUCTPAllUM U YU€Ta

[loacuctema ynpaBieHUs TOCTYIIOM, PETUCTPAIlMU U y4yeTa MpeJHa3HauYeHa JUisl peaau3aluu

CIICITYIOIINX (yHKITHI:
- UASHTU(UKAIIUY U IPOBEPKA MOATUHHOCTU CyOBbeKTOB foctyna npu Bxoae B MCIIH;
- HACHTU(UKAUY TEPMHUHAJIOB, y3JI0B CETH, KAHAJIOB CBSI3U, BHEITHUX YCTPOKCTB TIO JIO-
TUYECKUM UMEHaM;
- HIeHTH(UKAINU TPOTPaMM, TOMOB, KaTajloroB, (aiijioB, 3amuceil, monei 3amnucei mo
MMEHaM;
- peructpanuy BXoaa (BbIX0Oa) CYOBEKTOB JIOCTYyIAa B CHCTEMY (M3 CHCTEMBI), JIUOO pe-
TUCTpALMS 3arpy3K1 U MHULMAJIU3ALMH ONIEPAllMOHHON CHUCTEMBI U €€ OCTAHOBA.
- perucTpanum NomnbITOK J0CTYIa MPOrPaMMHBIX CPEACTB (Iporpamm, MpoIeCcCcoB, 3a/1ad,
3aJIaHM ) K 3alUIaeMbiM (aitiam;
- PETrUCTPALMH MOIBITOK AOCTYIIA IPOrPAMMHBIX CPEACTB K TEPMUHAIAM, KaHajlaM CBA3H,
- IporpaMMam, ToMaM, Karaioram, (aiaam, 3amucsM, MOJIIM 3aIHuCcen.

[Toncucrema ympaBieHHsS JOCTYIIOM MOYKET OBbITh pEaJu30BaHa C IOMOIIbIO MITATHBIX
cpenctB obpabotku [1/]x (onepammonnsix cuctem, npuioxeHuit 1 CYBJ]). Tak sxe MoxeT ObITh
BHEJIPEHO CHELUAIbHOE TEXHUYECKOE CpPEACTBO WM HX KOMIUIEKC, OCYLIECTBISAIOIINE
JIOTIOJTHUTEIIbHBIE MEPhl MO ayTeHTHU(HKAIMU U KOHTpoidro. Hampumep, nmpuMeHeHUe eTuHBIX
XpaHWIMIL  y4YeTHBIX 3amucel  monb3oBaTreneil M perucTpalMoHHOM  HMHGpOpMaluy,
UCIIOJIb30BaHUE OMOMETPUUYECKUX U TEXHUYECKUX (C TOMOIIBIO JIEKTPOHHBIX MPOITYCKOB) Mep
ayTeHTU(UKALUU U IPYTUX.

4.2 Toacucrema odecnedeHnsi MEJOCTHOCTH U I0CTYIIHOCTH

[Toncucrema obecrieyeHHs LIETOCTHOCTH U JIOCTYITHOCTH IpeJHa3HaueHa AJis oOecreueHust
nenoctTHoctd M jpocrynHoct I1/IH, mporpamMMubix u anmapaTHbix cpeacts UCII[n MBOY
«Unukanckas OOII» , a Tak ke CpPEeACTB 3allUThl, IPHU CIy4ailHOW WIM HAMEpPEHHOU
Mo (UKaIIH.

Ilogcucrema peanusyercs C IIOMOLIbIO  OpraHU3allMM  PE3EPBHOIO  KONUPOBAHUSA
o0OpabaTbhIBaeMbIX JIaHHBIX, a TaK K€ pe3epBUPOBaHUEM KItoueBbIX dneMeHToB MCIT/H.

4.3 MoacucreMa aHTHBHPYCHOI 3aIATHI

[Toncucrema aHTUBHPYCHOHM 3allMTHl TpeAHA3HaueHa Uil OoOecrneueHuss aHTHUBUPYCHOU
3amuThl cepBepoB U1 APM nonws3zoBarenein UCII[In MBOY «Yuukanckas OOy .
CpencTBa aHTUBHUPYCHOM 3aIIUThI IPEAHA3HAUEHBI [Tl pealli3aliy CAeAyoINX GYHKINN:
- PE3UICHTHBI aHTUBUPYCHBI MOHUTOPUHT
- AaHTUBUPYCHOE CKaHUPOBAHUE;
- CKpHUIT-OJIOKMPOBAHUE;
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- IEHTPATU30BaHHYIO/yJAICHHYIO yCTAaHOBKY/JACUHCTAIUIALIMIO aHTUBUPYCHOTO TPOIYK-
Ta, HACTPOHKY, aIMUHHCTPHPOBAHUE, IPOCMOTP OTYETOB M CTaTUCTHYECKOW HMH(pOpMa-
[[UU TI0 PabOTEe MPOIYKTA;
- aBTOMAaTH3UPOBAaHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;
- OrpaHU4YCHUC IIpaB I1OJIb30BATCIIAA HAa OCTAHOBKY HMCIIOJIHACMBIX 3aa4 U U3MCHCHUS -
HACTPOEK aHTHBHPYCHOT'O MPOTPAMMHOTO 00eCIIeUeHUS;
- aBTOMATHYECKUH 3aIyCK Cpa3y MOCIe 3arpy3Ku ONepariMOHHON CHCTEMBI.

[Toncucrema peanusyercst yTeM BHEAPEHUS CIECUAIBLHOTO aHTHBHPYCHOT'O POTPAMMHOTO

obecnieuenust Ha Bce aneMenTsl UCII/H.

4.4 Toxcncrema MesKceTEeBOro SKPAHUPOBAHUS

[Toncucrema MeXCETEBOTO SKPaHMPOBAHUS IpeIHA3HAuYeHa Ul pealu3alyy CIEAYIOIINUX
GyHKIHHA:
- GWIBTpAaLUU OTKPHITOTO U 3aIM(PPOBAHHOTO (3aKpbITOro) IP-Tpaduka mo ciexyrommm
napameTpam;
- (hukcaruy BO BHYTPEHHUX KypHaIax HHPOPMALUHU O IPOXOISAIIEM OTKPBITOM U 3aKpbI-
toM IP-tpaduke;
- HIeHTH(DUKAINY U ayTEHTH(PHUKAINIO aIMUHICTPATOPa MEKCETEBOTO SKpaHa MPH €ro -
JIOKaJIbHBIX 3aIllpocax Ha JOCTYI;
- perucrpanuu BXoja (BBIX0/a) aJMHHUCTPATOPa MEXKCETEBOIO dKpaHa B cHUCTeMy (W3
CHCTEMBI) IM0O0 3arpy3Ku U MHULMAIU3ALNUN CUCTEMBI M €€ IIPOrPaMMHOI0 OCTaHOBA;
- KOHTPOJIS IIETIOCTHOCTH CBOEH POTPaMMHOM U HH(POPMAITMOHHON YacTH;
- (UIBTpaLMK NAKETOB CIIY>)KEOHBIX MPOTOKOJIOB, CIAYXALUX JUIsl AUATHOCTUKU U YIIPaB-
JIeHUs pabOTON CETEBBIX YCTPOUCTB;
- (UIbTpaLlUU C YYETOM BXOJHOIO M BBIXOJHOI'O CETEBOr0 MHTep(eiica Kak CpeicTBO
NPOBEPKH MOUTMHHOCTH CETEBBIX aJPECOB;
- perucTpanmy 1 yueTa 3arnpaiiuBacMbIX CEPBUCOB MPUKIAHOIO YPOBHS;
- OJIOKMpOBaHUS JOCTyNa HEUICHTU(OUIIMPOBAHHOTO OOBEKTa WM CyOBEKTa, IMOINH-
HOCTh KOTOPOT'O IpU ayTeHTH(UKALMU HE MOATBEpPAUIIAch, METOAAMHU, YCTOMUUBBIMU K
nepexBary;
- KOHTPOJIS 32 CETEBON aKTUBHOCTBIO MPHIIOKEHHUI U OOHAPYKEHUS CETEBBIX aTakK.
[Toncucrema peanusyercs BHEAPEHHEM MTPOTPAMMHO-AIAPATHBIX KOMIUIEKCOB MEKCETEBOTO
sKpaHupoBaHus Ha rpanune JICB, ki1accom He HUXe 4.

45 Iloacucrema aHajM3a 3alUIEHHOCTH

[Toacucrema ananmu3a 3alMIIEHHOCTH, JOHKHA OOECTeUMBATh BBISIBICHUS YA3BUMOCTEH,
cBs3aHHBIX ¢ omuOkamu B KoHurypamuu [10 UCII/IH, koTopble MOTYT OBITH HCIIOJIB30BAHbI
HapYIIUTEIEM IS pea3allii aTakKi Ha CUCTEMY.

OYHKIMOHAT TOACUCTEMBI MOXXET OBITh pPEaTu30BaH MPOTPAMMHBIMU U TMPOTPAMMHO-
armnapaTHbIMU CPEACTBAMU.

4.6 MoxcucremMa 0OHAPY/KEHHUS BTOP/KEHH I

[Toacuctema oOHapyKeHUSI BTOPKEHUH, JOKHA 00€CTIeunBaTh BBISIBIEHUE CETEBBIX aTak Ha
anemenTsl MUCII/IH, mOIKIIIOUEHHBIE K CETSM OOIIETO MOJIb30BaHUS U (MIH) MEXIYHAPOIHOTO
oOMeHa.

OYHKIMOHAT TOACUCTEMBI MOXXET OBITh pealn30BaH MPOrPaMMHBIMH W TPOTPaMMHO-
aHHapaTHI)IMI/I CpeleTBaMI/I.

4.7 Moacucrema KpunTorpaguyecKoii 3amuThHI

[Toncucrema kpunrorpaduyeckoi 3amuThl NpeAaHasHadeHa g uckimodeHus HCJ[ k
zanumaeMoil nagopmanuu B UCIIJn MBOY «Unukanckas OOLL» , npu ee mepemauu 1o
KaHaJlaM CBSI3U ceTeil 001Iero moib30BaHus U (UJIM) MEKIYHApOIHOTO oOMeHa.

[MonuTrka uadopmannonHoii 6e3onacHoctu. Crpanuna 14 u3 29



[Toncucrema peanusyercs BHEAPEHHEM KpUOTOrpapUuUecKuX MPOrpaMMHO-ANIMapaTHBIX
KOMIIJIEKCOB.
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5 Ioab3oBarenn UCHan

B UCIIax MBOY «Ywnukanckas OOIL» MOXXHO BBIICJIUTH CIEAYIOLIME TPYIIIbI
MoJIb30BaTeNeH, yyacTBytoumx B o0padotke u xpanenuu [1/1n:
- Aapmunuctparopa UCII/IH;
- Aamunuctpatopa 6e3onacHocta MCI1/IH;
- Onepatopa APM;
- AIMUHHUCTpATOpa CETH;
- TeXxHMUEeCKOTo CHelHaIuCTa Mo 00CIyKUBaHUIO epuepritHOro 00opy10BaHNUS;
- [Iporpammuct-pazpadorunk UCII/IH.
Jlannple 0 rpymmax Mojb30BaTelsIX, YPOBHE MX JOCTyNa U MUH(MOPMHUPOBAHHOCTU IOJIKEH
OBITH OTpakeH B [lofio)keHNM 0 pa3rpaHMueHUH MPaB JOCTYIA K MEPCOHAIBHBIM IaHHBIM.

5.1 Aamunucrparop UCIIdn

Anmunuctparop UCIIAH, cotpynuuk MBOY «YUuukanckas OOIL» , oTBETCTBEHHBINA 3a
HACTpOiiKy, BHenpenue u compooxaenue WCII/IH, oOecrneunBaeT QyHKIIMOHUPOBAHUE
noacuctemsl ynpasieHus: goctynom UCIIH 1 ynoJiHOMOYEH OCYIIECTBIIATh IPEIOCTABIECHUE U
pasrpaHuyYeHue AOCTyNa KOHeYHOoro nojs3oBatens (Onepatopa APM) k aneMeHTaM, XpaHALUM
MIEPCOHAIbHBIE TAHHBIE.

Anmvunuctparop UCIIIx obnagaeT cieayronum ypoBHEM JOCTYIIa U 3HAHUM:

- obnmagaer monHOW MHpOpMaLUel 0 CUCTEMHOM W MPUKIIATHOM MPOrPaMMHOM obecrie-
yenun UCIIdH;

- obnagaet monHOM uH(popManuel o TeXHUUYeCKuX cpeacTBax u koHburypauuu UCI/IH;
UMEET JIOCTYIl KO BCEM TEXHHYECKHM CpeICcTBaM 00paboTku WH(OpMAIMH M JTaHHBIM
NCIIn;

- o0JiaaeT nmpaBaMu KOHQUTYPHPOBAHUS U aJIMHHACTPATUBHON HACTPOUKH TEXHHUECKUX
cpeacts UCII/IH.

5.2 Aqmunucrparop 6e3onacnocrn UCII/In

Anvunuctparop Oe3zonacHoctu WCIIAH, cotpymuuk MBOY «YUwnukanckas OOII»
OTBETCTBEHHbIM 3a ¢yHkuuoHuposanue C3II/IH, BKiIrOYas OOCTYXUBaHHE U HACTPOUKY
aJIMUHUCTPATUBHOM, CEPBEPHOM U KIIMEHTCKON KOMITOHEHT.

Anmunuctpatop 6e3zonacHoctd MICIT/IH o6nagaer cienyromuM ypoBHEM JIOCTYTIa U 3HAHUI:

- obnanaer npaBamu Anmunuctparopa UCI/Ix;

- o0namaer noaHoi nHGopmarmeit 06 UCIT/IH;

- UMEEeT JOCTYyINl K CPEICTBaM 3alIUThl MH(GOPMAlMd U NPOTOKOJUPOBAHUS M K YaCTH
KiroueBbIx anemenToB MCII/IH;

- HE UMEEeT IpaB J0CTyNa K KOHPUIypUPOBAHUIO TEXHUUECKUX CPEACTB CETH 3a MCKIIIO-
YEHHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

Anmunuctpatop 6e3onacHoctu UCIIJIH ynonHoMoueH:

- peanu3oBBIBaTh MOJIMTUKY Oe3zomacHocTH B vactu HacTpoiiku CK3MU, mexcereBbix
9KpaHOB M CHCTEM OOHAapyXXEHHUS aTak, B COOTBETCTBUU C KOTOPHIMH IIOJIb30BATENb
(Onepatop APM) monydaeT BO3MOKHOCTh paboTath ¢ anementamu UCIT/IH;

- OCYILECTBIIATh AYJUT CPEJICTB 3aIIMTHI;

- YCTaHABIIMBATh JIOBEPUTEIIbHBIE OTHOLICHUS CBOCH 3alIUIIICHHON CETH C CETAMMU IPYTUX
Opranuzanuid.

5.3 Oneparop APM

Omnepatop APM, cotpynauk MBOY «Uunukanckas OOILl» , ocymecTBistomuii 00padboTKy
[T{n. O6pabotka [1/1H BKiItOUaeT: BO3MOKHOCTH npocMoTpa [1/1H, pyunoit BBox I1/{H B cuctemy
UCTIH, dopmupoBaHHe CHpaBOK W OT4ETOB 1Mo wuHpopManuu, moiaydeHHod w3z HWCII/H.
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Oneparop HE MMeeT IMOJHOMOYUHN MJisi YIpaBICHHUS MOACHCTEMaMU OOpaOOTKU MNaHHBIX U
C3I11H.
Omneparop UCII/IH o6namaeT cieayomuM ypoBHEM IOCTYIIA ¥ 3HAHHIA:
- o0namaer BceMU HEOOXOAMMBIMHM aTpuOyTamMu (HampuMmep, MmapojieM), 0O0eCIeYrBaro-
LIMMU JOCTYI K HEKOTOPOMY IOAMHOXKecTBY I1/1H;
- pacnionaraeT KOHQUACHIUAIbHBIMU JAHHBIMU, K KOTOPBIM UMEET JOCTYII.

5.4 AxmunucTpaTOp CeTH

Anmunucrparop cetd, cotpyaHuk MbBOY «Uwnukanckas OOI» , oTBEeTCTBEHHBIH 3a
(YHKIMOHUPOBAHUE TEIEKOMMYHUKAMOHHOW mojcucTembl MCITJIH. AnTMUHHCTpAaTOp CETH He
UMeEeT MOJTHOMOYHUHN AJIs yIIpaBJiIeHUs MocucTeMaMu 00pabOTKHU JaHHBIX U 0€30MaCHOCTH.

AJMHHHCTPATOpP CETH 00Ja/1aeT CIEAYIONM YPOBHEM JOCTYIA U 3HAHUI:

- o0namaeT 4acTpio HHGOPMAIIUU O CUCTEMHOM U MPUKIAAHOM MIPOTrpaMMHOM obecrieye-
nuu UCITH;

- 00naaeT yacTbio MHPOPMAIIMK O TEXHUYECKHUX cpeacTBax u KoHpurypanuu UCIIdH;
uMeeT QU3HYECKUN TOCTYN K TEXHUYECKUM CpeJcTBaM 00paboTku mHpOpMaIMK U Cpei-
CTBaM 3alllUThI;

- 3HaeT, 10 MEHbUIEH Mepe, 0/IHO JIETAJIbHOE UMsI IOCTYIIa.

5.5 Texuuueckuii ceqUANIMCT 10 06CIYKHBAHUIO epHPEPHIiHOro 060Py10BAHHS

TexHUYeCcKUi crenuasucT mno odciyxkuBanuw, coTpyaHuk MBOY «YUuukanckas OOILLD ,
OCYIIECTBIISIET OOCTYXXMBaHME U HACTpOiKy mnepudpepuiitnoro obopynoanus WCII/H.
TexHUYECKUH CHEeMATUCT 10 O0CTYKHBaHUIO HE UMeeT AocTtymna K [1/{H, He uMeeT moTHOMOYNH
JUTSI YIIPABIICHUS TIOJICUCTEMaMH 00pabOTKH JaHHBIX M 0€30TIaCHOCTH.

TexHUYEeCKUH CrenraInucT Mo 0OCTy)KUBaHUIO 00JalaeT CIEAYIOIMM YPOBHEM JOCTyNa U
3HAHMIA:

- o0nagaeT 4acThio MHGOPMAIIMK O CHCTEMHOM M IIPHUKJIAJHOM IIPOrpaMMHOM obecrieue-
nuu UCITH;

- 00naaeT yacTbio MH(POPMAIIMH O TEXHUYECKUX cpencTBax u koHpurypamuu UCIIH;
3HAET, 110 MEHbIIEH Mepe, OJHO JIETaJIbHOE UMS JOCTYIIA.

5.6 Mporpammuct-pazpadoranx UCI/In

[TporpammucThI-pazpaboTUuKu (MOCTABIIUKH) MPUKIATHOTO MPOrPaMMHOIO OOECTIeUeHHs,
o0ecreynBaroIue ero CONpOBOXKICHHE Ha 3amuinaeMoM oObekTe. K maHHOM rpymme moryt
oTHOcUThCS Kak coTpyaHuku MBOY «Yunukanckas OOILL» , Tak ¥ COTpYAHUKH CTOPOHHUX Op-
raHu3anuim.

DU3NYECKOE JIUIIO 3TOM KaTErOpUH:
- obmagaer uHdopmMaimer 06 anropuT™Max M nporpammax oopaboTku MHOpMalLUU Ha
NCTIH;
- 0051a/1aeT BO3MOXHOCTSIMM BHECEHHs OLIMOOK, HEJEKIAPHUPOBAHHBIX BO3MOMKHOCTEH,
IPOrPaMMHBIX 3aKJIaJI0K, BPEIOHOCHBIX MpOrpaMM B mporpammHoe obecrneuenue MC-
IT/IH Ha cTanuu ee pa3pabOTKHU, BHEPEHUS U CONIPOBOKICHHUS;
- MOXeT pacrnojiaraTe Jo0biMU (pparmeHTamMu uUHGopManuu o tonoiorun UCIIx u
TEXHUYECKUX cpesicTBax o0paboTku u 3amuThl I1/]H, o6pabdaTsiBaembix B UCII/IH.
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6 TpeGoBanus k nmepcoHanay no odecneyeHnto 3amuthl [0

Bce corpyanuku MBOY «Yuukanckas OOIL» , seiastouuecs noas3oBatensimu UCI/IH,
JIOJKHBI YETKO 3HATh U CTPOTO BBIMOIHATH YCTAaHOBJICHHBIE MTPAaBHUiIa U 00S3aHHOCTH IO JJOCTYITY
K 3alMIaeMbIM O0BEKTaM U COOJIIOICHUIO TPUHATOrO pexuma 6e3onacHoctH [1/1H.

IIpu BcTymleHMH B JODKHOCTH HOBOI'O COTPYJHMKAa HENOCPEACTBEHHBIM HaudalbHUK
HOJpa3/iesieHusi, B KOTOpPO€ OH TIOCTyHaer, o0Os3aH OpraHu30BaTh €ro O3HAKOMIIEHHE C
JOJDKHOCTHOM —~ MHCTPYKLIMEH W HEOOXOJUMBIMH  JOKYMEHTaMH, pPErJIaMEHTUPYIOUIMMHU
TpeboBanuss mno 3ammre IIJ[H, a Takxke oOyyeHHE HaBbIKaM BBIIOJHEHUS MPOLENYD,
HEO0OXOIUMBIX /ISl CAHKIIMOHUPOBaHHOIO ucnoibs3oBanus UCII/Ix.

CoTpyIHHMK [1OJDKEH ObITh O3HAKOMJIEH CO CBeACHUAMHU Hacroseidl [lonnTuku, NpuUHATBHIX
npoueayp padotsr ¢ anementamu UCIu u C3I11H.

Corpyanuku MBOY  «UYwuukanckas OOI» , wucnosb3yromme TEXHUYECKHE CpPEICcTBa
ayTeHTU(UKALWU, IOJDKHBI 00€CHeunBaTh COXPAHHOCTh WIACHTU(UKATOPOB (IIEKTPOHHBIX
kiroueil) u He ponyckarb HC/I k HMM, a Tak ke BO3MOYKHOCTb MX YTEPU WJIM HCIOJIb30BaHUS
TpeTbUMH JiMIaMu. [lonb3oBaTenu HECYT NEPCOHAIBHYK0 OTBETCTBEHHOCTH 3a COXPAaHHOCTb
UICHTH()HUKATOPOB.

Corpynnukn MBOY  «Ywuukanckas OOL» JOJDKHBL  CIEN0BATh YCTaHOBJIEHHBIM
npoueaypam nojajiep:kanus pexxuma o6esonacuoctu [1/1H npu BeIOOpe U MCIIOIB30BaHUU MapoJiel
(ecM He UCTIONB3YIOTCA TEXHUYECKUE CPE/ICTBA AyTEHTU(UKALIUH).

Corpynuuku MBOY «Uwuukanckas OOII» momkHBI 0oO0ecrieunBaTh HAJICKAIIYIO 3aIIUTY
000pyI0BaHUs, OCTaBIAEMOro 0e3 MpUCMOTpPa, OCOOEHHO B T€X CllydyasX, KOrja B IOMEILEHHUE
UMEIOT JIOCTYI IIOCTOpPOHHHME Jjula. Bce mosnb3oBarenu JODKHBI 3HATH TpPeOOBAHUSA IO
6e3onacHoctu I1J[H m mpornenypsl 3amuTsl 000pyI0OBaHUs, OCTABIEHHOro 0€3 MPUCMOTpa, a
TaKXe CBOHM 00S3aHHOCTH 110 00ECTICYCHUIO TAKOW 3aIUTHI.

CoTpynHHKaM 3ampeliaeTcsl yCTaHaBJIMBaTh IOCTOPOHHEE NPOrpaMMHOE obeclieueHue,
MOJKJIIOYATh JIMYHBIE MOOHMIIbHBIE YCTPOWCTBA M HOCUTENIH WH(GOPMAIINH, a TaK K€ 3alHChIBaTh
Ha HUX 3alUIIAEeMYI0 HH(POPMALIUIO.

CoTpyaHHKaM 3ampeniaeTcsl pasriamarh 3alldiIaeMyr0 WHPOPMAaLHrIo, KOTopas cTaja UM
U3BeCTHa Mpu pabdote ¢ nHpopMaroHHbIMU cuctemMamMu MBOY «Uunukanckas OOLL» , TpeTbum
JIULAM.

[Tpu pa6ore c II/ln B UCII[JH cotpynnuku MBOVY «Uunukanckas OOI»  o6s3aHbI
o0ecneunTb OTCYTCTBHE BO3MOXKHOCTU mpocMoTtpa [IJIH TperbuMu nunaMu ¢ MoHUTOpoB APM
WJIM TEPMHUHAJIOB.

[Tpu 3aBepmiennn padbotel ¢ UCII/IH coTpynHuku o0s3anbl 3auTUTh APM 1M TepMUHAIBI
C TOMOIIbIO OJIOKUPOBKH KIIOYOM MJIM SKBUBAJIEHTHOI'O CpEICTBA KOHTPOJIA, HaIpuMep,
JIOCTYTIOM IO MapoJIt0, €CJIM HE MCTIONb3YIOTCs 00Jiee CUIIbHBIE CPEICTBA 3aIlIUTHI.

Cotpynauku MBOY «Unukanckas OOILI» momkHBI ObITH MPOUH(OPMUPOBAHBI 00 yrpo3ax
HapyIlleHus pexxuma 6e3onacHocT [1J{H 1 oTBeTCTBEHHOCTH 3a ero HapymeHue. OHU JTOJIKHBI
OBITh 03HAKOMJIEHBI C YTBEPKJIEHHON (hOpMalbHON MPOLEIypOl HATOXKEHUS JUCUUIUIMHAPHBIX
B3BICKAaHUH Ha COTPYAHHUKOB, KOTOpble Hapyumiu [lonutuky nHpopMamoHHoON 6€3011acCHOCTH U
npoueaypsl 6ezomacuoctu [1/]H.

CotpynHuku o00s3aHbl  0€3 MpPOMEUICHHS cooO0marh 000 BCeX HAOIIOJAEMbIX WU
noJ03pUTeNbHBIX ciydasx padotsl UCII/IH, Morymux mosieyb 3a coboil yrpo3sl 0€30MacHOCTH
[1/ln, a Takke O BBIIBICHHBIX HWMH COOBITHSX, 3aTparuBaronmx Oe3zomacHocTh [IJIH,
PYKOBOJCTBY IOAPA3JICIECHUS U JINLY, OTBEYAIOIIEMY 32 HEMEUICHHOE PEarnpoBaHNUE Ha YIPO3bl
6e3onacuoctu [1]1H.
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7 JoaxHocTHBIE 00s13aHHOCTH NoJb3oBaTeneid UCIIAn

JokHocTHBIE 00s13aHHOCTH TTosTb3oBaTeneit MCII/IH onucanbl B ClIeIyIONIUX TOKYMEHTAX:
- Uucrpykuus anmuauctparopa UCI Ix;
- Uactpykuumst anmuarcTparopa 6e3omacaoctu UCIIH;
- Uncrpykuums nonb3osarens UCI/IH.
OtBercTBeHHOCTH cOoTpyaHUKOB UCIT[In MBOY «Yuukanckas OOLL .

B cootBerctBuu co cr. 24 denepanbHoro 3akoHa Poccuiickoit ®enepanuu ot 27 urons 2006
r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX)» JIMIAa, BAHOBHBIC B HAPYIIEHUU TPEOOBAHUI TAaHHOTO
@®enepalibHOIO  3aKOHA,  HECYT  TIPaKIAHCKYH0,  YrOJOBHYI,  aJIMUHUCTPAaTUBHYIO,
JUCLUUITIMHAPHYIO M HHYKO NPEIyCMOTPEHHYIO 3akoHoaarelbcTBoM Poccuiickoit denepanuun
OTBETCTBEHHOCTb.

JeiicTBytoliee 3ak0HO1aTENbCTBO PD M0O3BOMISET NPEABABIATH TPEOOBAHUS 110 0OECIICUCHUIO
Oe30macHOi paboThl ¢ 3amMIaeMoil mH(popMaei 1 mpearycMaTpUBaeT OTBETCTBEHHOCTh 32
HapyIlIeHWE YCTAaHOBJIEHHBIX MpaBUil dKcIiuTyatanuu OBM u cuctem, HempaBOMEPHBIN JOCTYN K
uH(pOpMallMK, €ClU ITH JEHCTBUS NPUBENU K YHHUUTOKEHHUIO, OJIOKMPOBAHUIO, MOAUDUKALNN
uH(pOopMaLu WK HapylieHuto padotel OBM uinu cereit (ctarbu 272,273 u 274 YK PO).

Anmunuctparop UCIIn u agmunuctpaTop 6e3onmacnocti UCIIJIH HECyT OTBETCTBEHHOCTD
3a BCE JICUCTBHS, COBEPIUICHHBIE OT MMEHU HMX YYETHBIX 3alUCed WJIM CHUCTEMHBIX YYETHBIX
3anucel, eciu He TI0Ka3zaH (akT HeCaHKIMOHUPOBAHHOTO MCIOJIF30BAHMSI YUETHBIX 3aIlHCEH.

[Tpu napymenusx corpyanukamu MbOVY «Uuukanckas OOUI» — nonbs3oBareneit UCIIAx
npaBWI, CBS3aHHBIX ¢ Oe3omacHOCThIO [I/[H, OHM HECyT OTBETCTBEHHOCTb, YCTAaHOBICHHYIO
JIEHCTBYIOIMM 3aKOHOAaTenbCcTBOM Pocculickoit denepanuu.

[IpuBenenHble Bbllle TPeOOBAHUS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe WH(OpMAaLUU
JOJDKHBI OBITH OTpaxeHsl B [lonoxenusx o noxpasaeneHusx MBOVY «Uwuukanckas OOLI» ,
ocymectBisitoux 06padorky I1JJn B MCII[AH u AOMKHOCTHBIX HMHCTPYKLHUAX COTPYIHHKOB
MBOY «Uwnukauckas OOLLD .

Heo6xomumo BHectm B Ilomokenuss o moapazaeneausx MBOY «Uwukanckas OOy
ocymectBisitomux  o6padorky I[IJlu B UCII[n cBemenus 00 OTBETCTBEHHOCTH HUX
PYKOBOAMTENEH W COTPYAHUKOB 3a pasriIallleHue W HECAHKIIMOHUPOBAHHYIO MOIUDUKAIIIO
(uckaxxenue, panbcuduxanuio) I1/JH, a Takke 3a HEMpaBOMEPHOE BMEIIATEILCTBO B MPOLIECCHI
UX aBTOMaTU3UPOBaHHOM 00pabOTKH.
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8 CnucoK HCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-IIPABOBHIMH M METOJUYECKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
6azupyercs HacTosuiee [lonoxkeHne ABISIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O mepcoHaNbHBIX JaHHBIX» (Hanee —
@3 «O mepcoHaNbHBIX JAaHHBIX)»), YCTAHABIMBAIOIINN OCHOBHBIC MPHUHIUIBI U YCIOBHs 00pa-
6otku [1/]H, npaBa, 0043aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX C 00-
pabotkoii I1/1H.

2 TlocranoBnenue IIpaBurensctBa Poccuiickoit deneparuu ot 1Hos0ps 2012 . Ne 1119 «O6
YTBEPXKJICHUM TPEOOBAHMI K 3alIUTE MEPCOHAIBHBIX JaHHBIX MPHU UX 00paboTke B nH(pOpMaIIu-
OHHBIX CHCTEMaX MEePCOHANbHBIX TAHHBIX .

3 «llonmoxxeHnne 06 0COOEHHOCTIX 00paOOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON 0e3
MCIIOJIb30BaHUs CPEJICTB aBTOMATU3alMKNy, yTBepkaeHHoe [TocranoBnenunem [IpaBurtenscrBa PO
ot 15.09.2008 r. Ne 687.

4 «TpeboBaHMsS K MaTepHAIbHBIM HOCUTEISIM OMOMETPHUYECKUX IMEPCOHAIBHBIX JaHHBIX H
TEXHOJIOTHSIM XpaHEHUsS TaKUX JAHHBIX BHE HMH(OPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JaH-
HBIX», yTBepxkaeHHbIe [locTanoBeHueM [IpaBurenscrBa PO ot 06.07.2008 r. Ne 512.

5 HopmaruBHO-MeTOMUeCcKe TOKyMEHThl DefepanbHON CiIyKObI 110 TEXHUYECKOMY U JKC-
nepTHoMy KoHTpouto Poccuiickoit @enepanuu (nanee - ®CTIK Poccun) mo obecnieuenuto 6e3-
onacHoctH [1JIH npu ux o6padorke B UCII/H:

6 PexomeHmanmu mo obecnedeHno 0€30aCHOCTH MIEPCOHATBHBIX JaHHBIX MPU UX 00paboTKe
B MH(OPMALIMOHHBIX CHCTEMax MEPCOHANBHBIX MaHHBIX, YTB. 3aM. aupekropa ®CTOK Poccun
15.02.08 r.

7 OCHOBHBIE MEPOTPUATHUS [0 OPTaHU3AINH U TEXHUYECKOMY 00eCledeHHI0 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX, 00pabaThIBaeMBIX B HH()OPMAIIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JIaH-
HBIX, YTB. 3aM. nupektopa @CTIK Poccuu 15.02.08 r. (ACII)

8 bazoBas Mozens yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JAaHHBIX MPH UX 00pabOTKe B WH-
(bopMaIMOHHBIX CHUCTEMaX MEPCOHANBHBIX AAaHHBIX, YTB. 3aM. nupektopa PCTIK Poccum
15.02.08 r.

9 Meronuka ornpeneiaeHus akTyalbHbIX YTPo3 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX MPU UX
0o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX [aHHBIX, yTB. 3aM. JIUpPEKTOpa
OCTIK Poccun 15.02.08 r.
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Hpuiaoxenue 1

No [Tnan - mepeyeHb TEXHUYECKUX MEpOnpusaTuil o ooecneuennu o6e3omacHoctu MCIT]] K3 K2 K1
| B noacucreMe ynpasiieHus: JOCTYIIOM:
PeanuzoBaTh nIeHTU(HUKALIUIO U TPOBEPKY MOMITMHHOCTH CYyOBEKTOB IOCTYIIA TIPH
1 BXxojie B onepaunoHHyto cuctemy MCII/{H no naponto ycioBHO-TIOCTOSHHOTO J€i- + + +
CTBUS, IJIMHOW HE MEHEE IeCTH OYKBEHHO-UU(POBBIX CUMBOJIOB;
PeanuzoBaTh naeHTUGUKAIINIO TEPMUHAIOB, TEXHUYECKUX cpencTB 00padoTku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 PeiUII/IBOBan; UACHTU(UKAINIO IPOTpaMM, TOMOB, KaTajoros, (aiinos, 3amucei, mo- i + +
JIe 3aliCeN 10 UMEHaM,;
4 Peann3oBaTh KOHTPOIIb OCTYNA CYyOBEKTOB K 3aIIMIIAEMbIM PECYpCaM B COOTBET- i + +
CTBUHU C MaTpULEH JOCTyNa;
npu Hammuuu noakmouerns UCIIH k ceTsim o0miero moias30Banus A0DKHO npuMe- | He Hioke 5-ro | He Hike 4-ro | He Himke 3-1o
5 HATHCSI MEXKCETEBOE SKPAHUPOBAHUE. YPOBHS 3alld- | YpPOBHS 3allU- | YPOBHS 3allu-
IIEHHOCTH HIEHHOCTH IEHHOCTH
s obecriedenns 6e3onacHoro MexcereBoro B3aumoseiictsus B UCIIIn ns pas- He nmxe 5-ro | He Hmwxke 4-ro | He Hmke 3-ro
6 HBIX KJIaCCOB HEOOXOMMO HCIOJB30BaTh MO YpOBHSI YpOBHSI YpOBHSI
3alMIIEHHOCTH | 3alIMIIEHHOCTH | 3alIMIIEHHOCTH
1i CpeacTBo 3alUThl OT IPOrpaMMHO MaTeMaTuieckux Bozaeictauil (IIMB):
Peanu3zoBarh uaeHTHUPHUKAIIUIO U ayTEHTU(PUKAILIUIO CYyOBEKTOB IOCTYIA MPU BXOJIE B
CPEICTBO 3alllUThI OT MPOrpaMMHO MaTemMaTuueckux Bo3aericteuil (IIMB) u nepen
1 BBITIOJTHEHHEM UMH JTFOOBIX ONepalnii o yrpaBieHHI0 GyHKIMSIMHI CPEACTBA 3alllH- + + +

Tl 0T [IMB 1o naposnio (Miau ¢ UCIoIb30BaHNEM MHOTO MEXaHU3Ma ayTeHTH(pUKA-
IIUH) YCIOBHO-TIOCTOSIHHOTO JEMCTBUS ATMHON HE MEHee IIeCTH OyKBEHHO-
11M(POBBIX CHMBOJIOB;

[Monurtnka nadopmannonnoit 6esonacHoctu. Crpanuna 21 u3 29




OcCymiecTBISITh KOHTPOJIb JIFOOBIX ICHUCTBUI CyOBEKTOB JIOCTYIIA 1O YIPABICHUIO
bynkuusmMu cpenctsa 3amuThl oT [IIMB TonbKO mocne npoBeeHNs ero yCenHon
ayTeHTU(UKaINH;

[IpenycMoTpeTs MeXaHU3MBbI OJIOKHPOBAHUS OCTYIA K cpeacTBam 3auuTsl oT [IMB
IIPY BBIIIOJIHEHUM YCTaHABJIMBAEMOI'0 YHACIIa HEYAAUHBIX IONBITOK BBOJA ApOJIs;

HeoOxoaumo npoBoauTh uaeHTUGUKaLKIO (HaiiaoB, KaTaJoros, MPOrpaMMHBIX MO-
JlyJIeH, BHEIIHUX YCTPOMCTB, HCIOJIB3YEMBIX CPEACTB 3aluThl oT [IMB;

B noacucreme perucrpanuu u yuera:

OcCymiecTBIATh PEruCTPAIHIO BXoaa (BBIX0/1a) CyOBEKTa JOCTYIA B CUCTEMY (U3 CH-
CTEMBI), THOO PETUCTPAIUIO 3arPy3KU U MHULIMATU3AINH ONEPAMOHHON CUCTEMBI U
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BeIXoa U3 CUCTEMBI MIIM OCTaHOBA HE
MIPOBOAMTCS B MOMEHTHI annapaTtypHoro oTkiatouenust UCII/{n. B mapamerpax peru-
CTpaly yKa3bIBAIOTCS J1aTa U BpeMs BX0Ja (BbIX0/1a) CYObEKTa JI0CTyMa B CUCTEMY
(M3 crcTeMBbl) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3alllMiiaeMbIX HOCUTENEH HHPOPMAIMH C TIOMOLIbIO UX JH000H
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAaHHBIX B XKYpHal (YUYETHYIO KapTOUKY);

[TpoBOIUTH peruCTpaIHIio BX0/1a/BBIX0Ja CYyOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
IIMB, peructpanuto 3arpy3ki 1 HHULUAIU3ALUH 3TOTO CPECTBA U €€ TPOTrPAMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/a/BbIX0a
cyObeKkTa goctyna B cpeacTBo 3amuThl oT [IMB unu 3arpy3ku/ocTanoBa 3Toro cpef-
CTBa, a TaKXKe UIEHTU(UKATOP CyOBEKTa JOCTYIa, MHUIMMPOBABLIETO TAHHBIE JeH-
CTBUS;

[TpoBoaMTH perucTpannio coobITUi npoBepku U ooHapyxeHus [IMB. B mapamerpax
perucTpalmy yKa3blBalOTCS BpeMs U JjaTa NpoBepku win oOHapysxenus [IMB, unen-
TU(UKATOp CyOBEKTa AOCTYIA, MHUIIMMPOBABIIETO JaHHBIE JEHCTBUS, XapaKTep BbI-
HOJIHSEMbIX ASUCTBUI MO MPOBEPKE, THI OOHAPYKEHHON BPEJOHOCHOM MPOrpaMMbl
(BII), pesynpTraT neicTBUil cpeacTna 3amuThl o 6aokuposanuio [IMB;

[IpoBOIUTH perucTpanuio COOBITHI MO0 BHEAPEHUIO B CpeCcTBO 3amuThl oT [IMB ma-
KEeTOB OOHOBJICHUH. B mapameTpax peructpanuu yka3plBalOTCsI BpeMs U 1aTa OOHOB-
JIeHUs, UACHTU(DUKATOP CYOBEKTa JOCTYIAa, MHUIIMUPOBABIIETO JAHHOE ICUCTBUE
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BEpCHsl U KOHTPOJIbHAs cyMMa MaKeTa OOHOBJICHHUS;

[TpoBOIUTH perucTpanuio coObITUI 3ayCcKa/3aBepIieHus paboThl MOAYJIEH CpecTBa
zamuTsl oT [IMB. B mapamerpax perucrpannu yka3slBaloTCs BpeMs U j1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(HUKATOP MOAYIISA, HICHTH(PHUKATOP CyOBEKTa I0CTY-
na, MTHUIIMUPOBABILETO JAHHOE JICHCTBUE, PE3yIbTaT 3aIlycKa/3aBepuieHus: paboThI;

JIOJKHA TIPOBOAMTHCS PErUCTPALIUs COOBITHI yIpaBlieHHs CyOBEKTOM JI0CTYyIa
¢GyHkuusamu cpenctsa 3amuThl oT IIMB. B napamerpax perucrpannu yka3blBaroTCs
BpEMsI U J]aTa COOBITHUS YIIpaBIEHUs KaK10M (pyHKLMEH, UIEHTU(PUKATOP U CIIELIH-
bukanus GyHKIMYM, HASHTUPHUKATOP CyObEKTa JOCTYIa, MHUIIMMPOBABLIETO JAHHOE
JICHCTBHE, PE3YJILTAT ICHCTBHSI;

[IpoBOIUTH pErucTpannio COOBITHI MOMBITOK JOCTYIA MIPOrPAMMHBIX CPEICTB K MO-
IyJiaM cpeacTsa 3amuthl oT [IMB unu cienunanbabiM J0ByIIKaM. B nmapameTpax pe-
TUCTPAIIU YKAa3bIBAIOTCS BPEMs U JaTa MOMBITKA JOCTYIIA, WACHTU()HUKATOP MOTYIIS,
uaeHTudukaTop u crenudukanms Moayis cpenctsa 3aumTsl ot [IMB (cnenuansHoi
JIOBYIIIKH), PE3YJIHTAT MOMBITKUA JOCTYIIA;

[TpoBOIUTH perucTpanmio COOBITHI OTKaTa i cpeacTBa 3amuThl oT [IMB. B mapa-
MeTpax PEerucTpalvy YKa3bIBAIOTCS BPEMsI U JlaTa COOBITHS OTKaTa, CrieruuKanus
NEeNCTBUI OTKaTa, UIeHTUPUKATOP CYOBEKTa I0CTYIa, HHUIIMUPOBABIIIETO TAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTs 3alUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS WX MOIU(PUKALUU
HapyIIUTETIEM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALUU B CIIy4ae COKPALLCHUS
OTBEJECHHBIX 10/ HUX PECYPCOB;

12

PeanuzoBaTh MeXaHM3MBbI IPOCMOTPA U aHAJIN3A JAHHBIX PETHCTPAIMU U UX (PUITb-
TpaLUU 110 33JaHHOMY HabOpy MapaMeTpoB;
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13

[TpoBOIUTH aBTOMATHYECKHI HEMPEPHIBHBIIT MOHUTOPUHT COOBITHIA, KOTOPHIE MOTYT
ABJISITHCS TpUunHON peaninzanuu [IMB (coznanue, penakTupoBanue, 3alUCh, KOMITH-
Js1Ust 00BEKTOB, KOTOpPbIE MOTYT coepxarh BII).

14

Peann3oBaTh MexaHW3M aBTOMAaTHYECKOI0 aHAIN3a JAaHHBIX PEruCTpanmu mo mrabdJo-
HaM TUNOBBIX nposiBiieHnit [IMB ¢ aBroMaTn4eckiM MX OJIOKHPOBAHHEM U YBEIOM-
JICHHEM aJIMUHHCTpaTopa 0€30IacHOCTH;

15

[IpoBOANTH HECKOIBKO BUOB y4eTa (AyOIMPYIOMINX) C perucTpalieil Bpiaun (pH-
eMa) HocuTese nHpopMaluu;

16

Ocy1ecTBISTh pEerucTpaluio Bxoaa (BbIxoaa) CyObEKTOB I0CTYIA B CUCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPAIUS 3arPY3KH U WHUITUATH3AINH OTICPAIlMOHHON CHCTEMBI.

17

OcymiecTBIATh PEruCTPaLMIO BbIIaYM N€YaTHBIX (TpapuecKux) JOKyMEHTOB Ha
«TBEpAYIO» KONuIo. B mapameTpax perucrpanuu yKa3bplBatoTcs (1aTa U BpeMs BblJa-
yn (0OpalieHus K IOJCHCTEME BBIBO/A), CIEHM(UKAIUS YCTPOHUCTBA BBIIAYH — JIOTHU-
4yecKoe UMs (HOMep) BHELIHETO YCTPOICTBa, KpaTKoe cosepkaHue (HaMMEHOBAaHHUE,
Bu, m(p, KOA) ¥ YpOBEHb KOHPUACHIINATBHOCTH JOKYMEHTa, HICHTH()UKATOP
CcyObeKTa 10CTyNa, 3alPOCUBILETO JTOKYMEHT;

18

OcymiecTBIATh PErucTpaltio 3arycka (3aBepLieHts ) IporpaMM | IpoLeccoB (3a1a-
HUH, 3a/1a4), IpeIHa3HAYEHHBIX /7151 00pabOTKH 3aIuIaemMbIx ¢aitio. B mapamer-
pax perucTpaluy yKa3blBaroTcs JAaTa U Bpems 3amycka, uMs (WAeHTU(UKATOpP) Ipo-
rpaMMBI (IIpolecca, 3a1aHus), HIEHTU(UKATOp CyOBEeKTa JOCTYIa, 3alIPOCUBIIETO
nporpamMmy (Iporiecc, 3alaHue), pe3ysbTaT 3ammycka (yCIeHbli, HeyCHelH bl — He-
CaHKLIMOHUPOBAHHBIN),

19

OcCymiecTBIATh PErUCTPAILIMIO MOMBITOK JOCTYIA MPOrPaMMHBIX CPEACTB (IIPOrpaMM,
MIPOLIECCOB, 3aJ1a4, 3aJlaHui) K 3auiaeMeiM (aiinam. B mapamerpax perucrpauu
yKa3bIBAIOTCSA J1aTa U BpeMsl MOMBITKH JIOCTYIIA K 3allUIaeMoMy (paiily ¢ ykazaHuem
ee pe3ynbTara (yCHemHasi, HeycreuHas — HeCaHKLIIMOHUPOBaHHAas ), UACHTUPUKATOP
cyObeKTa jocTyna, cnenudukanys 3amuniaeMoro daina;
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20

OCyIIeCTBIISITh PETUCTPALUIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJCTB K CIEAYIO-
MM JIOTOJHUTEIBHBIM 3alIMIAeMbIM 00BEKTaM JOCTYIA: TEPMHUHAIAM, KOMITbIOTE-
pam, y3iam cetr MCII/{H, muaMsIM (KaHajgaMm) CBSI3HM, BHEIIIHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtajoram, (aitinam, 3aucsM, OoJIsIM 3anucei. B
rapameTpax perucTpalry yKa3blBarOTCs JaTa U BpeMs NOMBITKU JOCTYyINA K 3allXIIa-
eMoMy OOBEKTY C YKa3aHUEM ee pe3ysibraTa (yCHemHas, HeyClenHas — HECaHKIHO-
HUPOBaHHAas), UIEHTUPUKATOP CyOBEKTa 10CTYIA, Crieu(pUKAIIS 3aIIUIAEMOTr0
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3alUIaeMblX HOCUTENEH HH(POPMAIIUHU ¢ IOMOILBIO UX Map-
KHPOBKU U C 3aHECEHUEM YUETHBIX JIaHHBIX B )KypHaJl (YUETHYIO KapTOUKY);

22

Ocy1miecTBIATh OYUCTKY (0OHYyJIeHHE, 00e3TMUUBaHKE) 0CBOOOKAAEMBIX 00acTel
OTIEpPAaTUBHOM MaMTH KOMITBIOTEPOB U BHEITHUX HaKonuTesei. OuncTKa oCyIiecTB-
JSIETCS OTHOKPATHOW TMPOU3BOJIBLHOM 3aIMCHI0 B OCBOOOXKIaEMYIO 00JIaCTh TTaMSITH,
paHee UCIIOIb30BaHHYIO ISl XPAaHEeHUS 3aIMIIaeMBbIX TaHHBIX ((aiioB, HHPpOpMa-
L{H);

B noacucreme obecnieueHus OCI0CTHOCTH:

O06ecneunTh LETOCTHOCTD MPOrPaMMHBIX cpeicTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEU3MEHHOCTb ITPOrpaMMHOM cpefibl. IIpu 3TOM LIeI0CTHOCTD CPEACTB 3aLIUThI
MPOBEPSETCS MIPH 3arpy3Ke CHCTEMBI 110 HATMYHIO UMEH (MIEHTH(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1eoCTHOCTh MPOrpaMMHOI cpeJibl 00ecrieunBaeTcsi OTCYTCTBUEM B
WCTI/In cpencts pa3pabOTKH U OTIAAKU NPOTpamm;

OcymectBiaTh ¢puznyeckyto oxpany UCII/IH (ycTpoiicTB u HOocuTenel uapopma-
1IUK), IpelycMaTpuBaroias KoHTpoJib goctyna B nomemnienuss MCI1/Ix noctoponHnx
T, HAJIMYME HAJEKHBIX IPEIATCTBUN U1l HECAHKLIMOHUPOBAHHOI'O IIPOHUKHOBE-
Hus B nomenenust MCIJIH u xpanunuie HocuTeneld nHdopMaluu;

[TpoBoauTh nepuonnveckoe trectupoanue pynkuuit C3I1AH npu u3MeHEeHNH npo-
rpaMMHO# cpeabl U nepconana MCITIH ¢ moMouipio TeCT-MporpaMm, UMUTHPYIOIINX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromue
BEJICHUE JIBYX KOMUI MPOTPaMMHBIX CPEJICTB 3aIUTHI HHPOPMALIUH, UX TTEPUOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0OTOCITIOCOOHOCTH;
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[IpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJyJIeH cpeacTBa 3amuThl oT [IMB, HE0OX0-

) JUMBIX ISl €r0 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ UCIOJIb30Ba- + + +
HUEM KOHTPOJIBHBIX CYMM;
ObecneunTh BO3MOKHOCTH BOCCTAHOBJIEHUS cpezcTBa 3amuThl oT [IMB, npexycmar-

6 pHUBaronias BEACHUE ABYX KOIMI IPOrPaMMHOIO CPEICTB 3aIlUTHI, €0 NepUoInYe- + + +
CKOe 0OHOBJICHHE U KOHTPOJIb pab0TOCTIOCOOHOCTH;
PeannzoBaTh MEXaHU3MBbI IPOBEPKH LIEIOCTHOCTU MTAKETOB OOHOBJICHUH Cpe/icTBa

7 3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM; + + +
[TpoBoauTh pesepBHOE konupoBaHue I1/[H Ha oTuyX1aemMble HOCUTENN HHPOPMALIIH;

8 - + +

V B noacucreme aHTUBHPYCHOW 3aIUTHI:
[IpoBonuTh aBTOMaTHUECKYIO NPOBepKY Ha Hanmuue BII wim nocnencreuit IIMB

1 npu umnopre B UCII/IH Bcex mporpaMMHBIX MOJtyJiel (MIPUKJIaJAHbIX IPOrpaMM), KO- + + +
TOpbIE MOT'YT coziepkaTh BII, mo ux TUMOBBIM 1a0JI0HAM U C TOMOILBIO IBPUCTHYE-
CKOI'0 aHAJIN3a;
Peann3oBaTh MeXaHW3MBI aBTOMAaTHYECKOTO OJIOKMpOBaHMs 0OHapyxeHHBIX BII my-

2 TEM UX yJaJICHHs U3 IPOrPaMMHBIX MOIYJIEH UM YHUUTOXKCHMUS; + + +
PerynsipHo BBIOTHATH (IpU TIepBOM 3amycke cpeacTs 3amuThl [1/1H o [IMB 1 ¢

3 yCTaHaBJIMBAaEMOM NMEPUOIMYHOCTHIO) IPOBEPKA Ha MpeaAMeT Hannyus B HuX BII; + + +
JlomxHa nHUIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus

4 BII npu BeisiBnenuu ¢axra [IMB; + + +
Peanu3oBarh MEXaHU3M OTKaTa JJIs1 YCTaHABIMBAEMOIO YUCIA ONEepalui yAaIeHUs

) BII u3 onepatuBHOI WA TOCTOSIHHOW IMAMSTH, U3 IPOIPAMMHBIX MOAYJIEN U NPH- + + +
KJIQJHBIX IPOTrPAMM HJIM IPOTPAMMHBIX CPEACTB, coaepkanmx BII.

6 HononuurensrHo B UCII/IH nomkeH npoBOAUTECS HENPEPBIBHBIA aBTOMAaTUYECKHUN + + +
MOHUTOPHHT HH(OPMAITMOHHOTO 0OMEHA C BHELITHEH CEThIO ¢ 11elbI0 BbisiBIeHus BII.

VI KonTpons orcyrcteus H/IB B 110 C31
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st mporpaMMHOTO 00ecriedeHus1, UCIOJIb3yeMoro mpu 3amuTte nadopmaruu B UC-
[T1= (cpencts 3amuTsl nHGOpMauu — C3, B TOM 4uciie ¥ BCTPOCHHBIX B 00IECH-
CTEMHOE U MpUKJaJHOe IporpaMMHoe obecniedenue — [10), nomkeH ObITh 0OecnedeH
COOTBETCTBYIOILIUI ypPOBEHb KOHTPOJIs oTcyTcTBUs B HEM H/IB (He nexnapupoBas-
HBIX BO3MOKHOCTEH).

VIl

O6napyxenue Bropxxeruit B UCI1JIn

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTEM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIH IPOTPAMMHO-AIMIAPATHBIX CPEICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3a

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHUE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
MCIOJIb3YIONINE CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/bI BISIBJICHUS aHOMAJIUN

VIl

3ammra UCIx ot [IDMUH

Jist 06paboTku napOpMaun HeodxoauMo ucnois3oate CBT, yroBierBopstomniye
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuu 1o 3JeKTPOMarHUTHOW COBME-
CTUMOCTH, TI0 0€30TMTaCHOCTH ¥ YPrOHOMUYECKUM TPEOOBAHUAM K CPEJICTBAM OTOO-
pakeHus HH(GOPMALIMH, IO CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBIM K BUICOUC-
ieiiHeIM TepmuHaiam [I19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka coorBerctBust MCIIJIH TpeboBanusam 6ezonacuoctu 1110

[TpoBectu 00s3aTeNbHYIO cepTU(UKALIUIO (aTTECTAIMIO) [0 TpeOoBaHUAM Oe3omac-
HOCTH MH(OpMaLUK;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTEIbHYIO CEPTU(PUKALIUIO (aTTECTAIUIO) IO
TpeOoBaHUsIM Oe30macHOCTH HH(popMalnu (M0 PEHICHUIO ONlepaTopa);

+ - -

[Tpumeuanue: g UCIIH 4 xnacca nepedeHb MeponpusTuii no 3amute [1/{H onpenensercss B 3aBUCUMOCTH OT yliep6a KOTOPbII MOKET OBbITh

HAHCCCH B CJICACTBUH HCCAHKITMOHUPOBAHHOTO UJIKN HCIIPECAHAMCPCHHOTO JOCTYIIA K HI[H
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CornacoBaHo:

y4HTENb HHPOPMATUKH Caneena ['en3ups MunxaiumMoBHa
3aMecTuTeNb JupekTopa no YBP CanpixoBa ['ynbdanus HlepudzsiHoBHa
YYUTEIb Ha4aJIbHBIX KJIACCOB [ITakypoBa Heduce PamunoBna
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JIncer o3nakomiieHus ¢ IlosmTukoii HHPOPMALMOHHON 0€30I1aCHOCTH

Ne ®UO Jo/xHOCTH Hara Hoxmucn
n/n
1 | Caneesa I'en3upst MunxainuMoBHa yuuTenh HHPOPMATHKU
2 | CagpikoBa ['ynpdanus Llepud3siHoBHA | 3aMECTUTENb AUPEKTOPA O
YBP
3 | lllakypoBa Heduce Pamunona YUYUTEIb HAYAJIbHBIX KJIACCOB
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