MamaATKa ana obyyarowmxca 06 uHpopmaLuUOHHOMU
6e3onacHoCcTU peTei

HENIb3A

1. Bcem nogpsaa coobuiaTb CBOK YacTHYH MHPopMaLmio (HacToawme nma, damunuio, TenedoH,
agpec, HoOmep LWKOJbl, a TakKe doTorpadum cBou, CBOEN CEMbM U Apy3eit);

2. OTKpbIBATb BNOXKEHHbIE $alifibl 3NEKTPOHHOM NOYThI, KOrga He 3Haellb OTAPaBUTeNS;
3. pybuTtb, NpnaMpaThCca, OKasbiBaTb AaBleHMe — BECTU cebA HEBEXKIMBO U arpeccuBHO;

4. He pacnopssKaica aeHbrammn TBoen cembn 6e3 paspelleHns CTaplumMx — Bceraa cnpawmsan
poauTenen;

5. He BcTpeyaitca ¢ MHTepHET-3HaKOMbIMW B PeasibHOM KM3HU — MOCOBETYMCA CO B3POC/bIM,
KOTOpOMY AoBepsellb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewsb o cebe Henpasay B MHTepHeTe — coobuwm 06 3Tom cBOMM

poAUTEeNAM UIN ONEKYHAM;

2. MpurnawatoT NepenmcbiBaTbCA, UrPaTb, 0OMEHNBATLCA — NPOBEPb, HET IN NOABOXA;
3. HesakoHHoe KonuposaHue ¢paiinos B MHTepHETE — BOPOBCTBO;

4. Bcerga pacckasbiBail B3poc/ibiM 0 Npobnemax B CeTM — OHM BCeraa nomoryT;

5. Mcnonb3yit HacTponKn 6e30nacHOCTU M NPUBATHOCTU, YTOBbI HE NOTEPATb CBOW aKKayHTbl B

COLLCETAX M APYrnx nopTanax.
MOXHO

1. YBaxkant Apyrnx nonb3oBaTesiei;

2. Monb3yewbca NHTEPHET-UCTOYHUKOM — AeNau CCbINKY Ha Hero;
3. OTKpbIBa TO/IbKO TE CCbI/IKMN, B KOTOPbIX YBEPEH;

4. O6WwaTbCca 32 NOMOLLLI B3POC/AbIM — POAUTENN, ONEKYHbI U aAMUHUCTPALMA CalTOB Bceraa

NOMOryT;
5. Mpoian obyuyeHne Ha caiite «CeTeBMYOK» 1 NOAYYM NacnopT LMbpPoBOro rpaxagaHmHal

MHpopmaunoHHaa namatka pna obyuyawowmxca ANa  pasmelleHuMsa Ha
odunuymanbHbiX UHTEpPHET-pecypcax
C KaXX4blM rogom mosoaexXm B UHTepHeTe CTaHOBUTbLCA 60l'lbLIJe, a WKOJIbHUKN OOHUN U3 CaMbIX

aKTMBHbIX NONb30BaTenel PyHeTa. Mexay TemM, TOMMMO OFPOMHOIO KO/IMYEeCTBA BO3MOXKHOCTEN,

WMHTEpPHEeT HeceT M Npobaembl. ITa NAaMATKA A0/KHA NOMOYb Tebe 6@30NacHO Haxo0AUTLCA B CETU.



KomnbloTepHble BUPYCbI

KomnbloTepHbIA BUMPYC — 3TO PA3sHOBMAHOCTb KOMMbIOTEPHbLIX MPOrpamm, OTAUYUTENIbHOM
0COBEHHOCTbIO KOTOPOM ABAAETCA CMOCOOHOCTb K Pa3sMHOXEHWIO. B aononHeHue K sTomy,
BMPYCbl MOTYyT NOBPEAUTb UM NOJHOCTBIO YHUUTOXUTb BCe Gaiibl U AaHHble, MOLAKOHTPO/IbHbIE
Nno/ib3oBaTesto, OT MMEHM KOTOpOro 6Oblfa 3anylieHa 3apa’keHHas Mnporpamma, a TaKKe
NnoBpeauTb UM LaXKe YHUUTOXKUTb OMEPaLMOHHYIO cUCTeMy co Bcemu daiamu B Lenom. B
60/1bLLUMHCTBE C/Iy4aeB PACMPOCTPAHAOTCA BUPYCbl Yepe3 UHTEPHET.

MeToabl 3aWMUTbl OT BPeAOHOCHbIX NPOrpamm:

1. Ucnonb3yi coBpeMeHHble OnepaLyOHHbIe CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3aLLUMUTDI
OT BPEAOHOCHbIX MPOrpamm;

2. TMoctoAHHO YycTaHaBAMBak naTuTM (uMdpoBble 3annaTkM, KOTOpble aBTOMAaTMYECKM
yCTaHaBAMBAKOTCA C LUenblo AopaboTKM nporpammbl) W gpyrve o6HOBAEHUA CBOeW
onepaunoHHoMn cuctembl. CkaumBan Mx TONbKO ¢ odumLManbHOro canta paspabotumka OC. Ecam
CYLLECTBYET PEXMM aBTOMATUYECKOro 0OHOB/IEHUSA, BK/IOUYM €rOo;

3. PaboTalt Ha cBOeM KOMMNbloTepe Mo, npasamu Nno/b3oBaTeNd, a He aAMUHUCTPaTopa. 3To He
No3BOIUT 6ONBLINMHCTBY BPEAOHOCHbIX MPOrPaMmM UHCTaNIMPOBATLCA Ha TBOEM MEPCOHAIbHOM
KOMMbloTepe;

4. Wcnonb3yih aHTUBUPYCHblE MPOrpPaMMHblE MNPOAYKTbl WM3BECTHbIX MpoussBoauTenen, c

aBTOMaTM4YecKMm obHoBneHnem 6as;
5. OrpaHuyb pU3NYECKMA AOCTYN K KOMMbIOTEPY A1 NOCTOPOHHUX NINLL;

6. Ucnonb3yit BHelHWE HocuTenn uHPopmMauMW, TakMe Kak dnellka, AUCK uam dann ums

MHTEPHETA, TOJ/IbKO U3 NpOBEPEHHbLIX NICTOYHNKOB;

7. He oTKpbIBait KOMMbOTEPHbIE Qalifibl, NONYYEHHblE M3 HEHALEXHbIX UCTOYHWMKOB. [axe Te

¢daiinbl, KOTOPbIE NPUCAAN TBOM 3HAaKOMbIN. Jly4ylle yTOYHW Yy HEFrO, OTNPABAAN 1N OH Tebe unx.
Cetn WI-FI

Wi-Fi — 370 He BUA nepeaadm AaHHbIX, HE TEXHO0MMSA, @ BCEro /inilb bpeHa, mapka. Ewe 8 1991
rogy HuaepnaHackaa KOMMaHus 3apeructpuposana bpeHa «WECA», uyto o0603Havano

cnosocodeTaHune «Wireless Fidelity», KoTopbii nepeBoOAUTCA KaK «6ecnpoBoAHAA TOYHOCTbY.

[lo Hawero BpemeHu gowna Apyras abbpesmaTtypa, KOTopasa ABAAETCA TaKOM Ke TEXHONOTUEN.
3710 abbpesunatypa «Wi-Fi». Takoe HasBaHMe 6blNO JAHO C HAMEKOM Ha CTAHAAPT BbICLUNIMA

3BYKOBOW TexHWKM Hi-Fi, 4yTo B nepeBoae 03Ha4yaeT «BbICOKAA TOYHOCTbY.

[a, 6ecnnaTHbli MHTEpPHET-4OCTYN B Kade, OTenAx W asponoprtax ABAAETCA OTANYHOM
BO3MOHOCTbIO BbIXO4A B UHTEPHET. HO MHOrMe aKcnepTbl cYMTatoT, 4To 06wweaocTynHble Wi-Fi
ceTu He ABNAIOTCA He3onacHbIMM.

CoBeTbl Nno 6e3onacHocTu pabote B 06weaocTynHbix ceTax Wi-fi:



1. He nepepnaBait cBOtO IMYHYIO MHPOPMaLMiO Yepe3 obuieaocTynHble Wi-Fi ceTn. PaboTas B HUX,
KenatenbHO He BBOAUTb Maponu AOCTYNa, IOTUHbI U KaKne-To HoOMepa;

2. Wcnonb3ym n O6GHOBNAW aQHTMBMPYCHble Mporpammoel U BpaHamaysp. Tem cambiM Tbl
obe3onacuwb cebsa OT 3aKauKM BUPYCa Ha TBOE YCTPOWCTBO;

3. Mpwu ucnonb3zoBaHum Wi-Fi oTkaouM ¢yHKumMo «O6wmin aoctyn K ¢anam M npuHTEpam».
[aHHaA PyHKUMA 3aKpbITa MO YMONYAHUIO, OAHAKO HEKOTOpPble MOJ/Ib30BaTENM AaKTUBUPYIOT ee
Ansa ynobcTea Mcnosb3oBaHMA B paboTe nan yyebe;

4. He ucnonb3yi nyb6anunbii WI-FI ana nepepayun An4YHbIX AaHHbIX, HAaNnpumep A8 BbiXxoga B
couManbHble CETU UAN B INEKTPOHHYIO MOYTY;

5. Mcnonb3yi TobKO 3alumiieHHoe coegmHeHune yepes HTTPS, a He HTTP, T.e. npun Habope Beb-
aapeca BBoAM UMeHHO «https://»;

6. B mobunbHom TenedpoHe oTKAOUM PyHKUMIO «MogKntoveHme K Wi-Fi aBTomatnyeckm». He
[OMyCKalh aBTOMaTUYECKOrO NOAKNOYEHMA YCTponcTBa K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CoumanbHble CeTM aKTUBHO BXOAAT B HalWy M3Hb, MHOTME N0AM PaboTaloT U KMBYT Tam
NocTosHHO, a B Facebook yke 3apeructpMpoBaH munanapa 4enoBek, YTo ABNSAETCA OAHOM
ceibMOW BCex »KuTeneil nnaHetbl. MHOrMe nosnb3oBaTeNM He MOHMMALOT, YTO UHPopMmaLUs,
pa3mMeLleHHasa MU B COLMAJbHBIX CETAX, MOXeT BbITb HalAeHa M MCNOo/b30BaHa KeM YrofHo, B

TOM yncne He obasatenbHo ¢ 6aarnmm HamepeHnamu.
OcHOBHble coBeTbl N0 6e3onacHocTH B coumnanbHbIX ceTax:

1. OrpaHuyb CNUCOK Apy3eit. Y Teba B Apy3baAX He AO/KHO BbiTb CAyYaMHbIX U HE3HAKOMbIX

nopen;

2. 3awMmuiain cBOK YaCTHYH M3Hb. He yKasbiBail nmaposu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA U APYIYI0 NUYHYI0 MHPOPMALMIO. 3N10YMbILWNEHHUKA MOTYT MCMNO/Nb30BaTh AarKe

VIHd)OpMaLI,MI-O O TOM, KaK Tbl N TBOUN poaAUTENN NNaHNPYETE NPOBECTU KaHUKYbl,

3. 3aWwmuian ceolo penyTaumio — [EPXKU ee B YACTOTE M 3aaaBait cebe BONpoc: XoTen 6bl Thbl,
yTobblI ApyrMe Monb3oBaTenu BUAENM, YTO Tbl 3arpyxaewwsb? Moaymain, npexae 4yem 4YTO-TO

ony6/IMKOBaTb, HANMUCATb U 3arpPy3nTb;

4. Ecnv Tbl TOBOPULb C NHOAbMMU, KOTOPbIX HE 3Haelb, HE UCNO/Ib3yi CBOE peasibHoe UMA U

APYTYH IMYHYIO MHPOPMALMU: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyee;

5. U3berait pasmeleHuns dotorpaduii B MHTepHeTe, rae Tbl M3obpaxkeH Ha MEeCTHOCTM, Mo

KOTOpOVI MOXHO onpeaenintb TBOE MECTOMNO/I0XKEHUE;

6. Mpu perucTpaumm B COLMANbHOM CETU HEOobXOAMMO MWCMO/Ib30BaTb CJ/IOXKHbIE MNAPOAW,
cocTosime 13 6yKB U UMPP U C KOIMYECTBOM 3HAKOB HE MeHee 8;



7. Ons coumanbHOM ceTU, NOYTbl U APYrUX CalToB HEOBXOAMMO MCMONb30BaTb Pa3Hble NAPO/IN.
Torpa ecnv Teba B3/10OMAIOT, TO 3/I0YMbILLEHHUKW NOAYYaT AOCTYN TO/bKO K O4HOMY MECTY, a He
BO BCe cpas3y.

INEeKTPOHHbIe AEeHbIU

DNIeKTPOHHbIE [AeHbIM — 3TO Oo4YeHb YAOOHbLIM cnocob nnaTeein, OAHaAKO CyLEecTBYIOT

MOLWEHHUKN, KOTOPbIE XOTAT NONYYUTb 3TN AEHbIU.

3l'leKTpOHHbIe AeHbrn noAaBuanCb cosecem HeaaBHO WU MMEHHO WM3-3a 3TONO0 BO MHOIUX
rocygapcreax 40 CUMX NOP HE NPONNUCAaHO NPO HNUX B 3aKOHaAX.

B Poccum ke oHM GYHKUMOHMPYIOT M O HUX YXKE MPOMMUCAHO B 3aKOHe, rae MX pasfensAtT Ha
HECKO/IbKO BUA0B — aHOHMMHbIE N He aHOHWMHbIE. Pa3HMLLA B TOM, YTO aHOHMMHbIe — 3TO Te, B
KOTOPbIX paspellaeTcA MpoBoAUTb onepauum 6e3 uaeHTUPUKaUMKM Nonb3oBaTens, a B
HEaHOHUMHbIX NAEHTUOMKALMM NONb30BATENA ABNAETCA 06A3aTENBHOWN.

TaKXe cneayet pas3nivyaTb 3NEKTPOHHbIE GUaTHbIE AeHbrM (PaBHbI FOCYAAaPCTBEHHbIM BanOTam)
N 3NEKTPOHHbIE HedMaTHbIE AeHbIM (He paBHbI rOCYAapPCTBEHHbBIM Ba/llOTaM).

OCHOBHble coBeTbl NO 6e3onacHoii paGOTe C 3/1IEKTPOHHbIMU AEeHbramu:

1. MpuBAXM K cyeTy MOBWUAbHbIN TenedoH. ITO camblit yAOOHbIM M ObICTPbIM cnocob
BOCCTAHOBUTb A0CTYyn K cyeTy. [lpmBA3aHHbIM TenedoH NOMOMKET, ec/in 3abygelib CBOM

NAaTeXHbl Napo/ib UK 3alaellb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

2. Wicnonb3yi oaHopas3oBble Napoau. Nocne nepexosa Ha yCUEeHHY aBTopmsaunto Tebe yxe He

6yAeT yrpoKaTb ONacHOCTb KParku UM NepexsaTa NaaTeXKHoro napons;

3. Bbibepu cnoxHbit naponb. MpectynHMKam byaeT He MPOCTO yragaTb CAOXHbLIA NApoSb.
HagexHble naponm — 3To Napoau, KOTopble coaepKaT He MmeHee 8 3HaKOB UM BK/IOYAIOT B cebn
CTPOYHbIE U NPOMUCHbIE BYKBbI, LMPPbI M HECKO/IbKO CUMBOJIOB, TaKME KaK 3HaK fonnapa, GyHTa,
BOCKAMUATE/NbHbIN 3HaK U T.N. Hanpumep, StRONng!;;

4. He BBOAU CBOW JZINYHbIE AAdHHbIE Ha ca17|Tax, KOTOpPbIM HE AOoBepAellb.
INEeKTPOHHaA noyTta

INEKTPOHHAA MoYTa — 3TO TEXHO/IOTUA W MPEeAOCTaBAAEMble €l YCAYrM MO NEPECHISIKE U
NONYYEHUIO INEKTPOHHbIX COODOLLEHUI, KOTOpble pacnpeaenatoTcd B KOMMbIOTEPHOM CETMU.
O6blyHO 3N1EKTPOHHbIN MOYTOBbIM AWMK BbIFNAAUT cnepyoWwmm obpazom:
MMA_MNONb30BaTeNA@uMA_AOMeHa. TaKXKe Kpome nepefaym NpoCTOro TeKCTa, MMeeTcs

BO3MOXHOCTb NepeaaBaTtb paisbl.
OcHoBHble coBeTbl N0 6e3onacHoi paboTe ¢ 3N1eKTPOHHOM NOYTOM:

1. Hapgo BbiGpaTb NpPaBW/IbHbLIA MOYTOBbLIM CEPBUC. B MHTEpHETE ecTb OrpoMHbIN BbiGOP
6ecnnaTHbIX NOYTOBbIX CEPBUCOB, OAHAKO Nydlle A0BEPATb TEM, KOrO 3Haellb U KTO NepBbiii B

pPENTUHre;



2. He yKasbiBalhi B /IMYHOM nNo4yTe AM4YHYO MHOopmaumio. Hanpumep, nydwe BblI6paTb
«My3blKaNbHbIN_paHaT@» nam «pok2013» Bmecto «Temal3»;

3. Wcnonb3yi ABYX3TanHy aBTOPM3aLMi0. ITO KOr4a NOMMMO MApOo/iA HYXXHO BBOAMTb KOA,
npucblnaemoln no SMS;

4. Bbibepu cnoXHbii naponb. [na KaxKAoro NnoYToBOro siLMKa A0NKeEH ObiTb CBOM HaAEeXKHbIN,
YCTOMYMBbLIM K B31OMY NapPO/b;

5. EcAam ecTb BO3MOMHOCTb HanmuMcaTb CaMOMY CBOW JIMYHbLIA BOMPOC, MWCMOAb3Yyh 3Ty

BO3MOXHOCTb,

6. Mcnonb3yii HECKONIbKO MOYTOBbLIX ALLMKOB. MepBblili A1 YAaCTHOM Nepenuckn ¢ agpecaTamu,
KOTOPbIM Tbl f0BepAeLlb. ITO 3NEKTPOHHbIN afgpec He HaZl0 MCNONb30BaAThb NPU PErUCTPaLLUM HA
dopymax u canTax;

7. He oTKpbiBali Gaisibl U gpyrue BAOXKEHMA B MUCbMAX AaKe €C/IM OHU NPULLM OT TBOMX APY3EN.
Jlyylie yTOYHWU y HUX, OTNPABAANMN M OHU Tebe 3Tu dainbl;

8. Mocne okoHYaHUs PaboTbl Ha NOYTOBOM cepBuce MNepes, 3aKPbITUEM BKIAAKM C CAUTOM He
3abyab HaxaTb Ha «BbINTNY.

KnubepbynnuHr unm BupTyanbHoe U3[eBaTesibCTBo

Km6ep6ynnMHr — npecnegosaHune COO6U.I,€HMFIMM, coagepxawmmm OCKOp6J'I€HVIﬂ, arpeccuio,
3anyrmBaHme; XyanraHCTeo, CouunasibHoOe 601\;1KOTV|pOBaHMe C MOMOLUWbIKO PA3TNYHbBIX UHTEPHET-

CEepBM1COB.
OcHOBHble coBeTbl N0 6opbbe ¢ KNbepbynnuHrom:

1. He 6pocaiica B 601. Jlyuwinii cnocob: nocoBeToBaTbCA KaK cebs BECTU U, EC/IN HET TOTO, K KOMY
MOKHO 06paTUTLCA, TO BHaYane yCnoKouTbcA. ECNM Tbl HaYHeLWb O0TBeYaTb OCKOP6H/IeHMAMM Ha

0CKOopb61eHNs, TO TONBKO elle bosblle pa3oXKKelb KOHDAUKT;
2. Ynpasnai cBoen KnbeppenyTtaumen;

3. AHOHMUMHOCTb B CE€TM MHMMaA. CyLLl,eCTByIOT cnocob6bl BbIACHUTb, KTO CTOUT 3@ dHOHMMHbIM
dKKAYHTOM,

4. He CTOUT BECTU Xy/NUFaHCKUI 06pas BUPTYasibHOM KU3HU. NHTepHeT PuKcupyeT Bce TBOU

AEeNCTBUA U coXpaHaeT ux. Yaanntb ux byaert KpaliHe 3aTpyAHUTENbHO;
5. Cobntogaii cBOM BUPTYaibHYHO YECTb CMONOAY;

6. UrHopupyn eauHWYHbIA HeraTuB. OAHOPa30Bble OCKOPOUTENbHblE COOOLEHUA Anyylle
UrHopuposaTtb. OBbIYHO arpeccua NpeKpaLaeTcs Ha HayanbHOM CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MFHOBEHHbIMW COOOLLEHMAMM, B COUMANbHbBIX CETAX
€CTb BO3MOXHOCTb 6/IOKMPOBKM OTNPABKN COODOLLEHUI C ONpeaeeHHbIX aapecos;
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8. Ecnun Tbl cBMAeTeNnb KnbepbynnmHra. TBon AEWUCTBUA: BbICTYNUTb NPOTMB NpecsieaoBaTens,
NoKasaTb eMy, YTO ero AenCTBUA OLEHNBAIOTCA HEraTUBHO, MOAAEPIKATb KEPTBY, KOTOPOM HY}KHA
NCMX0N0rMYyecKas NomolLb, COOBLMTbL B3POCbIM O GaKTe arpeccMBHOIO NOBEAEHMA B CETHU.

Mo6unbHbi Tene¢poH

CoBpeMeHHble CMapTPOHbI M MAAHLIETbl COAEPKAT B cebe BNOAHE B3POC/bIM QYHKUMOHAN, U
TENepb OHW MOTYT KOHKYpMPOBATb CO CTaUMOHApHbIMKM KomnbioTepamu. OAHako, cpeacTs
3aWMTbl A41A NoA006HbIX YCTPOMCTB NOKA 04eHb Mano. TecTMpoBaHUE M NOUCK YA3BUMOCTEM B HUX
NPOUCXOANT He TaK MHTEHCUBHO, Kak ans MK, To e camoe KacaeTcs U MOBUbHbIX NPUNOXKEHWUA.

CoBpeMeHHble MObU/IbHbIE Bpay3epbl yXKe NPAKTUYECKM AOTHANIN HACTO/IbHbIE aHAaNOMU, OAHAKO
pacwmpeHue pyHKLMOHaNA BAEYET 32 COO0M 60/bLLYIO C/IOMKHOCTb U MEHbLLYIO 3aLMULLEHHOCTb.

Janeko He Bce nponssoaunTesin BbiNyCKaloT O6HOBI'I€HMF|, 3aKpbiBaowme KpuUutnyeckue
yA3BUMOCTHU ONA CBOUX yCTpOl;'ICTB.

OcHOBHble coBeTbl gna 6e3onacHOCTM mobunbHoro TenedoHa:

1. Hunyero He aABnsetca no-HactosAwemy 6ecnnatHbiM. Byab OCTOpOKeH, BeAb Koraa Tebe
npegnaratoT 6ecnnaTHbIM KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKME-TO NAATHbIE YCYTH;

2. Qymaii, npexae 4yem otnpasntb SMS, ¢oto unm euaeo. Tbl TOUHO 3HAELWb, F4e OHKU ByayT B

KOHEeYHOM uTore?
3. HeobxoaMmo 06HOBAATL ONEPALLMOHHYHO CUCTEMY TBOErO CMapTHOHa;
4. 'cnonb3yn aHTUBUPYCHbIE NPOrpaMmMbl A5 MOBUAbHbIX TenedoHOB;

5. He 3arpy:all NpuIOMKEeHUA OT HEeM3BECTHOro WMCTOYHWMKA, BeAb OHM MOTYT COAEpPKaTb

BpeaoHOCHOE nporpammHoe o6ecnequme;

6. Mocne Toro Kak Tbl BblMAELWb C CaliTa, rae BBOAMA INYHYIO MHGOPMALMIO, 3aAM B HACTPOMKM

6paysepa u yaanum cookies;
7. Nepuogmyeckm NpoBepait Kakne nNaaTHble YCAYrM akTUBMPOBaHbI HA TBOEM HOMEPE;

8. [aBait cBOM HOMep MObUNbHOro TenedoHa TONbKO NOAAM, KOTOPbIX Tbl 3HaEWb M KOMY
AoBepsellb;

9. Bluetooth gonkeH GbITb BbIK/AOYEH, KOrAa Tbl MM He Mosb3yewbca. He 3abbiBalh MHoOraa

npoBepATb 3TO.
Online urpbi

CoBpeMeHHble OH/TAaNH-UIPbl — 3TO KPACOYHble, 3aXBaTbIBaOLLME PAa3BieveHUs, 06beguHALME
COTHM TbICAY YE/IOBEK NO BCEMY MUpPY. NrpoKK nccneaytoT AaHHbIM UM MUp, 0bWwatoTea apyr ¢
OPYrom, BbINONHAIOT 33Z,@aHMA, CPAXKAOTCA C MOHCTPAMM U NOAYYAtOT ONbIT. 32 YA0BO/IbCTBUE OHU
NAATAT: NOKYNaT ANCK, ONAYMNBAOT abOHEMEHT UM NPMOBPETAIOT KaKMe-To ONuMK.



Bce 3Tn cpeacTBa mayT Ha NoAAEpPaHWE U Pa3BUTUE UIPbl, a TaKXKe Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLLMK, BbINYCKAOTCA HOBble NaTuM (undpoBble 3annaTku
ANA NPOrpamm), 3aKpblBatoTCA YA3BMMOCTU CEPBEPOB.

B I'IO,CI,O6HbIX nrpax CTouT onacatbCA He CTOJ/IbKO CBOUX COMEPHUKOB, CKOJIbKO KpaxXn TBOEro
naponAa, Ha KOTOpom OCHOBaHa CUCTEMA aBTOpPU3aLLUK 60NbWNHCTBA urp.

OCHOBHble COBeTbl N0 6e30NacHOCTM TBOEro MrPOBOro aKKayHTa:

1. Echm apyroin urpok seaet ceba nNaoxo Mam cosgaet Tebe HenpusSTHOCTKU, 3ab610KUPYI ero B
CMUCKEe UTPOKOB;

2. I'Iomanyﬁcn AOMUNHNCTPATOPAM UTpPbl Ha NJI0X0e noseAeHUEe 3TOro UrpoKa, KenarteabHo
NPUNOXKNUTb KaKNe-TO A0Ka3aTe/1IbCTBa B BUAE CKPUHOB,

3. He yKasbiBali IMuHy0 nHdopmaumio B npodainie urpbl;
4. YBaxkalh Apyrmx y4acTHMKOB No Urpe;

5. He yctaHaBnaumBal HeodumuManbHbIe NATYN U MOAbI;

6. cnosib3yii CNOXKHbIE U pa3Hble Napou;

7. axe BO BpeMs Urpbl HE CTOUT OTK/KOYATb aHTUBMUPYC. [TOKa Tbl Urpaellb, TBOM KOMMbIOTEP

MOTYT 3apa3unTb.
POUWNHT uan KpaXa INYHbIX AaHHDbIX

Ob6blyHOM Kpameﬁ AeHer n JOKyMeHTOB CerogHA yxe HUKOro He yamsumilb, HO C pa3BUTUEM
MHTepHeT-TeXHOﬂOFMVI 3/1I0yMbIWNEHHNUKN NepemecTuniMCb B WUHTEPHET, WU NpPOoAO0/IKaAOT

3aHUMATbCA «NHOUMbIMY» AE/T0M.

Tak noABMAacb HOBaA Yrpo3a: UHTEPHET-MOLIEHHMYECTBA UAN QULLIMHT, TNaBHaA Leb KOTOPOro
COCTOMUT B NONyYEeHUN KOHPUAEHUNANbHBIX AAHHbIX MONb30BaTeNe — NOTMHOB U naponewn. Ha
aHrMMCcKoMm f3bike phishing untaetca Kak duwmHr (ot fishing — pbibHaa nosns, password —

napo/ib).
OcHoBHble coBeTbl No 60pbbe ¢ puwnHrom:

1. Chean 3a cBOMM akKayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblia B3/IOMaHa, TO
HeobxoaMmo 3ab/10KMPOBaAThL ee U COOOWMTb aAMUHUCTPATOPaM pecypca 06 3TOM KaK MOMKHO

cKopee;
2. Ucnonb3yii 6e3onacHble Be6-caliTbl, B TOM YNC/E, MHTEPHET-MArasMHOB M MOUCKOBbIX CUCTEM;

3. Ucnonb3yi CNoXKHble W pasHble naponu. Takum obpasom, ecnm Teba B3nomaloT, TO
3/10YMbILUIEHHUKM NOJIyYaT A0CTYN TO/IbKO K OAHOMY TBOEMY NPoduIo B CETU, @ HE KO BCEM;

4. Echn T1eba B3nomanu, To HeobxogMmo npeaynpenuTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nob6asneHbl y Tebs B Apy3bax, 0 TOM, 4To Tebsa B3NOManun 1, BOSMOXKHO, OT TBOero nmenu byaet
paccbiNaTbCA CNaM U CCbIIKM Ha GULLMHTOBbIE CalTbI;



5. YcTtaHoBM HageHbl naponb (PIN) Ha mobunbHbIN TenedoH;
6. OTK/OYM coxpaHeHWe napons B bpaysepe;

7. He oTKpbIBai hainbl U Apyrue BAOKEHMA B MUCbMAX AAXKe eC/IM OHU MPULLAN OT TBOUX ApYy3en.
Jlydwe yTOYHU Yy HUX, OTNPABAAAN 1 OHU Tebe 3TK palinbl.

Uudposasa penytauma

UndpoBaa penytauma — 3TO HeratMBHas WAM NO3UTMBHAA WHbopmauma B ceTn o Tebe.
KomnpomeTtupytowana MHpopMmaLma pasmelleHHaas B MHTEPHETE MOXKET cepbe3HbiM obpasom
OTPa3nTbCA Ha TBOEW peanbHOM XU3HU. «LindpoBaa penytauma» — 3T0 TBON MMUAK, KOTOPbIN
dbopmupyetca ns nHbopmaLuum o Tebe B UHTEPHETE.

TBOE MECTO KWUTeNbCTBa, y4ebbl, TBOE PUHAHCOBOE MONOMKEHWE, OCOBEHHOCTU XapakTepa u
pacckasbl 0 6M3KNX — BCe 3TO HaKan/MBaeTCA B CETM.

MHoOrne noApOCTKM JIEFKOMBIC/IEHHO OTHOCATCA K Nyb6aAuKauuMmM AnYHoM uHbopmauum B
NHTepHeTe, He NOHMMan BO3MOMKHbIX NocaeacTBUi. Tbl AaxKe He CMOXELUb A0rafaTbCs O TOM,
yto dpoTorpadus, pasmelleHHas 5 neT Hasag, cTasa NPMUYMHOM OTKasa NPUHATL Tebs Ha pabory.

KommeHTapuun, pasmelleHure TBonx potorpadpuin u apyrme AeniCcTBUA MOTYT HE UCYE3HYTb AaXKe
nocne Toro, Kak Tbl UX yAaAUWb. Tbl HE 3HAeLWb, KTO COXPaHUA 3Ty MHPOPMaLMIO, MOMana M OHa
B MOMCKOBbIE CUCTEMbI U COXPAHW/IACh JIN OHA, @ FNaBHOE: YTO NOAYyMatoT 0 Tebe OKpyKatwoLee
Nogm, KOTopble HANAYT U YyBUAAT 3T0. HaliTu MHGOPMaLMIO MHOIO NIET CNYCTA CMOXKET Ntoboit —
KaK M3 O0bpbIx NOOYKAEHMN, TaK U C HAMEPEHUEM MPUYUMHUTL Bpen. ITO MOXKET ObITb KTO
yroaHo.

OCHOBHbIe COBeTbl No 3awuTe LMdpPOBOI penyTauun:

1. Moayman, npeskae 4Yem 4To-To Nyb6/IMKOBATL U NepeaasaTb y ceba B 6,10re namn B coLnanbHOM

cetu;

2. B HacTpolikax npoduns yCcTaHOBM OrpaHMYEHUs Ha NPOCMOTP TBOEro npodunsa u ero

COAEPKMMOrO, CAeNan ero TONbKO «A1A APY3en»;

3. He pasmewian 1M He yKasbiBall MHPOPMALMIO, KOTOPAA MOMKET KOro-ambo ockopbnsaTb nam

obuKatb.
ABTOpCKOe npaso

COBpeMeHHbIe LWKONIbHUKN- aKTUBHbIE NOJZIb30BATENN Ll,VId)pOBOI'O NPOCTPaHCTBA. OpaHako
AaNeKo He BCe 3HAlOT, YTO NO/21b30BaHNE MHOTMMU BO3MOXHOCTAMMU Ll,Md)pOBOI'O Mupa Tpe6YET

coboAeHNA NPaAB HAa MHTENNIEKTYaIbHYO COOCTBEHHOCTD.

TEPMUH  «UHTENNEKTyaNbHAA COBCTBEHHOCTb» OTHOCUTCA K  Pas/IMyHbIM  TBOPEHUAM
YeNoBEYECKOro yMa, HauMHanA C HOBbIX M306peTEHUI N 3HAKOB, 0603HaYaKOLWLMX COBCTBEHHOCTb
Ha NPOAYKTbl W YCAYrM , W 3aKaHuMBas KHuramu, dotorpadmamm, KUHOGUAbMAMMU WU

MY3blKa/IbHbIMW NPON3BEAEHNAMMN.



ABTOpPCKME NpaBa — 3TO NpPaBa Ha UHTENNEKTYyaIbHY0 COOCTBEHHOCTb Ha NPOM3BEAEHMUA HAYKK,
nTepaTypbl U UCKycCcTBa. ABTOPCKME MNpaBa BbICTYNalOT B KayecTBe rapaHTUM TOro, 4To
NHTENNEKTYyaNbHbIN/TBOPYECKMIA TPYA, aBTOpa He ByaeT HanpacHbIM, A4acT emy cnpaseainBble
BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, NoAy4nuTb U3BECTHOCTb U MPU3HaHKE.
HukTto ©6e3 paspelweHMa aBTopa He MOXeT BOCNPOM3BOAMUTbL €ro MnpousBedeHue,
pacnpocTpaHAaTb, Ny6/MYHO AEMOHCTPMPOBaTb, MPOAaBaTb, UMMNOPTUPOBATb, NYCKaTb B MPOKaT,
nNy6AMYHO NCMONHATD, MOKa3blBaTb/UCNONHATL B 3pUpe uamn pasmellatb B MHTepHeTe.

Mcnonb3oBaHMe «NUPATCKOro» MNPOrpaMMHOro obecneyeHuMAa MOMKET MPUBECTU K MHOTMM
pUCKam: OT NOTEpPM AaHHbIX K TBOMM aKKayHTam A0 ONOKMPOBKM TBOEro YCTPOWCTBA, rae
YCTaHOB/IEHHbIN He neranbHaa nporpamma. He cTouT TaksKe 3abbiBaTb, 4YTO CyLLECTBYeT

neranbHble n 6ecnnaTHble nporpammsbl, KOTOpble MOXHO HalTU B CETU.
O noprtane

CeTeBMYOK.pd — TBOW rNaBHbIN COBETYMK B CETU. 34ECh Tbl MOKELIb Y3HaTb 0 6e30MacHOCTM B
CETUM MOHATHbIM U AOCTYMNHbIM S3bIKOM, @ MNPU BO3HUMKHOBEHUW KPUTUYECKOW CUTyaLUn
06paTUTbCA 3a COBETOM. A TaKXe MPUHATb y4yacTMe B KOHKypCax M CTaTb CamMbiM UMOPOBbIM
rpaxgaHnHom!



