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Omnpenesienus

B Hacrosiem 10KyMeHTe HCIOIb3YIOTCS CIEAYIOLINE TEPMUHBI U UX OIPEAEICHHUS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOAILAs U3 IEpCOHala U KOMIUIEKca
CPEACTB aBTOMAaTHU3ALMUHM €ro JAEATE]IbHOCTH, pealu3ylollas HHPOPMALMOHHYIO TEXHOJIOTUIO
BBITTOJIHEHUS YCTaHOBJICHHBIX ()YHKITHIA.

AyTeHTH(UKANHUA OTHPABUTENs JAHHBIX — IOATBEPKICHUE TOIO, 4YTO OTIPABUTEIb
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBJIICHHOMY.

Be3onacHOCTh NEPCOHAJIBHBIX JAHHBIX — COCTOSIHME 3alUILIEHHOCTH IE€PCOHAIBHBIX
JAHHBIX, XapakTepu3yemoe CIIOCOOHOCTBIO  TIOJIb30BATENICH, TEXHUYECKHUX CPEICTB H
MH(QOPMALIMOHHBIX TEXHOJOTHH 0b6ecnednTs KOH(UACHINAIBLHOCTb, LIEJIOCTHOCTh U I0OCTYITHOCTD
NEePCOHATBHBIX JAHHBIX MpU UX 00paboTKe B HMH(GOPMALMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JTAHHBIX.

Buomerpunuyeckne mnepcoHabHbIC aHHbIE — CBEICHUS, KOTOPbIE XapaKTEPU3YIOT
(Gu3M0I0rMUecKue OCOOCHHOCTU YEeJIOBEKAa M Ha OCHOBE KOTOPBIX MOYKHO YCTaHOBUTb €ro
JMYHOCTh M KOTOPbIE UCTIOIB3YIOTCS AJIMUHHUCTpALUEH ISl YCTAaHOBICHHS JIMYHOCTH CyOBEKTa
IEPCOHANBHBIX JIAaHHBIX, MOT'YT 00pa0aThIBaThCs TOJIBKO MPU HATMYUM COIVIACHS B MMCbMEHHOMN
dopme cyOBbeKTa MepCcOHANBHBIX JAHHBIX (BKIIOYas (hoTorpaduu, OTIEUATKH MaibleB, oOpa3
CETYaTKH IJ1a3a, 0COOCHHOCTU CTPOCHHS TENa U APYTYIO MOI00HYI0 HH)OPMAIIHIO).

BiokupoBanue TmepcOHANBbHBIX JAHHBIX — BpPEMEHHOE IIpeKpalleHue o0paboTKu
HNEpCOHANbHBIX JAaHHBIX (32 MCKJIIOYEHMEM CIIyyaeB, ecid o0paboTka HeoOxoauma Juis
YTOYHEHMSI IEPCOHAIBHBIX JIaHHBIX ).

Bupyc (KOMNBIOTEpPHBIA, NPOrPAMMHBIN) — HCHOJHAEMbIH MPOrPaMMHBIA KOJA WIH
UHTEPIIPETUPYEMbI HA0Op MHCTPYKIMH, OONAJaroIIfii CBOWCTBAMU HECAHKIIMOHHMPOBAHHOTO
pacrpocTpaHeHus 1 camoBocnpousBeieHus. Co3aanHble TyOJuKaThl KOMIIBIOTEPHOTO BUpYcCa He
BCETJa COBIQJAIOT C OPUTHHAIOM, HO COXPAHSAIOT CIHOCOOHOCTh K JIajbHEHIIEMY
PacIpOCTPaHEHUIO U CAMOBOCIIPOM3BEICHUIO.

BpenonocHasi mporpamma — nOporpamma, IpeJHa3HayeHHas JJii  OCYIIECTBJICHUSA
HECAaHKLMOHUPOBAHHOTO JI0CTYNA U (M) BO3ACHCTBUS Ha MEPCOHAIbHBIE JaHHBIC WU PECYpPChI
UH(POPMAITMOHHON CUCTEMBI IEPCOHANBHBIX TAHHBIX.

BcenomorarenbHble TeXHMYeCKMe CpeIcTBAa M CHCTeMbl — TEXHHYECKHE CpPEICTBa U
CHCTEMBI, HE TpeJHa3HauYeHHbIE JJIs Iepeaad, oOpabOTKU M XpaHEHUs! MEPCOHAIBHBIX JaHHbIX,
YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEACTBAMU M CUCTEMAMH, IIPEIHA3HAYEHHBIMU
JUisi  00pabOTKM MEpPCOHANbHBIX JAHHBIX WIM B IIOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTynl B ONEpalMOHHYIO cpely KOMIbIoTepa (MH(OPMALMOHHON cHCTEeMbl MePCOHAILHBIX
JAAHHBIX) — MIOJTyYeHHE BO3ZMOXKHOCTH 3aITyCKa Ha BBITIOJIHEHHE IITATHBIX KOMaH1, (YHKIIMI, IpoLieyp
OIEPALIMOHHON CUCTEMBI (YHUUTOXKEHUSI, KOITUPOBAHUS, MEPEMEIIECHNS U T.I1.), UCTIOIHIEMbIX (DaiyioB
NPUKJIATHBIX [IPOrPAMM.

JlocTyn K uH(popMamm — BO3MOXKHOCTb ITOTy4eHHs MTHPOPMAIIMK U €€ UCII0JIb30BaHuUs.

3aksIaouHOe YCTPOWCTBO — SJIEMEHT CPEICTBA CheMa HH(OPMAIMH, CKPBITHO BHEAPSEMbINA
(3aKanpIBacMblii WJIM BHOCHMBIM) B MECTa BO3MOKHOTO CheMa HMHQpoOpMaimu (B TOM YHClIE B
OrpaxeHue, KOHCTPYKIIMIO, 000pyI0BaHKE, TIPEAMETHI HHTEPhEpa, TPAHCTIOPTHBIE CPEZICTBA, A TAKKE B
TEXHUYECKUE CPEJICTBA M CUCTEMBI 00pabOTKH HH(POPMAIIHH).

3anmmaemass uHpopmaumsi — UHPOpPMAIMS, SBISIOMIASCS MPEAMETOM COOCTBEHHOCTH U
MO/IeKaIlasl 3allliTe B COOTBETCTBUM C TPeOOBAaHMSMHU IPABOBBIX JOKYMEHTOB WM TPeOOBaHUSAMY,
yCTaHaBJIMBaEMbIMU COOCTBEHHMKOM MH(OPMALIHH.

HUnentuduxanuss — mprCBOeHHWE CYOBEKTaM W OOBEKTaM JIOCTyNa HieHTHU(HKaTopa U (MiN)
CpaBHEHHE NMPEABSBIIIEMOr0 HICHTU(HKATOpa C IIepeuHeM IPHUCBOSHHBIX WACHTU(PHUKATOPOB.

HNudopmaTuBHBIN CHTHAJX — DSJIEKTPUYECKHE CUTHAIBI, aKYCTUYECKHE, JJIEKTPOMAarHUTHBIE W
Jpyrue (usnueckre Mois, MO IapaMerpaM KOTOPbIX MOXET ObITh PacKpblTa KOH(HICHIMATbHASL
uHdopMarys (nepcoHabHble JaHHbIe) oOpabaTbiBaeMasi B MH(OPMALIIOHHONW CHCTEME MEPCOHATBHBIX
JIAHHBIX.
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Nudopmanuonnas cucrema mnepcoHadbHbIX JgaHHbIX (MCIIIH) —COBOKYIHOCTb
cojepxammxcsi B 06a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX M 00ECIEUMBAIOIIMX MX 00pabOTKY
UH(POPMALMOHHBIX TEXHOJIOTUN M TEXHUYECKHX CPEJICTB.

HndopmanmonHbie TEXHOJIONMM — TPOIIECCHI, METO/ABI TOMCKA, cOOpa, XpaHeHUs, O00pabOTKH,
NPEIOCTABIICHHS, PACIPOCTPAHEHHsT MH(POPMAIIMK M CLIOCOOBI OCYIIECTBICHUS! TAKHX IPOIIECCOB U
METO/JIOB.

Hcnosib30BaHne NMepPCOHATBHBIX JAHHBIX — JCHCTBHUS (ONEpaluu) C TEePCOHATBHBIMU
JAaHHBIMU, COBEpILAEMbIE OMEPATOPOM B HENSX MPUHATUS PEHICHUH WJIM COBEPIICHHS] HWHBIX
JeHCTBUH, MTOPOXKIAIOIINX FOPUANYECKHIE MOCIEICTBUS B OTHOLICHUN CyObEKTa MEepCOHAIBHBIX
JAHHBIX WK APYTrUX JUL JU00 MHBIM O00pa3oM 3aTparuBarolIMX IpaBa U CBOOOIBI CyOBEKTa
NEPCOHATBHBIX JAHHBIX WM JPYTUX JIHII.

Hcrounux yrpo3nl 6€30NMacHOCTH HH(OPMAIMH — CYOBEKT JIOCTYIIA, MATCPUATIbHBIN OOBEKT WIIH
(r3HIUecKoe SIBIEHKE, SIBISOIINECS IIPUYUHON BOSHUKHOBEHHS YTPO3bl 0€301MacHOCTH MH(pOpMaIi.

KonTpo/mpyemasi 30Ha — MpOCTpaHCTBO (TEPPUTOpHS, 3[0aHME, YacTh 3[aHWs, MOMEIICHHE), B
KOTOPOM HCKJIIOUYEHO HEKOHTPOJMpYEeMOe IMpeObIBaHKE MOCTOPOHHMX JIMIl, a TAKKEe TPAHCIIOPTHBIX,
TEXHUYECKHUX M MHBIX MaTePUANTbHBIX CPEJICTB.

KonduaeHMaabHOCTh MEePCOHAIBHBIX TAHHBIX — 00s3aTeNbHOE IS COOMIOICHHST OTIEPaTOPOM
WM MHBIM TIOMYYMBIIMM JOCTYIl K TEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE JIOMYCKaTh WX
pacnpocTpaHeHre 0Oe3 cornacusi CyObeKTa MEPCOHABbHBIX JAHHBIX WM HAIMYMS MHOTO 3aKOHHOIO
OCHOBAHWUSL.

Me:xceTeBoil IKpaH — JIOKUILHOE (OJHOKOMITIOHEHTHOE) WM (DYHKIIMOHATIBHO-pACIIpeieNIeHHOE
nporpaMMHoe — (IIPOrpaMMHO-AMIapaTHOE) CPEACTBO  (KOMIUIEKC), pealu3yloliee KOHTPOIb 34
uHpOpMALHel, TMOCTyHaromeld B WHPOPMALMIOHHYIO CHCTEMY MEpPCOHANBHBIX JaHHBIX M (VJIN)
BBIXOJIAIIEH U3 MH(POPMAIIMOHHON CHCTEMBI.

Hapyumrens 0e30MaCHOCTH TEPCOHAJIBHBIX JIAHHBIX — (HU3MYECKOE JMIO, CIy4ailHO WIH
MPEHAMEPEHHO COBEPIIAIOIIEE JICHCTBUS, CIEACTBHEM KOTOPBIX SIBISIETCS HapylleHue Oe30MacHOCTH
NIEPCOHATBHBIX JIAHHBIX NP MX 00pabOTKe TEXHUYECKHMMH CPEICTBAMU B MH(OPMAIMOHHBIX CHCTEMAaXx
MIEPCOHATBHBIX ITAHHBIX.

HeaBTomMaTu3upoBaHHasi o0padoTka  mNepcOHAJNBbHBIX  JaHHBIX —  00paboTka
MEPCOHANBHBIX JaHHBIX, COJIEPKAIINXCA B MH(GOPMAIMOHHON CHUCTEME MEPCOHAIBHBIX JTaHHBIX
7100 W3BJICYCHHBIX M3 TAaKOW CHUCTEMBI, CUMTAETCS OCYIIECTBIEHHOW O€3 HCIOIb30BaHUS
CpeICTB aBTOMATH3alUU (HEaBTOMATU3UPOBAHHOMN), €CIM TakKhe JEHCTBHS C MEpPCOHAIbHBIMU
JAHHBIMH, KaK HCIIOJb30BaHME, YTOUYHEHHE, PACIpOCTPAHEHUE, YHUYTOKEHUE MEePCOHATBHBIX
JTAHHBIX B OTHOIIEHHM KaXXJOT0 M3 CyOBEKTOB MEPCOHAIBHBIX JAAHHBIX, OCYLIECTBISIOTCS MpPU
HETIOCPEJCTBEHHOM yYacTHUHU YeJI0BEKa.

HenexsiapupoBaHHble  BO3MOKHOCTH —  (DYHKIMOHAJIbHBIE ~ BO3MOXHOCTH  CpPEJICTB
BBIUHCITUTETLHOM TEXHHUKH, HE OIFICAHHBIC WITH HE COOTBETCTBYIOIIHE ONMCAHHBIM B JIOKYMEHTAIIUH, TIPH
UCTOJIb30BaHUM ~ KOTOPBIX BO3MOXKHO —HApyIIEHHWE KOH(UIEHIMATbHOCTH, JOCTYITHOCTH WIIH
LIEJIOCTHOCTH 00pabaTeiBaeMoil HH(OpMaLIUK.

HecaHKIMOHMPOBAHHBII A0CTYN (HECAHKIIMOHMPOBAHHbIE IeCTBHSA) — JJOCTYI K MH(pOpMALIN
WIH JEHCTBHS ¢ MH(POpPMAIMEH, HapyIIAOIIMe MpaBUiia Pa3rpaHUueHHs JTOCTYNA C MCIOJB30BaHUEM
IITaTHBIX CPEJICTB, IPEAOCTABIISIEMBIX HH(POPMAITMOHHBIMU CUCTEMAMHU TIEPCOHANBHBIX J1aHHBIX.

Hocuteapr wunpopManuu — (U3MYECKOe JWII0 WIM MarepualbHbIi OOBEKT, B TOM YHCIC
¢uzmdeckoe mose, B KOTOpoM HMH(OpMAIMs HaXOIUT CBOE OTPHKEHHE B BHIE CHMBOJIOB, 00pa3oB,
CHUTHAJIOB, TEXHUYECKHX DEIICHUI W TIPOIECCOB, KOIMUYECTBEHHBIX XapaKTEPUCTHK (PU3HUECKUX
BEJIMYMH.

O0e31uunBaHNe MEPCOHANBHBIX JAHHBIX — JICHCTBUS, B PE3YJIbTaTe KOTOPBIX CTAHOBHUTCS
HEBO3MOXXHO 0€3 MCIOJIb30BaHUs JONOJHUTEIBHON MH(POPMAIIUN ONPENEIUTh TPUHAIICKHOCTD
NIEPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHAIBHBIX JaHHBIX.

O0pa0doTka NepCOHANBLHBIX JAHHBIX — JF00O€ JeiicTBHE (Oomepanusi) WIH COBOKYITHOCTb
NeWcTBU  (omepalyii), COBEpIIAeMbIX C HCIIOJIb30BAHMEM CPEACTB aBTOMATH3alMUd WM 0e3
UCTIOJIb30BAHMS TAKHX CPEJICTB C MEPCOHATBHBIMU JAHHBIMU, BKJTFOYasi cOOp, 3aIich, CHCTEMaTH3ALIHIO,
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HAKOIJICHUE, XpaHEeHUe, YTouHeHHe (OOHOBJIEHHE, M3MEHEHHE), U3BIICYEHNE, HCIIOIb30BaHKE, TIepeady
(pactipocTpaHeHre, TMPEIOCTaBICHUE, JOCTYI), OO€3MuUMBaHHE, OJOKMPOBaHHE, YyIaJCHHUE,
YHUUTOXKEHHE MEPCOHATIBHBIX TAHHBIX.

OO01enocTynHble  MepCOHANbHbIE  JaHHbIEe — TEPCOHAIbHBIE  JAaHHBIE,  JIOCTYI
HEOTPAaHMUYEHHOTO Kpyra JIMI] K KOTOPBIM IPEIOCTaBJICH C COIIacUsl CyOBEeKTa MEpCOHAIBHBIX
JaHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C (efepalbHbIMU 3aKOHAMHU HE PaCHpOCTpPaHSAETCS
TpeboBaHue cOOMIOACHUS KOHPUICHIINATHHOCTH.

Oneparop (mepcoHAJBHBIX JAHHBIX) — TOCYJAPCTBEHHBI OpraH, MYHHIIMIIAIbHBIN Opras,
IOPUIIMYECKOE WM (PU3MIECKOE JIMIIO0, CAMOCTOSATEIBHO WM COBMECTHO C JIPYTMMH OpPraHHM3YIOIee
(MM) ocyIIeCTRIISIONIEE 00PaOOTKY IMEePCOHATIBHBIX TAHHBIX, a TAKKE ONPEISIIONINE 11T 00paOOTKH
MEPCOHATIBHBIX JTAHHBIX, COCTaB IEPCOHABHBIX JIAHHBIX, MOJICKANMX O00padoTKe, NeHUCTBUS
(omeparin), CoBepIaeMble C ePCOHATLHBIMU JaHHBIMH.

Texunyeckune cpeacrBa MHGOPMALMOHHONH CHCTEMBbI MEPCOHAJIBHBIX JAHHBIX — CPEICTBA
BBIYUCITUTEIILHON TEXHUKU, MHOPMAIIMOHHO-BHIUMCIIUTEIbHBIE KOMILIEKCHI U CETH, CPEACTBA M CUCTEMBI
nepefaur, npuemMa U oOpabotku IIJIH (cpemctBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHHS, TEPETOBOPHbIE U TEJIEBU3MOHHBIC YCTPOWCTBA, CPEICTBA HW3TOTOBJICHMS,
TUPOKUPOBAHKS JOKYMEHTOB W JIPyrM€ TEXHMYECKUE CpelCcTBa OOpabOTKH pedeBOM, rpaduuecKoi,
BUICO- U OyKBeHHO-LIM(poBON HH(OpPMALINK), MPOrPaMMHBIE CPENICTBA (OIMEPAIMOHHBIC CUCTEMBI,
CHCTEMBI YNpaBJeHWsI 0a3aMH JIAHHBIX W T.IL), CPEICTBA 3alATHI MH(POPMALMH, TPUMEHSIEMbIC B
MH(MOPMAIMOHHBIX CUCTEMAX.

IMepexBaT (MHpOpMaNUN) — HEITPABOMEPHOE MOITYICHHE MHPOPMAIUU C HCIIOJIE30BAHUEM
TEXHUUYECKOTO  CpEeACTBa, OCYHIECTBISAIONIET0 OOHapyKeHue, TMpueM Hu  00paboTKy
MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHbIE — Tt00as MH(OpMaIUs, OTHOCAMIAICS K HPSAMO WM KOCBEHHO
OTIpeICIIEHHOMY HJIM OIpeAesieMoMY (PH3UUECKOMY JIHIY (CyOBEKTY epCOHANBHBIX TAHHBIX).

[To6ouHbIe JIeKTPOMATHUTHBIE M3JIYYeHHS] U HABOIKHU — DJIEKTPOMArHUTHBIC U3TYyYCHUS
TEXHUYECKUX CpEICTB O0pabOTKM 3aliuiiaeMod MHQOpMalMy, BO3HUKAIOIIME KaK MOOOYHOE
SBIICHUE W BBI3BAHHBIC DJIEKTPUYECKUMH CHTHAIAMU, ACUCTBYIOUIMMH B HX AJIEKTPUUYECKUX U
MarHUTHBIX IETSX, a TaK)KE AIIEKTPOMArHUTHBIC HABOAKH 3TUX CUTHAJIOB HA TOKOMPOBO/ISIIUE
JUHUH, KOHCTPYKIIMH U IIeTIH MTUTaHUSI.

IMosmTKa  «YUCTOTO  CTOJMA» —  KOMIUIEKC  OpPraHM3allMOHHBIX  MEpOIpPHUATHI,
KOHTPOJIMPYIOIMX OTCYTCTBHE 3alMChIBaHUA Ha OyMakKHble HOCHUTENU KIO4Yed M aTpuOyToB
nocTyrna (maposei) U XpaHeHus UxX BOJIM3U 00bEKTOB JIOCTYTIA.

IHonb3oBaTens HMHGOPMALMOHHONM CHCTEMbl NEPCOHAJBHBLIX JAAHHBIX —  JHIO,
yyacTBymollee B (DyHKIMOHUPOBAHUN MH(DOPMALMOHHON CHUCTEMBI NEPCOHANBHBIX JaHHBIX WM
UCTIOJIB3YIOLIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuyeHusi A0CTYyNAa — COBOKYITHOCTh MPABUJI, PErJIaMEHTHPYIOIIUX IpaBa
JIOCTYIa CYOBEKTOB JOCTYIA K 00bEKTaM JI0CTyIA.

IIporpammuasi 3akJjaaKa — KoJ MPOrpaMMbl, IPEJHAMEPEHHO BHECEHHBIH B MpPOrpaMMy C
LEJIbI0  OCYIIECTBUTh YTEUKY, H3MEHUTh, OJOKMPOBaTh, YHUYTOXUTh HWH(POPMALHUIO HIH
YHUUYTOXUTh M MOJAU(UIIMPOBATh HporpaMMHOE oOecredeHrne HHQOPMAMOHHONH CHCTEMBI
MEPCOHANBHBIX JaHHBIX U (WJIK) OIOKUPOBATH anmapaTHbIe CPEICTBA.

IIporpammHoe (mMporpaMMHoO-MaTeMaTH4YecKoe) BO3JeHCTBHE — HECAaHKIIMOHHUPOBAHHOE
BO3/ICHCTBUE HA PECYpPChl aBTOMATU3HUPOBAHHON MH(POPMALIMOHHON CUCTEMBI, OCYILIECTBIISIEMOE C
WCIOJIb30BaHUEM BPEIOHOCHBIX IPOTrPamMM.

PackpbiTHe NepPCOHANBHBIX JAAaHHBIX — YMBIIUICHHOE WIH CIy4alHOe HapylleHue
KOH(HICHIIHATHFHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue NepCOHAJBHBIX JAHHBIX — JCWCTBUS, HalpaBlIEHHbIE HA PAaCKpBITHE
MEPCOHAIbHBIX JAHHBIX HEOMPEEIIEHHOMY KPYTY JIUI]

Pecypc nngopManuoHHOI cHCTeMbl — IMEHOBAHHBIM 3JIEMEHT CHCTEMHOTO, MPHUKIJIAIHOTO
WM almnapaTHoro obecrneueHus: GyHKIIMOHUPOBaHUS HH()OPMALIMOHHOM CUCTEMBL.
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CnennajbHble KATeropuM MEPCOHAIBHBIX JAHHBIX — T[EPCOHATBHBIC JIaHHBIC,
Kacalolluecsi  pPacoBOM, HAaUMOHAIBHOM  MPUHAMJICKHOCTH, TMOJUTHUYECKUX  B3TJISAOB,
PENUTHO3HBIX WU (GUIOCOPCKUX YOEKIACHHA, COCTOSHHUS 370POBbS M WHTUMHOW IKU3HU
CyOBbEeKTa MePCOHANBHBIX JAHHBIX.

CpencrBa BbIMHCIUTEILHON TEXHUKH — COBOKYTHOCTh IMPOTPAMMHBIX U TEXHUYECKUX 3JIEMEHTOB
cucTeM 00pabOTKU JAaHHBIX, CIOCOOHBIX (PYHKIIMOHHPOBATh CAMOCTOSITEIBHO MIIM B COCTaBE IPYTHX
CUCTEM.

CyObekT mocryna (Cy0beKT)— JIMIO WIM TpOLECC, JACHUCTBUS KOTOPOrO PEeriaMeHTHPYIOTCS
MpaBUJIaMU Pa3rpaHUUuCHUs JOCTYIIA.

TexHuuyeckuii KaHa1 yredkd MHGOPMALMU — COBOKYITHOCTh HOCUTEIS MH(pOpMAaIMu (CpeacTBa
00paboTKH), (hM3UIECKON Cpelbl pacipocTpaHeHHsT WH(MOPMATUBHOTO CHTHAIA M CPEICTB, KOTOPHIMU
JOOBIBACTCS 3aIUInacMast HHQOpMaIlrs.

TpaHncrpanu4yHasi nepeaavya MepcoOHAJbLHBIX JAHHBIX — Mepe/iada MePCOHATBHBIX JaHHBIX
onepatopoMm uepe3 [ocymapcrBennyro rpanuiy Poccuiickoii ®enepanuu OpraHy BJIacTd
WHOCTPAHHOTO TOCYIapcTBa, (U3MUECKOMY WIH OPUAHYECKOMY JIHIy HHOCTPAHHOTO
rocyaapcTBna.

Yrpo3bl 0€30MacCHOCTH TEPCOHAIBHBIX [JAHHBIX — COBOKYIIHOCTh YCIOBHH U (aKTOpOB,
CO3JIAIOIIUX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM YHCIIE CITy4aiHOro, JOCTYNA K MEePCOHATLHBIM
JIAHHBIM, PE3YJBTATOM KOTOPOTO MOJKET CTaTh YHHYTOKSHUE, N3MEHEHHE, OJIOKUPOBAHKE, KOIMPOBAHUE,
pacrpocTpaHeHne MEePCOHANBHBIX JaHHBIX, 4 TakKe MHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUI MPH HX
00paboTKe B MHPOPMAIMOHHOM CUCTEME ITEPCOHATTBHBIX TAHHBIX.

YHUYTOKeHHE TEePCOHAILHBIX MAHHBIX — JICHCTBUS, B pe3yJbTare KOTOPHIX HEBO3MOXKHO
BOCCTaHOBUThH COJICPYKAHHE TIEPCOHATGHBIX JIAHHBIX B HMH(OPMAIMOHHONW CHCTEME ITePCOHATBHBIX
JMAaHHBIX WIA B pe3yjbTaTe KOTOPBIX YHUUYTOXKAIOTCSI MaTepHallbHble HOCUTENIN MEepCOHAIbHBIX
JAHHBIX.

Yreuka (GammmaeMoil) MHGOPMAIMM 110 TEXHHYECKHMM KAHAJIAM — HEKOHTPOIMPYEMOE
pacrpocTpanenie HHPOPMALIM OT HOCHTENS 3aIlMIIaeMOi MH(POPMALK Yepe3 (PU3HIECKYIO Cpemy 110
TEXHUUYECKOTO CPEJICTBA, OCYILLECTBISIOIIETO IEpeXBaT HHPOPMAIUH.

VYs3BUMOCTB — €l1a00CTh B CPE/ICTBAX 3AIUTHI, KOTOPYIO MOXKHO KCIIOJIL30BaTh ISl HAPYILICHUS
CHCTEMBbI WJTM COZIEprKalleicsl B Hel nH(opMalum.

HenoctHoct  uHGOpManuM —  CHOCOOHOCTh — CPENICTBA  BBIYMCIUTEIIPHOM — TEXHUKH WA
ABTOMATU3UPOBAHHOW CHUCTEMBI 00ECTICUMBATh HEM3MEHHOCTh MH(OpPMAlMKA B YCIOBUSIX CIY4alfHOTO
W/WJTY TIPEIHAMEPEHHOTO MCKaXKEeHHS (pa3pyLLeHus ).
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ABC

BTCC
NCIIn
K3
JIBC
MD
HCA
oC
I[1/1u
[IMB
I10

[IOMHH

CA3
C3u
C3I1du
COB
TKYU

VB

OBO3HAYEHMUSA U COKPALLEHUSA
— aHTUBUPYCHBIE CPEICTBA
— aBTOMATHU3MPOBAHHOE pabodee MeCTo
— BCIIOMOTaTEIIbHBIC TEXHUYECKHE CPEJICTBA U CHCTEMBI
— MH(OPMAIMOHHAS CHCTEMa EPCOHATBHBIX TAHHBIX
— KOHTPOJIMpyeMasi 30Ha
— JIOKaJIbHas! BBIYMCIIUTEIbHAS CETh
— MEKCETEBOM dKpaH
— HECAHKLIMOHUPOBAHHBIN JOCTYII
— OTlepaIMOHHAs cUCTeEMa
— IIePCOHAILHBIC TAaHHbIE
— IIPOrPaMMHO-MaTEMaTHYECKOE BO3ICHCTBHE
— IporpaMMHOE OOecTIieYeHHE
— IOOOYHBIE AEKTPOMArHUTHBIE U3ITyYEHUs U HABOJKU
— cHUCTeMa aHaJii3a 3allUIICHHOCTH
— CpeICTBa 3aIUThl HHPOPMAIHH
— cucrema (TIOACUCTEMA) 3aIIUTHI IEPCOHATBHBIX JAHHBIX
— cuctemMa 0OHapyKEHUST BTOPKEHHI
— TEXHUYECKHUE KaHAJIbI YTeUKH MH(OpMAIIIN

— YI'pO3blI 0e30macHOCTH MCPCOHAIbHBIX TAHHBIX
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BBEJIEHUE

Hacrosmas [Tonutuka nHpopMannonHoi 6e3zonacHoctu (ganee Ilomutuka) MbOY «COII
1. OTIBITHBINY SBISIETCS OPUITUATBHBIM JIOKYMEHTOM.

[TonuTuka pazpaboTana B COOTBETCTBUHU ¢ TpeOoBaHUsAMU DeiepaqbHOro 3aKoHa OT 27 U0
2006 r. Ne 152-03 «O nepcoHambHBIX JAHHBIX» U moctaHoBieHus IlpaButenscTBa Poccuiickoit
Oenepannu ot 1HOOps 2012 1. Ne 1119 «OO6 yTBepkaeHUU TpeOOBAaHUN K 3aIlIUTE
NEPCOHANBHBIX JAaHHBIX NpU HMX 00paboTke B HMH(OPMAIIMOHHBIX CHCTEMaxX IEePCOHAIBHBIX
JTAHHBIX», HA OCHOBaHHHU:

- «PexoMenmanmii mo obecrnedeHno 6e30MacCHOCTH MEPCOHANBHBIX JAaHHBIX MPU UX 00padoT-
Ke B MH(OPMAIIMOHHBIX CHCTEMAaX MEePCOHAIBHBIX JaHHBIX», YTBEPKICHHBIX 3aMECTHTEICM JTH-
pextopa ®CTIK Poccum ot 15.02.2008 r.,

- «TunoBbix TpeOOBaHUI IO OpraHu3alUM U O00ECHEeUeHHIO ()YHKIIMOHMPOBAHUA MIUPPO-
BAIBHBIX (KpUOTOrpauuECKUX) CPEICTB, MpeIHA3HAYCHHBIX Ul 3aIlUThl HHPOPMALUHU, HE CO-
JIeprKalllel CBEICHNUM, COCTABIIOIINX FOCYAAPCTBEHHYIO TallHY B CIIy4ae U3 UCIIOIb30BAHUS IS
oOecrieyeHHss 0€30MaCHOCTH MEPCOHAIBHBIX JIAHHBIX MPH UX 00pabOTKe B MH(DOPMALMOHHBIX
CUCTEMAX NEPCOHAIbHBIX JAHHBIX», YTBEPKACHHbIX pykoBojacTBoM & ILlentpa ®Cb Poccuu
21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke ompexnenensl TpeboBanust k nepconany WCIIJIH, cTrerneHb OTBETCTBEHHOCTH
IepCoHaNa, CTPYKTypa W HEOOXOAMMBIN YpOBEHb 3allUIIEHHOCTH, CTaTyC M JOJDKHOCTHBIE
00513aHHOCTH COTPYJHUKOB, OTBETCTBEHHBIX 3a oOOecreYeHHe Oe30MacHOCTH MEepCOHATBHBIX
nmaaubeix B UCITIx MBOY «COII 0. OneITHBINY.
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1 O01mme MoJI0KEeHU A

Llenpto Hactosmel I[lomutuku sBnserca obecreyeHue OE30MACHOCTH OOBEKTOB 3alMUTHI
MBOY «COI 1. OnbITHBIA» OT BCEX BUJIOB YIpO3, BHEIIHUX U BHYTPEHHUX, YMBILIUIEHHbIX U
HeNpeHaMEepEeHHbIX, MUHUMHU3aLus yiiepOa OT BO3MOXKHOM peanu3aluu yrpo3 0e30HacHOCTH
IT1u (YBIIR).

bezonacHocth HEPCOHAIBHBIX JAHHBIX JOCTUTAeTCsI yTeM UCKITIOUEHUS
HECaHKLMOHMPOBAHHOI'O, B TOM YHCJE CIy4yallHOro, JIOCTyla K II€PCOHAJIbHBIM JaHHbIM,
pe3yabTaTOM KOTOPOI'O MOXKET CTaTh YHHYTOKEHUE, U3MEHEHUE, OJIOKUPOBaHKE, KOIMPOBAHUE,
pacrnpocTpaHEHHUE NIEPCOHAIBHBIX IaHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUI.

WNudopmanus u cBsi3aHHbIE C HEH Pecypchl JOJKHBI OBITh JOCTYIHBI JJIs1 aBTOPU30BAaHHBIX
nosnb3oBaTeneh. JIOKHO OCYIIECTBISATHCS CBOEBPEMEHHOE OOHAPY)KEHHE M pearupoBaHUE Ha
VBIT/IH.

JIOJKHO OCYIIECTBIATHCS IPENOTBPALCHUE ITPEIHAMEPEHHBIX WJIM CIIyYalHbIX, YaCTUYHBIX
WJIY TIOJTHBIX HECAHKIIMOHUPOBAHHBIX MOAN(DUKAIIUI UM YHUUYTOXKCHHUS NIEPCOHATBHBIX JaHHBIX.

CoctaB 00BEKTOB 3allUTHI NpejacTaBieH B [lepeuHe nepcoHaIbHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxennn 06 00pabOTKE MEPCOHATBHBIX JaHHBIX.

Cocras UCII/[IH, nmojnexamux 3aliuTe, MpeAcTaBieH B AKTe 00C/Ie€IOBaHUS TEKYILEro
COCTOSIHUSI TEXHUYECKOU 3aIUThI IEPCOHAIBHBIX JaHHbBIX.
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2 O6aacTh aelcTBUA

TpeboBanusi Hactosmed IloJUTUKM pacnpoCTpaHSOTCSs Ha BceX CoTpyaHukoB MBOY
«COII 1. OnpITHBINY (IITATHBIX, BPEMEHHBIX, PA0OTAIOIINX IO KOHTPAKTY U T.I1.), @ TAKXKE BCEX
MPOYMX JIHIL (OJIPSIAYUKHY, ayJAUTOPHI U T.I1.).
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3 Cucrema 3alIUTHI MIEPCOHAJIBHBIX TaHHBIX

Cuctema 3anuThl nepcoHaibHbIX JaHHBIX (C3I1/IH), cTpouTCS Ha OCHOBAHUH:

AKTa 00cne10BaHus TEKYILEr0 COCTOSIHUS TEXHUYECKON 3alUThl IEPCOHAIBHBIX JaHHBIX;
[lepeuns nepcoHaANBHBIX JAHHBIX, OJIEKALINX 3ALIUTE;

AKTOB KJIacCH(PHUKAIMY HHPOPMAITMOHHBIX CUCTEM MEPCOHATIBHBIX JAHHBIX;

YacTHbIX MOZIENIEH aKTyaabHBIX YIpo3 U BeposiTHoro Hapyumrens UCI/Ix;

[Toso>keHns 0 pa3rpaHUYEHHH IIPaB JAOCTYIA K IEPCOHAIBHBIM JIaHHBIM,;

PykoBogsiux nokymentoB @CTIK u ®Ch Poccun.

Hns  obecrieuenus 3amutel  MCIIJIH HeoOxomumMo coOmoleHHE  OpraHHM3alliOHHO-
TEXHUYECKUX Mep. AIMHHHUCTpaLueil obecneunBaeTcss 6€30MacHOCTh MEPCOHANBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOAMMBIM YPOBHEM 3alllMUICHHOCTH, KOTOpas omnucaHa B TexHUYecKoM
3aganuu Ha cosnanue cuctembl 3amuThl s UCIIn. B MBOY «COII n. OnbITHBIN»
orpezieNieHbl akTyallbHble yrpo3bl O6e3omacHoctu [1/1H, koTopbie omucanbl B YacTHOW Mopaenu
aKTyaJIbHbIX yrpo3 U BeposTtHoro Hapymutens MCITIH.

[Ton akTyanbHBIMH yrpo3amMu O€30MacHOCTHM TMEpPCOHANBHBIX JAHHBIX MOHMMAETCS
COBOKYITHOCTb yCIOBUI u ¢baxTopos, CO3/1AI0IINX aKTyaJIbHYIO OIIACHOCTh
HECAaHKI[MOHUPOBAHHOI'O, B TOM YHUCJE CIYy4alHOro, JOCTyla K IE€PCOHAIBHBIM JIaHHBIM IIPU UX
00paboTke B MH()OPMAITMOHHOW CHCTEME, PE3yIbTaTOM KOTOPOTO MOTYT CTaTh YHUYTOKEHHE,
U3MEHEHHUe, OJIOKUpOBaHKE, KOMHPOBAHUE, IPEIOCTABICHUE, PACIIPOCTPAHEHHUE MEPCOHATBHBIX
JTAaHHBIX, a TAKXKE UHbIE HETIPABOMEPHBIE JEHCTBUS.

Yrpo3sl 1-T0 THNA aKTyalbHBI A1l HHPOPMAITMOHHOW CHCTEMBI, €CIH U Hee B TOM YHCIE
aKTyaJIbHbl YIpO3bl, CBSA3aHHBIE C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEICKIapUPOBAHHBIX)
BO3MOXKHOCTEH B CHCTEMHOM MPOTPAMMHOM 00ECIEUEHUH, UCIIOIB3YEMOM B WH(OPMAIIMOHHON
cucrTeMme.

YTpo3sl 2-TO TUMA aKTyaJbHBI JJIs1 HHPOPMAITMOHHOW CHCTEMBI, €CIIM JUIS HEE B TOM YHCIIE
aKTyaJlbHbl yIpO3bl, CBSA3aHHBIE C HAJIMYMEM HEJOKYMEHTHPOBAHHBIX (HEICKIapUPOBAHHBIX)
BO3MOXKHOCTEM B NPUKJIAJHOM  INPOrpaMMHOM  OOECHEYEHHMH,  HCIHOJIb3YEMOM B
nH(GOPMAILIMOHHON CHCTEME.

Yrpo3bl 3-T0 TUNA aKTyaldbHBI A7 UHPOPMAIIMOHHON CHUCTEMBI, €CIU JUIsl Hee aKTyalbHbI
yrpo3bl, HE CBSI3aHHbIE C HAJIUYUEM HEJOKYMEHTHUPOBAHHbBIX (HEAEKJIapUPOBAaHHBIX)
BO3MOXXKHOCTEH B CHUCTEMHOM M MPUKJIAJHOM IMPOTPaMMHOM OOECIEUEHUH, HUCIIOJIb3yEMOM B
UH(POPMALIMOHHOM cucTeME.

Ha ocHOBaHuU 3THX JOKYMEHTOB ONIpEIesieTcs HEOOXOAWMBIN YPOBEHb 3alllUIIEHHOCTH
IT1n xaxnoit UCITIa MBOY «COIII n. OneiTHEIN». Ha OCHOBaHMYM aHa/IN3a aKTyaJIbHBIX YTPO3
6esomacHoctu IIJIH, omucanHoro B YacTHOW MoneNM aKTyaJdbHBIX YIpPO3 U BEPOSATHOTO
Hapymmrens MCIT[In n Otdera o pe3ynbTarax NPOBEACHUS BHYTPEHHEH IPOBEPKE, NENAETCS
3aKJII0YEHHE O HEOOXOIAMMOCTH HCIOJIb30BaHUS TEXHUUYECKHUX CPEJICTB W OpraHU3allMOHHBIX
MeponpusaTHid s obecniedeHus: 6ezonacHoctu [1/1H. BoiOpanHble HEOOX0AUMBIE MEPOIIPUATHS
oTpaxaroTcs B [lmane MeponpuaTuii o 3aluTe NePCOHAIbHBIX JAHHBIX.

Jns xaxnoit UCIIIH nomkeH ObITh COCTaBIIEH CIMCOK MCTIOJIb3YEMbIX TEXHUYECKUX CPENICTB
3alllMThl, @ TaK K€ MPOrpaMMHOr0 oOecredeHus, ydacTBytromiero B oopabdorke IIJIH, Ha Bcex
sanementax UCII/IH:

- APM nonp30Bareiei;

- CepBepa NpUIIOKEHUI;

- CYB/;

- I'panuna JIBC;

- KananoB nepemaun B ceTr 00IIEro MOIb30BaHUs U (MJIM) MEXKIYHAPOIHOTO OOMEHa, eCiu
1o HuM nepenpatores 111H.

B 3aBucumoctu ot ypoBHs 3amuiieHHOCTH VCII[H u akTyansubix yrpo3, C3I1[a moxer

BKJIFOYATh CICAYIOIHNE TEXHUYCCKUEC CPCACTBA:
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- aHTUBUPYCHBIE CPEJCTBA JUI paOOYMX CTAHIUH MTOJIB30BATECH U CEPBEPOB;

- CpEelCTBA MEXKCETEBOr0 IKPaHUPOBAHUS;

- cpencTBa KpuUOTOrpapuyuecKoi 3amuThl WHPOpPMALWU, MPH HepeAaye 3alluiaeMoil WH-
dbopMaruu 1o KaHajaam CBSI3U.

Tak ke B CIIUCOK JOJKHBI OBITh BKIIFOYEHBI (DYHKIIMU 3aIIUThI, 00eCIeunBaeMble ITaTHBIMU
cpenctBamu  obpabotku I/l onepanmonnsiMu cuctemamu (OC), mnpukinagaeiM 10 u
CHelMalbHBIMM KOMILUIEKCAMHU, PeaJIM3yIOIIUMHU cpeicTBa 3amuThl. CrMcoK (QYHKIMNA 3aIIUThI
MOJKET BKJIIOYATh:

- yIpaBJ€HUE U pasrpaHMUYCHHE AOCTYyIa [10JIb30BaTeNCH;

- PETUCTpaIUIO U YYET JeHCTBUI C HH(pOpMAIHEH;

- 00ecrieunBaTh LEIOCTHOCTD JIaHHBIX;

- IPOU3BOIUTH OOHAPYKEHUH BTOPKEHUH.

Cnucok HCIONIb3yeMBbIX TEXHMUECKHUX CpEACTB oTpaxaerca B Ilmane meponpustuil 1o
3alIUTe MEePCOHAIBHBIX JaHHBIX. CIMCOK MCIOJb3YEMbIX CPEICTB JOJDKEH IOJEP)KUBATHCS B
aKTyaJlbHOM cocTosiHuM. [Ipm HM3MeHeHuM cocTaBa TEXHMUYECKHUX CpEACTB 3allMThl WIN
anemenToB MCII/IH, COOTBETCTBYIOLIME HM3MEHEHHUS JOJDKHBI ObITh BHeceHbl B CHHCOK U
yrBepxaeHbl qupektopoM MBOY «COIIl n. OnbsITHBIA» WIX JULIOM, OTBETCTBEHHBIM 3a
obecneuenue 3amuThl [1/]H.
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4 Tpe6oBanus k noacucremam C3I11n

C3I1/Ix BKIrOYaeT B ceOsl CICTYIOITUE TIOICHCTEMBI:
- YIpaBJICHUS TIOCTYTIOM, PETUCTPALIMU U YUETa;

- o0ecrieueHus IIEJIOCTHOCTH M IOCTYITHOCTH;

- QHTUBHUPYCHOM 3aIlIUTHI;

- MEXCETEBOTO YKPAaHUPOBAHUS;

- aHaJu3a 3allUIICHHOCTH,

oOHapyKCHHs BTOPIKCHUI;

- Kpunrorpadu4eckoi 3aluThl.

[Toacuctemsr C3I1[H nMeroT paznuuHblii PyHKIIMOHAN B 3aBUCHMOCTH OT kiacca MCII/IH,
ompezaeneHHoro B Akre kiaccupukanuu WHPOPMAITMOHHBIX CHCTEM TMEPCOHAIBHBIX JTaHHBIX.
Crucok cootBerctBus (pyHkiui noxcucrem C3II/[H kiaccy 3alMIEHHOCTH TPEICTaBICH B
[Tpunoxxennn Ne 1.

4.1 MonxcucTeMbl ynpaBJieHusi J0CTYIIOM, PETHCTPANMH U ydeTa

ITogcucrema ynpasieHHUs TOCTYIIOM, PETUCTPALIMU U ydeTa MpeJHa3HadYeHa Ul pealu3annu
CJIEAYIOIINX (PYHKIUI:

- UIeHTH(UKAUY 1 TPOBEPKA MOUTMHHOCTH cyOBeKTOB nocTyna npu Bxone B MCI1/IH;

- UIEHTH(UKALUN TEPMHUHAIOB, Y3JI0B CETH, KAaHAJIOB CBS3H, BHEIIHUX YCTPOMCTB IO JIOTHU-
4ECKUM MMEHAM;

- UIeHTH(UKALMY TPOTPaMM, TOMOB, KaTaJIOTOB, (ailyioB, 3amucei, MoJIeH 3amucel mo ume-
HaMm;

- peructpanuu Bxoja (BbIX0Ja) CyOBEKTOB JOCTYIA B CUCTEMY (M3 CHUCTEMBI), THOO PETHUCT-
pauys 3arpy3ku 1 MHULMAIA3ALUU OIIEPALIMOHHON CUCTEMBI U €€ OCTaHOBA.

- perucTpanyy MONbITOK J0CTYNA MPOrPaMMHBIX CPEACTB (IIPOrpaMM, NpoIeccoB, 3a/1ad, 3a-
JTaHUil) K 3aliuiiaeMbIM ¢aiinam;

- perucTpanuy IMOIBITOK JOCTYyNa MPOTPAMMHBIX CPEACTB K TEPMHHAJIaM, KaHajaM CBSI3H,
nporpaMMam, ToMam, KaTtajoram, (aiiam, 3anucsm, 1moJisiM 3aucei.

[Toncucrema ympaBieHHsI JOCTYIIOM MOXET OBbITh peaJu30BaHa C MOMOIIbIO IITATHBIX
cpenctB obpabotku [1/1n (onepanuonubix cuctem, npunoxkenuit u CYBJI). Tak xe MoxkeT ObITh
BHEJIPEHO CHELUAIbHOE TEXHUUYECKOE CpPEACTBO WM HUX KOMIUIEKC, OCYLIECTBIISIONINE
JIOTIOJTHUTEIIbHBIE MEphl M0 ayTeHTHU(HUKAIMU U KOHTpojto. Hampumep, mpUMeHEHHE €IMHBIX
XpaHWIMIL  y4YeTHBIX 3amUcel  Monb3oBaTeneil M perucTpallMoOHHOW  HH(pOpMaIuH,
UCIIOJIb30BaHUE OMOMETPUUYECKUX U TEXHUYECKUX (C TOMOIIBIO JIEKTPOHHBIX MPOITYCKOB) Mep
ayTeHTU(UKALUU U IPYTUX.

4.2 Toacucrema odecnedeHnsi MEJOCTHOCTH U I0CTYIIHOCTH

[Toncucrema obecriedeHus! LEIOCTHOCTU M JOCTYIHOCTH IpeJHa3HayeHa g oOecredyeHus
nenoctHoctd M jpocrynHoctu IT/IH, mporpamMMHubiX M anmapatHsix cpeacts MCII[H MBOY
«COUI n. OnpITHBIMY», a Tak € CPEACTB 3alUTHI, MPU CIy4alHOM WJIM HaMEepeHHOUN
Mo (DUKAITHH.

Ilogcucrema peanusyercs C IOMOIIBKD OpPraHU3allMM  PE3EPBHOTO  KONMPOBAHUS
o0pabaTbIBaeMbIX JaHHBIX, a TaK K€ pe3epBHUpPOBaHUEM KitoueBbIX 31eMenToB UCII/IH.

4.3 ToacucreMa aHTUBUPYCHOM 3AIATHI

[Toncucrema aHTUBHPYCHOM 3alllMTHl TpeAHA3HaueHa JUIsl OoOecreueHuss aHTHUBUPYCHOU
3amuthl cepBepoB 1 APM mnons3oBareneit UCII[In MBOY «COII n. OnbiTHeII». Cpencraa
AQHTUBUPYCHOM 3alIUTHI IPEeIHA3HAYECHBI AJIs PeaTu3alliy CIeIYIOMUX GYHKIHI:

- P€3UJIEHTHBIN aHTUBUPYCHBI MOHUTOPHHT;
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- AaHTHBHUPYCHOE CKaHUPOBAHUE;

- CKpHIIT-0JIOKHPOBAHUE;

- ICHTPAIM30BAHHYIO/YIaJICHHYI0 YCTAaHOBKY/JEUHCTAUISINI0 AHTHUBHUPYCHOTO TIPOAYKTa,
HACTPOIKY, aIMUHUACTPUPOBAHKE, IIPOCMOTP OTYETOB M CTATUCTUYECKONM HHQOpMAINH 110 pabo-
TE MPOJYKTA;

- aBTOMAaTU3UPOBAHHOE OOHOBIICHNE AaHTHBHPYCHBIX 0a3;

- OrpaHHYCHHE IPaB IOJIB30BATENII HA OCTAHOBKY HCIIOJHAEMBIX 3a7ad U U3MCHCHHUsS Ha-
CTPOEK aHTUBUPYCHOTO MTPOrPAMMHOTO 00ECIICUCHUS;

- aBTOMAaTUYECKHI 3aITyCK Cpa3y MOCIIE 3arpy3KH ONEPAMOHHON CHCTEMBI.

[Toncucrema peanusyercst IyTeM BHEAPEHUS CIEUAIBLHOTO aHTHBHPYCHOT'O IPOTPAMMHOTO
obecrnieuenust Ha Bce 3neMenTs UCII/H.

4.4 Toxcncrema MesKceTEeBOro SKPAHUPOBAHUS

[ToncucremMa MEXCETEBOTO 3KpaHUPOBAHUA MpelHAa3HAYeHa [UIsl pealu3aliy CICAYOIINX
byHKUIn:

- ¢unbTpaIK OTKPHITOro M 3amudpoBaHHoro (3akpeitoro) [IP-tpaduka no cienyromum ma-
pamerpam;

- ¢uKcaluu BO BHYTPEHHUX JKypHajaX MHQOPMAIMU O MPOXOIAIIEM OTKPBITOM U 3aKPBITOM
IP-Ttpaduxke;

- WICHTU(UKANNYA U ayTCHTH(DHUKAIMIO aIMHHHCTPATOPA MEKCETEBOTO 3KpaHa IMPHU €ro JIo-
KaJIbHBIX 3alpocax Ha JOCTYII;

- perucrpanuu BXoja (BbIX0J1a) a[IMUHUCTPATOPA MEKCETEBOI0 dKpaHa B CUCTEMY (U3 CHC-
TEMBI) JTHOO 3arpy3KH U MHUIHATU3AIUN CUCTEMBI M €€ IPOrPaMMHOTO OCTaHOBA;

- KOHTPOJIS EIOCTHOCTU CBOEH MPOrpaMMHOI 1 HH(OPMALIMOHHON YacTH;

- GUIBTpAIMK TTAKETOB CITY)KEOHBIX IPOTOKOJIOB, CIIY)KAIUX IS JUArHOCTUKH M yIIpaBJIc-
HUSl pabOTOM CETEBBIX YCTPOUCTB;

- GUIBTpAIMK C YIETOM BXOJHOTO M BBIXOJHOTO CETEBOT0 MHTep(elica Kak CpeaAcTBO Mpo-
BEPKH TMOTMHHOCTU CETEBBIX aJIPECOB;

- perucTpanuu 1 y4yeTa 3arpaniiBaeMbIX CEPBUCOB MPUKIAIHOTO YPOBHS;
- OJIOKMpPOBaHUS JOCTYIa HEUJCHTHU(UIIMPOBAHHOTO OOBEKTA WU CYOBEKTa, MOJJIUHHOCTH
KOTOPOTO MPHU ayTeHTU(PUKALIMK HE MTOATBEPANIIACH, METOIAMH, YCTOMUYUBBIMU K TIEPEXBATY;
- KOHTPOJIS 32 CETEBOM aKTUBHOCTHIO MIPUIIOKEHUHN 1 OOHAPYKEHUS CETEBBIX aTakK.
[Toacuctema peanusyercst BHEAPEHUEM MPOTPAMMHO-AIIAPATHBIX KOMIUIEKCOB MEKCETEBOTO
sKpaHupoBaHus Ha rpanuie JICB, knaccom He HIke 4.

45 Iloacucrema aHajIM3a 3alUIEHHOCTH

[Toacucrema anHanmu3a 3alIMIIEHHOCTH, JODKHA OOECIIEUMBAThH BBISIBICHUS YS3BUMOCTEH,
cBs3aHHBIX ¢ omuOkamu B KoHurypamuu [10 UCIIJIH, koTopble MOTYT OBITH HCIOIH30BAHbBI
HapYIIUTEIEM JIJIS peaTi3allii aTakKh Ha CUCTEMY.

OYHKIMOHAT TOACUCTEMBI MOXXET OBITh pPEaTu30BaH MPOTPAMMHBIMU U TMPOTPAMMHO-
aHHapaTHI)IMI/I CpCJICTBaMI/I.

4.6 MoxcucremMa 0OHAPY/KEHHUS BTOP/KEHHI

[Toacucrema oOHapyKEHUST BTOPKCHUH, JOKHA 00€CTIeYNBaTh BBISIBJICHHE CETEBBIX aTaK Ha
anemenTsl MCII/IH, moaKIIIOUEHHBIE K CETSM OOIIETO MOJb30BaHUS U (MIH) MEXIYHAPOIHOTO
oOMeHa.

OYHKIMOHAT TOACUCTEMBI MOXXET OBITh pPEaTu30BaH MPOTPAMMHBIMU U TPOTPAMMHO-
aHHapaTHBIMH CpeleTBaMI/I.
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4.7 Moacucrema KpunTorpaguyecKoii 3amuThHI

[Toacucrema kpunTorpaguyeckod 3amuThl TpenHasHadeHa it uckmrodeHuss HCJ[ k
sanmaemoit uapopmarmu B UCIIAnx MBOY «COIIl n. OnbITHBINY», IPH €€ Nepefadd o
KaHaJIaM CBSI3U ceTel 0OIIEero Moab30BaHus U (MJIM) MEXKTyHApOIHOTO OOMEHA.

[Toncucrema peanu3yercs BHEAPEHUEM KPUNTOrpadUuecKux MPOrpaMMHO-aIapaTHBIX
KOMIIJIEKCOB.
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5 Ioab3oBarenn UCHan

B UCIIJn MBOY «COII n. OnbsITHBIA» MOXHO BBIICIUTh CIEAYIOIIHAE TPYIIbI
MOJIL30BATENCH, yUACTBYIOIIMX B 00paboTke u xpanenuu [1/1H:

- Anmunuctparopa UCITH;

- Agmunucrparopa 6e3onacHoctu MCII/H;

- Onepatopa APM;

- AnMuHHCTpaTOpa CeTH;

- Texuuueckoro crienuanucTa no o0CIyKMUBaHUIO epudepuitHOro 060Pya0BaHMUS;

- IIporpammuct-pazpadorunk UCIIH.
JlanHple O TpyMmax MOJIb30BATENAX, YPOBHE MX JOCTYNMa U WH(DOPMHPOBAHHOCTH OJDKEH
ObITh OTpakeH B [loyiokeHnn o0 pa3rpaHUYeHHUH MPaB AOCTYIA K NEPCOHAIBHBIM JaHHbBIM.

5.1 Agmunucrparop UCII/In

Anmunuctpatop UCIIH, corpynnuk MBOY «COUII n. OneITHBII» OTBETCTBEHHBIH 3a
HacTpoiiky, BHeapeHue u conpoBoxiaenue MCIIIH, obGecrnieunBaeT (QyHKIMOHHPOBAHHE
nozcuctemsl ynpasiaeHus goctynom NUCII/IH 1 ynnonHoOMouYeH OCyIIeCTBIATh IPEIOCTABICHUE U
pasrpaHMYeHHe JOCTyIa KOHEUHOoro nosb3oBatens (Onepatopa APM) k snemMeHTaM, XpaHsALM
[IEPCOHAJIbHBIE JTAHHBIE.

Anmunuctpatop MCII/IH o6nanaeT ciaenyromuM ypoBHEM J0CTYTa U 3HAHUM:

- 00ya/1aeT MONHOM MH(pOpMaNKell 0 CUCTEMHOM U MPUKIATHOM IPOTPaMMHOM 00ecTiey HUH
NCII1n;

- 00JyaaeT moyHOM nHpopManuen 0 TeXHUIECKuX cpeacTax u konpurypamun UCI1/1H;

- IMEET JIOCTYNl KO BCEM TEXHHUYECKHUM CpeAcTBaM 00padoTKu WH(GOpPMAIMKA W JTAHHBIM
NCII1n;

- o0naiaeT mpaBaMy KOH(DHUTYpHPOBAaHUS M AJMHUHUCTPATHBHON HACTPOMKH TEXHUYECKHX
cpeacts UCII/IH.

5.2 Agmunucrparop 6e3onacuoctu UCII/In

Anvunnctparop 6e3omacHoctu UCIT[H, cotpymauk MBOY «COII n. OnbsITHBINY,
OTBETCTBEHHbIH 3a ¢yHkuuoHuposanue C3II/IH, BKiIrOYas OOCTYXUBaHHME U HACTPOUKY
aIMUHUCTPAaTUBHOM, CEPBEPHOM U KIIMEHTCKOW KOMIIOHEHT.

Anmunuctpatop 6e3zonacHoctd MICITJIH o6nagaer cienyromuM YpOBHEM JIOCTYTIAa U 3HAHUM:

- obnanaet npaBamu Aamunucrpartopa UCII/IH;

- obnazmaet nosnHoi nHpopmanueit 06 UCII/H;

- UMeEeT JIOCTYI K CPEJCTBAM 3alUThl HHPOPMALIMU ¥ IPOTOKOJUPOBAHUS U K YaCTH KIItOYe-
BbIX 25ieMenToB UCII/IH;

- HE UMeeT MpaB J0CTyNa K KOHPUTYPHUPOBAHUIO TEXHUYECKHX CPEJCTB CETH 3a UCKIIIOYECHU-
€M KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

Anmunuctpatop 6e3onacHoctu UCIIJIH ynonHoMoueH:

- peanu30BBIBaTh NOJUTUKY Oe30macHOCTH B yacTu HacTpoiiku CK3M, MexceTeBbIX 3KpaHOB
U CUCTeM OOHapYKEHHUS aTakK, B COOTBETCTBHH C KOTOPBIMU MoJib3oBarenb (Oneparop APM) mo-
Jy4aeT BO3MOXKHOCTh paborats ¢ anementamu UCIT/H;

- OCYILECTBJIATH aAYIAUT CPEICTB 3alllUTHI;

- YCTaHaBJIMBaTh JIOBEPUTEIbHBIE OTHOIICHUS CBOEH 3aIMIIEHHOW CETH C CETAMHU APYTUX
Opranuzanui.
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5.3 Oneparop APM

Onepatop APM, cotpynauk MBOY «COII m. OnbITHBINY OCYIIECTBISIOMMAA 00paboTKy
[T1a. O6padotka I/ BKiIFOYaeT: BO3MOXKHOCTH pocmoTpa [1/1H, pyanoit BBoa [1/1H B cuctemy
NUCIIH, dopmupoBaHHe CHpaBOK M OT4ETOB 1Mo uHpopManuu, moinydeHHoir uz HCIIH.
Oneparop HE MMEET IOJHOMOYUHN JJisi YIPaBJICHHUS MOACHCTEMaMu OOpaOOTKU MaHHBIX U
C3I11H.

Omneparop UCII/Ix o6namaeT clieqyrmuM ypoOBHEM IOCTYIIA M 3HAHUI:

- o0nagaeT BCeMHU HEOOXOIUMBIMHU aTpuOyTaMu (HaIrpuMep, maposeM), 00ecreUnBaOINMU
JIOCTYII K HEKOTOpOMY IoAMHOkecTBY I1/1H;

- pacrnosiaraetT KOH(GUICHIIMATbHBIMU TaHHBIMU, K KOTOPBIM UMEET JIOCTYII.

5.4 Anmunucrparop cern

Anmunuctparop cetd, corpyaHuk MBOY «COII n. OnbITHBIN», OTBETCTBEHHBIM 3a
(GYHKIIMOHUPOBaHUE TeJIeKOMMYHUKaMoHHON noacuctembl MCIT/IH. AnMUHHCTpATOp CETH HE
UMeeT OJTHOMOYHM JUIs YIIpaBIeHHS MOJICUCTEMaMH 00pabOTKH TaHHBIX U 0€301aCHOCTH.

AJIMUHUCTPATOP CeTH 001a1aeT CIECAYIOIUM YPOBHEM JIOCTYIIA U 3HAHUM:

- 00J1a/1aeT 4acThi0 MHPOPMALIMU O CUCTEMHOM U MPHUKJIATHOM MIPOrPaMMHOM OOecriedeHuu
NCTIH;

- o0majgaeT yacThio HHGOPMAIIUU O TEXHUYECKUX cpencTBax u koHpurypanuu UCIT/IH;

- uMeeT PU3NIECKUN JOCTYN K TEXHHYECKHM CpPEICTBAaM 00pabOTKK MH(POPMAIIMU U CPEJICT-
BaM 3alIUThI;

- 3HAET, 110 MEHbILIEH Mepe, OJTHO JIeTaJbHOE UMS JOCTYIIA.

5.5 TexHuYeCKHii CHENUATUCT 10 06CIyKHBAHUIO NepudepuiiHoro 060pyaoBaHus

TexHudeckuii crienuanucT mo oocmyxuBanuio, corpyaHuk MBOY «COIIl m. OnbITHBIN,
OCYILLIECTBIIsIET OOCIyXHBaHME U HacTpoiiky nepudepuiitnoro obopynosanus MWCII/IH.
TeXHUYECKUH CTICIIHATIUCT 110 OOCTYKHMBAHUIO HE MMeeT fJocTyma K [1J]H, He mMeeT moJTHOMOYHrit
JUIs yIIpaBJIeHUs TOICUCTEMaMH 00pabOTKH TaHHBIX U O€30IMaCHOCTH.

TexHUYeCcKui crenuaInucT Mo oOCTyKUBaHUIO 00JalaeT CIEAYIOIMM YPOBHEM JOCTyNa U
3HAHUM:

- obnajgaeT yacTbio MHPOPMAIIMK O CUCTEMHOM U MPHUKJIAJHOM NPOrpaMMHOM OOecreyeHnn
NCIIn;

- o0yajgaeT yacThio HHGOPMAIIUU O TEXHUYECKUX cpencTBax U koHpurypanun UCI/IH;

- 3HAET, 110 MEHbILIEH Mepe, OJTHO JIETaJIbHOE UMS JOCTYTIA.

5.6 Mporpammuct-pazpadoranx UCI/In

[TporpaMMuUCTBI-pa3pabOTUNKH (IOCTABIIMKN) MPUKIAAHOTO MPOrPaMMHOI0 obecreueHus,
oOecrieynBaroIIve €ro COMpPOBOXKICHHE Ha 3amuiiaeMoM oObekTe. K maHHON Tpyrme Moryt
OoTHOCUTBCS Kak coTpyaHukn MBOVY «COUI n. OnbITHBINY», TaK U COTPYIHUKH CTOPOHHHUX Op-
raHu3arui.

Du3n4ecKoe JULO0 ITON KaTErOpHUH:

- obmajaer uH@oOpMmanuend 00 aiaropuTMax M IporpamMmax o0paboTku HHpoOpManuu Ha
NCIIH;

- o0ajaeT BO3MOKHOCTSIMH BHECEHHUS OMIMOOK, HEeIEeKJIapUPOBAaHHBIX BO3MOKHOCTEH, MPO-
IPaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MporpamMMm B mporpammuoe obecnedenune MCII/In Ha cra-
JIMH ee pa3pabOTKH, BHEAPEHUS U CONIPOBOXKACHUS;

- MOXKET pacrojararh Jo0bMu GparmMmentamu nHpopmaruu o Tornoiorun UCIT/IH u TexHu-
YeCKUX cpencTBax o0padoTku u 3amuThl [1/[H, o6pabaTsiBaembix B UCIIH.
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6 TpeGoBanus k nmepcoHanay no odecneyeHnto 3amuthl [0

Bce corpygnuku MBOY «COII n. OnbiTHbINY, sBistommecs nonab3oBatensimu MCIIH,
JIOJDKHBI YETKO 3HATh U CTPOTO BHITIOIHATH YCTAaHOBJICHHBIE MTPaBHiIa U 00S3aHHOCTHU 1O AOCTYITY
K 3alllMIIaeMbIM 00BEKTaM M COOJIOICHUIO IPUHATOTO pexuma OezonacHoctu [1/1H.

IIpu BcTymleHMH B JODKHOCTH HOBOI'O COTPYJHMKAa HENOCPEACTBEHHBIM HaudalbHUK
noJpa3fielieHusi, B KOTOPOE€ OH IIOCTYyMaeT, 00s3aH OpraHu3o0BaTh €ro O3HAKOMJIEHHE C
JOJDKHOCTHOW —~ MHCTPYKLIMEH W HEOOXOAMMBIMH  JOKYMEHTaMH, pPErJIAMEHTUPYIOIIUMU
TpeboBanusi mo 3ammre I[I/[H, a Takke oOyuyeHHE HaBBIKAM BBIIOJHEHHUS MPOLEIYP,
HEO0OXOIUMBIX /ISl CAHKIIMOHUPOBaHHOIO ucnoibs3oBanus UCII/Ix.

CoTpyAHUK IOJDKEH OBITh O3HAKOMJIEH CO CBeACHHSIMH Hactosuied [lonuTuku, mpUHATHIX
npoueayp padotsr ¢ anementamu UCIu u C3I11H.

Corpygnuku MBOY «COII n. OnbITHBIN», HUCHOJB3YIONIME TEXHUYECKUE CpPE/ICTBa
ayTeHTU(UKaLWK, IODKHBI 00€CleurnBaTh COXPAHHOCTh HJIECHTU()UKATOPOB (IIEKTPOHHBIX
kiroueil) u He ponyckarb HC/ k HUM, a Tak e BO3MOKHOCTb MX YTEPU WJIM HCIOJb30BaHUS
TpeTthuMu JMnaMu. [lonbp3oBarenu HeECyT MEPCOHAIbHYK) OTBETCTBEHHOCTh 32 COXPAaHHOCTh
UICHTH()HUKATOPOB.

Corpynaukn MBOY  «COII 1. OnbeITHBIY — TOJDKHBL  CIEAOBATh  YCTAHOBJIEHHBIM
npolerypam moaiaepkanus pexunma o6esonacaoctu [11H npu BeIOOpE U MCTIOIB30BAHUY TTAPOJICH
(ecnu HE UCTIONIB3YIOTCSA TEXHUUYECKUE CPEJICTBA AyTeHTU(DUKALINN).

Corpynnuku MBOY «COUI n. OnbITHBIN» TOJDKHBI 00€CTIEUNBATh HAMJICKAIIYIO 3aIIUTY
000py/I0BaHus1, OCTABIAEMOT0 0e3 MPUCMOTPa, OCOOCHHO B TEX CIydasX, KOrja B MOMEIICHUE
UMEIOT JIOCTYI IIOCTOpPOHHHME Jjula. Bce mosb3oBarenu JODKHBI 3HATh TpPeOOBAaHUA IO
6e3omacHoctu I[1/lH u mpoueaypsl 3amuThl 000pyAOBaHHUS, OCTABICHHOTO 0€3 MpUCMOTpa, a
TaKXe CBOHM 00S3aHHOCTH 110 00ECTICYCHUIO TAKOW 3aIUTHI.

CoTpyaHuKaM 3ampeniaercs yYCTaHABIMBATh ITOCTOPOHHEE MPOrpaMMHOE oOOecledeHue,
MOJKJIIOYATh JTUYHBIE MOOHMIIBHBIE YCTPOHCTBA M HOCUTEIH WHGOPMAIINH, a TaK K€ 3alHChIBaTh
Ha HUX 3al[UIIaeMyi0 HHPOPMAIHIO.

CoTpyaHHKaM 3ampeniaeTcsl pasriamarh 3alldiIaeMyr0 WHPOPMAaLHrIo, KOTopas cTaja UM
u3BecTHa npu padore ¢ nHpopmarmonHsiMu cuctemMamu MBOVY «COI n. OnbitHeli». [Ipu
pabore ¢ I1[dn B UCIIdn corpynauku MBOY «COII n. OnbITHBII» 00513aHBI 00€CTIEYUTh
OTCYTCTBHE BO3MOXXHOCTH mpocmoTpa [I/[H Tperbumu numamu ¢ mMoHUTOpoB APM wumum
TEPMHUHAJIOB.

[Tpu 3aBepmenuu padotsl ¢ UCII[IH coTpyanuku o0s3aHbl 3auTuTh APM mitn TepMHuHabI
C TOMOIIBIO OJIOKMPOBKM KIIIOYOM WJIM 3KBUBAJIEHTHOIO CpEACTBA KOHTPOJS, HaIpHUMeEp,
JIOCTYIIOM IO MApOJII0, €CJIU HE UCTIONIb3YIOTCS 00Jiee CUIIbHBIE CPEICTBA 3AIUTHI.

Corpynauku MBOY «COIII . OnbITHBINY AOTKHBI OBITH TPOMHGOPMHUPOBAHBI 00 yrpo3ax
HapyueHus pexxuma 6e3onacHoct [1/IH 1 OTBETCTBEHHOCTH 3a ero HapyuieHne. OHU JTOJIKHBI
OBITH 0O3HAKOMJIEHBI C YTBEPKACHHON (hOpMaIbHON MPOLEAYpPOH HATOKEHUS TUCUUIUTMHAPHBIX
B3BICKAaHUN HA COTPYAHHUKOB, KOTOpble Hapymu [lonutuky nHbOpMamoHHON 6€30M1aCHOCTH U
npouenypst 6esonacuoctu I[1/1H.

CotpyaHuku o00s3aHbl 0e3 TpoMmeasieHuss coolmarh 000 BceX HaOMIIaeMbIX WU
noA03puTenbHbIX cinydasx padotsl UCIIIH, Morymux moBjiedb 3a co00M yrpo3bl 0€30MacHOCTH
[1/ln, a Takke O BBIIBJICHHBIX HUMHU COOBITHSX, 3aTparuBarommx OezomacHocTs [I/IH,
PYKOBOJICTBY MOApa3JIeleHHsI 1 JIUIY, OTBEYAIOIIEMY 32 HEME/UICHHOE pearupoBaHue Ha yrpo3bl
oe3onacHocTH I1]1H.
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7 JoaxHocTHBIE 00s13aHHOCTH NoJb3oBaTeneid UCIIAn

JokHocTHBIE 00s13aHHOCTH TTosTb3oBaTeneit MCII/IH onucanbl B ClIeIyIONIUX TOKYMEHTAX:

- Uncrpykuus anmunuctparopa UCI/Ix;

- Unctpyknus anmunauctparopa 6ezonacaoctu MCIIH;

- Nuctpykiusa nons3oBarens UCIIIH.

OtBercTBeHHOCTH cOTpyAHUKOB UCIT[In MBOY «COIL 1. OnbITHBIN».

B cootBerctBuu co cr. 24 denepanbHoro 3akoHa Poccuiickoit denepanuu ot 27 urons 2006
r. Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX)» JUIAa, BAHOBHBIC B HAPYIICHUH TPEOOBAHUN JTaHHOTO
®defepalbHOrO0  3aKOHA,  HECYT  TPAXKIAHCKYI0,  YrOJIOBHYIO,  aJIMUHUCTPATUBHYIO,
JUCLUHUITIMHAPHYIO M HMHYKO NPEIyCMOTPEHHYIO 3akoHoaarelnbcTBoM Poccuiickoit denepanuun
OTBETCTBEHHOCTb.

JeiicTBytolee 3ak0HO1aTENbCTBO PD M0O3BOMISET NPeABABIATh TPeOOBaHUS MO 00ECIIEUEHUIO
Oe3omacHOi paboThl ¢ 3ammIaeMoi mHpopMalyer 1 mpeaycMaTpUBaeT OTBETCTBEHHOCTH 32
HapyllIEeHNUE YCTAHOBJIEHHBIX MPaBUJI 3KCIUTyaTauuun 9BM u cucrem, HempaBOMEPHBINA AOCTYN K
uH(pOpPMAIIUU, €CITU ITH JICHCTBUS NMPHUBEIN K YHHYTOXKCHHUIO, OJIOKWPOBAHUIO, MOAUDUKAINN
uH(pOpMalMK WK HapylIeHuto padotel DBM unu cereii (ctarbu 272,273 u 274 YK POD).

Anmunuctparop UCIIAn un agmunuctpaTtop 6e3onacHocti MCIIJIH HECyT OTBETCTBEHHOCTD
3a BCE JEHCTBUS, COBEPIIEHHbIE OT MMEHM MX YYETHBIX 3alMCed WJIM CHUCTEMHBIX YYETHBIX
3amucel, eclii He JoKa3aH (pakT HECAHKIIMOHMPOBAHHOTO UCTIOIb30BAHUS YUETHBIX 3alUCei.

[Ipu Hapymenusax corpynnukamu MBOY «COII n. OnsitHbIN» — noas3oBareneid UCIT/Ix
MPaBWI, CBS3aHHBIX C Oe3omacHOCTHIO I[I/[H, OHM HECyT OTBETCTBEHHOCTH, YCTAaHOBICHHYIO
JIEHCTBYIOLIMM 3aKOHOAaTenbcTBOM Poccuiickoit denepanuu.

[TpuBeneHHbIC BBINIC TPEOOBAaHWS HOPMATUBHBIX JOKYMEHTOB IO 3alIuTe WH(OpMAIHUU
JIOJDKHBI OBITh oTpakeHbl B IlomoskeHusx o moapazaencHusx MBOY «COI n. OnbITHBIN»
cymectBisitoliux 0oo6padorky I[I/Iln B MCII/IH ¥ NOMKHOCTHBIX MHCTPYKLUMSIX COTPYIHHKOB
MBOY «COLI n1. OnbITHBIM.

Heobxonumo BHectu B [lonoxenus o noapasaenenusx MbOY «COUI n. OnbITHBIN»
ocymectBisitoux  oopaborky IIJlu B HMCII[AH cBeneHuss 00 OTBETCTBEHHOCTH HX
PYKOBOAMTENECH W COTPYJHUKOB 3a pPa3IIallieHUEe U HECAHKIIMOHUPOBAHHYIO MOAM(HUKAIUIO
(uckaxxenue, ¢panbcuduxanmio) [1/JH, a Takke 3a HEMpaBOMEPHOE BMEIIATENHCTBO B MPOIIECCHI
MX aBTOMaTHU3UPOBAHHOI 00pabOTKH.
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8 CnucoK HCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-IIPABOBHIMH M METOJUYECKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
6azupyercs HacTosuiee [lonoxkeHne ABISIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O mepcoHaNbHBIX JaHHBIX» (Hanee —
@3 «O mepcoHaNbHBIX JAaHHBIX)»), YCTAHABIMBAIOIINN OCHOBHBIC MPHUHIUIBI U YCIOBHs 00pa-
6otku [1/]H, npaBa, 0043aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX C 00-
pabotkoii I1/1H.

2 TlocranoBnenue IIpaBurensctBa Poccuiickoit deneparuu ot 1Hos0ps 2012 1. Ne 1119 «O6
YTBEP)KICHUH TPEOOBAHMIA K 3alIUTE MEPCOHAIBHBIX JaHHBIX MPH UX 00paboTke B nH(pOpMaIIu-
OHHBIX CHCTEMaX MEePCOHANbHBIX TAHHBIX .

3 «llonmoxxeHnne 06 0COOEHHOCTIX 00paOOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON 0e3
MCIIOJIb30BaHUs CPEJICTB aBTOMATHU3ALMKY, YTBepkaeHHoe [TlocranoBinenuem [IpaButenncrBa PO
o1 15.09.2008 r. Ne 687.

4 «TpeboBaHMsS K MaTepHAIbHBIM HOCUTEISIM OMOMETPHUYECKUX IMEPCOHAIBHBIX JaHHBIX H
TEXHOJIOTHSIM XpaHEHUsS TaKUX JAHHBIX BHE HMH(OPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JaH-
HBIX», yTBepkaeHHbIe [locTanoBeHueM IIpaBurensctBa PO ot 06.07.2008 1. Ne 512.

5 HopmaruBHO-MeTOMUeCcKe TOKyMEHThl DefepanbHON CiIyKObI 110 TEXHUYECKOMY U JKC-
neptHoMy KoHTpoito Poccwmiickoii @enepanun (manee - ®CTIK Poccum) no obecriedeHunto
6e3omacuoctu [1/]n npu ux obpadotke B UCII/IH:

6 PexomeHmanmu mo obecneveHno 0€30acHOCTH TIEPCOHANBHBIX JAHHBIX MTPH UX 00paboTKe
B MH(OPMALIMOHHBIX CHCTEMax MEPCOHANBHBIX MaHHBIX, YTB. 3aM. aupekropa ®CTOK Poccun
15.02.08 r.

7 OCHOBHBIE MEPOTPUATHUS [0 OPTaHU3AINH U TEXHUYECKOMY 00eCledeHHI0 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX, 00pabaThiBaeMbIX B MH()OPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaH-
HBIX, YTB. 3aM. nupektopa @CTIK Poccuu 15.02.08 r. (ACII)

8 bazoBas Mozens yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JAaHHBIX MPH UX 00pabOTKe B WH-
(bopMaIMOHHBIX CUCTEMaX NEPCOHANBHBIX AAaHHBIX, YTB. 3aM. nupektopa PCTIK Poccum
15.02.08 r.

9 Metoauka onpezieNeHusl aKTyaJlbHBIX yIpo3 0€30MacHOCTH NMEePCOHABHBIX TaHHBIX NMPU UX
0o0paboTke B HH(OPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX [aHHBIX, yTB. 3aM. JIUpPEKTOpa
OCTIK Poccun 15.02.08 r.

[MonuTrka uadopmannonHoii 6e3onacHoctu. Crpanuna 20 u3 29



Hpuiaoxenue 1

No [Tnan - mepedyeHb TEXHUYECKUX MEpONpHUATHI TIo obecnieuennu 6e3omacHoctr MCIT]] K3 K2 K1
| B noacucreMe ynpasiieHNs JOCTYIIOM:
PeanuzoBaTh nIeHTU(HUKALIUIO U TPOBEPKY MOMITMHHOCTH CYyOBEKTOB IOCTYIIA TIPH
1 BXx0/i¢ B onepaunoHHyo cuctemy MCII/IH no maponto ycioBHO-TIOCTOSHHOIO JEHUCT- + + +
BUS, JJIMHOW HE MEHee 1EeCTH OyKBEHHO-LU(POBBIX CUMBOJIOB;
Peanu3oBaTh HIeHTUDUKALINIO TEPMUHAIIOB, TEXHHYECKUX CpeAcTB 00padoTku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 PeiUII/IBOBan; UACHTU(DUKAINIO TIPOTpaMM, TOMOB, KaTajoroB, (aiiyios, 3anucei, mo- i + +
JIe 3aIiCel 110 UMEHaM,;
4 PeannsoBath KOHTPOJIb OCTYIIA CyOBEKTOB K 3aIIMIIAEMBbIM PECypcaM B COOTBETCT- i + +
BHUM C MAaTPULIEH JOCTYIA;
npu Hammuuu noakmouerns UCIIH k ceTsim o0miero moias30Banus A0DKHO npuMe- | He Hioke 5-ro | He Hike 4-ro | He Himke 3-1o
5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS 3alld- | YpPOBHS 3allU- | YPOBHS 3allu-
HIEHHOCTH HIEHHOCTH HICHHOCTH
s obecriedenns 6e3onacHoro MexcereBoro B3aumoseiictsus B UCIIIn ns pas- He nmxe 5-ro | He Hmwke 4-ro | He Hmke 3-ro
6 HBIX KJIaCCOB HEOOXOMMO HCIOJB30BaTh MO YpOBHSI YpOBHSI YpOBHSI
3aI[MIIEHHOCTH | 3AIMIIEHHOCTH | 3alUIIEHHOCTH
1i CpeacTBo 3alUThl OT IPOrpaMMHO MaTeMaTuieckux Bozaeictauil (IIMB):
Peanu3zoBarh uaeHTHUPHUKAIIUIO U ayTEHTU(PUKAILIUIO CYyOBEKTOB IOCTYIA MPU BXOJIE B
CPEJICTBO 3alllUThI OT MPOrpaMMHO MaTemMaTuueckux Bozzaeictauii (IIMB) u nepen
1 BBITIOJTHEHHEM UMU JTFOOBIX OTepallnuii o yrpaBieHHIO (GYyHKIMSIMHI CPEACTBA 3alllH- + + +

Tl 0T [IMB 1o naposnio (Miau ¢ UCIoIb30BaHNEM MHOTO MEXaHU3Ma ayTeHTH(pUKA-
IIUH) YCIOBHO-TIOCTOSIHHOTO JEMCTBUS ATMHON HE MEHee IIeCTH OyKBEHHO-
11M(POBBIX CHMBOJIOB;
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OcymiecTBISITh KOHTPOJIb JIFOOBIX IEUCTBUI CyOBEKTOB OCTYIIA IO YIIPABICHHUIO
bynkuusmMu cpenctsa 3amuThl oT [IIMB TonbKO mocne npoBeeHNs ero yCenHon
ayTeHTU(UKaINH;

[TpemycMOTpeTh MEXaHU3MBbI OJIOKMPOBAHMSI TOCTYTA K CpeACTBaM 3amuThl oT [IMB
IIPHU BBINOJHEHNUN YCTAaHABIMBAEMOI'O YUCIIA HEYJAUHbIX MOMBITOK BBOJIA M1APOJIs;

HeoOxoaumo npoBoauTh uaeHTUGUKaLKIO (HaiiaoB, KaTaJoros, MPOrpaMMHBIX MO-
JlyJIeH, BHEIIHUX YCTPOMCTB, HCIOJIB3YEMBIX CPEACTB 3aluThl oT [IMB;

B noacucreme perucrpanuu u yuera:

OcCymiecTBIATh PErUCTPAIMIO BX0a (BBIX0/1a) CyOBEKTa JOCTYIa B CUCTEMY (U3 CHC-
TEMBbI), TM00 PErUCTPaLMIO 3arpy3KU U MHUIATU3ALH OTIEpallMOHHON CUCTEMBI U
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BeIXoa U3 CUCTEMBI MIIM OCTaHOBA HE
IPOBOJIUTCS B MOMEHTHI anmnaparypHoro otkiatodenus UCIT/IH. B nmapamerpax peru-
CTpalliy yKa3bIBalOTCH J1aTa U BpeMs BXo/1a (BbIX0J1a) CyObEKTa JOCTyNa B CUCTEMY
(M3 crcTeMBbl) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3alllMiiaeMbIX HOCUTENEH HHPOPMAIMH C TIOMOLIbIO UX JH000H
MapKHUPOBKH U C 3aHECEHHEM YUYETHBIX JaHHBIX B )KypHaJ (YyUETHYIO KapTOUKY);

[TpoBOIUTH peruCTpaIHIio BX0/1a/BBIX0Ja CYyOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
IIMB, peructpanuto 3arpy3ki 1 HHULUAIU3ALUH 3TOTO CPECTBA U €€ TPOTrPAMMHO-
ro OCTaHoBa. B mapameTpax peructpanuu yka3blBaeTcs BpeMs U JjaTa BXOAa/BbIX0/1a
cyObeKkTa ocTyna B cpeacTBO 3amuThl oT [IMB unu 3arpy3ku/ocranoBa 3Toro cpef-
CTBa, a TaKXKe UIEHTU(UKATOP CyOBEKTa JOCTYIa, MHUIMMPOBABLIETO TAHHBIE JeH-
CTBUS;

[TpoBoaMTH perucTpannio coobITUi npoBepku U ooHapyxeHus [IMB. B mapamerpax
perucTpalmy yKa3blBalOTCS BpeMs M JjaTa NpoBepku win oOHapyxenus [IMB, nunen-
TU(UKATOp CyOBEKTa AOCTYIA, MHUIIMMPOBABIIETO JaHHBIE JEHCTBUS, XapaKTep BbI-
HOJIHSEMbIX ASUCTBUI MO MPOBEPKE, THI OOHAPYKEHHON BPEJOHOCHOM MPOrpaMMbl

(BII), pesynpTaT neicTBUil cpeacTna 3amuThl o 6aokuposanuio [IMB;

[IpoBOIUTH pEruCTpanvio COOBITHI MO BHEAPEHHUIO B CpeaCTBO 3anmuThl oT [IMB ma-
KEeTOB OOHOBJICHUH. B mapameTpax peructpanuu yka3plBalOTCsI BpeMs U 1aTa OOHOB-
JIeHUs, UACHTU(DUKATOP CYOBEKTa JOCTYIAa, MHUIIMUPOBABIIETO JAHHOE ICUCTBUE
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BepCHsl U KOHTPOJIbHAs cyMMa MaKeTa OOHOBIICHUS;

[TpoBOIUTH perucTpanuio cOObITUI 3aIyCcKa/3aBepIIeHs paboThl MOAYJIEH CpeICcTBa
zamuTsl oT [IMB. B mapamerpax perucrpannu yka3slBaloTCs BpeMs U j1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(HUKATOP MOAYIISA, HICHTH(PHUKATOP CyOBEKTa I0CTY-
1a, MTHUIMHMPOBABILETO JAHHOE JICHCTBUE, PE3yIbTAT 3aIlyCcKa/3aBeplIeHus] pabOThI;

JIOJKHA TIPOBOAMTHCS PErUCTPALIUs COOBITHI yIpaBlieHHs CyOBEKTOM JI0CTYyIa
¢GyHkuusamu cpenctsa 3amuThl oT IIMB. B napamerpax perucrpannu yka3blBaroTCs
BpEMsI U J]aTa COOBITHUS YIIpaBIEHUs KaK10M (pyHKUMEH, UIEHTU(UKATOP U CIELH-
bukanus GyHKIMY, 1ISHTHPUKATOP CyObEKTa A0CTYNA, MHULIMUPOBABIIETO JAaHHOE
JICHCTBHE, PE3YJILTAT ICHCTBHSI;

[IpoBOIUTH pErucTpannio COOBITHI MOMBITOK JOCTYIA MIPOrPAMMHBIX CPEICTB K MO-
IyJiaM cpeacTsa 3amuThl oT [IMB unu cienmanbabiM J0ByIIKaM. B mapamerpax pe-
TUCTPAIUU YKa3bIBAIOTCS BPEMs U J1aTa MOMBITKU JOCTYIIA, HICHTU()UKATOP MOTYIIS,
uaeHTudukaTop u crenudukanms Moayis cpenctsa 3aumTsl ot [IMB (cnenuansHoi
JIOBYIIIKH), PE3YJIHTAT MOMBITKUA JOCTYIIA;

[TpoBOIUTH perucTpaimio COOBITHI OTKaTa i cpeacTBa 3auuThl oT [IMB. B napa-
MeTpax PerucTpaluy YKa3bIBAlOTCS BPEMsI U JlaTa COOBITUS OTKaTa, CreruuKaIus
NEeNCTBUI OTKaTa, UIeHTUPUKATOP CYOBEKTa I0CTYIa, HHUIIMUPOBABIIIETO TAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTh 3alUTy JAHHBIX PETUCTPALMU OT UX YHUUTOXKEHUS WM MOAU(DUKALIUT
HapyIIUTETIEM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALUU B CIIy4ae COKPALLCHUS
OTBEJECHHBIX 10/ HUX PECYPCOB;

12

PeanuzoBaTth MexaHU3MBbI IPOCMOTPA U aHATU3a JAHHBIX PETUCTPALUU U UX QUIIbT-
palnuu 1o 3aJaHHOMY Habopy MapamMeTpoB;
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13

[TpoBOIUTH aBTOMATHUECKHI HEMPEPHIBHBIIT MOHUTOPUHT COOBITHMA, KOTOPHIE MOTYT
ABJISITHCS TpUunHON peaninzanuu [IMB (coznanue, penakTupoBanue, 3alUCh, KOMITH-
Js1Ust 00BEKTOB, KOTOpPbIE MOTYT coepxarh BII).

14

Peann3oBaTh MexaHW3M aBTOMATHYECKOI'0 aHAIN3a AAaHHBIX PEruCTpanuvu 1o rabJIo-
HaM TUNOBBIX nposiBiieHnit [IMB ¢ aBroMaTn4eckiM MX OJIOKHPOBAHHEM U YBEIOM-
JICHHEM aJIMUHHCTpaTopa 0€30IacHOCTH;

15

[TpoBOAUTH HECKOJIBKO BUJIOB yueTa (AyOIMpYIOIINX) C pErUCTpalieil Bbl1aun
(mpuema) HocuTened HHPOPMaLIUY;

16

Ocy1ecTBISATh PErUCTpalLMIo BX0OAa (BbIX0/1a) CYOBEKTOB JIOCTyMA B CUCTEMY (U3
CUCTEMBI), THOO PEerUCTpaIis 3arpy3Ki U HHUITUAIN3AINHA OTICPAIMOHHON CHCTEMEI.

17

OcymiecTBIATh PEruCTPaLMIO BbIIaYM N€YaTHBIX (TpapuecKux) JOKyMEHTOB Ha
«TBEpAYIO» KONUI0. B mapameTpax peructpanuu yka3plBaroTcs (JaTa U BpeMsl BblJa-
yn (0OpalieHus K IOJCHCTEME BBIBO/A), CIEHM(UKAIUS YCTPOHUCTBA BBIIAYH — JIOTHU-
4yecKoe UMs (HOMep) BHELIHETO YCTPOICTBa, KpaTKoe cosepkaHue (HaMMEHOBAaHHUE,
BU, (P, KOA) ¥ YpOBEHHb KOHPUACHIIMATFHOCTH TOKYMEHTA, HICHTH()HUKATOD
CcyObEeKTa 10CTyNa, 3alPOCUBILETO TOKYMEHT;

18

OcymiecTBIATh PErucTpaltio 3arycka (3aBepLieHts ) IporpaMM | IpoLeccoB (3a1a-
HUH, 3a/1a4), IpeIHa3HAYEHHBIX /7151 00pabOTKH 3aIuIaemMbIx ¢aitio. B mapamer-
pax perucTpaluy yKa3blBaroTcs AaTa U Bpems 3amycka, uMs (MIeHTU(UKATOp) Mpo-
rpaMMBI (IIpolecca, 3a/1aHus), 1IeHTU(UKATOp CyOBEKTa JOCTYIa, 3alIPOCUBIIETO
nporpamMmy (Iporiecc, 3alaHue), pe3ysbTaT 3ammycka (yCIeHbli, HeyCHelH bl — He-
CaHKLIMOHUPOBAHHBIN),

19

OcCymecTBIATh PErUCTPALIHIO MOTBITOK J0CTYIAa IPOrPAaMMHBIX CPEACTB (IIPOrpaMM,
IIPOLIECCOB, 3a]1a4, 3aJJaHui) K 3amuiacMbIiM (aiinam. B mapamerpax perucrpauuu
yKa3bIBAIOTCSA J1aTa U BpeMsl MOMBITKH JIOCTYIIA K 3allUIaeMoMy (paiily ¢ ykazaHuem
ee pe3ynbTara (yCHemHasi, HeycreuHas — HeCaHKLIIMOHUPOBaHHAas ), UACHTUPUKATOP
cyObeKTa jocTyna, cnenudukanys 3ammu@aeMoro ¢aina;
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20

OCyIIeCTBIISITh PETUCTPALUIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJCTB K CIEAYIO-
MM JIOTOJHUTEIBHBIM 3alIMIAeMbIM 00BEKTaM JOCTYIA: TEPMHUHAIAM, KOMITbIOTE-
pam, y3iam cetr MCII/{H, muaMsIM (KaHajgaMm) CBSI3HM, BHEIIIHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtauoram, (aitinam, 3anucsaM, moJsM 3anucei. B
napameTpax perucTpalry yKa3blBarOTCs JaTa U BpeMs MOMNBITKHU JOCTYIA K 3alH-
I1aEMOMY OOBEKTY C YKa3aHHEM €€ pe3yiibTaTa (yCIelHas, HEyCIelHas — HECaHK-
[IMOHUPOBaHHAsl ), UACHTU(DUKATOP CyOBEKTa AOCTYMA, cueluUKaLKs 3alUIIaeMOT0
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3alUIaeMblX HOCUTENEH HH(POPMAIIUHU ¢ IOMOILBIO UX Map-
KHPOBKU U C 3aHECEHUEM YUETHBIX JIaHHBIX B )KypHaJl (YUETHYIO KapTOUKY);

22

OcymiecTBIATh OUUCTKY (0OHYJIeHHE, 00e3TMUMBaHKE) OCBOOOXKIaeMbIX 0o0acTei
OTIEpPAaTUBHOM NMaMsITH KOMITBIOTEPOB ¥ BHEITHUX HaKonuTese. OuncTka ocyIecTB-
JSIETCS OTHOKPATHOW TMPOU3BOJIBLHOM 3aIMCHI0 B OCBOOOXKIaEMYIO 00JIaCTh TTaMSITH,
paHee UCIIOIb30BaHHYIO ISl XPAaHEeHUS 3aIMIIaeMBbIX TaHHBIX ((aiioB, HHPpOpMa-
L{H);

B noacucreme obecneueHus OCI0CTHOCTH:

O06ecneunTh LETOCTHOCTD MPOrPaMMHBIX cpeicTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEU3MEHHOCTb ITPOrpaMMHOM cpefibl. IIpu 3TOM LIeI0CTHOCTD CPEACTB 3aLIUThI
MPOBEPSETCS MIPH 3arpy3Ke CHCTEMBI 110 HATMYHIO UMEH (MIEHTH(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1eT0CTHOCTh MPOrpaMMHOI cpe/ibl 00eCTIeYMBAETCSI OTCYTCTBHEM B
WCTI/In cpencts pa3pabOTKH U OTIAAKU NPOTpamm;

OcymectBiaTh ¢puznyeckyto oxpany UCII/IH (ycTpoiicTB u HOocuTenel uapopma-
1[UK), IpelycMaTpuBaroias KOHTpoJib Joctymna B nomemenus UCII/Ix noctopoHHuX
T, HAJIMYME HAJEKHBIX IPEIATCTBUN ISl HECAHKIIMOHUPOBAHHOI'O IIPOHUKHOBE-
Hus B nomenenust MCIJIH u xpanunuie HocuTeneld nHdopMaluu;

[TpoBoauTh nepuonnveckoe trectupoanue pynkuuit C3I1AH npu u3MeHEeHNH npo-
rpaMMHO# cpeabl ¥ nepconana MCITIH ¢ moMonipio TeCT-MporpaMm, UMUTHPYIOIIUX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromue
BEJICHUE JIBYX KOMUI MPOTPaMMHBIX CPEJICTB 3aIUTHI HHPOPMALIUH, UX TTEPUOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0OTOCITIOCOOHOCTH;
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[IpoBOIUTH MPOBEPKY MEIOCTHOCTH MOYJIeH cpeacTBa 3amuThl oT [IMB, Heo6xo0-

) JUMBIX ISl €r0 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ UCIOJIb30Ba- + + +
HUEM KOHTPOJIBHBIX CYMM;
ObecneunTh BO3MOKHOCTH BOCCTAHOBJIEHUS cpezcTBa 3amuThl oT [IMB, npexycmar-

6 pHUBaroLias BEACHNE ABYX KOIMI IPOrpaMMHOI0 CPEICTB 3alIUThI, €r0 EPUOINYC- + + +
CKOe 0OHOBJICHHE U KOHTPOJIb pab0TOCTIOCOOHOCTH;
PeannzoBaTh MEXaHU3MBbI IPOBEPKH LIEIOCTHOCTU MTAKETOB OOHOBJICHUH Cpe/icTBa

7 3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM; + + +
[TpoBoauTh pesepBHOE konupoBaHue I1JIH Ha oTuyk1aeMble HOCUTEIN HH(OPMALIHH;

8 - + +

V B noacucreme aHTUBHPYCHOW 3aIUTHI:
[IpoBonuTh aBTOMaTHUECKYIO NPOBepKY Ha Hanmuue BII wim nocnencreuit IIMB

1 npu umnopre B UCII/IH Bcex mporpaMMHBIX MOJtyJiel (MIPUKJIaJAHbIX IPOrpaMM), KO- + + +
TOpbIE MOT'YT cozepkaTh BII, mo ux TUHOBBIM 11a0JI0HAM U C TOMOILBIO IBPUCTHYE-
CKOT'0O aHaJIN3a;
Peann3oBaTh MeXaHW3MBI aBTOMAaTHYECKOTO OJIOKMpOBaHMs 0OHapyxeHHBIX BII my-

2 TEM UX yJaJICHHs U3 IPOrPaMMHBIX MOIYJIEH UM YHUUTOXKCHMUS; + + +
PerynsipHo BBIOTHATH (IpU TiepBOM 3amycke cpeacts 3auuthl [1/Jx ot IIMB u ¢ yc-

3 TaHaBJIMBAaeMON NEPUOANYHOCTHIO) IPOBEPKA HA TpeAMET Hainuuus B Hux BII; + + +
JlomxHa nHUIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus

4 BII npu BeisiBnenuu ¢axra [IMB; + + +
Peanu3oBars MEXaHHU3M OTKaTa JJI YCTAaHABIMBAEMOI'O YUCIIA ONlepallui yAaICHUs

) BII u3 onepatuBHOM WM TOCTOSITHHOW ITAMSITH, U3 IIPOIPAMMHBIX MOIYJIEN U MPH- + + +
KJIQJHBIX IPOTrPAMM HJIM IPOTPAMMHBIX CPEACTB, coaepkanmx BII.

6 HononuurensrHo B UCII/IH nomkeH npoBOAUTECS HENPEPBIBHBIA aBTOMAaTUYECKHUN + + +
MOHUTOPHHT HH(POPMAITMOHHOTO 0OMEHA C BHEIITHEH CeThIO C 11e1bl0 BbisiBiieHUs BII.

VI KonTpons orcyrcteus H/IB B 110 C31
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Jlis mporpaMMHOro o0ecreueH s, UCIOIb3yeMOro P 3aIuTe UHGOPMAIMH B
NCIIH (cpencts 3amuThl uHGopManuu — C3M, B TOM 4nciie ¥ BCTPOSHHBIX B 00I11e-
1 CHUCTEMHOE M MPHKJIaJHOE TporpammHoe obecnieuenue — [10), mommkeH ObITH oOecte- + + +
YeH COOTBETCTBYIOIIMM ypOBEHb KOHTpoOJI OoTCyTCTBUS B HeM H/IB (He nexnapupo-
BaHHBIX BO3MOKHOCTEI).

VIl O6napysxenue Bropkenuit B UCIIJIH

OOHapyxeHue BTOPKEHUH JOIKHO 00eceuynBaThCcs IyTEM UCIIOIb30BAHUS B COCTA
Be VICII/1H mporpaMMHBIX MJIH IPOTPAMMHO-AINIAPATHBIX CPEICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3a

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHNE CUCTEMBI OOHAPYKEHHUS CETEBBIX aTak,
MCIOJIb3YIONINE CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/bI BISIBJICHUS aHOMAJIUN

VI 3ammura UCIT/Ix ot [IDMUH

Jlnst o6paboTtku nHdopmarn HeooxoaumMo ucnonszoBats CBT, yrosnerBopsironme
TpeboBaHMsIM cTaHaapToB Poccuiickoii deepaiiyu mo 3MeKTPOMarHUTHOM CoBMeC-
THUMOCTH, 110 OE30IIaCHOCTH U SPTOHOMHUYECKIM TPEOOBAHUSIM K CPE/ICTBAM 0TOOpa-
KeHus: HHOPMAIIHH, TI0 CAHUTAPHBIM HOPMaM, TPEIbSBISIEMbIM K BUICOTUCILICH-
HbIM TepMmuHaiaMm [I19BM (aanpumep, [OCT 29216 91, TOCT P 50948-2001, TOCT
P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka cootBercTBusi UCIT/IH TpeboBanmsm 6e3onacHoctu [1/1H

[TpoBectu 00s3aTeNbHYIO cepTU(UKALIUIO (aTTECTAIMIO) [0 TpeOoBaHUAM Oe3omac-
HOCTH MH(OpMaLUK;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(PUKALNIO (ATTECTALINIO) 1O

+ - -
TpeboBaHUsIM 0€30MaCHOCTH HHGOPMAIINH (T10 PEIICHUIO OTIepaTopa);

[Tpumeuanue: g UCIIH 4 xnacca nepedeHb MeponpusTuii no 3amute [1/{H onpenensercss B 3aBUCUMOCTH OT yliep6a KOTOPbII MOKET OBbITh

HAHCCCH B CJICACTBUH HCCAHKIIMOHUPOBAHHOTO WJIN HCIIPECAHAMCPCHHOTO JOCTYIIA K HI[H

CornacoBaHo:
Cexkperapp BacunbeBa Onecst AnaTonbeBHa
3amecturens qupekTopa no AXY AnexkcanapoBa Mapraputa ButanseBHa
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3amecturens qupekropa no O/l ITeipenkoBa Ceernana BiagumupoBHa
Kanskynsarop CepreeBa Tatbsina HukonaeBna
bubnmorekapn SxoBnesa Onbra [laBnoBHa
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JIncer o3nakomiieHus ¢ IoamTukoi HHPOPManMOHHON 0€30I1ACHOCTH

Ne 107 (0) Jo/xHOCTH Hara Hoxmucn
n/n
1 | BacunwseBa Onecs AHaTOJIbEBHA Cekperapb
2 | Anekcangposa Maprapura Butans- | 3amecTuTens JUPEKTOpa 1O
€BHA AXY
3 | IIeipenkoBa Ceernana Biiagumu- 3amectutens aupekropa no O]
pOBHa
4 | Cepreesa TatpsiHa HukosiaeBHa Kanskynsarop
5 | Sxosnesa Onbra [1aBioBHa bubnuorekapp
6
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