MNpunoxeHne Ne 2

UHdopmaumoHHas namAaTKa Ana odyyarowmxca Ana pasMeLlleHns Ha
odmuManbHbIX UHTEPHET-pecypcax

C kaxkgblM roqomM Monoaexu B UHTEPHETE CTaHOBUTCS OonblUe, a LWKONbHUKMA O4HU U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeTa. Mexay TemM, MOMMMO OFPOMHOrO KonmM4yecTBa
BO3MOXXHOCTEWN, MHTEPHET HECET M NpobnemMbl. ATa NnamsaTKa JOMKHA NOMOYbL Tebe
©e3onacHo HaxoauUTbCs B CETH.

KoMnbroTepHble BUPYChbI

KomnbloTepHbIN BUPYC - 9TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpaMm,
OTANYUTENBHON OCOBEHHOCTBLIO KOTOPOU SBMSETCA CNOCOBHOCTL K pa3MHOXeHUI0. B
OOMOMNHEHNE K 3TOMY, BUPYCbl MOTryT NOBPEAUTb MW NOSTHOCTLI0 YHUHTOXNUTE BCE dhansbl 1
AaHHble, NOAKOHTPOSbHbIE MOMNb30BaTENO, OT MMEHU KOTOPOro Obina 3anyLeHa 3apakeHHas
nporpaMmma, a Takke NoBpeauTb UMK JaXe YHUYTOXUTb OnepaunoHHY0 CUCTEMY CO BCEMMU
drarnamu B Lenom. B 6onbLUIMHCTBE CriydaeB pacnpoCTPaHSATCA BUPYCbl Yepe3 NHTEPHET.

MeToabl 3aWwuTbl OT BPE4OHOCHbIX MPOrpamMm:

1. icnonb3yin coBpeMeHHbIe OnepaunoHHbIe CUCTEMBI, UMEKOLLME CEPLE3HBIN YPOBEHb
3aWnTbl OT BPEOOHOCHbIX NporpamMm;

2. NocTosiHHO ycTaHaBnNuBam nadTu (LMpoBble 3annaTkun, KOTopble aBTOMaTUYeCKU
yCTaHaBMMBAOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 gpyrme o6HOBEHMSI CBOEN
onepaumoHHon cnuctembl. CkaunmBam Ux TONbKO C odomumanbHOro camrta paspabotynka OC.
Ecnu cywecTByeT pexxmm aBToMatuyeckoro 06HOBMEHMWS, BKIOYM €rO0;

3. PaboTtan Ha cBoeM KOMMbloTEpPE Mo npaBaMu Nofb30BaTenNs, a He
agMunHUCTpaTopa. ATO He NO3BONUT BOMbLUNMHCTBY BPEAOHOCHbLIX NPOrpamMm
WMHCTannMpoBaTbCA Ha TBOEM NepCcCoHarlbHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBUPYCHblE NpOorpaMmMHbIe NPOLYKTbl M3BECTHLIX Npou3BoauTeNnen, ¢
aBToMaTu4yecknum obHosneHnem 6as;

5. OrpaHunyb oM3n4ecKknin 4OCTYN K KOMNbIOTEPY AS1S NOCTOPOHHNX ML,

6. Nicnonb3yn BHeLWHWe HoCUTENW MHGOPMaL MK, Takme Kak doneLuka, ANCK unu amn na
WHTEPHETA, TOSbKO U3 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpbiBa KOMMbIOTEPHbIE ddansibl, MOTyYEHHbIE U3 HEHAAEXHbLIX MCTOYHWNKOB.
[axe Te channel, KOTOpbIE NpuUcnan TBOW 3HAaKOMbIW. JlyyLle YyTOYHU Yy HEro, oTnpasnan nu
OH Tebe ux.

Cetu WI-FI

Wi-Fi - 310 He Bna nepenaym gaHHbIX, HE TEXHONOIMSA, a BCEro nuib 6peHa, mapka.
Ewe B 1991 rogy Huaepnanackaa komnaHus 3apernctpuposana 6peng "WECA", uto
obo3Havano cnosoco4veTaHue "Wireless Fidelity", koTopbi nepesoantcs kak "6ecnposogHas
TOYHOCTBL".

[o Hawero BpemeHn gowna gpyras abbpesnaTtypa, KOTopasi ABMSIETCA TaKOW e
TexHonornen. 3to abbpesnatypa "Wi-Fi". Takoe HazBaHue 6bIN0 JAaHO C HAMEKOM Ha
CTaHZapT BbICLLEN 3BYKOBOW TexHUKM Hi-Fi, 4To B nepeBoge 03HavaeT "BbiCOKas TOYHOCTL".

[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kadhe, OTeNsX 1 asponoprax ABASETCS OTANYHON
BO3MOXXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe akcnepThbl CYMTaloT, YTO OBLLEOOCTYMNHbIE
Wi-Fi ceTn He aBnatoTcs 6e3onacHbIMN.

CoseTbl N0 6e3onacHocTn paboTtbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepegasan cBoto nu4Hyto nHpopmaumto Yepes obwenoctynHole Wi-Fi cetw.
PaboTas B HUX, kenaTenbHO He BBOAUTb Naponiv AOCTyna, SIOrMHbl U Kakme-To HOMepa;

2. Vicnonb3yn n o6HOBNSAM aHTMBUPYCHbIE NpOorpamMmmbl U 6paHamayep. Tem cambiM Thbl
obe3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpun ucnonssosaHuun Wi-Fi otknioum dyHkumio "O6wmin goctyn Kk painam u



npuHTepam". [JaHHaa yHKUMS 3aKpbiTa N0 YMOYaHUI0, O4HAKO HEKOTOpbLIE Nonb3oBaTenu
aKTMBMPYIOT ee Ans yaobcTea ncnonb3oBaHus B pabote unum yyebe;

4. He ncnonbayn nyonunyHein WI-FI ona nepegayn nuyHbIX AaHHbIX, HAanpuvep ans
BbIXx04a B coumnarnbHble CETU UIK B ANIEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awueHHoe coegmHeHne vyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoau MMeHHo "https://";

6. B MmobunbHoMm TenedoHe oTknoun dyHkumio "MoakntodeHne K Wi-Fi
aBTOMaTu4eckn". He gonyckan aBToMaTn4ecKkoro noakrtoydeHns yctponcraea k cetam Wi-Fi
6e3 TBOEero cornacus.

CouunanbHble ceTu

CounanbHble CeTM aKTUBHO BXOAAT B HALUY KWU3Hb, MHOTME Ntoan paboTatoT 1 XUBYT
Tam NoCTOsIHHO, a B Facebook yxxe 3apernctpupoBaH Munnuap YesioBek, YTo ABMSeTCA
OHOWM ceabMOU BCEX Xuteneun nnaHeTbl. MHOrne nonb3oBaTenn He NOHMMALOT, YTO
MHopMaLnS, pasMeLLeHHAsa MU B COLMarnbHbIX CETAX, MOXET ObITb HangeHa u
MCNoNb30BaHa KEM YrogHO, B TOM Yncne He 0b6s3aTensbHO ¢ 6rnarumm HamepeHnsiMun.

OcHoBHble coBeTbl N0 6e30MacHOCTM B coumanbHbIX CETAX:

1. OrpaHnyb cnvcok gpy3sen. Y Tebsa B Apy3bsx HE AOIMKHO ObITb CriyYanHbIX 1
HEe3HaKOMbIX IIOOEN;

2. 3awumuian cBO YacCTHYH XKU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEro POXAEHMWS U APYIYIO NIMYHYI0 MHOPMAaLUKO. 311I0YMbILLSIEHHMKM MOTYT UCMONb30BaTh
Aaxe NHpopmMaLumo 0 TOM, KakK Tbl U TBOU POANTENMU NMaHUPyeTe NPOBECTU KaHUKYIbI;

3. 3awumuian ceoo penyTaumio - AepXKK ee B YNCTOTE 1 3agaBan cebe Bonpoc: xoTen
6bl Tbl, 4TOOLI ApyrMe Nonb3oBaTeENU BUOENM, YTO Thl 3arpyxaewb? Nogyman, npexae Yem
4YTO-TO ONybnMKoBaTh, HaNMcaTb U 3arpy3unThb;

4. Ecnn Tbl roBOpULLb C NMIOAbMU, KOTOPbIX HE 3HaeLlb, HEe UCMONb3yN CBOE pearnbHoe
UMSI U OPYTYIO JIMYHYI0 MHAOPMAaLUK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 nNpoyee;

5. N3b6eran pasmeweHms doTtorpacduin B IHTepHeTe, rae Tbl M300paXKeH Ha MECTHOCTH,
MO KOTOPOW MOXHO OnpeaennuTb TBOE MECTOMOSIOXEHNE;

6. Npun perncTpaumm B counanbHOM ceTU HEOOXO0AMMO UCMNONb30BaTh CIOXHbLIE NapOony,
coctosawme n3 6yks 1 uMdp U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. lns coumanbHOM CeTU, NOYTbI U APYrMX CanToB HEOBXOAMMO UCNONb30BaTh pasHbie
naponun. Torga ecnu Tebsa B3noMatoT, TO 3M0YMbILLIIEHHMKM NOyYaT OCTYN TOMbKO K
O[HOMY MECTY, a He BO Bce cpaay.

ONEeKTPOHHbIE AEHbIU

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YO0OHbIM cnocob nnaTexemn, 04HaKo CyLEeCcTBYOT
MOLLEHHWKWN, KOTOPbIE€ XOTAT NOSTYYUTb 3TN OEHbIW.

ONEeKTPOHHbIE AEHbIM MOSIBUINCL COBCEM HEAABHO Y UMEHHO M3-3a 3TOMO0 BO MHOIMX
rocygapcTeax 4o CMX MOP HE NPOMNMCaHO NPO HUX B 3aKOHaX.

B Poccum e oHU OyHKUMOHUPYIOT N O HUX Y>Ke MPONMCaHo B 3aKOHe, rae ux
pasgenstoT Ha HECKOMNbKO BUOOB - aHOHUMHbIE U HE aHOHMMHbIE. PasHuua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTcs NpoBoaMTh onepaunn 6e3 naeHTngunkaumnm
nonb3oBaTens, a B HEAHOHUMHbIX MAEHTMdUKALNA NONb3oBaTeNa ABnseTcs o6a3aTenbHON.

Takke cnegyeT pasnuyath SNEeKTPOHHbIE PuaTHbIEe AeHbrM (paBHbI FOCY4apCTBEHHbBIM
BanoTam) 1 3NeKTPOHHbIe HedunaTHbIe AeHbrM (He paBHbl FOCY4apCTBEHHbIM BanioTam).

OcHoBHble coBeTbl No BesonacHon paboTe C ANEeKTPOHHbIMU AeHbramu:

1. MpuBsKM K cHETY MOBUNBHLIN TeNnedoH. 3To camblt yaObOHbIN N BLICTPbIA CNOCo6
BOCCTAHOBUTb AOCTYN K cHeTy. [1puBA3aHHbIN TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nraTeXHbl Naposb UNK 3angellb Ha cCanT ¢ HE3HAKOMOro YCTPOUCTBA,;

2. Ncnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUMEHHYH aBTOpPU3aLnio
Tebe yxe He BygeT yrpoxaTb ONACHOCTb KpaXu Ui nepexsarta NraTexHoro napons;

3. Bbibepu cnoxHbin naposb. NpectynHukam 6yaeT He NpoCTo yragaTb CHOXHbIN
naponb. HagexHble naponu - 370 Naponu, KOTopble coaepxaT He MeHee 8 3HaKOB U



BKOYaoT B ce0s1 CTPOYHbIE N MPOMNUCHbIE BYKBbI, LMPbI N HECKOSTbKO CUMBOJSIOB, Takue Kak
3Hak gonnapa, dyHTa, BocKnmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;
4. He BBOAM CBOWM NUYHbIE AaHHbIE HA canTax, KOTOPbIM HE AOBEpPSELLb.

ONeKTpPOHHas noyTa

OIIeKTPOHHAas NnoYyTa - 3TO TEXHOSOMMS 1 NpefocTaBndeMble el YCnyru rno nepecbisike u
NOMNYYEHUIO ANEKTPOHHBIX COOBLLEHNI, KOTOPbIE pacnpeaensanTcs B KOMNbIOTEPHOW CETH.
O6bIYHO 3MEKTPOHHbBIM NOYTOBLIN ALWLMK BbIFMSANT criegyowmm obpasom:
MMSA_Nonb3oBaTena@umsa_aoMeHa. Takke KpoMe nepefaym npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepefasaTb hansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHOM NOYTOMN:

1. Hago BbIGpaTb NnpaBuibHbIN NOYTOBbLIM CEPBUC. B MHTEpHETE €CTh OrPOMHbIN BbIGOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, O4HAKO Nyylle A0OBEPATb TEM, KOro 3Haellb 1 KTO NepBbIi
B PEUNTUHTE;

2. He ykasbiBaun B NMNYHOM NoYTE NNYHy0 nHdopmaumo. Hanpumep, nydwe Bbibpatb
"My3blkanbHbI_(haHat@" unu "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopu3aumio. 3To Koraa noMMMo napons Hy>XHO BBOAUTb
koA, npucbinaemoin no SMS;

4. Bbibepu cnoxHbin naponb. Ans kaxaoro NoOYTOBOro silmka AOMKEH ObiTb CBOW
HaOEeXHbIW, YCTONYMBBIN K B3STOMY Naporib;

5. Ecnun ecTb BO3MOXXHOCTb Hanmcatb CaMOMy CBOW JTMYHbIN BONPOC, UCNOMb3yWn 3Ty
BO3MOXHOCTb;

6. icnonb3yn HECKONBLKO NOYTOBbLIX ALWMKOB. [1epBbii AN YacTHOW Nepenncky ¢
agpecaTtamu, KOTOpbIM Thbl oBepsieLlb. OTO ANEKTPOHHbIN agpec He HaZo UCNOoSb3oBaTb NpU
perucTpaunu Ha popymax u camrax;

7. He oTkpbiBan dansbl 1 Apyrve BroXeHUs B NUCbMax, Aaxe eCcnv OHU npuwnm ot
TBOMX ApYy3en. Jlyylle yTo4HM y HUX, OTAPaBNASM N1 OHN Tebe 3Tu dhansbl;

8. MNocne okoH4YaHusa paboTbl Ha NOYTOBOM CEPBUCE Nepes 3aKkpbiTUEM BKNaaKu C
canTom He 3abyab HaxaTb Ha "Bbintn".

Knb6epOynnuHr nnu BupTyanbHoe nsaeBaTesibCTBO

KnbepbynnuHr - npecnegoBaHme coobLieHmamMm, cogepKawmmm ockopbneHms,
arpeccuio, 3anyrmpaHue; XynuraHcTeo; counarnbHoe 60MKOTMPOBaHNE C MOMOLLbIO
pasnnYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No bopbbe ¢ KNbepObynnnHrom:

1. He 6pocaricsa B 6o1. Jlyuwmin cnocob: nocoBeToBaTbCSA Kak cebst BECTU U, eCnu HET
TOro, K KOMy MOXXHO 06paTuTbCA, TO BHa4arne yCrnokomTbcs. Ecnm Tbl Ha4YHeLWb OTBeYaTb
ockopbneHMsiMn Ha ockopbneHns:, TO TONbKO eLle 6onblue pasoXKeLLb KOHINKT;

2. YnpaBnsun cBoen knbeppenytauyuven;

3. AHOHUMHOCTb B ceTU MHUMasi. CyLecTBYOT CNOCO6bI BbIACHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BECTM XynNuUraHckuii obpas BUpTyanbHOM XU3HU. MIHTEepHET oMKCUpyeT Bce
TBOW OENCTBUSA N cCoOXpaHaeT ux. Yaanutb ux dyaeT KparHe 3aTpyAHUTENbHO;

5. Cobntogan cBot BUPTYarnbHYH YECTb CMOMOAY;

6. rHopupyn egmHnyHbIN Heratue. OgHOpa3oBble OCKOpOUTENbHbIE COOBLLIEHNS NyYLle
nrHopmpoBaTb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HavYanbHOW CTaauu;

7. ban arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOBLLEHNAMM, B COLMANbHbBIX
CeTAX eCTb BO3MOXHOCTb BITOKMPOBKM OTNpaBku COOBLLEHWI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBngeTenb knbepbynnuHra. TBon OeNCTBUA: BbICTYNUTb NPOTUB
npecnegosaTens, nokasaTb €My, YTO ero AeCTBUS OLLEHMBAOTCA HEraTUBHO, NoAAEPXaTb
XXEepTBY, KOTOPOW Hy>KHA NCUXONOrMYyeckas nomoLLb, COOBLLNTL B3POCTbIM O dhakTe
arpeccMBHOro NOBeAEHUS B CETMU.



Mo6unbHbIN TenedoH

CoBpemeHHble cMapTOHbI 1 NNaHWeTbl cogepxaT B cebe BNOMHe B3pOChbI
dYHKLUMOHAr, 1 TeNepb OHWM MOTYT KOHKYpUpOBaTb CO CTaLMOHAPHbLIMWN KOMMNbOTEPaAMN.
OpHako, cpeacTB 3aWwmThbl 418 NOAOOHbIX YCTPOUCTB NOKa O4eHb Mano. TecTupoBaHue 1
NOUCK YS3BMMOCTEMN B HUX MPOUCXOANT HE Tak MHTEHCUBHO, Kak an4 K, To xxe camoe
KacaeTcsa Y MOOUNbHbBIX NPUITOXEHUNA.

CoBpeMeHHble MOOUNbHbIE Bpay3epbl yXKe NPakTUYeCKN AOrHann HacTofNbHbIE aHanoru,
O[lHaKo paclmpeHne oyHKLMOHana BreyeT 3a cobon 6onbLUY0 CIIOXHOCTb M MEHbLLLYIO
3aLMLLEHHOCTD.

[aneko He BCe Npon3BOAUTENN BbiNyCKaloT OOHOBMEHMS, 3aKpbIBalOLLNE KpUTUYECKUE
YA3BMMOCTU 41151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTM MobUNbHOro TenedoHa:

Huuero He aBngaeTcsa no-HacToswemy 6ecnnatHbiM. Byab oCTOpOXeH, BeAb koraa Tede
npeanaratoT 6ecnnaTHbIn KOHTEHT, B HEM MOTYT OblTb CKPbITbl KAKMe-TO NiaTHbIe YCNyru;

Adyman, npexage 4em otnpasutb SMS, poTo nnm Buaeo. Tbl TOYHO 3HaELb, rAe OHU
ByayT B KOHEYHOM uTore?

Heobxoanmo o6HOBNATL ONepaumoHHY0 CUCTEMY TBOEro CMapTdOoHa;

Mcnonb3yi aHTMBUPYCHbIE NporpamMMbl 4N MOBUnbHbIX TenedgoHoB;

He 3arpyxxan npunoxeHns oT HEM3BECTHOIO UCTOYHMKA, BEAb OHW MOTYT COAepKaTb
BPEOOHOCHOE NporpaMMHoe obecneyveHune;

[Mocne TOro Kak Tbl Bbl4eLb C canTa, rae BBOAWUI NUYHY0 MHGOpMaUuIo, 3anan B
HacTponkn 6paysepa n yganm cookies;

Meprnogunyeckn npoBepsin, Kaknue nNnaTHble YCnyrM akTMBUPOBaHbl HA TBOEM HOMEPE;

[aBai cBor HoMep MOBUNBLHOro TenedoHa TOMbKO NOAAM, KOTOPbIX Thl 3HAELb U KOMY
nosepsieLlb;

Bluetooth gormkeH ObiTb BbIKNIOYEH, KOr4a Tbl UM HE Nonb3yelbes. He 3abbiBan nHorga
NpOBEPATL 3TO.

Online vrpsbl

CoBpeMeHHble OHNanH-UrpbI - ATO KPacoYHble, 3axBaTbiBalOLLME pa3BnevYeHns,
00begnHALWNE COTHN ThICAY YenoBeK No BcemMy MUpy. VIrpoku nccneayoT AaHHbIA UM MUp,
obLwarTcs Apyr C APYroM, BbINOSHAT 3a4aHNd, CpaXKarTCs C MOHCTPaMM 1 NosyyalT
onbIT. 3a YAOBOMbLCTBUE OHW NAATAT: MNOKyNnalT OUCK, OnnadnBaloT aboOHEMEHT unu
npmnobpeTatoT Kakne-To onuumn.

Bce aTu cpeacTtea nayT Ha nogaepxaHue U pasBuTue Urpbl, a Takke Ha camy
6e30nNacHOCTb: COBEPLLEHCTBYOTCA CUCTEMbI aBTOPU3aLINN, BbINYCKAKOTCH HOBbIE NaTym
(unppoBble 3annaTku 4Na NporpamMm), 3aKpbiBaKOTCA YSA3BUMOCTU CEPBEPOB.

B nogo6HbIX nrpax CToMT onacaTbCsA He CTOSIbKO CBOMX COMEPHUKOB, CKOJTbKO KpaKu
TBOEro Napons, Ha KOTOPOM OCHOBaHa cucTeMa aBTopusaumm 60nNbLWMHCTBA Urp.

OcHoBHble coBeTbl MO 6e30NacHOCTM TBOEro UFPOBOro akKayHTa:

1. Ecnn gpyron urpok Beget cebsa nnoxo unm cosgaet tebe HenpuUATHOCTU, 3abrIoKMpym
€ro B CNu1cke Urpokos;

2. Noxanynca agMMHUCTpaTopam Urpbl Ha Nnoxoe noBeAeHne 3Toro Urpoka,
XenatenbHO NPUIOXWUTb Kakne-To AoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBaun nu4yHyto nHopmaLmio B npocanne urpbl;

4. YBaxaun opyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnueaun HeomumnarnbHble naTin n Moapl;

6. icnonb3yn CroXxHble N pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKIOYaTb aHTUBUPYC. [1oka Tbl urpaellb, TBOM
KOMMbIOTEP MOTYT 3apa3unTb.

PUWNHT nNn KpaXa JINYHbIX AaHHbIX
O6bI4HOM Kpa>Ke|7| AeHer n JOKyMeHTOB cerogHsa y>xe HUKoro He yamsullb, HO C
pas3BuTnem MHTepHeT-TeXHOﬂOFMVI 3J1I0YMbILWTEHHUKN NepeMeCcTUIINCb B UHTEPHET, U



NPOAOIKAaKT 3aHMMaTbCs "NodnmMbIM" genom.

Tak nogBmnack HoBas yrpo3a: UHTEPHET-MOLUEHHNYECTBa UNn PULLNHT, rraBHas Lenb
KOTOPOro COCTOUT B NOSTyYeHUN KOHMAEHUMANbHbIX AaHHbIX NOfib3oBaTenem - JIorMHOB U
naponen. Ha aHrnuiickom s3bike phishing uMtaetca kak couwuHr (ot fishing - peibHasa noens,
password - naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegm 3a cBOMM akkayHTOM. Ecnu Tbl NOA03peBaeLLb, YTO TBOSA aHKeTa bbina
B3romaHa, To Heobxoaumo 3abnokmpoBaTtb ee 1 coobLWMTbL agMmMHMCTpaTopam pecypca 06
3TOM KakK MOXHO CKOpee;

2. Vicnonb3yn 6e3onacHble Be6-CanTbl, B TOM YMCNE, UHTEPHET-MArasnHoOB 1 MOMCKOBbIX
cucTewm;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3nomatoT, TO
3M10YMBbILLMEHHMKN NoflyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOMUIIIO B CETU, @ HE KO
BCEM;

4. Ecnu Tebsa B3nomanu, To Heobxoanmo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KOTOopble Jo6aBneHbl y Tebsa B Apy3bsiX, O TOM, YTO TebSA B3niomanu 1, BO3MOXHO, OT TBOEro
nMeHn ByaeT paccbinaTbCa Ccnam M CCbINKM Ha PULLNHIOBbIE CalThl;

5. YcraHoBu HagexHbl naponb (PIN) Ha MOBUIbHbBIN TenedoH;

6. OTKNIOYM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan dansbl 1 apyrue BroXeHUs B NUCbMax, Aaxe eCcnv OHU npuwnm ot
TBOMX Apy3en. Jlyylle yTouHM y HUX, OTNPaBNAnmM N oHn Tebe aTn dannsbl.

LudpoBas penyrauus

LincbpoBas penytaums - 3T0 HeraTuBHasi Uy NO3MTUBHAsS MHGOPMauKs B ceTu o Tebe.
KomnpomeTupytoLwas nHdopmaums, pasmelleHHast B UHTEPHETE, MOXeT Cepbe3HbIM
06pa3oM 0TpasnTbCA Ha TBOEN pearibHOM Xn3Hu. "LindpoBas penytaums” - 3To TBOM UMUOX,
KOTOpbIN hopmumpyeTcs U3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MeCTO XUTenbCcTBa, y4ebbl, TBOE PUHAHCOBOE NONOXEHNE, OCOOEHHOCTH
XapakTtepa n pacckasbl 0 61IM3KMX - BCe 3TO HakansmBaeTcs B CETU.

MHorve nogpoCTKM NErKOMbICIIEHHO OTHOCATCS K NyGnukaumm nMyHon nHpopmauumn B
NHTepHeTe, He NOHMMasa BO3MOXHbIX MOCNeaCcTBUN. Thl AaXe He CMOXeLlb AoragaTtbes O
TOM, 4YTO poTorpadusi, pasmeLleHHasa 5 NeT Hasag, crana NPUYNHON OTKa3a NPUHATL Tebs
Ha paboTy.

KommeHTapuu, pasmelleHme TBomx potorpadoum n gpyrme oencTBus MoryT He
NCYE3HYTb Aaxke nocne Toro, Kak Tbl UX yAanuiwb. Tbl HE 3HaeLUb, KTO COXpPaHWUN aTy
Hopmauuto, nonana nm oHa B NOUCKOBbIE CUCTEMbI U COXpaHUMach 1 OHa, a rMaBHoe:
4YTO nogymatoT 0 Tebe okpyxatoLue naun, KoTopble HaUayT U yBUAAT 3T0. Hantn
MHPOPMaLMIO MHOIO NET CNYCTs CMOXET Nobon - kak n3 4obpbix NOOYKAEHUI, Tak N C
HaMepeHNeM MPUYNHUTL Bpes. OTO MOXET ObITb KTO YrOA4HO.

OcHOBHble COBETLI NO 3aWmTe UMpoBON penyTaummn:

1. Mogyman, npexae 4em 4To-TO NybGnmMkoBaTth U Nnepegasatb y cebs B 6nore unm B
coumarnbHOW CeTu;

2. B HacTpoukax npouns yCTaHOBU OrpaHMYeHns Ha NPoCMOTpP TBOEro npoduns u ero
COLEPXXMMOro, caernan ero Tonbko "ansa apysen”;

3. He pasmellan u He ykasbiBan MHpOpMaLMIO, KOTOpas MOXeT KOro-nmbo ockopbnaTb
nnm obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOSMbHUKW - aKTUBHbIE MONb3oBaTenu LmMgpoBoro NpoCTpaHCcTBa.
OpHako faneko He BCce 3HatoT, YTO NOSib30BaHNWE MHOTMMU BO3MOXHOCTSMW LMGPPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTeNeKTyanbHy COBCTBEHHOCTb.

TepMuH "nHTEnnekTyanbHas cO6CTBEHHOCTL" OTHOCUTCS K pasnnyHbiM TBOPEHNAM
4YerioBEeYEeCKOro yma, HaumHasi C HoBbIX M300peTeHnin n 3HakoB, 0603HavarLmMX
COBCTBEHHOCTb Ha NPOAYKTbI U YCAYr, N 3akaH4YMBasi KHUramu, potorpacmsamu,



KMHOOUIbMaMn N My3blKanbHbIMU NMPOU3BEAEHNSMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyanbHyt0 COGCTBEHHOCTb HAa NPOM3BeaEeHUSA
HayKkn, NuTepaTypbl 1 UCKycCTBa. ABTOPCKME NpaBa BbICTyNatT B KAYeCTBE rapaHTUu Toro,
YTO MHTENNEKTYanNbHbIN/TBOPYECKMI TPYA aBTOpa He ByaeT HanpacHbIM, AacT emy
crpaBefivBble BO3MOXHOCTU 3apaboTaTb Ha pesyrnbTaTax cBoero Tpyaa, nony4vmTb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelueHnsa aBTopa He MOXeT BOCMPOM3BOAUTb €ro
npousseneHne, pacrnpocTpaHaTb, Ny6NnM4YHO AeMOHCTPUpOBaTh, NpoaasaThb,
MMNOPTUPOBATb, MycKaTb B NpoOKaT, Ny6nmn4yHO NCNONHATbL, NOKa3bIBaTb/MCNONMHATL B admpe
nnun pasmewaTb B IHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmHoro obecnevyeHms MOXXeT NPMBECTU K MHOTUM
puckam: oT NoTepu AaHHbIX K TBOUM akkayHTam 00 BrIOKMPOBKM TBOErO YyCTPONCTBA, rae
yCTaHOBMeHa HeneranbHasa nporpamma. He ctout Takke 3abbiBaTbh, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPorpaMmbl, KOTOPbIE MOXHO HANTWN B CETW.

O noptane

CeTeBUYOK.p - TBOM rMaBHbIA COBETHMK B CETU. 34EeCb Thbl MOXELLb Y3HATb O
6e3onacHOCTM B CETU NOHATHLIM U AOCTYMNHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUN KPUTUYECKOW
cuTyauumn obpaTnTbCs 3a COBETOM. A TakkKe NPUHATb y4acTue B KOHKypcax MU cTaTb CaMbiM
LUMppoBbIM rpaxxgaHnHom!



