MHO®OPMALIMOHHAA NMAMATKA
AnA obYYAKOLWUNXCA ANnA PASMELLEHUA
HA O®UUUNAJIbHbIX MUHTEPHET-PECYPCAX

C KaXAbIM T'OI0M MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbILE, @ IIKOJIBHUKU OJHU U3
CaMbIX aKTUBHBIX IOJlb30Barenel PyHera. Mexay TeM, IOMHUMO OIPOMHOIO KOJUYECTBa
BO3MOXKHOCTEH, MHTEPHET HeceT U MpoOisieMbl. DTa MaMsATKa JOJDKHA IIOMOYb Tebe Oe30I1acHO
HaxXOJUTHCS B CETH.

KOMI'IbPOTepH bleé BUPYCbI

KoMmnbrorepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTIMYUTEIBLHON
0COOEHHOCTBIO KOTOPOHl SIBIISI€TCSI CIIOCOOHOCTh K pa3MHOXEHHI0. B nomnosnHeHue k 3Tomy,
BUPYCHl MOTYT TOBPEAMTb WJIM IIOJHOCTBIO YHUYTOXUTH Bce (ailibl ©u  JaHHBIE,
IOJKOHTPOJIbHBIE M0JIb30BATEN0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apa)kKeHHasl IporpaMma,
a TaKXke TOBPEIUTh WM JIa)K€ YHUYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
nesioM. B GonpIMHCTBE CilyyaeB pacpoCTPaHsIOTCS BUPYChI Uepe3 HHTEPHET.

MGTOIH)I 3aIl0UTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. I/ICHOHBSYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CHCTCMbI, MMCIOIIUC cepbe3an71 YPOBCHb
3alIUTBI OT BPCAOHOCHBIX ITPOrpaMMm;

2. TlocrossHHO ycTaHaBnuBail mautu (UM(POBBIE 3alJIaTKH, KOTOPHIE ABTOMATHUYECKU
YCTAHABJIMBAIOTCS C IENbI0  J0pabOTKM MpOorpaMMbl) ¥ JpYrHe OOHOBJICHUS CBOEH
orepanuoHHoi cucrembl. CkaunBail X TOJNBKO ¢ odunuaibHoro caira pazpadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. Pabotaii Ha cBOoeM KOMIIBIOTEPC IMOJ IIpaBaMH IIOJIB30BATCIIAI, @ HC aIMUHHCTpATOpPA.
OTO HE IO03BOJUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX IIpOrpaMM HHCTAJIMPOBATBCA Ha TBOEM
MEPCOHAIIBHOM KOMIIBIOTEPEC,

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NYECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yit BHEIIHWE HOCUTENN MH(pOpMAIMU, Takue Kak (remka, AMCcK uiu ¢ailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (DaiiiIbl, MONTyUYEeHHbIE U3 HEHAIS)KHBIX UCTOYHUKOB. Jlaxe
Te (ailyibl, KOTOpbIE MPUCIAT TBOW 3HAKOMBIH. Jlyullle yToUHM y HETo, OTIPAaBJISUI JIU OH TeOe ux.

Cetu WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepmanackas kommnauus 3apeructpupoBana Oopern "WECA", uro o6o3nauvano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBoOIHas TOYHOCTH".

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHojorueil. 3to abopesuarypa "Wi-Fi". Takoe Ha3BaHHE OBLIO 1aHO C HAMEKOM Ha CTaHJApT
BhIcuIel 3ByKkoBoi TexHUKH Hi-Fi, uTo B mepeBoie 03HavyaeT "BbICOKasi TOYHOCTH'.

Jla, OecraTHBIM MHTEPHET-AOCTYN B Kade, OTENSIX W a’pomoprax SBISETCS OTIWYHOU
BO3MOXKHOCTBIO BBIX0/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 001ienocTynHbie Wi-



Fi cetu He sABNsAIOTCA O€30MaCHBIMU.
CogeTbl 110 Oe30MaCHOCTH pabOTHI B 00LIEIOCTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro JWuyHyH HH(popManuio dYepe3 oOmenoctynuele Wi-Fi cern.
Paboras B HUX, )KeNaTeabHO HE BBOJAUTH MAPOJIH JJOCTYIIA, JOTHHBI U KAKHE-TO HOMEPA;

2. Wcnonb3yit 1 OOHOBIIANM aHTHBUPYCHBIE MpOrpaMMbl U OpaHaMayep. TemM caMbIM ThbI
o0e3omacuiib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Tlpu wucnonwzoBanuu Wi-Fi otkmoun ¢dysknuio "OOmmiti moctyn Kk daitiam wu
npuaTepam". JlaHHas (YHKIUS 3aKphITa MO YMOIYAHHIO, OJHAKO HEKOTOPHIE IMOIH30BATEIN
AKTUBUPYIOT €€ JUTsl yI00CTBa MCIIOJIb30BaHMs B paboTe wiu yueoe,

4. He ucnonp3yii myonuunbiii WI-FI mis mepenaunm nUYHBIX JQHHBIX, HAmpuUMep i
BBIX0/Ia B COLIMAJIBHBIE CETU WIX B JJIEKTPOHHYIO I10UTY;

5. Ucnonw3yit Tonpko 3ammiieHHoe coenuHenue yepe3 HTTPS, a e HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun Gpynknuio "Iloakmouenne k Wi-Fi aBromarnyeckn".
He nomyckaif aBToMaTH4eCcKOro MoAKI0OYeHUs ycTpoiicTBa k cetaM Wi-Fi 6e3 TBoero cormnacusi.

CouuanbHble ceTu

CornuanbHble CETH aKTUBHO BXOJAT B HAlly >KHU3Hb, MHOTHE JIOAW PAOOTAIOT U KUBYT TaM
nocTosiHHO, a B Facebook yxke 3aperucTpupoBaH MWILTHAp] YEIIOBEK, YTO SIBISIETCS OIHOM
CeIbMOM BCEX KHUTeNed IIaHeThl. MHOTHE MOJb30BaTEed HE MOHUMAIOT, YTO HH(popMaIus,
pa3MelIeHHass UMH B COITMATBHBIX CETSAX, MOXKET ObITh HAMJIEHAa U MCIOJb30BaHa KEM YTOJIHO, B
TOM YHUCJIE HE 0053aTeTbHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COIHAJIbHBIX CCTAX:

1. Orpanmup coucok apy3eil. Y TeOs B ApPY3bsSX HE JOIDKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amumail cBOk0 4acTHYIO *kH3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS U APYTyH JHWYHYIO WH(GOpMalMio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amuinai CBOI penmyTaruio - IepKU €€ B YUCTOTE W 3aJiaBail cebe BOMPOC: XOTeN Obl
ThI, YTOOBI APYTUE MOTH30BATENN BUAETH, YTO ThI 3arpyxkaemisb? [logymail, mpexae 4eM 4To-To
OITyOJIMKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Eciiu ThI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIb, HE MCIOJIb3YH CBOE pPEaIbHOE UM
U IPYTYI0 JTUYHYIO0 HH(OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4eObl U MpOYEe;

5. U30eraii pazmemienus ¢ororpaduii B IuTepHete, rae Tl n300pakeH Ha MECTHOCTH, 1O
KOTOPOM MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpaiuu B COIMAIBLHON CETH HEOOXOIMMO HCIIOJIb30BATh CIIOKHBIE MAPOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Jns conuanbHOM CETH, MOYTHl U APYTHX CATOB HEOOXOJMMO HCIIOJIB30BaTh pa3HbIC
naposu. Toraa eciu Te€0s B310OMAIOT, TO 3J0YMBIIUIEHHUKU MOIy4aT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.



QHEKTpOHHbIe A€HbI'n

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YMOOHBIA CHOCOO IUIaTe)KeH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TH JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCAABHO W HMMCHHO H3-3a O3TOIrO BO MHOI'UX
rocygapCTBax A0 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKIMOHHUPYIOT U O HUX YK€ IMPOIHUCAHO B 3aKOHE, I/I€ UX Pa3ACISIOT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HAeHTH(PHKAIUK MOJb30BaTesl, a B
HEaHOHMMHBIX MJIEHTH(UKALKS T0Ib30BATEINA ABISAETCS 0053aTEIbHOM.

Taxoke ciemyer pasnuyarh 3JCKTPOHHBIE (HUATHBIE NEHBIU (PaBHBI TOCYAapPCTBEHHBIM
BaJIFOTaM) U DJIEKTPOHHbBIE HEHUATHBIE IEHBI'H (HE paBHBI TOCYJapCTBEHHBIM BaIOTaM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU J€HbIAMHU:

1. TlpuBsku Kk cueTy MOOWUIBHBINA TenedoH. ITO camblii YyAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUThH JIOCTYI K cueTy. l[IpuBs3aHHBIA TenedOH ITOMOXKET, eCiH 3a0yJelib CBOM
TUTATE)KHBIA TTAPOJTh WIIK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ucnonb3y#t omHopasoBkie mapoiu. [lociie mepexoa Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu cnoxHbIii mapois. [Ipectynaukam OyaeT HE MPOCTO YraaaTh CIOXKHBIA MapoJib.
HanexHble maponu - 3T0 Mapoju, KOTOpblE COAEp)KaT He MEHee 8 3HAKOB M BKIIIOUYAIOT B ce0s
CTPOYHbIE U IPONUCHBbIE OYKBbI, HU(PBl U HECKOIbKO CHUMBOJIOB, TaKM€ KaK 3HaK JoJulapa,
(yHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hampumep, $tROng!;;

4. He BBO/IM CBOM JTUYHBIC JAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSICIIb.
ANeKTPOoHHas no4ta

DNeKTpOHHAs MoYTa - 3TO TEXHOJIOTHUS M MPEJOCTaBIsEMbIE €10 YCIYTU IO MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
OO06bIuHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TOJIb30BaTEeI(@UMsL_JoMeHa. Takke KpoMme Iepeadyd MpOoCTOro TeKCTa, HMEeTCs
BO3MOXKHOCTb IepeaaBaTh (paissl.

OcHOBHBIE COBETHI 110 06€301acHoi paboTe ¢ INMEKTPOHHON TOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYYIIE OBEPSATh TE€M, KOrO 3HACIIb U KTO MEpBbIi B
pEUTHHTE;

2. He yka3piBail B NMYHOM moure Nu4Hy0 uMHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKabHbIN _(paHaTt@" wiun "pok2013" Bmecto "temal3";

3. HUcnonb3yil ABYX3TAMHYIO aBTOPHU3ALMIO. JTO KOrJa MOMUMO MAapoJisi HY)KHO BBOJIUTH
KOJI, TpUChIIaeMbIi 110 SMS;

4. BoiOepu cioxHBIA Taponb. IS KaKIOro IMOYTOBOTO SIIHUKA JOJKEH OBITh CBOM
HaJIe’)KHbI, YCTOMYUBBIN K B3JIOMY MApOJIb;



5. Eciin ecTh BO3MOKHOCTH HamucaTh CAMOMY CBOW JIMYHBIA BOMPOC, MCHOJIB3YH 3Ty
BO3MOKHOCTb;

6. Hcrnonp3yid HECKOJIBKO ITOYTOBBIX SIIMKOB. IlepBblid Jis YaCTHOM TMEpPENHUCKH C
aJpecatamMu, KOTOPHIM Thl JIOBEpsCIlb. DTO 3JEKTPOHHBIM aJpec HE HA/0 HUCIOJIb30BaTh IMpU
peructpanuu Ha popymax U carax;

7. He oTkpbIBail Qaiinsl U Apyrue BIOKEHHS B MUCbMaX, Aa)Ke €CIM OHU MPHUIILIH OT TBOMX
npys3eil. Jlydine yTouHH y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (Qailibl;

8. Ilocne okoHYaHUs PaOOTHI HA MMOYTOBOM CEPBUCE IMEPE]l 3aKPHITHEM BKIIAJKU C CAUTOM
He 3a0y1bp HaXaTh Ha "BeiidTu".

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesibCTBO

KubepOymiauHr - npeciejoBaHue COOOIIEHUSIMH, COAECPKAIIUMU OCKOPOJICHHS, arpecCcutio,
3alyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE C KNOEPOYIIMHIOM:

1. He 6pocaiics B 60ii. JIlydmuii crioco0: MOCOBETOBAThCA Kak ceOs BECTU U, €CIIU HET TOTO,
K KOMYy MOXHO OOpaTHThCS, TO BHauaje YCIOKOUThCS. Ecim Thl HauHelmb OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO eI1le O0IbIIe Pa30XKKEITh KOHPIUKT;

2. Ypasindii cBoeil kubeppernyTanmei;

3. AHOHMMHOCTH B CETH MHUMas. CYH_[CCTBYI-OT CII0COOBI BBIICHHUTB, KTO CTOHMT 3a
AHOHUMHBIM aKKayHTOM,

4. He cTouT BecTH XYIUTAaHCKUI 00pa3 BUPTyaslbHOH >KWM3HU. VIHTepHET (PUKCHpYyeT Bce
TBOU JICHCTBUS U COXPAHSAET UX. Y IAIUTh UX OyAET KpailHe 3aTpyIHUTEIHHO;

5. CoGurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OJIHOPa30BblE OCKOPOUTENIbHbBIE COOOIIEHHUS JIydllIe
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B COLMAIIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKH COOOIIECHUN C ONIPEIeTICHHBIX aIPECOB;

8. Ecim Tl cBuzmerens kuOepOymiuHra. TBOM JEHCTBHUS: BBICTYNUTH IPOTUB
IIpeciIe1oBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHs OLEHUBAIOTCA HETaTUBHO, MOIIEPKATh
KEPTBY, KOTOPOM HYXKHA IICUXOJOrHYecKas IIOMOIlb, COOOLIUTH B3pOCIbIM O (akrTe
arpecCUBHOIO MOBEJEHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemenHble cMapT(HOHBI U MJIAHILIETH COIepKaT B ce0e BIIOJIHE B3POCIIbIi (QyHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMM KoMIblOTepaMu. OJHAKO, CPEACTB
3alIUTHI IS TOJIOOHBIX YCTPOMNCTB MOKa OY€Hb Maslo. TecTHpoBaHHE U MOMCK YSI3BHUMOCTEH B
HUX NPOMCXOJUT HE Tak MHTEeHCUBHO, kak 1 I[IK, To ke camoe kacaercss U MOOHIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHbIE MOOUIIBHBIE Opay3epbl yXkKe MPaKTHYECKH JIOTHAIM HACTOJbHBIE aHAJIOTH,
OJIHAKO pacmpeHre (yHKIMOHAJAa BJIEUYeT 3a COO0O0M OOJBIIYI0 CJIOKHOCTh M MEHBIIIYIO
3allIUIIICHHOCTD.



Jlaneko He Bce MPOM3BOAMTEIM BBITYCKAIOT OOHOBJICHHMS, 3aKpPbIBAIOLINE KPUTUYECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0€3011acHOCTH MOOMILHOTO TeJ'IC(bOHaZ

Hudgero He sBisieTcss mo-HAcCToseMYy OecruiaTHbIM. Byns ocTopoxeH, Beab Korjga Tebe
npeiaraoT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUE-TO IUIaTHBIE YCIIYTH;

Hymaii, npexxzae yem oTnpaBuTh SMS, poTo mnmum Buaeo. Tel TOUHO 3HaeIb, TJe OHU OyIyT
B KOHEYHOM HUTOre?

Heo6x0a1Mo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE POTPaMMBbI 111 MOOUITBHBIX Telle()OHOB;

He 3arpyxail nmpuinoXeHus OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT COJEpKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecreYeHue;

[Tocne Toro kKak THI BBIAACHIH C CaiiTa, TZl€ BBOAWI JHYHYIO WH(POpPMALHUIO, 3alaM B
HACTPOIiKK Opay3epa u ynanu cookies;

[Iepunonnuecku npoBepsii, KaKue IUIATHBIEC YCIIYTH AKTUBUPOBAHbBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOUIBHOTO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth gomken ObITH BBIKIIIOUEH, KOTJA Thl UM HE MoJib3yelibcs. He 3a0biBail ©HOTIA
MIPOBEPSITH 3TO.

Online urpbl

COBpCMeHHI)Ie OHH&ﬁH-Hl"pLI - OTO KpaCOYHBIC, 3aXBAaTbIBAIOIIUC PA3BJICUYCHUA,
O6’LG,Z[I/IH$IIOH_II/IC COTHHU TBICAY YCJIOBCK II0 BCEMY MHPY. HrpOKI/I HCCICAYIOT JAHHBIA UM MHp,
06HIaIOTC5I ApYyT C APYroM, BBIIIOJIHAIOT 3adaHUs, CPpAXKarOTCA ¢ MOHCTpPaMU W MOJYyYarOT OIIBIT.
3a YAOBOJIbCTBUEC OHH IUIATAT: MOKYIIAIOT AHUCK, OINIAYHMBAKOT a0OHEMEHT HIIH an/I06peTa10T
KaKue-TO OIIIIHUH.

Bce otm cpencrtBa MIyT Ha NOAACpKAHME M DPA3BUTHE UIPHL, a TaKkKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl AaBTOPHU3Al[MHM, BBIMYCKAIOTCSI HOBBIE MAaT4U
(un¢poBbIe 3aMIaTKU JJIs IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUIrpax CTOUT OIacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO Kpa)Xu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBAaHAa CUCTEMA aBTOPU3AlIUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Eciin npyroii urpok BeneT cedsl MII0XO MM CO3/1aeT TeOe HEeNPHUATHOCTH, 3a0JIOKUpYH
€ro B CIHCKE UTPOKOB;

2. HO)K&J'IYFICH AAMUHHUCTpATOpPAaM UI'PBI HA IJIOXOC IMOBCACHUEC 3TOI'0 UI'POKaA, KCIATCILHO
MMPUTOXKUTH KaAKHUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB [0 UTPE;



5. He ycranaBnuBai HeoduMaIbHbIE TATYA U MOJIBI;
6. Ucnonb3yi CIOXKHBIE U pa3HbIE MAPOJIH;

7. Jaxe BO BpeMs WUIpbl HE CTOUT OTKJIOYaTh aHTuBHpyc. [loka Thl urpaemib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

PULWINHT Unun KpaXxa JINYHbIX AaHHbIX

OObIuHOW KpaXkeil JeHer M JIOKYMEHTOB CErOJHS YK€ HHUKOr0 HE YAMBHIIb, HO C
pa3sBUTHEM WHTEPHET-TEXHOJOTHH 3JIOYMBIIUICHHUKA TEPEMECTHINCh B  HHTEPHET, W
MPOJIOIDKAIOT 3aHUMATHCS ""TFOOUMBIM" IETTOM.

Tak mosiBHJIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUIIUHT, TJIABHAS IEJb
KOTOPOTO COCTOUT B TONYyYEHUU KOHQPUICHIMATHHBIX JTaHHBIX TOJH30BaTENICl - JIOTHHOB W
naposeil. Ha anrnumiickom si3bike phishing untaercs kak ¢ummar (ot fishing - peiOHas jgoBis,
password - mapoJs).

OcHoBHbIE COBETHI 110 60pHOE ¢ GUIIHMHTOM:

1. Crnemu 3a cBOMM akKayHTOM. Ecnu ThI MO03peBaeiiib, 4TO TBOSI aHKETa ObLIA B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKHPOBATH €€ M COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. Wcnonw3yit 6e3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHoOB U MOUCKOBBIX
CHCTEM;

3. Hcnonb3yii cloxkHble W paszHble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKH MTOJTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY IPO(HIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3MoMalu, TO HE0OXOIMMO MPEAYNPENnUTh BCEX CBOUX 3HAKOMBIX, KOTOpHIE
00aBJIEHBI Y T€0SI B PY3bSAX, O TOM, YTO T€Os B3IOMAJIM M, BO3MOXHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs ClaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HaaexHbIi napois (PIN) Ha MoOUITBHBIN TenedoH;
6. OTKITI0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbIBaii Qaityibl U Ipyrye BIOKEHUS B MUChMaX, 1a)Ke €CJIM OHU MPUIILTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JIU OHU TeOe 3TH (haiibl.

LUndpoBas penyrauus

[udposas penyranust - 3TO HeraTHUBHAs WM MO3UTHBHAs WH(OpMalUs B CEeTH O Tele.
Komnpomerupytomas unpopmanius, pa3MelieHHas B UHTEPHETE, MOKET CEepPbEe3HbIM 00pa3oM
OTpa3uThcsi Ha TBOEW peanbHOW ku3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIH
dbopmupyetcs u3 nHGopMaIuu 0 Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘-Ie6BI, TBOC (I)I/IHaHCOBOG ITOJIOXKCHHUC, 0COOEHHOCTHU XapaxKkTepa u
paccka3bl O OJU3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue MmoapOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyONMKallMU JMYHOM MH(OpMAaIuH B
WNuTtepHeTe, He TOHUMAsi BOZMOXKHBIX HOCIEACTBHHA. ThI Jake HE CMOXEIIb JTOTaJaThCsi O TOM,
4To (poTorpadus, pazmerieHHas S5 JeT Ha3ald, cTaja IPUUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapum, pazmenienue TBoux (ororpaduii U Apyrue ASHCTBUAS MOTYT HE HCUE3HYTh



Jla’ke TI0CJIe TOro, KaK Thl X YAaauIlb. Thl HE 3Haellb, KTO COXpPaHWI 3Ty HH(OpMAIHIO, IToana
J¥ OHAa B TOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JHM OHA, a TJaBHOE: YTO MOAYMAalOT o Tebe
OKpY’Karollye JIOAM, KOTOpble HalayT U yBUAAT 3T0. Hailtu nH(popManuio MHOro JIEeT CIycTs
CMOXeT JI000# - Kak U3 JO0OpbIX MOOYXKIEHHUH, TaKk U C HaMEepeHHEeM MPUYUHHUTH Bped. ITO
MOYET OBITh KTO YIOJHO.

OCHOBHBIE COBETHI I10 3aIIUTE U(POBON PEITyTAINH:

1. IMogymaii, mpexae yeM 4YTO-TO MyOJMKOBAaTH W IepenaBaTh y cels B Oiore wid B
COIIMAILHOM CETH,

2. B nactpoiikax mpoduisi yCTaHOBH OTpAaHMYEHHUSI HAa MPOCMOTP TBOETO MPOQMIIL U €ro
COJIEP’)KUMOT0, ClIeNai ero TOJbKO "Isl Ipy3en';

3. He pa3smemaii 1 He ykas3biBail MH()OPMAIIHIO, KOTOpPask MOXET KOro-JIu00 OCKOPOJIATH
WY O0MXKATh.

ABTOpCKOE npaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE M0JIb30BaTENN LU(POBOro npocTpaHcTBa. OHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXKHOCTSAMHU HU(GPOBOro Mupa Tpedyer
COOITIO/ICHHSI TIPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

TepMun "WHTeIUIEKTyanbHass COOCTBEHHOCTH" OTHOCUTCS K pa3jiMYHBIM TBOPEHHIM
YEJI0BEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
HAa TMPOIYKTHl M YyCIOyrd, W 3aKaHyuBas KHUramu, Qororpadusmu, KUHOUIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEIUIEKTYyaJbHYI0O COOCTBEHHOCTh Ha MPOM3BEIECHUS
HayKH, JIUTEPATypbl U UCKycCTBA. ABTOPCKHUE MIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIIpaBelJIMBbIE
BO3MOXHOCTH 3apa00TaTh Ha pe3yibTaTaX CBOErO TPyJa, MOJYyYUTh U3BECTHOCTb U IPU3HAHMUE.
Huxkro 6e3 pa3pelieHust aBTopa He MOXET BOCIIPOU3BOJUTH €r0 MPOU3BEIEHUE, PACIIPOCTPAHST,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATH, IMYCKaTh B IMpOKaT, MyOIMYHO
UCTIOJIHAT, OKA3bIBATh/UCIIOIHSTDH B A(Hpe UK pa3meniaTs B VIHTepHeTe.

Hcnonp3oBanue "muparckoro" MmporpaMMHOIO OOECHeUeHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKUPOBKHM TBOETO YCTPOMCTBa, Ile
yCTaHOBJIEHA HellerajgbHas nporpamma. He crout Taxxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHbIE
U OecrIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopTtane

CereBnuok.p¢ - TBOH TJaBHBI COBETYMK B CETH. 37eCh Tbl MOXeEIIb Y3HaTb O
0€30MacCHOCTH B CETHU MOHATHBIM U JIOCTYIHBIM SI3BIKOM, a NMPU BO3HUKHOBEHUM KPUTHUYECKOM
CUTyallud OOpaTUTHCS 3a COBETOM. A TakXe MPHUHATh y4acTHE B KOHKYpCaxX M CTaTh CaMbIM
U (POBBIM TpakTaHUHOM !



